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Introduction

As we mentioned in contentACCESS documentation, Mail app is a contentACCESS feature that was

designed to allow the user to manually archive/restore from/to mailboxes directly in Outlook, without

any need to use an email archive job.

The following platforms support Mail app:

Desktop (Windows, Macintosh - on Macintosh MS Outlook 2015+ is required)
OWA (desktop computer, android, iOS, phone, tablet)
Native MS Outlook app on tablets

Native Outlook app on mobiles doesn't support Mail app.

Configuration part for administrators

Important!! Mail app prerequisites:

Exchange 2013 or later version

MS Outlook 2013 or later desktop version or OWA.

One of the following browser versions needed: at least Windows Internet Explorer 9, Mozilla
Firefox 12, Apple Safari 5 or Google Chrome 18.

Proxy installed over HTTPS connection.

Default shortcut and a default retention must be set in contentACCESS Central
Administration.

On the System page (System tab - Services group—> System button - External accessibility
settings) a HTTPS alias must be configured.

Roles Org Custom Apps, Org Marketplace Apps and User Options must be assigned for the

EWS user on the Email archive System Settings page in section EWS settings. These roles

enable an administrator to install and manage custom apps for the organization (read more

about the roles here).
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The administrator is required to do the following configurations for manual email archiving. He has

to

1) configure a shortcut that Mail app will use and set this shortcut as default (refer to section

Shortcuts in email archiving);

2) configure a retention that Mail app will use and set this retention as default (refer to section
Retentions);

3) install the Proxy server with HTTPS connection;

4) configure HTTPS based alias In Central Administration under System => Services => System =>
External accessibility settings;

5) allow Mail app activation for selected mailboxes/groups/servers from Central Administration =>
Address book

6) run the Email archive Provisioning job to apply the changes.

To allow the Mail app activation, navigate to Email Archive > Archive > View address book on the

ribbon.

% contentACCESS Central Administration

System File Archive Email Archive BackMailz SharePoint Archive Custom plugins
Ea . 0] ~ . < < ~
= - .
B B = &8 B i ¢ = S| 8 [&6 &% 2
Databases System Provisioning Retentions Shortcut Storages Schedules User View address| Johs Remote PST Legacy data
settings  settings configuration experience book agents  import | configuration
Edit Settings Remote agents Miscellaneous

In the column Enable mail app it is possible to see if the Mail app activation was allowed for the
selected object (mailbox, group or server). By default, the objects inherit the Mail app activation from

their parent, so if the parent has it set to allow/forbid, so will the child.
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View address book

— Email Archive = Archive > View address book

Mailboxes Public folders m Servers

% import groups manually + add group manually
Name a Create contentWEB access Enable mail app Associate with role Active Group DN
*** Inherit Inherit Yes CN= .CN=Users,DC=ta,DC=internal
2 *** Enable Enable Inherit Yes CN= 2,CN=Users,DC=ta,DC=internal
3 *** Enable Forbid Inherit Yes CN= 3.CN=Users,DC=ta,DC=internal
TECH-ARROW *** Inherit Inherit Yes

Page 10f 1 (4 items)

The Mail app activation can be set from the context menu of the selected object to:

- Inherit
- Explicitly allow
- Explicitly forbid.
) View address book

Email Archive > Archive > View address book

Mailboxes Public folders m Servers

© import groups manually + add group manually
Name - Create contentWEB access Enable mail app Associate with role Active Group DN
=== |nherit Inherit Yes CN= .CN=Users,DC=ta,DC=internal
2 Automatically create contentWEB user 3 Inherit Yes CN= 2,CN=Users,DC=ta,DC=internal
3 Mail app activation [l Inherit Yes CN= 3,CN=Users,DC=ta,DC=internal
TECH-ARROW Assign database, storage and index zone Explicitly allow Yes

Archive settings override Explicitly forbid

Page 1 of 1 (4 items) EN

Activate/Deactivate mailboxes

If you selected Explicitly allow, the contentWEB user role pop-up will open. Here you need to specify
the contentWEB user role (containing user permissions) to be assigned to the contentWEB user(s). It
is possible to select a custom role from the dropdown list or you can use the role defined in the Email

archive Provisioning job.

contentACCESS Mail app 3.9
TECH-ARROW, a. s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com Page 4/18


mailto:sales@tech-arrow.com

.  \/oUr vision of technological evolution A

¥ techarrow

contentWEB user role

The user will be created with Windows login provider.

Use the role defined in the provisioning job

= Select a custom role you want to assign to the created user(s)

Created user role: Full_EAllser b

Save Cancel

After the changes have been made, it is necessary to start the Provisioning job to apply them.

£y To apply the new seffings, the provisioning Job needs to be started. You can wait for the scheduled run or you can start it now.

How to use Mail app — part for the users

After the Mail app was activated, it is recommended to restart your Outlook.

Open your Outlook desktop. If you checked the option to enable link security in System, section

External accessibility settings, you will first need to authenticate yourself.

<
4 Favorites Search Current Mailbox (Ctrl+E) O |+ G Reply 2 Reply All (S Forward &5 IM
Dorucend posta All  Unread ~ newest L [* 3t 20.3. 2018 12:08
Odosland poita

Koncepty FW: Enhance... £29.3 R
Odstrénené polozky FYl FW: Enhancement in contentGATE 2.5.7

. T W ~
Finance

rl Emesheel §t29.3 contentACCESS A + Get more apps
ear

| Dorucena posta a
Koncepty tech-arro...
Odoslané posta New Draghn... 20,3
q q New i
b Odstranené polozky © COﬂtentACCESS Ma\‘ app
e tech-arro...
b CA New content... 5t28.3
contentWEB New
1> Conversation History tech-arro... V
EdgeWave ThreatT... New content... st28.3
Inbox New
NevyZiadana p... [1]
~ tech-arro...
Posta na odoslanie New content. 5283
RSS Feeds New
Sent ltems . R - .
tech-arro... Please provide your login information.
b Search Folders
New content... ut 27.3
New
- dne@ta.internal Login
4 RE: Interestin... ut 27.3 ~
Hit
4lnbox 315 i -

When clicking on the Login button, a pop-up with the configured Login providers opens.
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= Central login - Internet Explorer — X

¥ fcontentACCESSLogin/Login.aspx?ReturnUrl=%2fcontent a

% TECH-ARROW central login

Welcome. Choose your login provider to login.

% contentACCESS account

Username:
Password: sssssssssssse
%) Kendox

Windows as current user

=
== Windows as different user
& Office 365 account

O

Remember me

After successfully logging in, select a message (including an attachment) that you would like to archive

manually (1). In the reading pane, click on contentACCESS (2)... Archive email (3) buttons.

search Current Mailbox (Ctrl+E) p - @Reply @Reply Al E%’ Forward C(S ™
Al Unread - Newest ¢ |2 st 4.4, 2018 11:17
4 Tod
& tech-arrow@tech-arrow.com
tech-arro... .
New DragAn.. S New DragAndDrop setup 3.0.16 is ready
New 1 To  build_netification “
4 Yesterday contentACCESS ~ 3 + Get more apps
tech-arro...
o
New content... ut 15:00 aQas
MNew
4 Monday
Automatic re... po 16:38
Hi, I'm out of
4 Last Week
B Email is not archived

Canceled: Da.. pi30.3

Hi, This is a 8 Archive email 3
Canceled: Da.. pi30.3

Hi, Thisisa

[E2]
Tentative: M 529.3
Accepted: M... 529.3 i . . =
New DragAndDrop setup 3.0.16 is ready for testing and you can download it from here =
[

contentACCE.. it 29,3
tech-arrow@tech-arrew.com No Items -
Hi everyone,
-
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Note: If the email was already archived, you will get two options: Show original email or Restore

original email. It cannot be archived again.

The manual archiving job will use the default shortcut and retention. If we set an HTML shortcut,
where green category has been set as default, our archived email will be archived with this shortcut

and will be signed with green category.

In the reading pane, click on contentACCESS Mail app again. To view the original email, click on Show
original email option. To download the archived attachment, click on it in the message and it will be

downloaded automatically.

Search Current Mailbox (Ctrl+E) p - ﬁ—(l Reply @ Reply All Eﬁ Forward CES M
All Unread - Newest b | st4.4.2018 13:37
4 Today
b Mail app testi
Mail app test... 13:37 ail app testing
Mail app To
‘ Green category ~
Message &) 980x0,jpg (213 KB) 8] a-1024x768,pg (67 KB)
contentACCESS A + Get more apps
Qmsd
10-crucial-security-tips-to-reduce-data-loss-in-microsoft-office-365-758x426.jpg 416 kB
960x0.,jpg = attachment can be downloaded from here 1778 kB
256x256_png.png 69 kB
a-1024x768.,jpg 681kB
original email can be opened from here @ &
—> Show original email Restore original email

Mail app testing email with attachments

How to manually restore with Mail app?

To restore already archived email manually, click on Restore original email in the app:
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(G2 Reply (52 Reply All (53 Forward 55 IM
st 4. 4. 2018 13:37
Mail app testing
To
| Green category ~
Message |&i] 960x0jpg (219 KE) [&] a-1024x768pg (67 K8)
contentACCESS A + Get more apps
Qaé
10-crucial-security-tips-to-reduce-data-loss-in-microsoft-office-365-758x426.jpg 416 kB
960x0,jpg 1778 kB
256x256_png.png 6.9 kB
a-1024x768.jpg 68.1kB
® &
Show original email Restore original email

Mail app testing email with attachments

Important!!! Turning on the Change message class option in the HTML shortcut configuration is a
must if the user would like to manually restore from shortcuts, otherwise this app will not be visible

in MS Outlook when trying to restore the original email.

Note: In Mail app the “split attachments” function is active by default. That means that the body of
the email and the attachment are stored separately. It is good to know: if the email message
containing an attachments has been previously archived by a job, where attachments were not split,

then the mail app in MS Outlook will show O attachments.

contentACCESS A + Get more apps

Q@é

Email has no attachments

® )
Show original email Restore original email
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To search in the available mailboxes, click on the search icon and enter the term you are looking for.

It is also possible to sort search results by subject or date.

contentACCESS A + Get more apps

Y testing —Q w8
Testing the gotomeeting group 4.5 2017 A

I Re: ca mobile testing 14.12. 2016
RE: [NTSysADM] MPLS monitoring [/ testing 23.7.2015

I FW: ContentAccess testing , feedback and questions 6.7.2016 v

You can also add some filters to the search query by clicking on the Filtering icon in the upper left
corner. Click on the property that you would like to add to the query. Some properties need to be

specified further (like subject on our screenshot).

contentACCESS A + Get more apps

Subject:(testing) Qnéd
1 Searchin n
Subject Date ~
Filename 18.5. 2017
From
14.12. 2016

Has attachment

I contentACCESS mobile android testing 20.12. 2016
Backup Testing How To's 6.5 2016
I Data for testing 24 6. 2016
I Re: ePrism testing 18.5. 2017
Testing the gotomeeting group 4.5 2017

I Re: ca mobile testing 14.12. 2016 ¥

Open the selected email by clicking on it. If the mail has some attachments, the user will be able to

open and download them from here.
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contentACCESS A + Get more apps
< back Qe
A
e-Bike for testing 28.5.2018
imagejpeg Attachments 184.7 KiB
image3 jpeg 1543 KiB
imageZ.jpeg 9.7 KiB
v
Hi guys,

The home button will return you to the home screen, from where it is possible to archive, restore,

download attachments or view the original email.

contentACCESS A + Get more apps

Q /ﬁ”\ 1S
image001.png 6.0 kB A
image002.jpg 681B
image003.jpg 703 B
image004.jpg 6908 V¥
® &
Show original email Restore original email

In the menu it is possible to view the current logged in user and to sign him out. After clicking on
settings, you will be redirected to a section, where it is possible to view the server name, change the
application language, view last logs (e.g. in case an error occurred) and also view/sign out the user.
On the bottom are two buttons - Save (to save the changes) and Cancel (if you don’t want to save

the changes).
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contentACCESS A + Get more apps
Qaé
Server name & Logged in user \
azure tech-armrow.com:443 system
/~ Settings
Choose language,  English
o § O Sign out
Logs Show logs
system Sign out
Vv X
Save Cancel

Mail app in compose mode

Mail app works a bit differently in the compose mode. It is not possible to archive and restore emails
here, but instead it is possible to search in already archived emails, open them, share them as .eml

files or as a link pointing to them or share a link pointing to the performed search.

Open the compose mode (start writing a new email message). Click on Manage Archive in the upper

right corner. You will first need to authenticate yourself. Click on the Login button.
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EBE®S 0™ s Untitled - Message (HTML) ? WM — 0O/%
MESSAGE | INSERT ~ OPTIONS  FORMATTEXT  REVIEW  DEVELOPER 1 .
== X ||calibri (Body) A A - f Attach File > Follow Up ~ b~ L~
5 [comeon L& ¥ Bl Q¥ % | 7 [ D
(e B I U iZ=-i=- &3= Attach ltem ~ — | High Importance i
Paste aty I Address Check Attach s - Assign Zoom = Show Upload to Manage View
= v Z-A-BEl==% Book Names contentACCESS file Signatie Policy = ¥ Low Importance panel contentACCESS Archive Templates
Clipboard = Basic Text & Names contentACCESS Include Tags 5| Zoom | officeGATE ! contentACCESS Share [contentACCESS... | My Templates|
v X
From » @tech-arrow.com COntentACC ESS
=1
To.. ‘ ‘ a8
Send
Cc.. ‘ ‘ .
] contentACCESS Mail app
Subject ‘ ‘

Please provide your login information.

2.[[toun |

Choose your login provider, enter the applicable user credentials and click Login.
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(=2 Central login - Internet Explorer — *
%¥ https;// /contentACCESSLogin/Login.aspx?ReturnUrl=%2fcontent E

% TECH-ARROW central login

Welcome. Choose your login provider to login.

% contentACCESS account

Username
Password L IZ XX TR Y]
%) Kendox
E® Windows as current user
E® Windows as different user
& Office 365 account
[ Remember me

Enter the term you want to search for and click on the search icon, or press enter.

Note: The user will be allowed to search only in entities he has access to.
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EBE®S 0™ s Untitled - Message (HTML) ? WM — 0O/%
MESSAGE | INSERT ~ OPTIONS ~ FORMATTEXT ~ REVIEW  DEVELOPER

X ooy [ 5 A| (5} gp W e

E ™ Follow Up = Q yl W y( I:H’
Bz B I U i=- &= ve 0% Attach Item ~ — | High Importance B i
Paste Address Check Attach . Assign Zoom = Show Upload to Manage View
- d L4 Book Names contentACCESS file L7 signature - Policy = ¥ Low Importance panel contentACCESS Archive Templates
Clipboard = Basic Text & Names contentACCESS Include Tags G| Zoom | officeGATE ! contentACCESS Share  contentACCESS... My Templates| »
From » @tech-arrow.com COntentACC ESS X
=1

To.. ‘ | Y Tesﬁng| x Q&
end

Subject ‘

‘ Subject + Date +

The search results will be displayed. It is possible to sort them by Subject or Date.
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Ed®O :
MESSAGE | INSERT  OPTIONS

<= X CalibriBody) |11 | A A

FORMAT TEXT

REVIEW

Untitled - Message (HTML) 7 M - 0O X

DEVELOPER
Qv % v 0

[l Attach File ﬂ > Follow Up -

By B I U =-i=- & 3= = U7 Attach Item ~ — ! High Importance A
Paste ay A I Address Check Attach s - Assign Zoom = Show Upload to Manage View
= A -Ngl — EE Book Names contentACCESS file SIS Policy = ¥ Low Importance panel contentACCESS Archive Templates
Clipboard = Basic Text & Names contentACCESS Include Tags G| Zoom | officeGATE ! contentACCESS Share  contentACCESS... My Templates| »
v X
From » ®tech-arrow.com COntentACC ESS
=1
\L‘ ‘ ‘ VY Testing Q&
Send
Ce. ‘ ‘ s) found in All mailboxes
Sm ‘ ‘ | subject~ Date ~ |
Testing the gotomeeting group 5/4/2017
I Re: ca mobile testing 12114/2016
RE: [NTSysADM] MPLS monitoring... 7/23/2015
Best Practices for Testing Backup 3/15/2016
RE: [NTSysADM] MPLS monitoring... 7/22/2015
i FW: ContentAccess testing , feedb... 7/6/2016
[Last chance] Security testing repo... 9/26/2016
RE: [NTSysADM] MPLS monitoring... 7/22/2015
Re: [NTSysADM] MPLS monitoring... 7/22/2015
Re: [NTSysADM] MPLS monitoring... 7/23/2015
Re: [NTSysADM] MPLS monitoring... 7/23/2015
i rontentACCESS mohile andraid te 12020420k
cD
Share search

Sharing a link to the whole search

To share a link pointing to the performed search, simply click on the Share search button at the

bottom of the Mail app pane. The link will be added to the body of the email.
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MESSAGE | INSERT

Untitled - Message (HTML)

OPTIONS FORMAT TEXT REVIEW DEVELOPER
<= X CalibriBody) |11 | A A I;E} & ﬂ( i Attach File ﬂ I Follow Up = Q
N ]
0 By |B I Ut . &= va 5 Attach ltem ~ - | High Importance
Paste e ay . A A Address Check Attach Q‘S' - Assign Zoom
[ A -0 e Book Names  contentACCESS file SIS Policy - ¥ Low Importance
Clipboard = Basic Text & Names contentACCESS Include Tags | Zoom
From - @tech-arrow.com
=1
To.. ‘ ‘
Send
Cc.. ‘ ‘
Subject ‘ ‘
Search result for "Testing"
‘L-._‘h
~
~
~a
Y
A
A Y
A
\
A%
A
)
A
A
A
Ay
A
AY
A}
Ay
AY
A
\\
\\
\\
~'§ -
~ -
h-ﬁ____-
e

7

7

Upload to
contentACCESS

L4
Manage
Archive

Show
panel

officeGATE | contentACCESS Share | contentACCESS...

G

View
Templates
My Templates|

contentACCESS S
Y Testing Q8
42! found in All mailboxes
Subject - Date ~
Testing the gotomeeting group 5/4/2017
I Re: ca mobile testing 12114/2016
RE: [NTSysADM] MPLS monitoring... 7/23/2015
Best Practices for Testing Backup 3/15/2016
RE: [NTSysADM] MPLS monitoring... 7/22/2015
B Fw: ContentAccess testing , feedb... 7/6/2016
[Last chance] Security testing repo... 9/26/2016
RE: [NTSysADM] MPLS monitoring... 7/22/2015
Re: [NTSysADM] MPLS monitoring... 7/22/2015
Re: [NTSysADM] MPLS monitoring... 7/23/2015
Re: [NTSysADM] MPLS monitoring... 7/23/2015
l_rontentACCESS mnhile andrnid te 12/20/2011A
cD
Share search

Sharing selected email(s)

To share selected emails, move your cursor over them and check their checkbox. Select if you want

to attach them to the email as link or as a file (.eml).
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e ™ I ] 5 Untitled - Message (HTML) 7 @ - O X
MESSAGE | INSERT ~ OPTIONS  FORMATTEXT  REVIEW  DEVELOPER
e, Y ri - - A ry L] ' i > -
p, 2 Calibri Body) -1 ~| A A 2z} .3, %{ i Attach File ﬂ > Follow Up Q yl W 7 [r;
Bg|B I U|i=-i=- &= @ 0% artach item = — | High Importance i
Paste aty I Address Check Attach s - Assign o Show Upload to Manage View
= v Z-A-BEl==% Book Names contentACCESS file Signatie Policy = ¥ Low Importance panel contentACCESS Archive Templates
Clipboard = Basic Text Names contentACCESS Include Tags officeGATE | contentACCESS Share  contentACCESS... My Templates ~
| v X
From » @tech-arrow.com COntentACC ESS
=1
To... ‘ Y Testing Q8
Send
Ce. ‘ found in All mailboxes
Subject - Date ~
Sbed | attached as file ’
Attached ‘ Re: ca mobile testing.msg; Testing the ing group.msg; RE: [NTSysADM] MPLS monitoring / testing.msg (59 KB ‘ Testing the gotomeeting group 5¢4/2017 ~
I Re: ca mobile testing 12114/2016
FW: ContentAccess testing , feedback and questions
[Last chance] Security testing report webinar . RE: [NTS P
: ysADM] MPLS monitoring... 7/23/2015
RE: [NTSysADM] MPLS monitoring / testing attached as link
Best Practices for Testing Backup __..—-PO
RE: [NTSysADM] MPLS monitoring... 7/22/2015
B FW: ContentAccess testing , feedb... o
[Last chance] Security testing repo... o
RE: [NTSysADM] MPLS monitoring... o
Re: [NTSysADM] MPLS monitoring... 7/22/2015
Re: [NTSysADM] MPLS monitoring... 7/23/2015
Re: [NTSysADM] MPLS monitoring... 7/23/2015
Il contentACCESS mohile andraid te 12/20/2011h
(/5] = X
Attach aslink  Attach as file Close

Opening selected email(s)

To open an email, simply click on it. First, a preview will be loaded. If you want to open the original

email, click at the Open button at the bottom of the Mail app pane.
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EBE®S 0™ s Untitled - Message (HTML) ? WM — 0O/%
MESSAGE | INSERT ~ OPTIONS  FORMATTEXT  REVIEW  DEVELOPER
ol Yy i . e K ) 1 > - y
X | Calibri Body) <[11 <] A A |§§E e, @ i Attach File E > Follow Up Q y( % 7 [r;
(e B I U iZ=-i=- &3= @ 0% artach item = — | High Importance i
Paste ayy I Address Check Attach s - Assign Zoom = Show Upload to Manage View
= Z-A- == Book Names contentACCESS file Signatie Policy = ¥ Low Importance panel contentACCESS Archive Templates
Clipboard = Basic Text & Names contentACCESS Include Tags G| Zoom | officeGATE ! contentACCESS Share  contentACCESS... My Templates| »
v X
From » @tech-arrow.com CDntentACC ESS
=1
To.. \ \ < back Q8
Send
Cc.. ~
\;‘ | | MSPmentor nin O
Subject ‘ ‘
Best Practices for Testing Backup 3/15/2016

Attached ‘

MSPmentor

[MSPMentor] <http://s2978.t.en25.com/e/er?
utm_rid=CPTNNO000001181603&utm_campaign=2168181

The importance of testing tends to get overlooked, but
the reality is that testing is just as essential as the

backup itself. Failure can happen at any time and you
don’t want your recovery to be your test. Download

this whitepaper to learn<http;//s2978.t en25.com/e/er?
utm_rid=CPTNNO000001181603&utm_campaign=216818 v
the best practices for how and when to test so that
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