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Introduction to contentACCESS

contentACCESS is a modular product primarily designed to solve email archive and file archive
scenarios in an organization. It uses built-in or custom plugins, which are able to connect with many
kind of input systems and process the information as desired. Based on the plugins, contentACCESS
is providing email, SharePoint and file management and also archive in the cloud or on premise. With
contentACCESS you can choose from many storage systems to store your data - either with the built-
in processing or with a completely custom processing workflow.

contentACCESS provides a simple way of just implementing the actual processing task and writing to
a storage or archive system of your choice. You can set demanded plugin instances (jobs) in the
background for processing these tasks without any need to change your employees’ behavior. It also
provides methods for accessing stored content regardless of the target, providing unified access.

contentACCESS can be fit to customer needs very easily.

Services provided by contentACCESS

Processing plugins: Processing plugins are responsible for crawling and processing your data. The way
of processing data depends on the framework-functions that the plugin has and on further
configurations of the plugin. Besides the basic plugins custom plugins are also available. The crawling
method is configurable and is offering different optimizations for different use cases. The crawled
data can be filtered by data age, size, file type and further specific properties. The plugin selects the
crawling method, the filtering and the target storage and is focusing only on the data processing. A
typical use case is to archive emails or files into an archive system, or to export to a file system, etc.
Manual archiving tool: To manually archive emails directly from your MS Outlook or Outlook Web
Access contentACCESS uses Mail app application. With this application the end user can archive old
emails very easily, and also retrieve them at any time with the help of shortcuts which replaced the
original item.

Clustering: Helps to optimize your capacities and divide data processing between more servers to
make contentACCESS work more smoothly.

Storages: The contentACCESS framework is offering the following storage providers out of the box:
Disk store (simple disk storage), inPoint, iTernity. Third party storages are possible to be

implemented as well.
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contentWEB: contentWEB is a web application running in browsers and also on mobiles (mobile
browsers), which provide an easy to use interface for accessing processed and stored content. Its
functions include folder browsing, item listing, item paging, item filtering, restoring, exporting and
searching.

contentACCESS client access and WEB Services: contentACCESS provides an API for executing plugins
on demand, manually processing emails using plugins, unified access of processed elements.

Mobile access: The processed data for users are accessible through the contentACCESS Mobile

application as well.

Software requirements

The following prerequisites have to be installed on the machine(s) where you want to run the
contentACCESS installation wizard:

MS SQL 2012 Express or Server

MS Outlook 2010/2013 (64 bit version) or later
.NET Framework 4.5

Internet Information Services (11S) and ASP .NET 4.5

YV V V V

These prerequisites are also checked by the installation wizard. If not installed, SQL, Framework

and 1S will be installed directly from the wizard during the installation.

Installation of contentACCESS

The installation package makes the contentACCESS installation process very transparent and
intuitive. This section leads you through the dialogs of the installation wizard and describes the step-
by-step installation of the product. To run the contentACCESS setup self-extracting package the

following is required:

MS SQL 2012 Express or Server

MS Outlook 2010/2013 (64 bit version) or later
.NET Framework 4.5

Internet Information Services (11S) and ASP .NET 4.5

YV V V V V

Ability to run the setup as an administrator

What is involved in the contentACCESS setup package?
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» Under section Documentation the contentACCESS manual and the Best practices to the software
can be found, and it also contains a link to the contentACCESS website.

» Under Planning the links to hardware and software requirements can be found, and the user may
download the contentACCESS Analysis Tool right from here. The tool is used to measure the
performance of file shares to be archived and also the speed of the desired target store. It is also
used to analyze the files that will be archived, and can help to set up the correct file archiving
strategy.

» Under Tools you can find the links to the Virtual Drive setup, Proxy server setup, Legacy MAM
retrieve server setup, for the Outlook forms and from here you can also download TECH-
ARROW'’s WinShortcutter. WinShortcutter is a collection of small and useful utilities that are
primarily focused at people working in a Windows dominant office environment with a weak MAC
support. It is primarily used to open MS Windows shortcuts (.LNK).

» Under Products you can read a short description about other software solutions of TECH-
ARROW: contentGATE, streamGATE, officeGATE.

» Navigate to Installation button and start the installation process of contentACCESS.

Download and run the setup package (contentACCESS X.X Setup.exe). As default it unzips to
c:\TECH-ARROW/\contentACCESS_Package folder but you can use the Browse button if you want
to change the directory. Click Unzip. After the files have been successfully unzipped click OK.

WinZip Self-Extractor - contentACCESS 2.6.19.0 Setup.e... m

To unzip all files in thig self-extractor file to the Urzip |
specified folder press the Unzip buttan.
Run Wingip |
IInzip to folder:
[0WhcontentACCESS_Package  Browse.. | Close |
v Ovenarite files without prompting About

. 40 file(s) unzipped successtully
¥ “when done unzipping open:

AGATE.NET.Check. exe nels

Pl

Note: It is a good practice to always unzip to the same directory. This is especially important when
updating the product. Keeping the installation in the same folder helps you to run the update always

with the same settings.
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1. Welcome! Now the contentACCESS installation wizard will open which will lead you through all
the steps of the deploying process. All three components of contentACCESS (the server, Central
administration and contentWEB) can be deployed during this deploying process. As 1. step choose

Installation and then click NEXT:

contentACCESS Setup [x]

/ contentACCESS your vision of technols

Welcome We|CO me

Planning

Documentation Welcorme to the contentACCESS setup!

contentACCESS is an information managerent and collaboration platform, where you can migrate,

Installation collahorate, access and transform data from different sources anytime from any devices,
stallatio

Products

Close

contentACCESS Setup [x]

/( contentACCESS your vision of technological evolution
Welcome!
Steps Welcome to the contentACCESS installation wizard! This wizard will lead you through the deployment process.

contentACCESS has 3 main components: the server, the Central Administration and contentWEB. All companents can be
deployed using this setup.

Previous et | |Cance|

2. EULA. After you have read the End User License Agreement carefully check checkbox | accept the

term of the agreement and click NEXT.
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contentACCESS Setup [x]

/ contentACCESS your vision of tech ical evolution
EULA

Steps Please read carefully and accept the End User License Agreement,
ISoftware License Agreement 2

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT CAREFULLY BEFORE
DOWNLOADING OR USING THE SOFTWARE

BY CLICKING ON THE "ACCEPT" BUTTON, OPENING THE PACKAGE,
DOWNLOADING THE PRODUCT, OR USING THE EQUIPMENT THAT CONTAINS
THIS PRODUCT, YOU ARE CONSENTING TO BE BOUND BY THIS AGREEMENT. IF
YOU DO MOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, CLICK THE
"DONOT ACCEPT" BUTTON AND THE INSTALLATION PROCESS WILL NOT
CONTIMUE, RETURN THE PRODUCT TO THE PLACE OF PURCHASE FOR A FULL
REFUND, OR DO NOT DOWNLOAD THE PRODUCT

Single User License Grant: TECH-ARROW, a5 ("Tech-arrow") and its suppliers
grant to Customer {"Customer") a nonexclusive and nontransferable license to use the
Tech-arrow software {"Software") in object code form salely on a single central
processing unit owned or leased by Customer or otherwise embedded in equipment
provided by tech-arrow

E

¥ 1accept the terms of the agreement,

‘Prawous H Mext ‘ |Cance\ ‘

3. Components. In this step you have to choose which contentACCESS components you want to
install on a server. contentACCESS has 3 components: the server, contentACCESS Central
Administration and contentWEB. Check all three checkboxes in this step if you want to have all of

them on a single server.

/ contentACCESS your vision of tec ogical evolution
Components
Steps Seleck the components which you would like to install,

contentACCESS components

¥ contentaccess

¥ contentaCCESS Central Administration
[ contentwes

Previous

| Next | ‘Cance\
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Before proceeding with the installation, you need to apply the license. There are two options how to
do that:

a) If the machine where the setup is running has internet connection, you can activate the license
online. Follow the next steps:

» Choose Online activation in the wizard.

= Enter your license key and click Next.

= License will be validated and you can continue the installation

b) If the machine where the setup is running has NO internet connection, you need to activate the
license offline. Follow the next steps:
= Insert your license key.

= Select the Offline activation button and click Next.

License Activation Wizard [ (D]

Enter your license key

“welcome to the license activation wizard. Please enter wour license key for the
product and zelect the activation method.

Licence key

-

 Online activation [internet access required)

& Offline activation

Mext | Cancel I

= Activate your product on the offline license activation page of TECH-ARROW. The page can be

accessed using the link in the activation dialog:
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License Activation Wizard !El m

Offline activation
Flease copy the activation request. go to our offline activation web
zite and we will generate the activation responze for you.

License request information

3jvE 4nPS 4554072 jae45p 5k GheDCZAL 28I DvuUikZ2qSwhRS s
3G9ic2ebspbGIosIPpEn OSdurmYpDkC:T QudfAcFOrgee
RoiE/2dGE2 GRMCvOWdARxbbIbEwvY Y OImIAn G s 5/
EMTzI9Tzr WS BEGulYdzasLDmgrihwE g ruEEY W uatl
WINTZQThFKIUCfZaMS 4Te 228 p 3 g BxsiAFiKk dyod oei SYL LI

Save to file
Flease activate your product on
httpsiiylicense.tech-arrow, com/Offlinesctivation
License activation information
=l
=

Load from file

Back | MHext I Cancel |

» Copy/paste (or download/upload) the License request information from the above wizard and
activate it on the offline license activation page. Use the “Choose” option to upload the .dat file if

you have saved it, or copy the activation string into the text box and click “Activate now”.

- O x
[ Activate your license x
dol =

€& = C | B httpsy/license.tech-arrow.com/OfflineActivation s

i Apps §< Office 2016: A rc

‘F( TECH-ARROW | OFFLINE LICENSE ACTIVATION

Welcome to the Offline Activation Application
]

Please add your activation source

your client ge activation file, or pasting the activation string

Please provid

ivation file:

ation string: | sj64nPS455A07 2jze45pSkGh eDCzAL2BIDVU
kZ2q5whR/s3GRic2ebSpbGIoSIPpSnOSdurm
YpDKCKT QudYWeF0rQeeRoiE/ 2dGE2 GRNCYO
WdakxbblbEvxY QY'Y OImIAnSAUwvsS/BMTzZIOTz
W1XWSBGULY dzasl Dmp3 g WEBxsiAFiKkdycdoe
iSYLIb/EqmPVilemL? CleoicAfAUGREHRL4i14a
pPvhM1kVE7 2LVywEca4fmBhOKbiKuTyoVgbK
+KGhZA+OFPXRaCIBbpMOPEL&fmobEMOXMNg
QzYk1KWSW3I009bSbTvQdslUBzg GBMQY avad
bongbS1X0CmGfoPPZ0pvGaPirBulWUZE/9U
dWog+Ta3c

Choose

or paste your a

Activate now
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= Copy/paste (or download/upload) the activation code (1% screenshot below) from the web page to

the License activation wizard (2" screenshot below):

— O
[4 Activate your license x

L o C | 8 https://license.tech-arrow.com/OfflineActivation

i Apps  §% Office 2016: A rc

Your license was activated successfully

Or Copy and p

KPotkfLPpOEL CrojwtSKxgh+cmugwa 7 ok3WaiPKyOTviMOzEJNOLAPbmMPDYPAST c4U2b2
VVTY4hQUWT mLBK3V/ ONZ CBQNYANDUg1Fg/ 3mBeDdw/ pCfTYTRTALXZolkg+mN1Kg/HIZ
V6009 +L67xDvVaxoKTFETKdrwulgLko o4kFZf2MPkhPdp/SJiMXHIgMEnbdrows/ nduH2
ViS5 +0bj5z+0IHWDOkBso AZENVWITmMT/ Zv+oomUYfHDY 1pa4dpg3XLepPzIlSvSPDwWZABT
8TkiiGohCqeqBSrbLuZ0IG3fr/g6myYSjnaMOo4Wxns022IQPZwiQszZqwyl PZIU0X mALz
37y75praGa3bdy++wbIrb7igIOrwdKEVI pkMW,/ teSulloMatV/ I0GE385n+GnOfvBysAiG
UHCOxq7 QGcG2YVbgnTBSIOSIMERNhTSLE 05X scSLCyWrmRBZ cBI3 3tmBxxTj4PtPfA0232Me
Z8jtecU7tzPX02U9NeU2FOK1IKDENBYGEUUIZNZVMIBMHUBYLpDS 1CAvMZbd+nA3zwgoz
0ImEn5n4fzx/ fB7nwhWzh¥16dHIIfD02KBE Q2 02FzBwBEEh CABKId7FmQTN4 ABzvdwre3p
qftxyibveewgbve/M+mKcEtp OxpEMTgWp 1PXSVDIkhwd +SR/44wHDVLROMO GtzybIZ s
UBrefaVzpt+8HZIBZSizPhTq15iszCHoTplbelgk3PzS6QcDGZM2 2bYPHIOT 2NIDE7 SwiTpG
15ySennzagBSh3pHuUKS gvlu/6QLWadICded2FWFoF/8nGIHDgcr+10bS66A1bn9DvFae3Pe
¥5YnnsoDNvDVVTSZg GOWrsNSBCPXE6B7 U 1thcqw+FkEuiCnjuEvBM7 9oaUXwAvVD gDkv4
GOLNB3WYQgyXoMpoedd30shZ2RyDvGKnSVXzakiDoYz6kH433WSUDXGVIZENA+PCAVM +

Go to License management page!

s

v TECH-ARROW | OFFLINE LICENSE ACTIVATION

x

s

* When you have successfully applied the license, click “Next” in the wizard to continue the

installation. In the last window click “Close” to complete the activation process.

License Activation Wizard !E m License Activation Wizard !E m
Offline activation Activation successtull
Fleaze copy the activation request, go to our offline activation web ‘Your license was successhully activated.

zite and we will generate the activation rezponsze for you.

License request infarmation Li dF
sjv64nPS45SAgzzjae45pSkaeDCzALESjDvuikzquWNR.-’sﬂ eenceator

3G8ic2ebspbGIoSIPpEn O S durmYp D ECT QudAicFOrGQee Licence key:
RoiE/2dGB2G RN CyOiA dAkxb b b Eva QY OIm) AN 8 9Lws S . o
BMTzI4 7Py LOASBGULYdza sLDm g H S ghlrbMuE S ustl Licence status: Walid till unlimited
W3UIIZOThFKIUCTZaN S 4Te 228 p3avWBxsisFikkdycdoeiSYL ¥

Save to file

Flease activate your product an
hitpsiflicense tech-arrow, com/Offlined civation

License activation infarmation

+PCAIHwWATg FIDDEERS qus hkDWzdAIKC a3 lYavsaraGyy = |
pZF QatolXPrIfL SEPKH GHCOIFOd e SR oL rHRbAN 4Fhfrzky 2
SH/IOVraycAZZqlvk 7 c2 gE o=|

-

Load fram file

Back | MHext | Cancel | Back | Cloze I Cancel
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> Note: After the expiration date it will be needed to activate the license again. The user can
do it in the central administration interface of contentACCESS. For further information

refer to section How to activate your license key.

4. Prerequisites. During this step the wizard will check if your system fulfills the software
requirements. The missing requisites will be installed during the installation. Use the [refresh]
button to actualize the prerequisite information after the missing software is installed. One it is
ready, the user can continue with the installation process. After the wizard has run the system

requirements check click NEXT.

For more information about these requirements check the section above: Software requirements.

contentACCESS Setup [x]

/ contentACCESS your vision of technological evolution

Prerequisites
Steps The wizard will check whether your system fulfills the software requirements,

E‘ MS 5QL 2012 Express or Server

1 Wi me!

- Microsoft SQL-Server is a relational database server, developed by Micrasoft, It is a software
¢

3 nts

productwhose primary function is to store and retrieve data a3 requested by other software
applications.

Microsoft Qutlook 2010/2012(64-hit) or later
Check for a compatible MAFL subsystem

SharePoint Server 2013 Client Components SDK
This component allows connecting to SharePaint 2010 and 2013 using the Client Object Model,

N .NET Framework 4.5
imee | The £ontenthCCESS Central Administration is built on this framework,
T Internet Information Services (IIS) and ASP.NET 4.5

1’ IS is hosting the contentaCCESS Central Administration and contentWWEE.
P
i

CLOCOLCAS

Free memony: 1928 ME .. OK refresh]
Free space:  C4 37 GB of 49 GB free .. OK

‘Prewous H MNext ‘ | Cancel |

Note: MS Outlook prerequisite will be checked only in case that the license contains email based

plugins.

5. Base folder. The next step is to select the installation folder. By default the product installs in

C:\Program Files\TECH-ARROW\contentACCESS folder. The installation folder can be changed.
Clickon the- button and browse for the desired destination. Click NEXT.
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contentACCESS Setup [x]

/( contentACCESS your vision of technological evolution
Base folder

Steps Choose the istallation folder for contentACCESS server,
contentaCCESS installation folder
|C:\Program File ATECH-ARROW contentACCESS -

Previous

Next | |Can(e\

Note: It is a good practice to always use to the same path when updating the software. Keeping the
same path when updating the product helps to prevent technical problems that might occur when

running the updated version.

6. ContentWEB. On this page you can define the port number that contentWEB (contentACCESS
archive user interface) will use. This step will be required only in case that you have selected

contentWEB component in step 3 above.
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contentACCESS Setup [x]

/ contentACCESS your v of techn evolution
contentWEB
Steps On this page you can define the port number the contentWEE will use.

‘Prawous H Mext ‘ |Cance\ ‘

Note: It is always a good thing to select 80 as port number because this port is enabled on Firewall in

most of cases.

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 16/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. o vision of technological evolution A

% techarrow

6.Central Administration. In this step you need to insert the port number that will be needed to

access the application for Central Administration. Once the number is inserted click NEXT.

contentACCESS Setup [x]

/'( contentACCESS your vision of techn

Central Administration

On this page you can define the port number the Central Administration will use,

Part

3333 3:

nistration

Previous

MNext ‘ |Can(e\

7. Service settings. The administrator may set here, under which credentials the contentACCESS
service should run. There are multiple choices:
a. The service can be run as Local System; no credentials are needed;
b. The service can be run under custom Windows credentials (local or domain user); the

administrator may run a test also, to verify the Windows credentials are OK.

contentACCESS Setup

Y¢ contentACCESS Y¢ contentACCESS

Service settings Service settings

Steps MHere you can set custom Windows credentials to run contentACCESS sendce. Here you can set custom Windows credentials o run contentAC CESS sendce.

i service 33 Local System

=]

9. Database connection. The next step is to specify the system database server to be used by
contentACCESS. contentACCESS is storing data in MS SQL server. If you do not have a database

server installed, you can install an SQL 2012 Express (free version) with this installer. In this case
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check the Install new SQL Server 2012 Express radio button and the database will be automatically
created with the following credentials:
Database server: [ServerName]\contentACCESS
Database name: contentACCESSDB
User name: system
Password: cOntent@ccess
Schema: dbo
If you already have an SQL Server installed, select the Connect to existing SQL server radio button
and follow the next steps:
e Enter the name of the database server into the Database server text box, or use the [ button to
locate it.
¢ Type the Database name into the next textbox. A system database will be created with the name
entered here.

e Type in a schema (with an optional name).

Note: If you are updating to a higher version, then all these above mentioned settings will be

preselected and it will not be allowed to change them.

Continue with setting the credentials, over which contentACCESS will connect to SQL server:

e Enter the SQL user name and password into the textboxes. You have multiple options here: a) You
can use either an SQL user, or b) you can use WIA (Integrated Windows Authentication) with
checking the “Use Windows integrated authentication” checkbox. In this second case
contentACCESS will connect to SQL with the service credentials specified in step 8 above, in the

service settings.

Note: The user specified in database connection settings must be allowed on the SQL server first.

If you would like to make sure that all entered data are right run a test connection with a simple click

on the Test button.
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COntentACCESS Setup ]

Y¢ contentACCESS Y¢ contentACCESS

Steps

[ comoonens |

e - T =
T Use Windews integrated authentification m
romne
f
. [

a) UsingSQLuser b) Using WIA

If the connection was successfully established the following Setup window will confirm it:

contentACCESS Setup |

| Successfully connected ko TANEWS,

Click NEXT.

Note: In case that there are unwanted applications running in the background, the setup will warn the
user about this. Unwanted applications are: MS Outlook, Services and Internet Information Services.
It is possible (but not recommended!!) to kill these applications directly from this window by right
clicking on the application in the list and selecting “Kill”. The best approach is to close the running

applications manually. You can also skip closing the applications by clicking the “Ignore” button in the
pop-up window.

Please cloze the following applications:
D | Title | Process nhame | User |
= Tenewswammrae | R > |
5308 Inbox - edit.balazsy@tech-anow.com - Outlook guTLOOkK TANEW S \administrator
3644 Intemet Information Services (115) Manager Inettdar TANEWS \Administrator X . L .
By ignoring the opened applications, the sebup could require
A restart or could not complete successfully, Are vou sure to
o continue?
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10. Overview. In this step the contentACCESS setup gives a general overview about the components

that you have selected to install on server. Click NEXT.

contentACCESS Setup [x]

V( contentACCESS

Overview
Steps The following components will be installed by contentACCESS setup

These components will be installed on the system:
contentACCESS
contentACCESS Central Administration
contentiWeh

Ease installation folder
CAPragram Files\TECH-ARROW cantentACCESS

The following database server will host the database:
[AMEWS

Database name:
CONTENTACCESSDB using schema dbo
Lagin:

sa

. Summary

Previous Mext ‘ ‘Cam(e\ ‘

11. Installation. Click Install and wait until the installation process is completed. Then click on NEXT.

contentACCESS Setup

Y¢ contentACCESS rvision of lution Y¢ contentACCESS . ftechnological evolut

Installation Installation

Steps Please wait whie the instaiiation (5 completed. Steps Piease wait while the Installaion is completed.

contentACCESS server contentACCESS server v

T
contentWeb user interface contentWeb user interface 7

nection

EEale

12. Summary window will give an overview for you about the already installed products:
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contentACCESS Setup [x]

& contentACCESS your vision of technological evolution
Summary
The following components were installed:
contentACCESS V]
Status: OK. N
Detail
contentACCESS Central Administration v
Status: 0K, .
Detail
contentieb )
Status: OK. N
Detail
Dpen lo file

Note: If any problem occurred during the installation process click on Open log file option in the right
down corner of the last setup window (check above). The reason of unsuccessful installation might be

included in this log file

Click Finish to complete the whole installation process.

After installation is completed and you want to continue with further settings and configurations in

the contentACCESS Central Administration, click on Yes in the following popup window.

contentACCESS

I-'/- -.\'I Wwould you like to set up and configure conkentACCESS nowy IF
Y ves, the setup will start the Central Administration,

If you want to continue with installing the Virtual drive, Proxy server or the Outlook forms, then click

on No and continue as follows.
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contentACCESS Tools

The contentACCESS setup package is extended with
= Virtual drive (used for shortcut retrieve and to view the archived roots; more information in
section File Archive),
=  Proxy web services,
= Legacy archive connectors (used to access the legacy email archives [MAM EE and ELM]; for
more information check section Legacy email archive connectors),

= MS Outlook Forms (further mentioned in section Email Archive).

From here you can download TECH-ARROW'’s Winshortcutter as well. (For more information click

here.) Here you can also read a short description about these extensions of the contentACCESS

setup:

contentACCESS Setup E

/( contentACCESS your vision of technological evolution

Welcome TOOIS

P|anl‘|lng 1-T Wirtual drive

LE Virtual drive is a virtual file systerm that presents any data to end-user or applications as files and
folders of a local virtual disk. Wirtual drive serves as a key access point between the end user and
the contentACCESS archive, The archived iterns can be very easily reopeneddrestored using drag
and drap from the virtual drive,

Documentation

?T Prooy web services

Installation The prasy web services allow installing the contentACCESS public intefaces on any IS web

server and on any port. Using the proxy web service you can simply publish sl the interfaces on
a default HTTP or HTTPS ports,

Legacy archive connectar for email archives

The legacy archive connectar for email archives allows you to cantinue warking with existing
legacy shortcuts after the legacy email archive is tumed off,

Outlook forms
()
Microsaft Outlook forms allows transparent view of your shortcutted emails,

?T TECH-ARROWY's Winshartcutter

WinShartcutter is a collection of small and useful utilities that are primarily facused at people
waorking in a Windaws dominant office enviranment with a weak Mac support,

IJ)
a7}
—
=

Installing Virtual drive

What is a virtual drive? It is a virtual file system that presents/virtualizes any data (files and folders

of an actual disk) to the end-user. Virtual drive is a non-existing drive that does not physically exist in
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the computer, but it contains the exact structure of the items that have been processed by
contentACCESS.

The contentACCESS Virtual Drive was developed by TECH-ARROW and serves as a key access point
between the end user and the contentACCESS File Archive. Virtual Drive is a must have-tool for
customers who have contentACCESS File system archive and would like to use the shortcutting

feature. The archived items can be also viewed from this drive by the end users.

How to install the Virtual drive? Navigate to the Tools button in the contentACCESS setup window,
and click on option Virtual drive. For further information how to install Virtual drive refer to

contentACCESS Virtual Drive Installation Manual here.

contentACCESS Setup [x]

/ contentACCESS your vision of technological evolution

Welcome TOO I S

Planning ‘!"IF

LP Wirtual drive is a virtual file system that presents any data to end-user or applicatians as files and
falders of a local virtual disk. Wirtual drive serves as a key access point between the end user and
the content&CCESS archive. The archived items can be very easily reapenedfrestared using drag
and drop from the virtual drive.

Documentation

. Provy web services
i}

Installation The prosy web semvices allow installing the contentSCCESS public interfaces on any IS web
server and on any port, Using the prosy web service you can simply publish all the interfaces on

a default HTTP or HTTPS ports,

Leqacy archive connectar for email archives

The legacy archive connector for email archives allows you to continue warking with existing
leqacy shortcuts after the legacy email archive is turned off,

Outlook forms
it}
Micrasaft Outloak forms allows transparent view of your shortc utted emails,

- TECH-ARROW's WinShartcutter
i}

WfinShartcutter is a collection of small and useful utilities that are primarily focused at people
warking in a Windows dominant affice enviranment with a weak Mac suppart,

N
=

Close

Installing the Proxy server (contentACCESSWS)

Most of the companies understood, that sensitive information/data should be transmitted using a
secure connection. TECH-ARROW also reacted on this demand and offers a secure connection, i.e.
HTTPS connection to enable communication between the user and the contentACCESS server. To
enable to use HTTPS security, it is required to install a proxy server, which will enable for the user to

communicate with the contentACCESS server.
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Proxy server is a must-have tool for customers who have contentACCESS Email Archive (or any

email based plugins) and would like to use the shortcutting feature or use accessGATE mobile.

Note: Hyper Text Transfer Protocol Secure (HTTPS) is the secure version of HTTP the
protocol over which data are sent between client (as in our case the Outlook form) and the
contentACCESS server that you are connected to. The “S” at the end of HTTPS stands for
“Secure”. It means all communications between the client and the server are encrypted.
HTTPS is often used to protect highly confidential online transactions. HTTPS pages use
one of two secure protocols to encrypt communications - SSL (Secure Socket Layer) or TSL
(Transport Layer Security)(proxy that we will install uses SSL). Both of these protocols use
what is known as asymmetric Public Key infrastucture (PKI) system. This PKI system uses
two “keys” to encrypt communications, a “public key”, and a “private key”. Anything

encrypted by the public key can only be decrypted by the private key and vica-versa.

HTTP vs HTTPS

User Normal HTTP (80)

|
—
—
- (=8
Insecure connection
Secure HTTPS (443)
User
I
—
—

Encrypted Connection

SSL Certificate

In the contentACCESS installation wizard, navigate to Tools = click on Proxy web services option.

The installation wizard will open and will guide you through the installation process.
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contentACCESS Setup [x]

/( contentACCESS your vision of technological evolution

Welcome TOO I )
p|anning l"ﬁ wirtual drive
Lf Wirtual drive is 3 virtual file system that presents any data to end-user or applications as files and
folders of a local virtual disk, Virtual drive serves as a key access point between the end user and
. the contentACCESS archive, The archived itemns can be very easily reopened,restored using drag
umentation and drop from the virtual drive,

i
Installation The praxy web services allow installing the contentACCESS public interfaces on any IS web

server and on any port Using the prowy web service you can simply publish all the interfaces on

a default HTTP ar HTTPS ports,
) L\;W Leqacy archive connectar for email archives
i The legacy archive cannectar for email archives allows you to cantinue working with existing
legacy shortcuts after the legacy email archive is turned off.

Closi

OQutlogk farms
i
Microsoft Qutlook forms allows transparent view of your shortcutted emails,

ﬁ TECH-ARROWY's winshortoutter

WinShorkoutter is a collection of small and useful wtilities that are primarily focused st people
warking in a Windows dominant office emvironment with a wesk Mac suppart,

In the contentAccessWS - InstallShield Wizard window click on Next:

contentAccessWs - Installshield Wizard Ed

Welcome to the InstallShield Wizard for
contentAccessWs

The Installshigld{R) Wizard will install contentaccessWws on
wour computer, To continue, click Mext,

WARNIMNG: This program is protected by coperight law and
international treaties.,

= Back I Mext = I Cancel

In the next step accept the Software license agreement, and click on Next:
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{i contentAccessWs - InstallShield Wizard

License Agreement

Please read the Follmwing license agreement carefully,

Software License Agreement ﬂ
PLEASE READ THIS SOFTWARE LICENSE AGREEMENT CAREFULLY
BEFORE DOWMLOADING OR USING THE SOFTWARE.

BY CLICKING ON THE "ACCEPT" BUTTON, OPEMNIMG THE PACKAGE,
DOWRNLOADING THE PRODUCT, OR USING THE EQUIPKMENT THAT
CONTAINS THIS FRODUCT, ¥OU ARE CONSENTING TO BE BOUMD BY

THIS AGREEMENT. IF ¥OLUI DO NOT AGREE TO ALL OF THE TERMSE OF

THIZ AGREEMENT, CLICK THE "DO NOT ACCEPT" BUTTOM AMD THE
INSTALLATION PROCESE WILL MOT CONTINUE, RETURN THE PRODUCT  »|

{* I accepk the terms in the license agreement Prink |

" I do not accept the terms in the license agresment

Installshield

< Back I Mext = I Cancel |

Change the destination where you want to install contentACCESSWS. By default it installs to
C:\Program files\TECH-ARROWA\contentACCESSWS. Then click on Next:

i'x‘!:“ contentAccessWs - InstallShield Wizard E
Destination Folder 4_‘
Click, Mext ko install to this Folder, or click Change to install to a different Folder, u

Install contentAccessWws to:

.__-/ C:\Program Files\ TECH-ARROW content ACCES WS, Change. .. |

Installshield

< Back I Mext = I Cancel |

In the next step select the contentACCESS server, and with the Test Server button test if the
connection with this server was successfully established. With clicking on Advanced button
you can also set the port where the proxy server should be installed. With checking the Use
secure connection textbox the user will be enabled to access data only with using a secure

connection [HTTPS].

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 26/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

./ OL" vision of technological evolution

% techarrow

Then click on Next.

i"w!;“ contentAccessWs - InstallShield Wizard

/v( contentWEB

Base Settings

Configure contentAccessws settings

i'é‘- contentAccessWs - InstallShield ¥izard [<]

contentAccessws WebSite Settings A\~
/( contentWEB

~ Select contentACCESS server:

localhost

Change... |

Test contentACCESS Server

Information: The setup successfully established a connection with the
contentACCESS server

Advanced |

"Cnnfigure Advanced WebSite Settings

InistallShield

< Back | ext = | Cancel |

Set TCP part number to 80 to install contentaccess'ws Web Application under Default Web
Site or specify a custam TCP port number,

TCP Paort Mumber:

Js0

IV Use secure communication

InstallShizld

[ o 1

Cancel |

In the next window, click Install to finish the installation process. In the last step click on Finish.

i'é“ contentAccessWs - InstallShield Wizard [x]

Ready to Install the Program

The wizard is ready to beqgin installation,

Click Install ko begin the installation,

I you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

Instalshield

I Install I

< Back Cancel

i'é“ contentAccessWs - InstallShield Wizard [ x]

InstallShield Wizard Completed

The Installshisld Wizard has successfully installed
contentAccessws, Click Finish to exit the wizard,

I Finish I

= Back Cance]

Installing the Proxy web services

How to allow HTTPS secure connection between the proxy server and the contentACCESS in case

of need?

Before you proceed with this configuration, it is necessary to mention that the proxy server must be

installed with the option “Use secure connection”; otherwise it is not possible to establish HTTPS

connection between the proxy server and contentACCESS.

Continue according to the next steps:
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1. Open Internet Information Services (11S) Manager on the computer where the proxy server is

installed.
2. Import the company’s SSL Certificate
a) Click onthe server name - “TANEWS(TANEWS\Administrator)” in our case - and under section

I1S double click on Server Certificates:

ng TANEWS Home

L.54 = RIEsR]
W Stark Page
o gij A 2 Filter: - (0G0 - hshow Al |Groupby: Area
L= Application Podls ASP.NET
B-[a] Sites

’ . I $ [ g
=69 Centraldministration Web Site .,% & (*7 =

| sspnet_client A L=
B Centraltdminisration ET NET ET Errar KET  RETTrust  Application
1 ) Defaut web e Authorizati... Compilation  Pages  Globalzation  Levels Settings
1 aspnet_clent 3 = y
(¥ contentACCESSWS N ;ﬁ ,ra?, & Eﬁ;
3 contentwes hineKey  Fagesand  Frovidsrs  Session Stats  SMTP E-mai
Contrals

d e B8

Authentication Authorization “Compression  Dsfault Directory  Error Pages
Document  Browsing

& = LI - 1
Handler HTTP Redirect ddress  ISAPT and CGI ISAPT Filkers
Mappings Respa... and Restrictions
N o £
= I = = .
i u 2| =
j M o= & o oy
MIME Types  Modules Output Request Server wiarker
Carhing Filtering Certficates | Processes
Management
EN 7 E
— —
s».‘%% &34 &34 ‘o &)
Configuration  Feature IS Manager  IIS Manager Management  Shared
Editar Delegation  Permissions Users Service  Corfiguration

b) Import the certificate. In the right hand corner of the Actions pane click on Import and in the

Import certificate window browse for the company’s certificate, open it, then enter the password

toitandclick on OK:

@ Server Certificates
d /' Irnport...
Use this feature o request and manage certificates that the 'Web server can use with Web sites configured for q Create Certificate Request...
3L / Complete Certificate Request...
e I e o | el I Create Domain Certificate. ..
WMSvc-TATEMPO1L WMSwc-TATEMPO1L
Create Self-Signed Certificate. ..
'@' Help
online Help
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Import Certificate [ 7]

Certificate file (. pFx):
IC:'I,Temp'l,tech-arrn:nw_wildn:ard_ssl.pr v |

Password;

¥ allow this certificate ta be expaorted

Ik I Zancel

c) Bindings configuration. Now enable the access to the proxy from HTTPS. Search for the node
contentACCESSWS in the Connections pane. Double click on the Default Web Site in the pane,

and in the right upper corner of the Actions pane click on Bindings option.

€--|#% |
o Qﬂ Start Page
E&ﬂ TAMEWS (TAMNEWS|Administratar)
i[5} application Pools

B a_-

E| W Centraladministration Web Site

- @[] aspnet_client sl Explare

"-D Centralddministration Edit Permissions. .

E‘@ Edit Site
-] aspret_client:

conkentAct
content'WER

=S View Applications

D Basic Settings...

Vigw irtual Directories

Screenshot A Screenshot B

In the Site Bindings window, click on Add. In the Add site binding window, under Type select “https”
from the dropdown list, enter the Host name and select the SSL certificate from the dropdown list.

Then click on OK.

Add Site Binding [ 2] |

Type: IP address: Part:
Ihttps j I.D.II Unassigned j |443
Host name:

Itigrincs.tech—arrow.com|

35L certificate:

I*.tech—arrow.com j i, ., |
oK I Zancel |

d) Cancellation of HTTP-allowance. If you would not like to allow using HTTP connection any more,

unfold the appropriate site in the Connections pane and click on the proxy (contentACCESSWS),
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then double click on SSL Settings option under IIS section (Screenshot A). The SSL Settings page will
open. Here check checkbox Require SSL (Screenshot B).

Q- |2 |8 :ﬁ fcontentACCESSWS Home

95 Start Page
195 TANEWS (TAKEWS|Administrstor)
(2} Appiication Fooks ASP.NET
es

Filter: ~ (e - Ghshowal |

entraladministration Web Site E% N2 (]
\Z F:)

| aspnet_client
¥ Centralidministration NET MET Errer

NET NET
Authorizeti,..  Compilstion  Pages  Globalzation

- & B &
CDSQ:\‘?\E;;OH Machine Key Pégi;’::';d Session State . S SL sEttings
E.i
ns
- ~ This page lets you madify the S5L settings For the content of a Web site or application.
ey @ E Require S50

thentication Authorization Compression  Defaul
Document . "
Client certificates:

| 9
fg @ Ignore
dd
S i  Accept
il“\ﬁ = % " Require
Output Request 55l Settings
Caching Fikering
Screenshot A Screenshot B

e) Inthe right hand corner click on Apply to save these changes.

&3 SSL Settings
[E,

5/ Apply
This page lets you modFy the 351 settings for the content of & Web site or application,
¥ Reguire 551
Client certificates:

& Jonore

© Accept

© pequre

f) Check if the communication between the proxy and the contentACCESS is well established.
Into the browser enter URL:

https://tigrincs.tech-arrow.com/contentACCESSWS/MobilityService.svc/ping.

If the connection was well established, then the ping result will show OK.

Installing Outlook forms

In Microsoft Outlook, each of the windows where you enter content — for example, a new email
message or a new calendar appointment—is called an Outlook form. These default forms are stored
in the Standard Forms Library for Outlook. There are additional libraries as well, including Personal
Forms and Organizational Forms if you have an Exchange Account. Each folder within the Outlook
hierarchy has a default Outlook form associated with it. As you would expect, a mail folder such as
your Inbox has the Message form as the default, and the Contacts folder opens the Contact form as

its default.
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When archiving MS Exchange contents, the contentACCESS MS Outlook forms are used to open an
HTML shortcut - which replace the archived email message - transparently with the original email
message. If the forms are installed, then the end user will not notice any change between the original
email and the archived (shortcutted) one, if the forms are installed (and Change message class function

was turned on during the shortcut configuration).

In case you would need to install Outlook forms (it will have a great importance by using email
shortcuts), navigate to Tools button in the contentACCESS installation wizard = click on Outlook

forms option. For more information please refer to the Outlook forms installation manual here.

contentACCESS Setup [x]

folders of a local wirtual disk, Virtual drive serves as a key access point between the end user and
the contentACCESS archive, The archived iterns can be very easily reopened/restored using drag
and drop from the virtual drive,

Documentation

¢’( contentACCESS your vision of technological evolution
Planning qu Wirtual drive
Lr Wirtual drive is a virtual file system that presents any data to end-user or applications as files and
¥ P i PP

ﬂf Provoy wieb services

@
Installation Lr The proxy web services allow installing the content&CCESS public interfaces an any OSweb
server and on any port. Using the proxy web service you can simply publish all the interfaces on

a default HTTP ar HTTPS ports,

]P Legacy archive connector for email archives
o

The legacy archive connectar for email archives allows you to continue warking with existing
legacy shortcuts after the legacy ernail archive is turned off,

Qutlook farms
;.ﬂf
Lr Microsoft Outlook forms allows transparent view of your shortcutted emails,
"qf TECH-ARROW"s WiinShortcutter
Lr WinShortcutter is a collection of small and useful utilities that are primarily focused at people

working in a Windows dominant office environment with a weak Mac support.

Important!!! Outlook 2013 users will have access to the Organizational forms library but cannot

publish to it using Publish custom forms.
There are 2 possible ways how to solve this:
a) Use an earlier version of MS Outlook to publish the Outlook Forms;

b) Publish the Forms to your Personal Forms Library and then use the Outlook Options = Advanced
- Developers group = Custom Forms.. & Manage Forms functionality to copy the form

from Personal Forms to Organizational Forms.
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Legacy email archive connectors

Legacy retrieve services bring for the user the advantages of hybrid archiving (connection to the
legacy archive and the new archive through contentACCESS).
With installing the given retrieve service and configuring it in the contentACCESS Central
Administration and on the legacy server, you will be able to retrieve the old email archive shortcuts
and to check your legacy archive using contentWEB. It is recommended to install the retrieve
service on the legacy archive server.
To be able to work with the existing legacy shortcuts the legacy email archive should be turned off.
contentACCESS has two legacy archive connectors:

» Legacy archive connector for Metalogix Archive Manager Exchange Edition (MAM EE)

» Legacy archive connector for Email Lifecycle Manager (ELM)
In the following subchapters we will learn how to install the MAM EE and ELM retrieve services and

how to do necessary configurations in contentACCESS.

Legacy archive connector for Metalogix Archive Manager Exchange Edition (MAM EE)

Legacy MAM retrieve service is a replacement of the original Metalogix Archive Manager Exchange
Edition (MAM EE) retrieve service. This service is used to access archived files over the legacy
shortcuts, if you have uninstalled Metalogix Archive Manager (and Archive Web) from your

computer, and you need to check the archive contents.

Important! Do not uninstall HSM from the server. It will be needed to access the MAM shortcuts and

to retrieve the archived items.

Installing Legacy MAM retrieve service and its configuration on the MAM server

1. Inthe Tools of the contentACCESS setup package click on Legacy archive connector for email

archives/Legacy archive connector for MAM EE and start to run the setup package.
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contentACCESS Setup [x]

Welcome TO o) I S
Planning L,ﬁ, Virtual drive
i Wirtual drive is a virtual file system that presents any data to end-user or applications as files and

folders of 3 local virtual disk. Virtual drive senves as a key access point between the end user and

-~ q the contentACCESS archive, The archived iterns can be very easily reopenedyrestored using drag
Documentation and drop from the virtual drive.

L'ﬁ Proxy web senices
f The prowy web services allow installing the contentACCESS public interfaces on any ISweb
serverand on any port, Using the prowy web service you can simply publish all the interfaces on
a default HTTP or HTTPS parts,

Installa

Leary archive connector for email archives

The legacy archive cannector for email archives allows you to continue warking with existing
Ieqacy shortcuts after the legacy email archive is tumed off.

DQutlook forms
il
Micrasatt Outlaak forms allows transparent view of your shorteutted emails,

fﬁ TECH-ARROW s WinShortcutter

WinShorteutter is a collection of small and useful utilities that are primarily focused at people
working in a Windows dominant office environment with a weak Mac support.

ContentACCESS Setup [x]

Y contentACCESS

Welcome \ TOOIS
L] Legacy archive conne ctor for Mah EE
Planning Fji eqacy archive connector for
il The legacy archive connectar for Metalagic Archive Manager Exchange Edition (MAM EE) allows

you to continue warking with existing leqacy shottcuts after the legacy MAM EE archive is
. turned off,
mentation

. Legacy archive connector for ELM
. 8
Installation Fi The legacy archive connectar for Email Lifecycle Manager (ELMY allows you ta continue working
with existing legacy shortcuts sfter the lagacy ELM archive is turned off

By default it unzips to c:\\Program Files\TECH-ARROW\contentACCESS\LegacyMAMRetrieve
folder. Click “Unzip”. After the files have been successfully unzipped click “OK”.

WinZip Self-Extractor - contentACCESS_LegacyMAM_se. m

To unzip all files in this self-extractor file to the Unzip

specified folder press the Unzip button.
FunwinZip WinZip Self-Extractor m

Browse... I Cloze

[V Dvenrite files without prompting About 41 File(s) unzipped successfully

¥ “when done unzipping oper;

il

Unzip ta folder:

Pl

AHowT alngtall bt [elp

2. Ashort HowTolnstall manual will automatically opento help you with installing the server. Follow

the next steps of this short step-by-step manual:

3. Open Internet Information Services (11S) manager from the Start menu:
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Programs (11)
{2 Internet Explorer
W5 Intermet Infarmation Services (115) Manager ]
@Internet Explorer (54-bit)
¥ 1rfopath Designer zn13
I 1rfoPath Filler 2013
@Internet Explorer (Mo Add-ons)
&, isCs Initiator

W] 51 Server Business Inteligence Development Studio

-

antral Panel (106)
Internet Opkions
Install a program From the netwark,
& Install or uninstal display languages
53 Change device installation settings
View installed updates
Shaw which programs are installed on your computsr
[ How ta install & program
Chanqe how web pages are displayed in tabs

4 see more results
[l Log off >|
et | B B 6 K% & B

4. Navigate to the following node in the tree on the left side: [SERVER_NAME\Application Pools:

"'-!E Internet Information Services (I15) Manager

@FJ [éj b TapaMOL  »  Application Pools

File  Wiew Help

€-i|Z |8

Eﬁj TAPAMOL (TAYadministrakor)
. ] Application Pools
@] Sites

------ 5 Start Page

5. Right click on the node “Application Pools” and select “Add Application Pool”:

'*-E Internet Information Services (IIS) Manager

@Fd‘ [é.? ¥ TAPAMOL »  Application Pools

File  View Help

- |28
i @ﬂ Start Page
E..Hﬂ TAPAMO1 (TA%\adminiskrator)

Eaj Sites ..; Add application Poal. ..

i3 Refresh

6. The “Add Application Pool” window will open. Enter "LegacyMAMPool" as name and select the

.NET Framework version from the .NET Framework version dropdown list, then click OK.
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Add Application Pool ﬂ m

Marne:

ILegacyMAMPooI

JMET Framewark version:

Managed pipeline mode:

IIntegrated - l

V¥ Start application pool immediately

OK I Cancel |

7. Right click on the newly created "LegacyMAMPool" in the grid, and select "Advanced Settings"
from its context menu.

Application Pools

This page lets you view and manage the list of application pocks on the server, Application pools are associated with worker processes,
contsin one or more applications, and provide isolation among dfferent applications.

Filter: - (6o - hShowal |Grounby: NoGrouping -
Mame_~ [ Status [ NET Frame.... | Managed Pipei... | tdentit

L2 ASP NET v4.00 Started w40 Integrated ApplicationPoclidentity
L ASP NET v4.0 Classic Started w40 Classic ApplicationPoclidentity
L awippPool Sterted  v2.0 Integrated HetworkService

(2 Classic NET AppPool Started  v2.0 Classic ApplcationPoolldentity
= Defaultapprool Started  vZ.0 Integrated ApplicationPoolidentity
L EPaMAppPaal Started vz Classic Hetwarkservice

L repAMAppPonlsuperliser  Started __ v20 Integrated TAlad

rate

Add application Pool,

L hukiTenant
e et Application Pocl Defauls. .

Integrated TA|adminitrator

Integrated Lacalsystem
Start

B swp

£ Reryce..

[]  Basic Settings...
Recycing. .
Rename

K Remove
View Applcations

@ wHep

Oniine Help:

8. Change “Identity” to “Local system” built in account in the “Application Pool identity” window,
then click “OK”.

Advanced Sel

gs
Managed Fipeline Mads Inteqrated -
Marne: LegacyMAMPac)
Queue Length 1000
Start Automatically True
= cpu
Limit 1)
Limit Action Mo#ction
Limit Inkerwsl {minutes) 5
Processor AFfinity Enabled False
Processor AFfiniky Mask, 4294967295

E Process Model

applicationPaolldentity

Idle Time-out {minutes) 20 |

Load User Profile False

Maxximum Warker Processes 1

Fing Enabled True Appl [ 2] =]

Fing Maximum Response Time (ssconc 90

Fing Period {seconds) 30 ' Built-in account:

Shutdown Time Limit {seconds) a0

Startup Time Limit (seconds) 90 InpplicationPoolldentity j
El Process Orphaning Localservice

Enabled Fakse i«

bl z MetworkService

Identity ApplicationPoolidentit En |
[identityType, username, password] Configures the application pool ko run s

built-in account, 1.8, Application Pool Identity (recommended), Natwork Service,
Local System, Local Service, o as a specific user identity.

oK Cancel K I Cancel |

4

9. Navigate to the following node in the tree on the left side: [SERVER_NAME]\Sites\Default Web
Site\ExchangePAMWS:
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CComections

@-dH|A |8
----- 5 Start Page

E..ﬂj TAPAMOL (TA\administrator)

;2 Application Padls

[=I-[&] Sites

£ Default web Site
¥ archiverveb

| aspret_client
ErrorGatherer
ExchangeP aMDirectarchivev's
Exchangef
MultiTenantWs
PAM4HSM
H 3 PaMArchiveAccessWs
-0 PAMAHSMWS

If the ExchangePAMWS is NOT found, then:

a) Right click on the “Default Web Site” and click on the "Add Application".

3 TAPAMOL (Ta\administrator)
J Application Poals
a| Sites

Explore

Edit Permissions. .,

Add Application.. .

1 add virtual Direckory...
Edit Bindings. ..
Manage Web Site »

Refresh

Remove
Rename

(= Swikch to Content View

b) Enter “ExchangePAMWS” into alias and “C:\Program files\TECH-
ARROW\contentACCESS\LegacyMAMRetrieve” as Physical path. Select the “LegacyMAMPool”
by clicking the “Select” button.

c) Click “OK”.

Add application

Site name:  Default Web Site

Path: I
Alias: Application pool:
|ExchangePAMWS I ILegacyMAMPool I Select, ..

Example: sales

Physical path:
|\ TECH-ARROW content ACCESS|LegacyMalRetrieve] ... |

Pass-through authentication

Conneck as... Tesk Settings...

[o]4 I Cancel

If the ExchangePAMWS is found, then:
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a) Select the "ExchangePAMWS" node by clicking on it.
CComections

@ &
i @ﬂ Start Page
B EI TAPAMO1L (TA\administrator)
J Application Pools
- &/ Sites
-4 Default web Site
: ¥ archiveweb
| aspret_client
ErrorGatherer
ExchangePAMDirectArchiveins
e
MulkTenants
=¥ PAM4HSM
¥ paMarchivedccessis
& ParaHsMus

b) Click "Basic Settings..." in the Actions pane (right side of the 11S Manager).
- e -

- P b TAPAMOL ¢ Stes b Defauk webSte » ExchangePAMWs » o
& O

File  Wiew Help
[gomectons lactions
&)  [ExchangePAMWS Home

- L& |8 = 5 Explore

6y start page - Edit Permissions. ..
95 TaPAND (TAlschristrater) Fiter: ~ [Go - lgyshow Al | Groupby: Area - E-
2 Application Pools ASP.NET [ pasic settings... |
8@ 2,;5 & — @ 1, - Yiew Virtusl Directories
- Default Web Site = N -1 = V2N 9 B ———
P inchiveweb % N = = e [E; ] Manage Application A
~| aspnet_dient MET MET MET Error NET NETProfile  METRoles  METTrust  JWET Users -
rrorGatherer Authorizati,..  Compilation Pages  Giobalization Levels Browce Applicatig
s
xchangePAMDirectArchive s o N = F . & Ol Brawse *:80 (hitp)
xchangePAMWS [ab) iﬁ ‘(}E b k E % Advanced Settings. .
MultiTenants g = bt 0
o application  Cornection  Machine Key  Pagesand  Providers  Session State  SMTP E-mai @ Hep

A3 Settings Strings Controls
(¥ PaMArchiveticeessWs
€ PAMaHSHWS

Online Help

s
3 i = 5
2 94 . 5 F-3 q
Authentication Compression Defaul: Directory  Error Pages Handler HTTP Logging
Document Browsing Mappings Respo...
j = O = I
MIME Types  Modules Output Request  S5SL Settings
Caching Filtering
Management
Corfiguration
Editar

| = Features View |, - Content View

S

Ready

c) Inthe “Edit Application” dialog, select the "LegacyMAMPool" by clicking the "Select" button and
enter "C:\Program Files\TECH-ARROW\contentACCESS\LegacyMAMRetrieve" into the
Physical path textbox.
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Edit Application EHE |

Site name:  Defaulk Web Site

Path: I}
Alias: Application poal:
IExchangeP.ﬁ.MWS IEPAMAppPDDI Select... | select Application Pool EHE

Example: sales o
Application poal:

Physical path: \ IEPAMApmeI j

Il,TECH-.C\RROW'l,cnntent.C\CCESS'l,LegacyMAMRetrieve | . |

Pass-through authentication MultiTenantPool
PAM4HSMAPpPool

Conneck as... Test Settings. .. E;I:ﬁqppl?;;;ém

EPAMAPPPoolSuperlser
A5PMET 4.0 Classic

| ASP.MET w4.0

Classic .MET AppPool

~—DefaultdppPool o8

(a4 Cancel

10. Continue with setting up the MAM server in contentACCESS:

Configuration of the MAM server in contentACCESS Central Administration:

a)  Open contentACCESS Central Administration from your browser:
http://[contentACCESS_Server Name]:3333/CentralAdministration

b)  Navigate to Email Archive > Miscellaneous - Legacy data configuration on the ribbon:

itral Administration

System File Archive | Email &rchive | Custom plugins
== =
A - 5 o @ =
B B = £ [« B W W O g o )
Databases System  Provisioning Retentions Shorkout Storages Schedules User “iewe address  labs Llegacy data
settings settings configuration experience book configuration

Edit Settings Archive

c) Activate legacy archive support with clicking on the “Activate legacy archive support” option
in the warning box.

W contentACCESS Central Administration

System File Archive Email Archive Custom plugins

Ea o = e O] ~
= L . - >
BB S & = fw =% B & @
Databases System Provisioning Retentions  Shortcut  Storages Schedules User View address  Jobs Legacy data
settings  settings configuration experience baook configuration

Edit Settings Archive Miscellaneous

W Legacy data configuration

Email Archive > Miscellaneous > Legacy data configuration

B Legacy Metalogix Archive Manager support is not activated{ Activate legacy archive support

A Legacy Lexmark ELM support is not activated
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d) Database settings: go to Email Archive - Settings - Databases button on the ribbon, and
configure the connection with the old Metalogix database on the MAM server. In this use case
the MAM database is on TAPAMO1.

Database repository

conts tration
System File Archive Email Archive Custam plugins

Connection name: LenayDB

»-a © S P
= = | 7 e [~ =
R B8 & B B L @ = n @
Type: M55l
Databases| System Provisioning Retentions  Shorttut  Storages Schedules  User  Viewaddress Jobs  legacy data
setfings  settings configuratian experience ook configuratian Server name: TAPAMOL
Edit Settings Archive Miscellaneous Database: EXCHANGEDE
Schema: dbo
: _,: ¥ Use explicit credentials
&2 Databases b -
Email Archive » Settings » Databases Password;
> Confirm password:
+ configure existing Test databiase connection

Sawe Cancel

e) Navigate back to the Legacy data configuration page on the ribbon, and select the created

database connection from the database dropdown list.

Database connection: LlegacyDB - @

Now you can configure the URL’s for the MAM retrieve server.

f) Under Retrieve settings, enter the MAM retrieve service URL using the server name (in our

case “TAPAMO01”), where the Legacy MAM retrieve service was installed.

Use the following sample: http.//[MAMServerName]/exchangePAMWS

Click “Configure”. In this step, the contentACCESS will configure the retrieve proxy with the

correct parameters.

MAAM retrieve service url: http:/ftaparnilfexchange P AMWS

@ Retrieve serviee suceessfully configured

Configure

g) HSMserver settings: Enter the HSM server name into the text field using the following sample:

http://[HSMServerName]/PAM4HSM/PAM4HSMWS.asmx
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HEM Server name: http:/ftapamLta.internal PAMAHSM/PAMAHSMWS, a:

@ Cornection successfull

Test

Once the retrieve service installation and its configuration is ready, it will be possible to retrieve the
old MAM shortcuts from Outlook/OWA and browse the legacy archive through contentWEB.
(contentWEB is the end user interface for the contentACCESS archive. For more information check

section contentWEB).
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Legacy archive connector for Email Lifecycle Manager (ELM)
This service is used to access archived files from the legacy ELM shortcuts, if you have uninstalled

Email Lifecycle Manager from your computer, and you need to check the archive contents.

Installing Legacy ELM retrieve service on the ELM server and its configuration
In this use case the ELM is installed on server taelm01 .The retrieve service will be installed on the

same server as it is recommended by us.

1. Inthe Tools of the contentACCESS setup package click on Legacy archive connector for email

archives/Legacy archive connector for ELM and start to run the setup package.

contentACCESS Setup [x]

7( contentACCESS your vision of technolo

Welcome TOOIS
Planning L,ﬁ, Virtual drive
i Wirtual drive is a virtual file system that presents any data to end-user or applications as files and

falders of a local virtual disk. Virtual drive serves as a key access point between the end user and
the contentACCESS archive. The archived items can be very easily reopened/restored using drag
and drop from the wirtual drive,

L'ﬁ Proxy web senices
Installation f The prowy web services allow installing the contentACCESS public interfaces on any ISweb
serverand on any port, Using the prowy web service you can simply publish all the interfaces on
00lS cqa
-

Documentation

a default HTTP or HTTPS parts,
Tools
inue working with existing
\?‘ﬁ TECH-ARROW's WinShortcutter

Close WinShorteutter is a collection of small and useful utilities that are primarily focused at people
working in a Windows dominant office environment with a weak Mac support.

1@ Qutiook farms
i Micrasoft Outlook forms allows transpatent view of your shortcutted emails,

contentACCESS Setup [x]

7( contentACCESS

Welcome TOOIS

Planning ﬁ Leqary archive connector for MAM EE

The legacy archive connector for Metalogix Archive Manager Exchange Edition (MAM EE) allows
you to continue warking with existing legacy shortcuts after the legacy MAN EE archive is
turned off,

Documentation \
eqacy archive connector for

. @
Installation fi The legacy archive cannector for Email Lifecycle Manager (ELM) allows you to continue working
with existing legacy sharteuts afterthe legacy ELM archive is turned off.

By default it unzips to c:\\Program Files\TECH-ARROW\contentACCESS\ LegacyELMRetrieve
folder. Click “Unzip”. After the files have been successfully unzipped click “OK”.
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WinZip Self-Extractor - contentACCESS_LegacyELM_ser... E4

To unzip all files in thiz zelf-extractor file to the Unzip
specified folder prezs the Unzip button, —

0

Run Wirip

|dnzip to folder:

WinZip self-Extractor [ |

43 file(s) unzipped successiully

b CCE S5 LegacyE LR etrieve Browse. . | Close

v Ovenwite files without prampting Abaut

¥ “when done unzipping oper:
AHowT alkstall et b3z

i

2. Ashort HowTolnstall manual will automatically open to help you with installing the server.

Follow the next steps of this short step-by-step manual:
3. Open Internet Information Services (1IS) manager from the Start menu:

4. Navigate to the following node in the tree on the left side: [SERVER_NAME]\Application

Pools:

'!Elnternet Information Services (IIS) Manager

@ ] [J ¥ TAELMO1 » Application Poaols

File  Wwiew  Help

- |2 |8
-5 Start Page
E---Hj TAELMOL (TA\administratar)
fon [P Application Pools
&/ Sites

B

5. Right click on the node “Application Pools” and select “Add Application Pool”:

"'-!E'Internet Information Services (IIS) Manager

@ - [..;" P TAELMOL » Application Pools

File  Wiew  Help

€-d|7 |8
o @_='_| Start Page
E---H_E] TAELMOL {TAladminiskrator)

E=Y

Add Application Poal, .

&£  Refresh

6. The “Add Application Pool” window will open. Enter "LegacyELMPool" as name and select

the .NET Framework version from the NET Framework version dropdown list, then click OK.
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Add Application Pool HE

Marne:
ILegacyELMPnnI

MET Framework version:

Managed pipeline mode:
IIntegrated j

¥ Start application pool immediately

oK I Cancel |

7. Right click on the newly created "LegacyELMPool" in the grid, and select "Advanced

Settings" from its context menu.

le Application Pools

This page lets wou view and manage the lisk of application pools on the
isolation among different applications.

Filter: - Goo- g; Show ol |Gr|:|up =
Marme = | Status | .MET Frame... | Managed Pipeli. ,
P ASPNET v4.0 Started w40 Integrated
_;"ASF‘.NET v4.0ClL,,  Started w40 Classic
QAWADDPDDI Started w0 Integrated
_;"Classic MET App... Started vz.0 Classic
QDeFaultAppPool Started w20 Integrated
QELMAppPDDISupe. .. Started w40 Classic

L= Add Application Pool..,

Set Application Pool Defaults, .,

B Start
B Stop
Recycle, .

D Basic Settings...
Recycling. ..

Advanced Settings. ..

Rename

x Remaoyve

Wiew Applications

& Help

Zinline Help

8. Change “Identity” to “Local system” built in account in the “Application Pool identity”

window, then click “OK”.
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Advanced Settings E m
E {General) ||
JMET Framework Wersion v4.0
Enable 32-Bit Applications False
Managed Pipeline Mode Inteqgrated
Marne LegavELMPool
Queue Length 1000
Stark dutomatically True
=2 crPu
Limik i}
Limit: &ction Modckion
Lirnit Interval {rminutes) 5
Processar Affinity Enabled False _—
Processor Affinity Mask 4204067295
E Process Model
|Identity ApplicationPoolldentity |
Idle Time-out {minutes) 20
Load User Profile False
Maimum Warket Processes 1
Ping Enabled True Application Pool Identity ﬂ m
Ping Maximum Response Time (seconc 20 \
Ping Perind (seconds) a0 \‘ & Bui-in account;
Shutdown Time Limit {seconds) an
koo Tiena Linaik o e an hd
Identity " Custom account:
[identity Type, username, passwaord] Configures the application poaol to run as I Set...
built-in account, i.e. Application Paal Identity (recommendad), Metwark Service,
Local Svskem, Local Service, or as a specific user identity.
ok | Cancel | fas I Cancel |
i

9. Navigate to the following node in the tree on the left side: [SERVER_NAME]\Sites\Default
Web Site\MCSWS:

If the MCSWS is NOT found, then:

a) Right click on the “Default Web Site” and click on the "Add Application".
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Commections
T

o 5 Start Page
E|---HE| TAELMOL (TAYadministrator)
_;_? Application Pools

Explore

Edit Permissions. ..

add Application. .. I
add Virtual Direckary, ..

Edit Bindings...

Manage ‘Weh Site >

Refresh

Rermone

Install Application From Gallery

» X

Deploy 3

Renarne

{2 Switch to Content View

b) Enter “MCSWS” into alias and “C:\Program files\TECH-
ARROW\contentACCESS\LegacyELMRetrieve” as Physical path. Select the “LegacyELMPool”
by clicking the “Select” button.

c) Click “OK”.

Add Application

Sike name:  Defadlk Web Site
Path: !

Alias: Application pool:

IMCSWS ILegacyELMF‘nnl Select. .. I

Example: sales

Phvysical path:
I'I,TECH— ARAOWYCcontent AT CESS LegacvELMRetrieve L., |

Pass-through authentication

Connect as... Test Settings...

oK Zancel

If the MCSWS is found, then:

a) Select the "MCSWS" node by clicking oniit.
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€ -iH|Z |8

Eﬂj TAELMO1 (Ta\administrator)
.;i Application Paals
[=-1é] Sikes
=403 Default Weh Site
[-¥ ArchiveWeb

------ 5 Start Page

| aspret_dlient
? Errorizatherer

? MCSArchiveAccessis
¥ MCSDirectarchivews

e

b) Click "Basic Settings..." in the Actions pane (right side of the 11S Manager).

™ Internet Information Services (I15) Manager Hi=] E3
; e

@,;, | @ » TeeLMOL

b Sites b Defaul Web Sike  » MCIWS

ER

File  ‘iew Help

€-d |2 |8
------ %5 Start Page

&) /MCSWS Home

Go v%ShowAll | @

é..ﬂj TRELMOL (Ti\adrministrator) k=i T |D

H i ok Basic Settings. ..

_;* Application Pools ASP.NET = Q:

El-[8] Sites — Wiew Virtual Directaries

E&E} Diefault Web Site EE% {u’/_; i
P archivesweh : = A4 Manage Application 4
| aspret_client MET MNET JMET Error T
B Errorcatherer Authorizati,..  Compilation Pages _ Browse Application
P MCSArchiveArcessWw's Browse *:80 (http)
¥ MCaDirectArchiveWws G é‘J fidvanced Settings. ..
a leET i {MET Profile 'NET T'I'L'St :" Install &pplication From Gallery
obalization evels

. Explore

Edit Permissions. ..

c) In the “Edit Application” dialog, select the "LegacyELMPool" by clicking the "Select" button and

enter

Physical path textbox.

Edit Application

"C:\Program Files\TECH-ARROW\contentACCESS\LegacyELMRetrieve"

into the

HE

Site name:
Path: !

Default Web Site

Alias:

Application poal:

IMCSWS

Example: sales

Phvysical path:

ILegacyELMPDDI

IC:'I,Program Filest TECH-ARROW content ACCESS Leg. ... |

Pass-through authentication

Connect as...

Test Settings...

oK | Cancel

Select... I

10. Continue with setting up the ELM server in contentACCESS:
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Configuration of the ELM server in contentACCESS Central Administration:

a.  Open contentACCESS Central Administration from your browser:

[ServerName]:3333/CentralAdministration

b.  Navigate to Email Archive = Miscellaneous - Legacy data configuration on the ribbon:

¥ contentACCES ntral Administration
System File Archive | Ernail Archive | Custom plugins
= ] O — -
= ] R = :
BB = &8 B [ LU d = = 3 | B
Databases System  Provisioning Retentions Shorkout Storages Schedules User “iewe address  Jabs Legacy data
settings seftings configuration experience book configuration

Edit Settings Archive

c.  Activate legacy ELM archive support with clicking on the “Activate legacy archive support”
option in the warnings box.

W contentACCESS Central Administration

System File Archive Email Archive Custom plugins

BB = &£ B B U 2w B & &

Databases System Provisioning Retentions  Shortcut  Storages Schedules — User View address  Jobs Legacy data
settings  settings configuration experience book configuration

Edit Settings Archive Miscellaneous

M Legacy data configuration

Email Archive > Miscellaneous > Legacy data configuration

£, Legacy Metalogix Archive Manager support is not activated. Adtivate legacy archive support

&y Legacy Lexmark ELM support is not activated(ictivate legacy archive support

d. Database settings: go to Email Archive - Settings > Databases button on the ribbon, and

configure the connection with the old ELM database on the ELM server (in our case taelm01).
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o Administration .
L Database repository X
System File Archive Custom pluging
Connection name: ELMDE

E R B¢ B L © =2 = B &

Databases| System  Provisioning Retentions  Shortcut  Storages Schedules User Wiew address  Jobs Leg

settings  settings configuration experience book conf Use system database server (TANEWS)

Edit Settings Archive Misc Type: MesQL
Server name: TAELMO1
B a
Database: ELMDB
A
£2 Databases Schema abo

Ermail Archive » Settings » Databases

\ ! Use explicit credentials
+  configure existing User: =
Password:  sssssssses
Confirm password: P

Test database connection

Save Cancel

e. Navigate back to the Legacy data configuration page on the ribbon, and select the created

database connection from the database dropdown list.

f. In section StoreAccess server settings specify the StoreAccess server name and port that is

used to access the ELM storage. The default communication port is 8001.

g. Insection Retrieve settings enter the ELM retrieve service URL using the following sample:
http://[ELMServerName/MCSWS]/ and click on Configure.

W2 Legacy data configuration

Email Archive > Miscellaneous > Legacy data configuration

Database connection: ELMDE ~| &
StoreAccess Server name: | SaStorEl x
Storefccess Server port: 8001

@ Connection successfulll

Test

ELM retrieve service url: http://taelm0Ll/MCSWS

@ Retrieve service successfu ly configured.

Configure

Once the installation of the service and its configuration is ready, it will be possible to
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» retrieve the old ELM shortcuts in Outlook/OWA (necessary MS Outlook/OWA integration
need to be also installed, see more here) and
* browse the legacy archive using contentWEB (contentWEB is the end user interface for the

contentACCESS archive. For more information check section contentWEB).
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Installing TECH-ARROW'’s WinShortcutter

What is TECH-ARROW'’s WinShortcutter? It is a collection of small and useful utilities that are
primarily focused on people working in a Windows dominant office environment with a weak MAC
support. With this application you can open Windows shortcut files (.Ink files) on Apple OS X
operating system and also shortcut files created by contentACCESS File Archive.

Toinstall it,open the Tools in the contentACCESS setup window, and click on option WinShortcutter.

contentACCESS Setup [x]

4 contentACCESS your vision of technological evolution

Welcome TO O I S

Wirtual drive

Planning mlf

LE Wirtual drive is a virtual file systern that presents any data to end-user or applications as files and
folders of a local virtual disk. Virtual drive serves as a key access point between the end user and
the contentACCESS archive, The archived iterms can be very easily reopened/restored using drag

Documentation and drop from the virtual drive,

L._i Provey weh senvices

j The prosgy web services allow installing the content&CCESS public interfaces an any IS web
serverand on any port, Using the proxy web service you can simply publish all the interfaces on
a default HTTP or HTTPS ports,

Installation

[ Legacy archive connector far email archives
]

The legacy archive connector for email archives allows you to continue warking with existing
legacy shortcuts after the legacy email archive is turned off,

Qutlaok farms
)
Microsoft Outlook farms allows transparent view of wour shortcutted emails,
L._i JECH-ARROWA'S WinShartoutter
2 e —
Close LE WinShortcutter is a collection of small and useful utilities that are primarily focused at people

g

working in a Windows dominant office environment with a weak Mac suppart,

For further information about the application please refer to the TECH-ARROW’s WinShortcutter

Manual here.
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contentACCESS Central Administration

contentACCESS is a modular product, with built-in or custom plugins. The built-in plugins are
available for on premise Exchange server, Office365, SharePoint and File servers. With these plugins
contentACCESS can combine several systems into one archive storage in the cloud or on premise.
There are many possibilities to visualize and work with the archived data: use officeGATE (Outlook
add-in) to see the data directly in Outlook, use a web browser to see the data using contentWEB, use
accessGATE Mobile application to see the data on your smartphones or use accessGATE to

interconnect your data with SharePoint.

contentACCESS is software which supports multiple-tenancy. Multi-tenancy is an architecture in
which a single instance of a software application serves multiple customers. Each customer is called
a tenant. Every tenant of contentACCESS has its own data management processes. This means, that
every tenant uses its own plugin instances (jobs), also have its own databases and storages. All these
data can beisolated from the data of other tenants. Even if these tenants are isolated from each other,
in case of need one or more users with system administrator permission can have the right to manage

the processes to more tenants.

Multiple-tenancy might be very useful e.g. for those companies who have more affiliates and would
like to build a deeper administration structure for the company as a whole. Each affiliate could
become a tenant and could have its own administration. In this case other affiliates would not have a
right to manage the processes of another affiliate and everybody could build his own processes in a
way he wants. Dividing of tasks and responsibilities could be more transparent and the work would

be more effective using this method.

contentACCESS Central Administration is a user interface for administrators, over which they can
configure contentACCESS, create new automatically running jobs to process company data,
configure these jobs, adjust framework feature settings, set up schedulers, databases, storages,
create clusters etc.. contentACCESS Central Administration is accessible from the Start menu of the

server where it is installed, or by typing the correct URL into the browser:
http://[ServerName]:[PortNumberOfCentralAdministration]/CentralAdministration

Before you proceed to read the Central Administration, we advise for you to read section Terms of
use to understand the structure of the contentACCESS Central Administration user interface, and to

navigate easier on the ribbon.
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Central administration login

To log into contentACCESS Central Administration, navigate to Start menu and type “Central
Administration” into the search field and click on it. If you do not have Central Administration

installed on your PC, open a browser and type the appropriate URL into the browser’s search field.

The TECH-ARROW login window will appear:

¥ Tech-Arrow central login

Internal account: External account:
User name:  systemn e Windows as current user
Passworth sesssssssssss

e Windows as different user

LogIn

You can log in to the Central Administration of contentACCESS if you have system administrator or
tenant administrator permissions, with an internal (Forms) or external (Windows, Datengut,
Perceptive etc.) account. The main advantage of an external account is that it will not be required
from the user to type in his credentials into the login window by each log in. He will be authenticated
by the third party provider, and will be redirected automatically on the central administration page
of contentACCESS. In contentACCESS, Windows and Forms authentication providers are enabled by
default. When the customer logs into contentACCESS Central Administration for the very first time,

he can login with the

a) internal system account (Forms type provider) with the following default credentials:
User name: system

Password: cOntent@ccess

To be able to login with a Windows account, a User login with Windows authentication type must be

created for the user.

For more information how to enable further external login providers, please refer to section Login

providers.

Note: Central administration remembers the last accessed page of the user and will automatically
navigate back when logged on again. The same rule applies to tenant settings. Central Administration

will log in under the tenant which was last selected.

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 52/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

./ Our vision of technological evolution A

% techarrow

contentACCESS Central Administration user interface

After you have successfully logged in, the Central administration of contentACCESS page will load in.
The ribbon is divided into 4 main tabs: System, File archive, Email Archive and Custom plugins. Each

tab is divided into several groups, which also contain several buttons.

W contentBCCESS Central Administration

File Archive Email frchive Custom plugins  4—— tabs
— . - . o = _ = - L L~ -
BREBE & E & 3 & ¢ 3 ¢ - B % % % %

Connection User  Users Swstem lagin  System Licensing Motifications Monitoring Cluster Statistics  Tenants &Il contentWEB office GATE sccessGATE  irtual drive
rfac administrators providers databases mobile  configuration

Edit [2pplication settings | [ Security 1] Senices 11 Tenants ] [ Client Application ] <+— groups of the selected tab

General system settings (application settings, security settings, system database settings, external
accessibility, license activation, clusters, statistics, setting up new databases etc. ) are accessible
under System tab (marked with red frame on the screenshot above). Configurations of File Archive,
Email Archive and Custom plugins can be adjusted with navigating to File Archive, Email Archive and

Custom plugins tabs on the ribbon.

Inthe right upper menu of the Central Administration user interface you can select your tenant. Here
you can also check the signed in user’s user name and login name that he used to log in to
contentACCESS, the detailed information about the signed in user (About me), or you can change the
already logged in user. Also here you can sign out from the Central Administration (red frame on the

screenshot below).

Click on the “?” question mark to roll down the menu. Under About menu point (green frame) you will
find the information about the contentACCESS version that you have installed, here you can check
the system uptime, and it also contains a link on the company’s website. Under Documentation menu

point (blue frame) you can access all documentations related to contentACCESS software.
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Tenant TECH-ARROW -~ &~ 92 -

Docurmentation

. Adrministrator || About

system
sbout me
Change user contentACCESS information  *
sign ot Wersion: 25240
/’ Branding: Techarrow
Serveruptime: 3 days
- tefresh informsation
» Ab ”
& About Me P
Clase
Display name: Administrator d H d I
contentACCESS documentations and manuals
1s system admin: ves
Harchware and software requirements.
= Hardware and software requirements
User name Rok name Flegs Description
Administrator *+*  System administrator  Manual Administrator has System administratar rights on System (#] Documentations and manuals:
Administrator - Tenant administrator Manual Administrator has Tenant administratar rights on Tenant TECH-ARROW 3
(B - rtent bccess Manual
.1! contentACCESS Wirtual Drive Installation Manual
+  new
.1! contentAccess File Archive - Best Practices
Login Type  Login Mame External Id
* Forms o system B orrencaccess Emall Archive - Best Practices
= Windows  TE\Administrator 5-1.5.21 14547553.40- 27 206315971747 903052-500
i contentAccess Outlook form installation manual

Note: In the About me menu under the Security information in the Role name column you can see
the role assignment(s) of the signed in user. The Flags show whether the rights were given by

provisioning job (flag name is Automatic) or manually (flag name is Manual).

In contentACCESS, the back/forwards button is also supported:

(- ;'l "h- tanews: 3333/ CentraladministrationfDefault . aspxFp=aboutme c | | Q search

W conten itral Administration

Swstemn File Archive Email Archive Custom plugins

B B = &£ E | L (@ = e L B

Databases Swstem  Prowisioning Retentions Shortcout Storages Schedules User Wiewr address  lohs Legacy data
settings settings configuration experience boaok configuration

|
10

Edit Settings Archive Miscellaneous
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Important!!! Any changes made in the Central Administration must be saved via “Save” button, which

is accessible in the left upper corner of the ribbon.

W contenths entral Administration

System File &rchive Ernail &rchive Custorn plugins

o | kd = e [ = L= Au e I'Q -— € wlli O

Discard  Databases System Provisioning Retentions Shortcut  Storages Schedules User iy lobs Feporting legacy data
changes settings settings configuration . address configuration configuration
ExpeEriEnce baak
Edit Settings Archive Miscellaneous
If the user has any unsaved settings, the system will warn him about it:
x

The page at localhost: 3333 says:

There are unsaved changes on the page, Would vou like to leave
the page and lose your changes?

When you enter to contentACCESS Central Administration for the very first time, you need to create

a tenant first (check section Tenants in contentACCESS). Further you need to adjust the system

settings (refer to section General system configurations).

Tenants in contentACCESS

contentACCESS supports multi-tenancy. This section will provide you with information how to

create a new tenant (and tenant administrator user) in contentACCESS.
How to create a new tenant

In contentACCESS, only a user with system administrator permissions has the right to create a new
tenant. For creating a new tenant, navigate to System - Tenants = Tenants button. Click on the

button to open the Tenants page. On this page you may find the list of all tenants, which are present
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in contentACCESS. If you have not added a tenant to contentACCESS yet, the list is obviously empty.

To add a new tenant to the list, click on + new. The Add new tenant dialog will open.

can tal Adrministration Tenant TECH-ARROW -
File Archive Email Archive Custam plugins

= A 2 . o [= ] ‘%L [—] - > A -

R B < & 3 &8 g B % ? 4 A B ® T v %

Connection  User Users System Lagin System  Licensing Motifications Monitoring  Cluster Statistics |Tenants Al contentWEE officeGATE accessATE  Wirtual drive
interface administrators providers databases mobile  configuration
Edit Application Settings Security Services Client Applications
System = Tenants = Tenants
=+ new

Add new tenant

Tenant narne:!

Add new tenant

Use existing user as an administrator for this tenant

0 Create new tenant administrator

Tenant narne:
Display name:
‘@ Use eisting user as an administratar for this tenant

Create new tenant administrator

Login type: Please choose an authentication type -

Select user: -
Ok Cancel 0K Cancel

Screenshot A: Use existing user as tenant administrator Screenshot B: Create new tenant administrator

When you are creating a new tenant the same time you need to add a tenant administrator user for
it. Type the Tenant name into the textbox first. You have now multiple choices how to create a tenant

administrator:

A) With selecting Use existing user as an administrator for this tenant radio button — select an
existing contentACCESS user from the Select user dropdown list and click OK. This user already has
contentACCESS credentials which he will use to log into contentACCESS Central Administration;

B) If you choose option Create new tenant administrator radio button:
1. Type a Display name for this new user,

2. Select a login provider configuration from the Login type dropdown list (Forms, Windows etc.).

Only a provider configuration set up in Login providers control (System tab - Security - Login

providers) can be selected here. Forms and Windows are enabled by default. It is required to enter
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the Login name and Login password only in case that the Forms type has been selected from the list.

In case of Windows, only the login name must be filled in.

If you filled the required fields click OK. The already created tenant will appear in the tenant list on
the Tenants page. With a left click on the ellipsis (...) the tenant context menu can be opened. The

menu allows to edit the tenant name or tenant limitations, to delete the tenant or manage access to
it.

1 Tenants

System = Tenants > Tenants

+ new f manage access
Tenant Mame

U TECH-ARROY

Edit tenant name
Edit tenant limits
Drelete

Manage access to tenant

Tenant limitations

Each tenant in contentACCESS can manage only processes to which he has got the necessary rights.
E.g. while one tenant has the right to archive emails only, another tenant can archive both files and
emails using contentACCESS. The tenant rights can be restricted/extended on the Tenant limitations
page of the respective tenant. Only a system administrator has the necessary right to manage tenant

limitations. The administrator may set on this page the:

= System limitations - plugins and stores that the given tenant will be able to use
= Limitations related to the allowed plugins - e.g. if Email archive plugin is allowed, then the

maximum email count, mailbox count and email size that the given plugin can process can be
defined

The Tenant limitations page can be opened from the context menu of the given tenant. Open the

context menu and select “Edit tenant limits”:
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1 Tenants

System = Tenants = Tenants

4+ new ? manage access

Tenant Mame
s e
8 TECH-ARROW s
Edit tenant name

Edit tenant limits
Delete

hManage access to tenant

The Tenant limitation page is divided into 3 sections:

= System limitations - Plugins and stores available for the given tenant may be limited in this

section.

By unchecking the “Unlimited” checkbox you open the list of plugins/stores. Check the plugins/stores

that the tenant should be allowed to use.

Plugins: Unlimited Stores: Unlimited
Sharing ~ Datengut A
Datengut DMS plugin Azure
Mailbox move Disk
Email archive EASY
Email recovery ELM
Email restore HybridStore
Gradient OCR plugin ™ inPoint ~
PAM4Exchanae connector iTernity

= Email archive limitations - If the Email archive plugin is allowed, the administrator may

limit the mailbox count, email(s) count, email(s) size that the given tenant will be able to

archive.
Mailbox count: 500 - Email(s) size: 1 LB~
Email(s) count: 100000 -

= File archive limitations - If the File archive plugin is allowed, the administrator may limit

the root folder count, file(s) count, file(s) size that the given tenant will be able to archive.

Root count: File(s) sizes - ||B -

|4

File(s) count:
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If the Email archive limitations and File archive limitations text boxes are empty, this means that the

allowed mailbox/root count and email/file count and size is unlimited.

The tenant administrator may see his own limitations in read only view only.

How to provide access to a tenant (adding new tenant administrators)

A tenant can have one or more tenant administrators. If you want to provide access to a tenant for

one or more users except of the tenant administrator, open the Tenants page (System - Tenants 2>

1 Tenants), select the tenant from the list, with a left click on ellipsis ( - ) open the context menu

and choose option Manage access to tenant.

It is also possible to manage access to the tenant with clicking on the Y manage access option on the

same page.

ntral Administration

File Archive Ernail Archive Custom plugins

=== e e e o =] . =] ‘%‘ Ea
.. . ‘ alllis . ]
B B & 5 &£ & “ O [ % =2 o= | Y| ==
Connection  User Users System Login System  Licensing Motifications Monitoring  Cluster  Statistics || Tenants All
interface administrators providers databases
Edit Application Settings Security Services

1 Tenants

System » Tenants » Tenants‘/

+  new ?  manage access

Tenant Marne

s

TECH-ARROWA

Edit tenant name
Edit tenant limits
Drelete

Manage access to tenant

With this action you will be redirected to the manage access page of the selected tenant. All currently
existing tenant administrators of this selected tenant can be seen on this page. For adding a new
tenant administrator to the list click on + new on this page. The Create new role association window

will open. There are multiple options how to add a new tenant administrator.
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Create new role assocdiation

Tenant information

Role Tenant administrator -
Ihwitation type Send inwitation b
E-rail address* johrbrowni@te ch-arrow, com
Additional message* Please accept this invitation,

QF Cancel

Tenant administrator invitation types

There are multiple options how to add a new tenant administrator in the Create new role association
window. You can Create new user, you can Search for existing worker from the company or you can
also Send an invitation to somebody who is not a contentACCESS user yet. Select the Tenant

administrator role type from the Role dropdown list.
»Create new

If you select Create new, insert a Display name into the dialog first. From Login type list select the
authentication provider configuration that this user will use when logging in the system. Then fill the

credentials (if Forms type was chosen then both Login name and Password) and click OK.

Create new role association X
Tenant infor mation

Rale Tenant adrinistrator -

Irewitation type Create new A

Create new user

Display narme:

User login

Login type: -
Forms
Wi o
Datengut

0K Cancel

Note: Only a provider configuration set up in Login providers control (System tab = Security - Login

providers) can be selected from the list of login types. Forms and Windows are enabled by default.
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»Search for existing

To the Search for existing user* field fill in part of name of the person you want to find. After you have
selected the user click OK. This user will use his already existing credentials to log into Central

Administration.

Create new role assodation

Raole Tenant administrator T

Inwitation type Search for existing

Search for existing user® | a|
Livia Bartowa
Swstern administrator
TA Administratar
Administratar
Ladislaw Heller
Andras Katona
Adrian Baka -

> Send invitation

This option enables for you to invite a person (who is not a contentACCESS user yet) to be a tenant
administrator to your tenant. Select the Tenant administrator role type, enter the E-mail address* of
the new user who you wish to invite, and fill the Additional message* textbox which will be included

in the email message that the invited user will receive from you. Then click OK.

Create new role association

Role Tenant administrator v
Irwitation type Send invitation -
E-rnail address* user ¥y @tech-arrow.com
Additional rmessage® This is an information ernail about your tenant adrministrator rights that

we granted to you.

Ok Cancel

The invited person will get an invitation message from you. If the user accepts your invitation he/she
will be redirected automatically on the login page of contentACCESS. Here he can configure his
authentication provider that he prefers to use for future logins into the system (this can be adjusted

with navigating to System = Security = Login providers).
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General system configurations

General system settings of contentACCESS are available with clicking on the System ribbon tab.

W contentACCESS Central Administration
File Archive Ernail &rchive Custom plugins
1 m = o e . ¥ =] . / = - v - -
(2 4 &S B S o [ % i, & ft B2 ® T ' <

Connection  User Users Systern Login Systern  Licensing Motifications Monitaring  Cluster  Tenants All cantentWER officeGATE accessGATE  Virtual drive
interface adrministrators providers databases rmobile  configuration

Edit Application Settings Security Services Tenants Client &pplications

Only a user with system administrator permissions has the right to configure system settings. The

user may find here all general system settings.

The Application settings are set by default, but can be changed (not recommended). Under Security
settings the user may find all users and system administrators, and here he may configure new
authentication providers for the users. Under Services it is possible to activate the license key, set up
external accessibility settings, change system database connections, set default values for the
clustering etc. Under Tenants the administrator may create new tenants and create databases for
these tenants. Under Client Applications group the contentACCESS client applications are

accessible. Virtual drive must be configured if File system archive is used..

If you do not use Email Archive based plugins and also do not use accessGATE Mobile, the FQDN

settings (accessible under System - Services - System) are also irrelevant.

In the following subchapters we will go through each of these settings:

Connection

Navigate to System - Application settings > \té" Connection button. Here can be found and edited
service connection settings such as contentACCESS URL, plugins, plugin controls and storage
controls directories. Plugins, plugin controls and storage controls directories are set by default as on
the screenshot below, but in case you need to place them somewhere else on your computer you can

change the destinations right here (not recommended):

Plugins directory: CivProgram Files\TECH-ARROMAContentACCESSNGATE contentAccess\Plugins

Storage controls directory: CivProgram Files\TECH-ARROWA contenta CCESS, CentralAdministrationtStorages
Plugin contrals directans: CihProgram FilesATECH-ARROWMAcontent&CCESES CentralfdrministrationtPluginContrals
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User interface

Navigate to System > Application settings > l: User interface button. Here you can edit the
general settings of contentACCESS interface. You can choose the Date-time format, rename the
application (by default the title is contentACCESS Central Administration) and you can also enter
here the contentWEB URL (by default it is filled in by the contentACCESS setup):

1 User interface

System » Application Settings » User interface

Date-tirne forrmat iy b dd HHimm
Application title: contertACCESS Central Administration
contentWEB Url: hittp:/TAMEWS: Bl /contentieh

Users — role types, creating new users, adding user logins

There are 3 main user/role types in contentACCESS. Each of them have certain permissions

depending on the status that they have in contentACCESS:

o A system administrator user has permissions to do any necessary system configurations in
contentACCESS Central Administration, and he can access any components of the software.
He designates a tenant administrator when creating a tenant. He can also grant system

administrator rights to other users of contentACCESS;

o Atenant administrator is allowed to do any necessary configurations on the level of his own
tenant, and he can further create standard users to his own tenant. Moreover, he can further

assign his tenant administrator roles to a standard user;

o Astandard user is either created by a system administrator, or by a tenant administrator. By
default, a standard user does not have any specific role in contentACCESS, but a system and
tenant administrators can grant further permissions for him. Standard user role is typically
created for end users, who obtain access permissions on contentWEB to be able to access

their assigned archives.

All currently present users of the system are listed on the Users page (open it with navigating to

« ”»

1, y . .y e .
System - Security = «* Users button). From the user’s context menu (click on “...”) it is possible to
edit the user’s details or delete the user from the list. To simplify searching between the users you
may use the quick search function. Searching is based on the Display Name and the ID-number. It is

also possible to list between the pages.
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Tenant: TECH-ARROW *~ &+ P~

[ s | File &rchive Ernail Archive Custarn plugins ~
o B B & & & [ 8 5 & A % % * =
Connection  User Users Systern Login Systern  Licensing Motifications Manitoring  Cluster | Tenants Al contentWER officeGATE accessGATE  Wirtual drive
interface administrators providers databases mobile  canfiguration

Edit Application Settings - Services Tenants Client Applications

[
o Users

System > Security > Users
+  new
Display Mame 5]
<+

Livia Bartewa ser Dlad8le6-bal-46bf-20bb-2e308750700

Jargen Wiist ser 04208175-27b0-465d-b36C-262b00%alcdC

contentWER user wer Dbadbbda-eeb?-4176-Befb-6fdd4328edbd

Systern administrator wee o D7ed2d74-dleb-daal-a2cl-facadTadedds

T4 Adrinistrator ==+ Dabad28f-De3f-4cf4-a238-6600fe 555779

Administrator we= Dff02680-c07c-dhdf-b569-1chfefalhihb

Ladislav Heller ser 1144dah5-4592-48dB-bd34-453FddaB1063

Andras Katona ser 11feBBaf-c0dB-4137-a060-addf0423ddf4

ECS0's archive user ser o 1279fh24-20a6-41b1-b4le-ddbfleShE18F

Adrian Baka wer 1bOf@bfa-070c-4052-babl-07dafchee204

Pistike ser 2b0318e8-2810-442b-b421-510bB%eec2fa

Tenant admin2 ser 2c628313-a40b-4033-bIf1l-a8e00ffelbel

Adarn Horvath st 2fabeddf-95fb-434c-b2b3-bd06IFARTERZ

Jozef Yegh ser 3124c57e-f07-4f2e-b357-c1c077 35449

arcessGATE rmohile user see 34091147-9707-461b-9151-595f 228fh e

Orsalya Weghova se+ 30dd72al-0355-49c0-0ale-Thiafaf 14560

Mews wer 3cd3alfi-eldd-4ccT-Bac3-Gaf4170cT2h2

Y wer efadifl-Zael-420f-00ee-eacaal32iled

Tenant admin wer 4544880d-acee-4d5c-adfe-Dadeb2d55081

Finance ser A04c4155-1d41-dcdl-acd42-25daell53E4
Page 1of 3 (5Litems) 3 () — .

Note: It is good to know that from security reasons it is impossible to delete all system administrators
from the list of users. It is possible to delete users with system admin permissions except of the

default system administrator.

On the Users page you may add new standard users to the system. For adding a new user to

contentACCESS click on + new.
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W contentACCESS Central Administration
Systern File Archive Ermail Archive Custamn plugins
[ m — e o® ® & 3
L'o v d Se B S8 O A
Connection  User Users Systern Lagin Systern  Licensing
interface administrators providers
Edit Application Settings Security
[ ]
e U
¥ USers
System » Security > Users
+ new

The Add new user dialog will open. Type in the user’'s name into the dialog box, and choose an

authentication provider configuration from the Login type dropdown list. Only provider

configurations set up on the Login providers page can be selected here. By default, there are 2
providers that can be used: Forms, and Windows. If you select the Forms type, then the login

credentials must be also entered into the dialog. Click OK. The new user will be added to the Display

name column.

Add new user X

Display narme:

Login type: -
Farms
Wind owes
Diatengut

0K Cancel

How to check user information? Double click on the corresponding user on the System - Security >

Users page. The User details page will open, where all user information can be checked:
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W contentaC 5 Central Adrministration

File &rchive Ermail Archive Custom plugins

y — P «® o® £3 V=] " =l ‘%‘ A
] [ ) v ’ B
e B & O & & & B &4 5 ft =2
Connection  User Users Syitern Lagin Systern  Licensing Motifications Maonitoring  Cluster | Tenants Al
interface adrinistrators providers databases
Edit Spplication Settings Sepvices Tenants

@ User details

Systemn > Security > Users » User details

Display name: Adrinistrator
Is sywstern admin Yes
User name Role name Flags Description
Adrinistrator - *** Spstern administrator  Manual Adrrinistrator has Systern administrator rights on Systern (#)
Adrinistrator - *** Tenant administrator - Manual Adrministrator has Tenant administrator rights on Tenant TECH-&RRCWY
+  new
Login Type  Login Mame External Id
Farrms systern
Windows  tahadministrator 5-1-5-21-1454735840-2720631597-1747903052-500
Go back

Under Security information section the user role types can be checked; if the selected user is a tenant
or system administrator, or a standard user only. Each user can have a manual or automatic flag.
Manual flag means that the user got his rights manually. Automatic flag means that the role was
created by the provisioning job. Automatic flags are marked with “(100)”, which is the mark of the
provisioning job. In the Description column you may check the tenants and systems, on which the

user has got tenant or system administrator permissions.

How to create user logins to an already existing user? In System = Security - Users, under

section User logins click on + new button to add new user login to the selected user.
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+  new
Login Type  Login Mame External Id
* Forms systerm

© AWindows  tahadministrator 5-1-5-21-1454735840-2720631557-1747903052-500

Go back

In the Add new login dialog, select a provider configuration that you would like to use when logging
into the system. The providers, that where configured on the Login providers page (for more

information check “Login providers”) can be selected here. Windows and Forms type login providers

are enabled by default. If the user already has Forms and Windows user logins (like in this case), then
these providers will not appear in the Login type dropdown list (multiple user logins are not enabled

by these login types).

Add new login

Login type: -
Datengut

[o]4 Cancel

System administrators

System administrators are those users who have the right to do any necessary settings to the system.
You can have multiple system administrators and their list can be accessed by navigation to the

System - Security > System administrators button, on the System administrators page:
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¥ contentACCESS Central Administration

System File Archive Email Archive Custom plugins

EI) ﬂ e E &% :-‘.ﬁ :-1.5 & L} & E’) F: S 12} En: @ “ </ “

Connection  User Users System Login System Licensing Motifications Monitoring  Cluster  Tenants All contentWEB officeGATE accessGATE  Wirtual drive
interface administrators |providers databases mobile  configuration
Edit Application Settings Services Tenants Client Applications

&% System administrators

System » Security > System administrators

+ new

User name Role name Flags
Administrator <=+ System administrator  Manual

Attila Balazsy === System administrator Manual

For adding a new system administrator click on +new. With this action, the Create new role

association dialog will open.

When adding a new system administrator to the system you have 3 options, so called invitation types
which describe how to add him/her. Select System administrator from the Role dropdown list. Now,
roll down the Invitation type dropdown list, and select the method, how you would like to add the

administrator. There are 3 options: 1) Create new, 2) Search for existing or 3) Send an invitation.

Create new role association

Role System administrator -

Invitation type -

Create new

Search for existing

Send invitation oK Cancel

> Create new

If you have selected the Create new option you must enter the Display name for the new
administrator, for example “System administrator”. From the Login type list select the already

configured authentication provider that he/she will use when logging in the system. Only provider

configurations set up on the “Login providers” page can be selected here (Forms and Windows is
enabled by default). Then fill the credentials (if Forms type was chosen then both Login name and
Password) and click OK. (If you would like to use login providers which differ from the providers in

the Login type list, refer to section “Login providers” and configure new providers.)
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Create new role association

Role Systern administratar -

Inwitation type Create new v

Create new user

Display narme:

Login type: -
Farrms
Wi dous
Diatengut

Ok Cancel

»Search for existing

To the Search for existing user* field fill in part of name of the already existing user who you want to

find. After you have selected the user click OK.

Create new role association

Role Systermn administrator -
Invitation type Search for existing -
Search for existing user* El -
Livia Bartowva

System adrministrator
TA Administrator
Administrator
Ladizlav Heller
Andras Katona

Adrian Baka -

Note: please keep in mind that Search for existing user* invitation type is searching among users
who are already present between the contentACCESS users. In contrast to this the Send invitation
invitation type can be sent to any potential users/administrators who are not members of

contentACCESS system yet.
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> Send invitation

This option enables to invite a new member to whom you decided to grant system administration
permissions. Select the System administrator role type, enter the E-mail address* and fill the
Additional message* textbox which will be included in the email message that the invited user will

receive from you. Then click OK.

Create new role association

Role Systern administrator -
Inwvitation type Send irvitation -
E-mail address* abal@tech-arrow.com
Additional message® This is a request to be|a backup system adrministrator of contentACCES,

Please confirm,

Ok Cancel

For deleting administrators select the administrator from the list, click on the ellipsis ( ==+ ) to open

the context menu, and delete the user.

&% System administrators

Systemn = Security = System administrators

+ new
ser name Role name Flags
Administrator *er Systern administrator Manual

Delete

Note: It is good to know that from security reasons it is impossible to delete all system administrators
from the list of users. It is possible to delete users with system admin permissions except of the

default system administrator.

Login providers
A contentACCESS user may loginto contentACCESS (and its client applications such as contentWEB,

officeGATE etc.) with an external (using external authentication providers) or internal user account.
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If you use a third party provider (e.g. Windows) then this third party authentication provider will
authenticate you when logging into the system. It won’t be needed to enter the credentials into the

contentACCESS central login window. The Forms type requires to enter credentials when logging in.

When setting up auser account, alogin type must be always selected. Users can only use login types

which have been enabled in “Login providers”. “Windows” and “Forms” login providers are enabled

by default.

The list of enabled providers can be found on the Login providers page. To open it, navigate to the

System tab = Security = and click on the Login providers button.

To edit or enable/disable/delete providers, open its context menu on the Logins provider page, and
click on the desired item in the dropdown list. If a provider is disabled, it will not be possible to log in
to contentACCESS with it. For security reasons, the user can't delete “Windows” and “Forms” login

configurations, and can't disable “Forms” authentication.

If there is a 3rd party login provider configuration created (like Perceptive) and a user login is already

using it, then this provider can only be disabled, but can’t be deleted.

File Archive Email Archive Custom plugins
— ® e® ™~ L "=
— @ . v
R & B & & | &% o B 0
Connection  User Users System Login Systern  Licensing Motifications
interface administrators |providers
Edit Application Settings Services

&% Login providers

System = Security > Login providers

+ new

Provider Mame Provider Type Is enabled
Forms *=+  Forms Yes
Windows s+ Windows Yes

Edit

Disable

How to enable a login provider: It depends on the provider type if it supports multiple configurations
or not. You can create only one Windows and Forms login provider configuration for a user login, but
can create multiple for Perceptive or Datengut. To configure a new login provider, click on +new on

the Logins provider page. The Login providers dialog will open. Choose a supported external

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 71/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

./ OL" vision of technological evolution

% techarrow

provider from the Provider type list, type in a provider name for it, fill the required fields and click on
OK.

&% Login providers

Login providers
System » Security » Login providers

+ new v Provider name:

Pravider Mame Provider Type s enabled Provider type: Please choose one provider type -
Forms =**  Forms Yes

Windowes =e Windows Ves

Ok Cancel

With this step, this new login provider configuration has been enabled in contentACCESS.

How to associate an enabled provider to a user login: Now you have to create a new user login to
the user, who will use the provider. This step is required for Windows and Forms providers. Navigate
to System - Security = Users button on the ribbon. Click onit, and the Users page will open. Select

the desired user and double click onit.

W content! 5 Central Administration
File Archive Ermail Archive Custarn plugins
1 n [ o [ & [=
. - v
L'o 4 S S S o [
Connection User Users Systern Lagin System  Licensing
interface administrators providers

Edit Application Settings

]
o U
P SEers
System = Security > Users
+ new
Display Mame jin]
Livia Bartova “r* [lad8lefi-h5al-46hf-80bb-8e398759700
Jirgen Wist see 042998175-27h9-465d-b8hc-262b808alcde
cortentWER user “r* Dfadbbda-eeb7-4176-Bebb-ffdd4528edbs
Systern administrator ses (Tedld74-dleb-4aal-a2cl-ficadTaded4d
TA Adrministrator “er Nabad2if-Ne36-4cfd-a238-6800f2555774
Administratar s 0ff0abdn-c0¥c-dbdf-b369- 16fcfilbibh

The User details page will open. Click on +new under User details section.

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 72/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

your vision of technological evolution

% techarrow

& User details

System > Security > Isers > User details

Display narme: Administrator
s systern admin: Wes
User name Rale name Flags Description
Administrator *** Systern administrator Manual Adrinistrator has Systern adrministrator rights on Systermn (#)
Administrator *** Tenant administrator  Manual Administrator has Tenant administrator rights on Tenant TECH-ARROW
+  new
Login Type  Login Mame External Id
== Forms system

Go hack

Inthe Add new login dialog select the desired provider configuration from the Login type: dropdown

list, fill in the required credentials and click OK.

Add new login
Login type: Wi d onnes d
Login narme: Ta\Administrator

@ User namme isvalid

Ok Cancel

A newly created external provider will appear between the external providers in the Tech-Arrow
central login window. From now on, you can log into the contentACCESS Central Administration

with a single click on this provider in the TECH-ARROW central admin login window.
contentACCESS users in third party systems

To simplify the login into third party systems (such as Datengut, Perceptive) from contentACCESS, it
is possible to enable contentACCESS user creation from the particular provider’s configuration

dialog. This ensures single sign on into the particular DMS providers.
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Proedider narme: Datengut
Provvider type: Datengut

Create content®CCESE user automatically: |

Endpoint LRL:

Apikey:

Ok Cancel

To achieve this, check the “Create contentACCESS user automatically” checkbox (and fill the
required credentials). When you are logging in to Datengut over contentACCESS, you do not need to
create a contentACCESS user, but it will be created automatically by contentACCESS at the moment
of logging in. If this function is not enabled from the provider’s configuration dialog, then the
administrator is forced to create a contentACCESS user and login manually. This helps to save much
time for the administrator, as he does not need to create contentACCESS users for each user of the

third party application (like Datengut or Perceptive).

System

The System page (System - Services > QQSystem) consists of 5 sections: General settings,
Database settings, External accessibility settings, Active directory integration settings and Cluster

settings. The first two sections are configured by the setup by default.

General settings. If the checkbox is checked it will mean that the system is configured, thus
connectionto SQL Server databaseis well configured and the plugins directory is pointing to a correct

folder. Until this checkbox is not checked, the contentACCESS will run in a so called “zombie” mode.

Plugins directory textbox contains the path where the processing plugins are stored on the server.
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W contentAC ntral Administration

File Archive Email Archive Custom plugins

BB 8 & & &8 || BF 8 B & 7 =

Connection  User Users System Login Systern| Licensing Motifications Monitoring  Cluster | Tenants All
interface administrators providers databases
Edit Application Settings Security Tenants
¢ System

System > Services » System

v

Is system configured: |J

Flugins directory: ChProgram FilesyTECH-ARROWA, contentACCESSYGATE.C

Under Database settings the system database configurations can be found, which arefilled in by the
setup by default. If you need to edit these settings (not recommended), click on the Configure button

and fill the fields in the Database connection settings window:

Database connection settings

Database type: Database type: SOL Server T
Server name: Server narne: TAMEWS
Database:
~—————p Database: COMTEMTACCESEDE
Scherma:
Schema: dbo

User:
v Use explicit credentials

Password: | aaeeees

Test Ok Cancel

By default contentACCESS is connected to the database with the credentials of the user, under whom
contentACCESS is running. If you want to use SQL credentials which differ from these credentials
data, then check checkbox Use explicit credentials and enter the User and Password that you want
to use for connecting to database. You can also run a test connection with the Test button in the left

corner of the window.

Under External accessibility settings: enter the externally accessible, fully qualified domain name for
the proxy server into the Server FQDN textbox (in case the proxy is not installed, then the domain
name of contentACCESS server need to be entered here). The proxy server ensures the
communication between the user and the contentACCESS, and forwards user requests to the
contentACCESS server. These external accessibility settings are used by the shortcut links in the
Email Archive system. If you have contentACCESS Email Archive and/or accessGATE Mobile, then

this setting is mandatory. In all other cases this setting is also highly recommended.
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Retrieve server FQDR: https = oy tanewstech-arrow com 443
Enter an externally accessible alias for the content®CCESS server, This value is used for shortout links too,

Test

Active directory integration settings

Some contentACCESS functionalities [like contentWEB access for mailboxes or Virtual Drive]
require LDAP connection. Enter the required data and the user/administrator credentials into the
user name and password textboxes over which you would like to connect to the active directory. It is

not necessary to fill in these fields in case that you use an online Exchange server.

LDAP Server name: LDAP radellfde=1a, de=internal
Enter the LDAP server name or IP address if you are out of the daomain, This walue is used for user name resalving.
Authentication type: Delegation *
«  Use explicit credentials
ser name: TAEdministrator
Passward:

Canfirm password:

Test

Cluster settings

contentACCESS supports clustering, which enables to run contentACCESS and its jobs on multiple
nodes, and thus improve performance. To adjust default cluster settings, scroll down on the System

page. At the bottom of page, the following can be adjusted:

Mode update interval [sed): 30 .
Mode auto logoff time [sed): 120 -
Events retention time [sed): 1300 -
Events distribution interval [sed): 11} -
Task auto disable time [sec): 30 -

Stop task after ping failures [count): 2

Mode selection strategy: First wins ol
Default node role: Uniwversal hl
Enabled by default: "

Node update interval (sec): in time intervals, which is set here (in our case in every 30 seconds) each

I(I

node will “ping” the central database and will update his state in it.

Node auto logoff time (sec): if an input has not been received by a node during the time period set

here, the node will automatically switch to offline.
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Events retention time (sec): events (i.e. commands to run a job, added/changed/removed job
configurations, changes in already set schedulers etc.) that are shared and distributed between nodes

will be stored in the database during this retention time.

Events distribution interval (sec): events to be distributed between nodes are written into the
system database. These events are periodically checked by each node in time periods, which is set

here.

Task auto disable time (sec): if any failure occurred when running of a node (server shutdown,
hardware problems etc.), the task(s) performed by this specific node (job running, retrieving contents

etc.) will be automatically disabled within the time set here.

Stop task after ping failures (count): the value which is set here will determine, after how many ping
failures will be the task stopped. After the ping failure count reaches this value, all the tasks running

on a node will be stopped.

Node selection strategy: the administrator can select here, how the nodes will be automatically
selected for processing. A node that is picked up for a task can be selected according to one of these

strategies:
“First wins” strategy - using this strategy the first running node will be picked for the task.

"Balanced" strategy - by this strategy type the CPU- and memory usage, and the number of running

jobs will be considered before picking up the node for a task.

Default node role: the administrator can select here the default role type of a node added to the
system. Itis recommended to set here “Universal”, i.e. when the node can be used both for processing
and retrieving data. Later on, the role type of a node can be adjusted with navigating to System >
Services = Cluster on the Central Administration ribbon, in the nodes’ grid, from the nodes’ context

menu.

Enabled by default: by default all nodes are enabled (the checkbox is checked), i.e. if contentACCESS
service starts up, the nodes start the processing (to run jobs, publish models etc.), too. In case the user
will install contentACCESS components on next nodes, it is recommended to disable the nodes
(uncheck this checkbox). The reason for this is, that a node must be fully configured before he picks
up any job for processing. Enabled status of a node is marked with green color, disabled status is

signed with yellow color in the nodes’ grid.
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Licensing

A new license can be activated on the Licensing page, which is reachable with navigating to System

- Services > B Licensing button on the ribbon. The administrator can also update the telemetry
job (further described in chapter Statistics) on this page. The license restrictions and the current
usage may be checked in the corresponding sections of the Licensing page.

The page is divided into the following sections:

» General information - the actually used license details are shown here. Here you can also
check the date when your license has been activated and the expiration date.

= Customer information - displays information about the owner of the license

= Contact information -the contact person responsible for software-related issues, usually. a
contact person between the TECH-ARROW and the customer

= System limitations - in this section you may see the plugins and storages available in the
activated license, and the maximally allowed tenant count (currently used count is in

brackets)

The contentACCESS license system allows to set limits for the File archive plugins and for the

Email archive plugins. The user will be allowed to archive emails and files in a given range only,

which is defined in the respective license. The currently archived item count and size is displayed

in brackets.

= Email archive limitations - the maximally allowed (and currently used) mailbox count,
email(s) count and size is displayed here

= File archive limitations - the maximally allowed (and currently used) root folder count, file(s)

count and size is displayed here
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Connection  User Users System Login System | Licensing |Motifications Monitoring  Cluster Statistics | Tenants All Sthedules | contentWEE officeGATE accessGATE  Wirtual drive
interface administrators providers databases mobile  configuration

Edit. Application Settings Security Tenants Client Applications
= . .
;% Licensing

Systemn > Services > Licensing

& activate license = update telemetry
Fey: Mame: Cuskomer Mame: Helmut K,
Status: ok State: Germany Email: helmutn@daemain.com
Actiation: 47/2016 Street: Unter den linden Phone: 123456
Expiration: 4172019 Zip: w117
Flugins: Sharing - Stores: Datengut
Datengut DMS plugin Disk
Mailbox mowe Hybridstore
Email archive Perceptive

Email recavery
Email restore
PAM4Ezchange connector
Legacy ELM connector

Store replication

Erail sunchrnizer tunin 2]
Tenant count: 10 (6 used)
Mailbox count: 100 (3 used] Email(s) size: 1.17TE (948.8 MB used)
Email() count: 200000 (4370 used]
Root count: 200 (5 used) File[s] size: 1.17B (1.4 G used)
File[s) count: 200000 (2743 used)

How to activate your license key

If you want to activate a new license click on option “activate license” below the breadcrumbs.

B Licensing

Systern = Services = Licensing

L activate license

Insert your license key into the License key textbox of License activation wizard dialog and choose

=  update telemetry

from 2 methods of license activation and follow the steps described below:
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License activation wizard

License key

Activation type
® Online activation

Offline activation

Mext

1) Online activation (requires internet access on the contentACCESS server) - click Next = Finish

and your license will be activated automatically.
License activation wizard

License successfully activated!

License key:
License for Techarrouw presentation
Status: “Walid till 2015-07-18T00:00:00

2) Offline activation (doesn’t require internet access on the contentACCESS server)

a) Open the offline license activation page of contentACCESS using the link in the dialog:

License activation wizard X

Activation request
sjwBAnPS455Ag22jaed5pSkGbeDCzAL28 DvuikZ2q5wNR/s3Gic2ebSpbGloS
JPpEnO3durmYpDKCx7QuaYWFOrQeeRoiE/2dGB2GRNCvOWdAKxbbIbEvx
YQYYOImJAn8SUvsS/BMTzIZTzrV IXWSBGuLYdzasLDmqrihV5gNriMuEGYV/u
AtIVIUILZQThFK3uCZaNSATe228p3gWExsiAFiKkdycdoeiSYLID/EqgmPVjlem
L7 ClecicAfAUGREHRLAi14apPvhM1kVFT 2LV ywEcadfmPM3/2GWvRXOrtXrg
XDIDEqYY2QdMbeiGtxRI0NZTSWgmn1b3ETyOX0cZKIu9 17 TgNIGNELIUIm
FBy/ TuXJS8VvkiyiaEWxH26PkEASTMyxrIP5ZuWOOS0VRHIPswPAKTgb00cTS  w
BQEYSp01RChvx + STKAPKMMAVKMIEQQNwWDKVXWnpkep2UkwX/eoGOief

Copy

Please activate your product on https://license.tech-arrow.com/OfflineActivation/

Activation response
Please enter the activation response.

Paste

Previous Next

b) Copy&paste the Activation request from the above dialog to the appropriate field and click

“Activate now” to generate an activation response.
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e’l Activate your license - Internet Explorer

IQ https:/license. tech-arra. .. ;Oj % +y . conkentACCESS Central Adminis... | (= Activate vour license x | |

V( TECH-ARROW | OFFLINE LICENSE

Welcome to the Offline Activation Application

Please add your activation source

Please provide your client generated data by browsing the activation file, or pasting the activation string

Choose ac

on file:
or paste your activation string: | sjv64nPS455AgZ2jae4505kGbeDCzAL 28DV
uikZ2g5wNR,/53GRic2ebSpbGIoSIPpen0sd
urmYpDKCx7 Qw4 WcFOrQeeRoiE/ 2dGE
RNCvOWdAKxDbIDEv:Y QY YOIMIANSSUVSS
/BMTzI97zrv1XWSBGuULYdzasLDmgrihvsgN
rMUEEYV/UALTV3Ui1ZQThFK3UCfZaNS4Te2
28p3gWBxsiAFiKkdyodosiSYLIb/EqmPVile
mL7CleoicAFAUGREHRL4i14apPvhM1kVF2
LvywEca4fmFM3/2GWvRXOrtXraXDDegy
Y2QdMbciGhR3I0NZTSWamn1b3E7y0iX0c2
KIu91x7TaNISNELUIMFBY/ TUXIS9Vvkiyiak
WxH26PKEDS7NyxrIPSZUWOOS0VRHIPSVP
dK7gb00CTSBQEYSpO1RChVX+ETKAPKMM v
AVkMIFOONWDKWnnken2 Lkw /anG0ief

Activate now

c) Copy&paste the activation response from the web page (1%t picture below) to the license

activation dialog (2" screenshot below).

E:Activate your license - Internet Explorer

@ y https:/ficense, tech-arro... O ¥|| 54 || 42| [l contentaccess central adminis. I = Activate your license

/'( TECH-ARROW | OFFLINE LICENSE At

=13

dl

Your license was activated successfully

Please

Download activation file

‘r:I paste the a
in

tion code below in
your licensed

XPotkfLPpOt1CrgjwtSKxjh+cmugwa 7ok3WaiPKyOTwrNOZEJMOLApbmMPDYPAS7c4U2b2 Vv
TrahQuwZmLek3V/ON2CEQNYANDUG1Fq/3m8eDdw/pCiTY TRTALXZolxg +mN1Kg/HIZIVE ™
0Q9+L67XxDVWaxoKTFETKdrwullgLkoodkFZf3MPkhPdp/ 51IMXHIgMEinbdraWws/nduH3viS+
0bj5z-+aIHWDOKBsoAZGNVWIITMT/Zv+oomUYFHbY 1 paddpa3XLepPzIISvSPDWZABFETKII6
ohCgeqBSrbLU20IG3fr/g6myYSigaMO4Wxn8022IQPrZwiQ5zZawv LPZIV0XfmALZf37y7 Spr
qG63bdx++wChIrb7igIOrwdKEV3pkMW teSulloMgtyV/10G8385n+GnOfvEysAIGUHCIXG7Q
GCG2VbanTBSIOSTMBRNAfSLCOSXscSLCYWrmRBZd0L0eeFakhhwijBB4WeHOvUAsKeEfyn1
NII6ICEGH3INSEUAEXplkUa+neOtL Dut7 T7gAr2 Si2 X pGNbYNEIdXD3pfixFZQ4kgivorSUvg
ObPCNSp6+nMUC+o6nhBSCRITCVAewofvBsp7sUVdDi2sY7giQbjyDAYCvZINIOsdLgnf/aj4KG
washlch4kbA78YoeMVol ToD/wSYVST2vii1Y o9 7MUuwIBNMRAXTDVIMb1gAaHBT 7icR7ca3
SwiyZPILP11D7fjCpVYIT/3SLHBHMVKMESIE+jy+17LRXIAQrU0To0qegBS X FuIL31dLULVNrm
ueW1Qk/QHMnfgHAMNLfbTeSLotEruBgenfy0iFjO1PRI/41LX7t/OVd1/pvEvBnsxgBoVEO/IFi
mPQ/X1evvSo5NplelvbnVimHIxQ31VOBEIOSZzucvGxIxrg 1 GASWZYdOiX5IYThP2IUGGKzP v
Na0B6ahbUowPEzOHINITFEOCAXvm11U-+6YCKFDaY che4Ax7omLma/nWikhXDVYT20LL7L

Key:

Customer: Techarrow presentation

Go to License management page!
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License activation wizard X

Activation request
sjvb4nPS455AgZ2jacd5pSkGbeDCzAL28]DvuikZ 29 5wMR/s3Gic2ebSpbGlos
JPp8nOSdurmYpDKCx7QudYWoF0rQeeRoiE/2dGB2GRNCVOWdAKxb bl Evic
YQYYOImJAnESUvsS/BMT2I972zrV IXWSBGuLY dzasLDmgrihVagNrMuEEYV/u
AtIV3uilZQThFK3uCfZaNS4Te2z8p3gWExsiAFiKkdycdoeiSYLIb/EgmPVjlem
L7ClecicAFAUGREHRLA L4ap PvhM1kVFT 2LVywEcadfmFM3/2GWWRX OrtXrg
XD3D6gYY2QdMbciGxR30NZTIWgmnlb3ETyOiX0c2KIu91x7TgNJSNEIUIm
FBy/ TwXJS90VvkiyiaEWxH26PkEDST NyerlP S ZUWOOS0VRHIPsvPAKTgb00cTS w0
BQEYSp01RChvX +6TKAPKIMMAVKMIEQQONwDKVAWnpkep2Ukwi/eoGOief

Copy

Please activate your product on httpsy//license.tech-arrow.com/OfflineActivation/

~

Activaticn response

wijBB4WeilHOvU AsKebfyn1 NIBICEGHThSE6UAEXplkUa+neOtLDut TT7qAr25i
21X pGNBYNEIdXD3pf/xFZQ4kgivIrSUvIObPCnSpE+ nMUC+oBnhBScRjTeVA 2
ewofvBspTsUNVdDi3sYTgiQbjyDAYCVZINIGsdLgnf/ajdKGwesh) cbadkbATEY oe
MVolTgO/wsYvST2vij1Yed TMUuwEnMRAxTOvIMb1gAsHET icR7c 93 Swfy
TPILPLIDTHCEVYL/35LHBHmMYkMtSI6+jy+17LRXIAQrU0To0geg BE/XFuIL31d
LULvMNrmusW10k/QHMnfgHAMNLfoTeOlotEruBgdnfyQiFjO1PRI/41LXTH/OV
d1/pvEvBnsxgBoVWE0/IFimPQ/X1evV3a5NplelVonVimHIxQ31VOBEIO97zuc W
wiGury) LGASWZY d0j{SIYThPZ)UBGxzPNaOB&ahbUowP8zQHINmFh QCAX v

Paste

Previous Mext

d) .Click Next and the license key will be successfully activated.

License activation wizard X

License successfully activated!

License key:
License far: Techarror presentation
Status: “alid till 2015-07-187T00:00:00

After successful license activation all Allowed plugins, stores and limitations within this license will

be updated on the page.

Notifications

To increase efficiency of the troubleshooting process, contentACCESS uses notification plugins.
These plugins will send notification emails to the user about the errors/warnings/misconfigurations

or possible system or job failures in contentACCESS.

For Notification settings navigate to System - Services > L Notifications button.
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interface administrators providers databases mobile  configuration
Edit Application Settings Security Tenants Client Applications

% Notifications

System > Services > Notifications

pod

v start immediately @ refresh e disable auto refresh @ deactivate job ul logs s edit

Status: Idle
Progress:

In the status bar of notifications there are 5 control buttons:

o With the “start immediately/stop” button it is possible to manually start/stop sending of

notification emails;
o “refresh” control button serves to reload (manually refresh) the current state of notification plugin;

o “enable auto refresh”/“disable auto refresh”: serves for activating/deactivating the auto refresh of
notification plugin status information; if enabled, then the current state will be refreshed in every

5 seconds;

o “deactivate job/activate job” button is used to deactivate/activate the job if it should not run; a

deactivated job will not be started automatically, nor can be started manually.

o “logs”: in case that you want to check the notifications plugin events, or if any problem occurred
during the sending of notifications emails, click on this control button and you will be redirected on
the correspondent monitoring page, where the last run of the plugin will be pre-selected, and the

corresponding run events will be displayed.

o “edit” control button is used to change the name of the notification job and to specify the node

where the job should run;

o With the arrows mark ( A ) at the right side of the status bar the user may collapse or expand the
progress information about the job’s running. The status bar’s last state is always stored, and the

last state will be opened by navigating to the page again.

Under the status bar, in the particular sections can be configured, which Exchange provider will be
used to send notification emails, who will be the real sender, or it is also possible to configure to send
emails on behalf of somebody else. The condition for that is to have on behalf permissions on the

mailbox of this second user.
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> Scheduling settings: under scheduling settings it is possible to choose an already existing
notification scheduler from the list, or to create a new one. Notification emails will be sent at time,
which is set here. New notification schedulers can be also created (or edited) by selecting the
“system” tenant in the right upper menu of the Central Administration user interface, and

navigating to System - Tenants - Schedules button on the ribbon (refer to screenshot below).

Tenant == System == ~ &~

. =
tttttt GATE Virtual drive
configuration

S
] = | & & . & =
o e es :
kS 4 S & & oo [ %
Connection  User Users System Login
interface administrators providers

System  Licensing Matifications

Edit Application Settings Security Services Client Applications

H2 Schedules

System > Tenants > Schedules

+ new

» EWS settings: set here the type and version of the Exchange provider which will send the

notification emails. Insert the EWS URL (received from the Exchange provider).

Keep connection alive: If it is turned on, then the connection between contentACCESS and the
Exchange server is cached, which increases the performance. If the Exchange is load balanced,
some requests can land on another Exchange which causes errors in contentACCESS. In these
cases unchecking the keep alive option will destroy the connection after each request and will
rebuild it on the next request.
= |If you are communicating with one Exchange server: turn it on to increase the
performance
= If you have a load balanced Exchange environment and there are communication
problems with the Exchange: it is recommended to turn it off
Finally enter the User name (email address) and password of the user who will be the sender of
the notification emails. Click on Send test email button if you need to check if the notification

emails are working properly.
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Exchange server type: Exchange Online [2365) v
Exchange server interface wversion:
BV Lrl
Keep connection alive: %
ser name: edit.cioka@tech-arrow,com
Password:

Confirm password:

Test

Send test email

» Notification settings: it is also a possible to send notification emails to certain administrator
addresses on behalf of somebody else. The condition for that is to have on behalf permissions on
the mailbox of this second user. If you want to use this option, insert the email address of this on-
behalf user into the “From address” textbox. Further add the recipients’ email address into the
second text box. You can also send a test email via the “Send test email” button to check, if

everything was set well.

From address: john.doe@example.com
Administrator addresses: jehn.doe@example.com, peter.white@example.com,...

Send test email

» Resource settings: under worker thread count you can set the count of simultaneously sent

notifications:

Worker thread count: 2 -

Monitoring — how to find out possible misconfigurations / reasons of potential

system/job failures

Navigate to System - Services > = Monitoring button.
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Connection  User Users Systern Lagin Systern  Licensing Motifications |Manitaring| Cluster | Tenants All Schedules | contentWEE officeGATE accessGATE  Virtual drive
interface administratars providers databases mobile  configuration
Edit Application Settings Security Tenants Client Applications

-+ Monitoring

System > Services > Monitoring

The monitoring feature enables to check the currently running or in the past run system or job related
events very easily. The user can check here all desired system events such as system updates,
shutdowns, startups, system component updates, or possible system errors etc. In monitoring
feature, the user also has the chance to check all possible failure details that might happen during the

running of the jobs, so it makes the troubleshooting easier.

If you first open monitoring, you can see the following basic parts on the interface: Runs of the jobs
or system on the left side (red frame); system and job events on the right side (green frame). With
clicking on the Refresh button (purple arrow) you can also check the real-time running jobs. With this
button it is possible to reload the current runs/event from the database. With a single click on the
collapse all/expand all buttons (indicated with blue arrows) you can expand or collapse all sessions
for all jobs. It is also enabled to list among the events at the bottom of the monitoring page (

frame).

[‘; Monitoring

System > Senvices > Monitoring

Type: Jobs: Shark Dater End Date:
Alltypes) - ialjobs - - Export i
\5 Ay System events Or Job events \“g
® s - | e ke / ] Date Job
Jobi: [system] | TS 1230 PM Mailbax Pravisioning Job *
lob: Mailbox Provisioning lob
e & | 1AUHIS 130 PM
D _Jots 039 T/31/2015 12:39 PM
ok EMP jola
* Job: (64) Ll T/31/2015 12:39 PM.
 Job: (66]
A0S 1239 P
Job: (681 [i] TS 12:30 PM
o lob (701
Jok: File archive job D@ ravmisaaem
> lob: File restore job.
Job: (76 0 M
Job: (791
Yot (801 O | rsvansnaem
Job: (811 @ s aiem
ok (B2) 0 aymsnaem Mail gleb
Job: (841
Job: (85) o T/31/2015 12:30 PM i Mailbex q Job
Job: (861 0 vaseM Updsting mailbex Updating mailbos: din Asilbi glch
Job: 189) [ i RISV GLEEL Y] Updating mailbax Updating mailliix ‘2L (¥peter ftos @t che sirow.com) in DB, Mailbox Provisioning Job
Job: TA Email archive job - 5@ | 1avms s em Updating mailbex Updating mailbos: 20 orsalys veghevetech-arrowcam)! in 08 Mailbex Pravisianing Job
Page 10f 1 27 items) = Page L of 20 154 e T 3 4 s 5 1 - @ =#n =
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Sorting in monitoring: sorting option is enabled both in the Runs and Events tables. Click on the
particular column name (Start date, End date by the runs, Date, Title, Description, Job by the events),

and the items will be displayed in the reverse order.

[=» Menitoring

ype: Jobst Start Date: End Date: Event type:
Wl types) S e - - - i everts) - Eport Setting:

1 l oAy Rum i Msibsc Provisioning Job 7/2/2015 5 ¥ 12 AR

---------

Setting of maximum history count of the runs: With this option it is possible to set, how many job
runs the user would like to keep. If the value is set to 10 for example, and a job has run 20 times, then
only the last 10 runs can be viewed, remaining 10 will be deleted and the user will not have an access
to them. It is recommended to set a higher value here, if a job is running too often, or during the
weekends, and the user needs to view the events retroactively.

This value is always inherited from the higher level. There are three levels altogether, where the
history counter can be adjusted; the system is the highest level, the next is tenant level and the last
one is the level of jobs.

= System level settings are accessible with right mouse click on a system related job in the column of

Runs; here click on Settings, and adjust these settings in the System level monitoring setting dialog.

Q
»
«

#  Start date ~ | End date -

Job: [system] right click on the system job

T/3/2015 11:01 Ak T/TAA015 11201 Ak
Expand Detail

77872015 10:20 2 15 10:29 AW
TIF2015 1158 8 XK Delete 15 12:00 PM
141372015 1104 013 1L04AM
T/13/2015 2:00 Pr T/13/2015 201 Pk
7/13/2015 3:12 PM T/13/2015 313 PM S St - H .
ystem level monitoring settings
T/14/2015 3:37 &b T/14/2015 3:38 AW
/152015 1:47 PM TA15/2015 1:47 PM ax history count: mn =

T/16/2015 5:21 PR TA6/2015 5:22 PR

773072015 11:54 At 773072015 11:54 A0 Save Close

= Tenant level monitoring settings are inherited from the system, i.e. if maximum history count is set
on “10” on system level, then the same value will apply for the tenant level monitoring settings, too.

Nevertheless it is possible to configure the tenant level settings independently from the system
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settings. Click on the Settings button and set the required value into the Tenant level monitoring
settings dialog. If the tenant level settings are set independently, it can be still adjusted to the
system settings with a click on the “inherit from system” option in the Tenant level monitoring

settings dialog.

“=» Monitoring

Swstemn = Services > Monitoring

Type: Jobs: Start Date: End Date: Event types: \
(A1l types) - (A1l jobs) - - - (Al events) - Export

Tenant level monitoring settings
Max history count: q 4| inherit from systern

Sawe Claose

» Job level monitoring settings can be adjusted with clicking on the particular job running in the
column of Runs and configuring these settings in the Job level monitoring setting dialog. These
settings are inherited from the tenant by default. Nevertheless it is still possible to set another
value with a right click on the particular job in the Runs column, select here Settings and set the
maximum history count in the dialog. This value can be adjusted to the default value inherited from

tenant with clicking on the “inherit from tenant” option in the same dialog.

CAY
# Start date ~ | End date -
Job: [system]
Job: Mailbox Provisioning Job
| J/31 MR An Rk 743142015 12:39 PR
Expand Detail
8/3/ 8/3/2015 L:39 PM
K Delete
715 7/15/2015 10:52 Abkd
T/15/2015 10:54 Ah4 7/15/2015 10:54 AkA Job Ievel m DnltO”ng SettlngS
T/2/2015 2:39 A T/2/2015 9:40 &hA
Job: (57) Max history count: g + | inherit from tenant
Job: [59)
Job: EMP job Saue Close

Job: (64)

Filtration in monitoring: If the user would like to check details of a certain system/job running, then

he can also filter among the jobs under Filtration - Jobs: dropdown list. If it is necessary to check the
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system/job events that runin a certain period of time, then it is possible to further filter among these
items with setting the Start date and the End date under filtering options. Under Event types it is
allowed to filter among event types occurred in the actually selected events. An event type filter is
also available at the bottom of the Event types dropdown list. Using this filter it is possible to sort out
all events which belong to one of the 3 event groups [1. error ( €3), 2. warning () or 3. note (@)].
Click on the mark of the particular event group next to “Select”, and the selected events will be

displayed. On screenshot below, we sorted out all the notes (with a click on “@ mark).

Tyme: sobs toypes
i types] < jeby - - = [msitbox processing informatior: - ot Serung

atabiase succosstuly upastsd O Eseat - Upddating exsting gie ot count succssstully upasted OF Exent - tugia Event - ok [

Job: system]
]| arzaz20s am e WS 528 P

1|02

/217205 12:25 Pha

1|

1| arssnss

A672015 11

7672015 10:30 AM

IO0OCOOOOOCOOOCO O C O OO

Page 1of 311904 ftems) . c: o o+ s s 7 i

Note: If the logged in user is a system administrator then he will be allowed to see the system related
events, if he has tenant administrator rights, then he will be allowed to check the tenant related

events using monitoring feature.

The Export function makes it easy to save the reviewed events into XML, CVS or HTML. The report
contains all necessary information (date, job ID, Message, Details) which enable to have a look at the
desired information, and also identify possible failures very quickly. This enables a very quick access
to the system/job processing information, and also ensures a very quick troubleshooting in case of

need.

Type: Jobs: Start Date: End Date: Event types:

On the below displayed screenshot we have filtered out Mailbox Provisioning Job and TA_ Email
Archive job and set 1%t of July 2015 as Start date, and 8th of July as End date. Among event types we
have also set All events. This filter will find all the events related to these 2 jobs, which happened in

this time interval.
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Monitoring

System > Services > Monitoring

Type:
Jab v

# | Start date l -

@  Job: Mailbox Provisioning Job

T/22015 9:38 A
31 Job: TA_Email archive job

74272015 9:22 Ak
7/3/2015 10:56 &M
7/3/2015 11:08 &M
1372015 11:15 &M
1372015 11:15 &M
74372015 1118 &M
74772015 1116 &AM

T/1/2015 12,16 PM

(1l jobs)

TaEAZ

Fajob

EMP job

File content extractor
Ermail archive new job
restore

Mew ernail archive job

Email &rchive

Close

7372015 11:16 AM
T/3f2015 11:19 &M
7772015 1118 Al

TAI/A015 12,17 PM

¥ tec

harrow

Start Date: End Date: Event types:
/12015 12:00 &M - 7/0/2015 12:00 &1 - (&1l events) - Export
| Job is Mailbox Provisioning Job Or Job is TA_ Email archive job And (Date == 7712015 12:00:00 AM And Date == 77972015 12:00:00 AM)

Date

TITF2015 12:17 P
74142015 12:17 PM
7142015 12:17 PM
7142015 12:16 P
74742015 11:18 AM

Ok Ok

7742015 11:18 AM
712015 1118 Al
74742015 11:18 AM
7742015 11:16 AM
74342015 1119 AM
74342015 11:19 AM
74342015 11:19 AM
74342015 1119 AM
74372015 1119 AM

= | Title

Mailbox processing information
Mailbox processing infarmatian
Mailbox pracessing successed

Mlailbox processing information
Plugin wias finished successfully
Mailbox pracessing informatian
Mlailbox processing information
Mailbiox processing successed

Mailbox processing infarmatian
Plugin was finished successfully
Mailbio processing infarmation
Mailbox processing infarmatian
Mailbox processing successed

Mailbox processing information

Description

Processing was finished

Mailbox processing finished
Plugin.Email&rchive

Processing was started, Nurnber of mailboxes: 1,
Plugin Ermailfrchive

Mailbox pracessing finished

Processing was finished

Plugin.Ermailfrchive

Processing was started. Murnber of mailboxes: 1,
Plugin.Ernail&rchive

Pracessing wias finished

Mailbox processing finished

Plugin Ermailarchive

Processing was started, Mumber of mailboxes: 1,

Under Runs section click on the arrow mark next to the job, and the last run times will be opened. In
the table of Events at the right side of the screenshot you can see all the events related to these 2
jobs, in time period 1% of July - 8t of July. With a click on the certain run of the job instance (for
example with a click on the Mailbox Provisioning job that run at 7/2/2015 at 9:39-9:40) you can open
further details about this running. In our case we can see that Mailbox provisioning job has processed
in this time 98 mailboxes, of which 25 mailboxes added, 71 mailboxes skipped, 2 mailboxes updated

etc. (red arrows).

If you check the checkbox next to this job running, then the right hand table will display all events, all

event types related to this job running at 9:39-9:40, on 2™ of July.

# | Stk dste + Enddste

Job: Mailbox Provisioning lob

Job: TA_Email archive job

/21015 932 204

2015 1056 AM

/32015 10:56 AR
/32015 1108 &M 1732015 11:00 AN
17302015 1115 M 1/32015 1115 AM
1732015 1115 AM /3015 1116 AM

T/3/015 1118 AM 7732015 1118 AM

TIN5 1115 AM /172015 1116 AM

/2015 1215 PM /72015 1201 P

- Date

015 8edi A

B 172015 A0 AN

B 17015 540 AM

24015 940 AM

1212015 8:40 A
40 A
540 A
5240 M
5240 A

840 AM

TA/2015 84 A

cantent
perrii:

kipped from

content et skipped fram
perrmis:
content kipped from
permis:

contert
permis:

e skipped from

Upiating malbox

o ko group

Adding ne

Mailbax permission changs
Adding ness mailb:

Mailbiox permissian change

Adding ne
Mailbax permission change

Adding new trlbos
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S0 could not b resohed,

User 'nasw user’ parmissians can't be set because the ser SID could not be resolved.
User MA' permissions can't be set becawse the user SID could not be resolved,
User “administratar’ permissions can't be set because the user SID could nat be resolved,

Updating maitba: ' (#abal@tech-arrowscor

Adding maitbox 8 (#abakBtech

Misilbos: permissian chsnged for Dtech-amew.com).

Liding news vl 26 (dadimirwerskovtech om)’ 2 DB.

Miailbs: permission changed for ‘75 #efs HTECHARROW onmicrosoftcom)

HARROW.onmicrosoft.com)” ta DB,

Adding new mailax 35 (M@

sppor@TECHARROW. anrmicrosoft.cam)’

sl 24 (#3upp oD TECHARROW. ormicrascf

mi o DB

pe snged for 2
Liding news vl 23 (Fralesitech srrow. com)’ ta OB,
Wil permissian changed for 22 igater.magdinaDtech-sirow,com)

Adding new mailbax 22 (Hpeter.mandina@tech-amow.com to D8,

Mailbax Provis

g lob
Muilbux Pravisioning Job
Mailbex Provisioning Job
Mailbex Provisioning Jab
Mailbos Provisioning Job
Mailbes Previsioning lab
Mailbex Previsioning Jab
Msilbex Provisioning Jab
Mailbex Provisioning Job
Mailbox Provisioning Job
Mailbos Provisioning Job
Mailbex Provisioning lab
Mailbex Previsioning Jab
Mailbex Provisioning Jab
Mailbex Provisioning Job

Mailbax Pravisioning Job
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Note: The exact details of a job/system running can be opened/collapsed with a right click on the

particular session and selecting Expand Details/Collapse Details from the context menu.

21 Job: Mailbox Pravisioning Job

2 8/3/2015 1:39 PM 87372015 1:39 PM
() T431/2015 1239 P TA3L2015 1239 P
2 T/15/2015 10:54 A 7/15/2015 10:54 Ak
2 T415/2015 10:52 AM T#15/2015 10:52 &AM
—li 74272015 9:30 Abd 7/2/2015 9:40 AbA
: Expand Detail
= Job: [57)
3 Job: (59)
K Delete
=) Job: EMP job
- Settings
= Job: (640

Note: With a right mouse click on a particular event and selecting Expand Detail/Collapse Detail

from the context menu the user can open/close additional details related this selected event.

Q
»
«

Run s Mailbox Provisioning Job 11272915 $3932 A

# | sutone - Enddate
Jobs [system]
% Job: Mailbox Provisianing Job

TR0 12:30 P TALR015 12:33 M

215 130 PM WIS L3P
TAS/E015 10:52 AM /572015 1057 AM
TASAE015 10:54 AM T/S/015 10:54 AN 1242015 9:40 A
vl TS 830 TAARLS Sk AM T1/2015 940 AN

Now, if you want to visualize only Plugin was finished successfully information even type, then set
this filter in the Event types checkbox. This will result, that only this type of event will be displayed in
the table of Events.

Type: Jobs: Start Dt End Date:
Job =] Mhailbos Frovisioning JobiTA_Email +| 2015 100AM = |J/8/2015 1500 A

With the Export function save this report in one of the file types, for example in HTML:

F? Monitoring

vices > Monitoring

Ty Jobs Start Date End Date Eventypes
Mailbox Pravsioning JobiTA,_Email = |JU/AS1H0AM = [0S 12004M = | Pluginwas fnished successtuly -
o Run s Mallaax Provisioning Job 71272015 5:3%:12 AW And (Date - = 7/1/2015 12:00:38 AM And Dale <= 771 i = Plgin wras fished successullys €
o
B Srdae | End date - Date - Tide Dascription fe
Job: Maithos Provisioning Job L
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The report will contain all necessary information that might be very useful for a user to identify any

failure, or just check the last event(s) of this job at the time period that was filtered out.

| Coda I Type l7Title lDate ______|JobiD =

Filter: Run is Mailbex Prosisioning Job 7/2/2015 9:39:32 A And (Date >= 712015 120000 AM And Date <= 7/973015 12:00:00 AM) Ancl (Event = Plugin was finished successfully)

Plugin was
158 13103 info finished /242015 9:40:23 AN 56 Bluginmailsoxpronisioning
successiully

<d t="MonitoringStatDetails™> <s>98 mailbexes processee (25 mailbowes acded, 71 malboxes skipped, 2 mailooxes updated
18 groups added, 11 groups skippedi</s> </d>

How to manually remove system/job runs and system/job related events from monitoring:

» To delete system/job runs right click on the particular system/job run in column Runs and select
Delete from the context menu (Screenshot A).
» To delete a particular event right click on the particular event and select Delete from the context

menu (Screenshot B)

CAY
# Start date - | End date -
3 Job: [system]
S0 (2l T47/2015 1101 AM /142015 1101 AN
[©] 79521 /972015 10:29 &M
i i Expand Detail i
©] s 17142015 12:00 PM
|
S 413, 77132015 11:04 AM
Settings
©] 7/13/2015 2:00 PM 77132015 201 PM Run is ‘system 7772015 110153 A
[©] T¢13/2015 3:12 Pt T/13/2015 313 PM Date < | Tite Descrption
()] 71472015 937 &b 71472015 338 A 3 o 12015 1107 A Systern update successfully finished | Updated to version 2.5.26.0
' ' Expand Detail
] 5 @ yms Syseem componentsuceessily Filugystem orchive
©] 7/15/2015 1,47 PM 771572015 1:47 PM P
5 @ mfznl iy:;::;dcnmpnnentsuccessfully T
S 7/16/2015 5:21 PM T/16/2015 5:22 PM st companert succassfuly
. 5@ w7015 101 aM e Systern
@ 743072015 1134 AM T/30/2015 1134 AM 2@ w015 110t AM System update started Updating to version 25,260 ...
Screenshot A: Deleting system/job runs Screenshot B: Deleting system/job events

What to do if more space is needed on the monitoring page? If there are too many events and the user
would like to have more space on the monitoring page, it’s a good idea to hide the ribbon with clicking

on the arrow sign at the right upper corner of the user interface, under the About menu.

Ldrinistration Tenant: TECH-BRROVY = &= 2 -
System File Archive Email &rchive Custom plugins —efp
=] . e o ¥ = =] [ — | - - - -
g [ v y " “ 4 - “
BREB @ 5 £ 35 & 756G 6 B &AB G € v %
Cannection  User Users System Lagin System Licensing Motifications Monitoring Cluster | Tenants &1 contentWER office GATE accessGATE  “Wirtual drive
interface administrator: providers database: mobile  configuratior
Edit Application Settings Security SErdices Tenants Client &pplications
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Distributed environment in contentACCESS — Clusters

Why is it efficient to use clusters? A server cluster is a group of independent servers (nodes) working
together as a single system to provide high availability of services for clients. When a failure occurs
on one computer in a cluster, resources are redirected and the workload is redistributed to another
computer (node) in the cluster. It can happen, that one processing job is currently running on a
processing node, but a server failure occurs and the server will shut down. In this case a second,
alternative node (either with “Job runner” or “Universal” role) can pick the task up to finish the
archiving process. To achieve this, the running of this particular job should be allowed on any

available node.
contentACCESS'’s cluster technology guard against the following types of failure:

v' System and hardware failures, which affect hardware components such as CPUs, drives,
memory, network adapters, and power supplies.
v" contentACCESS’s application and service failures, which affect the software, its applications

and essential services.

Thanks to clustering in contentACCESS, the user can make the job processes scalable, and thus
increase the performance. The user may decide how the nodes should be used, and how the work
processes should be divided between them. The jobs can be run on a specific or any available node.
It is also possible to install the full contentACCESS on one node and the contentACCESS server part
on another nodes to ensure a better performance for job processing and for contentACCESS as a
whole. It is also possible to use the nodes in a balanced mode; in this case the nodes are selected
according to their Memory and CPU usage. The actually running jobs on the node will be considered

as well.

There are 3 main node roles available in contentACCESS (can be adjusted from the context menu of

the particular node).
v"Universal: this type can be used for all operations performed in contentACCESS;

v" Model provider (retriever) type can be used to publish models, i.e. this typeis used to connect
client applications with contentACCESS and to retrieve items through these client
applications;
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v Jobrunner (processing) type was developed to run jobs (plugin instances) in contentACCESS.

The user must decide, which role type he assigns to a particular node, how he divides work processes
between the nodes, and how he makes the work processes more effective. A typical use case is, when
a customer installs the contentACCESS server, Central Administration and contentWEB on one
node, and contentACCESS server on a second node. Then he sets the first node to “Universal” and the
second to “Job runner”, and assigns File system archive jobs to the first node, and the Email archive

jobs to the second node.

Now, let’s assume, that contentACCESS is already installed one the first “main” node (TANEWS),
where the file system archive jobs are running. Now our customer decided to buy TECH-ARROWS's
Email archive, and he would like to run email archive jobs on a second node. To achieve this, he needs
to install the contentACCESS server on a second node (e.g. TECHNBO0O?2).

Before the user starts to install any contentACCESS component on a second node, it is always
recommended to set the node to disabled (to prevent the new node from picking up new tasks before
itis fully configured). We set now the default role type to “Job processing”, as we will use it to run the
email archive jobs. For more information about these default cluster settings please refer to section

System and here scroll down to section “Cluster settings”.

Mode update interval (sec): 30
Mode auto logoff time {sech 120
Ewents retention tirme (zec): 1400
Events distribution interval (sech: 1]
Task auto disable time {sech: 30

Stop task after ping failures (count): 2

A AR [Ar| AR A 4 4r

Mode selection strategy: First wins

1

Default node role: Job runner {processing)

Enabled by default:

To install any contentACCESS component on a second node, start to run the contentACCESS setup
package on the selected server (TECHNBO0OO2). Follow the installation steps of the wizard. In the 3™
step of the installation process select the components that should be installed on this second node.
As mentioned above, in this use case we select the contentACCESS server to install on this second

node:
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r N
W contentACCESS Setup =

/( contentACCESS your vision of techn | evolution
Components
StEPS Select the components which you would like to install
contentACCESS components
(I :. Components ContentACCESS
4. Prerequisites License key
.
[] cantentACCESS Central Administration

| E——
| ETE—

| 6. contentWEB ] contentwes
7. Central Administration

|Prew’nus H Next ‘ ‘ Cancel ‘

In the 9t" step of the installation process the user is asked to set the system database connection.
Enter the server name, where the system database is already installed (in our case it is installed on
our 1% node called “TANEWS”), enter the name of the already existing system database (in this case
it is “CONTENTACCESSDB”; can be checked on the SQL server), type here the database user

credentials and the database schema.

contentACCESS Setup [x]

Y¢ contentACCESS

Database connection

contentACCESS is storing data in MS SCL Server. I you do not have 3 database installed,
you can install an SQL 2012 Express with this installer,

£ Install new SQL Server 2012 Express

@ Connect to existing SQL Server

Database server

e -

Database name

I(ONTENTA(CESSDB

T Use Windows integrated authentification

User name

[sa

Password

Schema

cbo

Previous Cancel

Mext ‘

Important!!! In the Database connection settings either a domain user must be specified (if Windows

authentication is used), or an SQL user’s credentials must be added to connect to the database.

Finish the installation process of this second node. Now, let’s check the available nodes in the Central

Administration.
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Status pane of nodes, grid of nodes, available operation from the nodes’ context menu: Nodes where
contentACCESS components are installed can be viewed with navigating to System tab - Services
- Cluster, in the nodes’ grid below the status bar (displayed with green color on the below displayed

screenshot).

Central Administration

File Avchive Ermail Archive Custarn plugins
— ° o o® & = .. = = - - - -
., v A
BB & 8 & & & & 3 £ S A B % % VO O%
Connection  User | Users  System Login | System Licensing Motifications Moritaring | Cluster| | Tensnts &Il | contentWEB officeGATE accessGATE  Virtual drive
interfare sdministrators providers datshases mobile  configuration
Edit Application Settings Security Tenants Client Applications
System » Serwices > Cluster
& refresh e disable auto refresh
Status Servername  ServerIP Memaryusage  CPU usage  Overall load  Running jobs count  Rale Maxjob count  Enabled  Last start laststop  Last ping
3 @onine TaNEws 10216810063 - e | me o 0 Universal Unlimited ~ Yes  O/17/201510:20:20 AM MNever  9/L7/2015 11:17:40 AM
3 ontine Techmpooz wzasszny o [ | = e 0 lobrunner (processingd  Unlimited Mo 8/7/201510:2037 M Mever  9/17/2015 11,17:45 &M

Screenshot: Nodes’ grid

There are 2 control buttons available in the status pane of the available nodes:
v “refresh” button serves to reload the last cluster status from the database;

v' “disable auto refresh”/"enable auto refresh” buttons serve to disable/enable auto refresh (in

every 5 seconds) of the last state from the database.

The node where contentACCESS Central Administrationisinstalled is marked with a bold black color.

Status Servername  ServerIP Memoryusage  CPU usage  Owerall Ioad  Running jobs count  Role Max job count  Enabled  Last start Last stop Last ping
S @ Onfine TAMEWS 10216819063 - -1% ‘ 1% .U‘ﬂ% 0 Universal Unlimited ~ Yes  9/17/2015 10:20:20 AM  Never 9.'17!2!]151:45:14FM|
Sonine echmeonz 1naseaes - R e oz 0 Iobmunner (processing) Unlimited Mo 8172015 14508 PR 9/07/2015 13356 BM 84112005 145:08 PM

How a node can be configured? Node configurations are available for the user from the node’s context

menu, with clicking on “Edit” in the dropdown list and configuring it in the “Change node” dialog.

Status Server name Server P Memory usage  CPU usage  Owerall load  Running jobs count  Role Maxzjob count  Enabled  Last start Last stop Last ping
S @ Online TANEWS  192168.190.63 -~ -1% ‘ 1% .u.e?% 0 Universal Unlimited ~ Yes  9/17/201510:20:20 AM Never 971712015 1:48:34PM
L Online TECHMBON02 192.168.30.1 - '4% .7% 0 Job runner (processing) Unlimited Mo S/17/2015 LASOBPM  8/17/2015 133:56 PM  8/17/2015 1:43:50 P
Shutdown
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Change node
Enabled
Rale Jab runner (pracessing) .
Max job count v! Unlirnited
Description

Ok Cancel

In this dialog it is possible to set up the following node configurations:
v'Enable/disable a node with checking/unchecking the Enable checkbox;

v'Change the role assignment of the selected node with selecting the role type from the Role

dropdown list;
v'Set the maximum count of jobs that can parallel run on the node (option Max. job count).
The following information are available in the nodes’ grid, when reading from left to right:

Status: This column marks if the selected node is online or offline, i.e. if it is ready to process tasks or
not.
Server name Server P Memory usage  CPUwusage  Overall load  Running jobs count  Role Maxzjob count  Enabled  last start Last stop Last ping

tanews  1oz1ee19063 - [ ECE D Universal Unlimited ~ Ves  9/17/201510:20:20 AM Never 941772015 3:36:55 PM

rechmgnonz e - (R B> B 1 Job runner (pracessing) Unlimited Mo 917/2015 23613 PM /LI/2015 Z3L35PM 071172015 3:36:49 PR

The node can have one of these 3 statuses:

v" The green () spot means, that the node is enabled, i.e. its service is running and the node is
ready for processing;

v" The yellow (“) spot means, that the node is disabled, i.e. its service is stopped and the user
cannot run any plugin on it. However the server is still running.

v" The red spot (®) means that the contentACCESS server on the selected node is currently
turned off. A node in offline status can be started again with starting up its service
(“GATE.contentACCESS” windows service must be started).

Our TECHNBOO0O2 node was installed in disabled mode, which is indicated with a yellow spot in the

status column:

Status Servername  ServerIP Memory usage  CPUusage  Overall load  Runningjobs count  Role Maxjob count  Enabled  Laststart Laststop  Last ping

\- Online TANEWS 192.168.190.63 - .31% | 1% .7‘33% 0 Universal Unlimited  Yes  9/17/201510:20:20 AM MNever 9/171201511:17:40 AM

Online  TECHMBOD0Z 192.168,30.1 -% I 12% .‘33%

Job runner (processing) Unlirnited Mo 97172015 10:20:37 AM Mever 8/17/2015 11:17:45 M
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The node can be enabled/disabled with opening the node’s context menu, clicking on “Edit” and

checking/unchecking the “Enabled” checkbox in the “Change node” dialog:

Status Server name Sepver IP Memory usage
Change node
@ Online TAMEWS 192.168.190.63 .33% 9

Online TECHNBOODZ 192,168.30.1 '
— Role Job runner {processing) .

hefax job count v Unlimited
Shutdoun
Description

QK Cancel

Server name: The server name where the contentACCESS node is installed is displayed here. Our

first node is installed on server “TANEWS”, and the second node installed on “TECHNBO0O002”.

Status Server name | Sewer TP Memory usage  CPU usage  Overall lad  Running jobs count  Rale Maxjob court  Enabled  Last start Last stop Last ping
@ Online | TANEWS | 10216810063 == .9% | 1% lan% 0 Universal Unlimited ~ ¥es  0/17/201510:20:20 AM Never /1712015 3:36:55 PM
nline | TECHNB0002 | 192.168.30.1 - lﬂ% .3% 0 Iob runner (processing) Unlirited Mo 9/17/2015 23613 PM 87172015 23135 PM 9/17/2015 3:36:48 PM

Server IP: The IP of the server, where the node is installed is displayed here.

Status Servernsme | ServerlP Memoryusage  CPUusage  Oversll losd  Running jobs count  Role Maxjob count  Ensbled  Last start Last stop Last ping
®onine TanEws 19210810003 | [ | = 0 Universal Unlimited ~ Yes  9/17/201510:20:20 AM Never 911712015 3:36:55 PM
Qnline TECHMBO0D? | 192.168,30.1 - lﬁ% .3% 0 Job runner (processing) Unlimited Mo 917/2015 23613 PM 9710/2015 23135 P 9/17/2015 3:36:49 P

Memory usage, CPU usage, Overall load: Displays actual information about the load balance of the
selected node. If the cluster selection strategy is set to “Balanced”, then the nodes will be selected for
the tasks that they should perform according to these values. If the node is in offline status, the value

will be “0”. If the value is more than 70%, then the value will get a red background color.

Status Servername  ServerIP Memors usage  CPU usage  Overall load | Running jobs count  Role Maxjob count  Enabled  Last start Last stop Last pirig
@ Online  TANEWS  192.168.190.63 = .9% ‘ 1% .30% 0 Universal Unlimited ~ Yes  9/17/201510:20:20AM Never 911712015 3:36:55 PM
Online TECHMEOD0? 182168.30.1 - .ﬁ% .3% B Job runner (processing) Unlirited Mo 8/17/2015 2363 P 0/A7/2015 23135 P 971772015 3:36:49 P

Running job count: Informs the user about the currently running job count on a specific node. On the
screenshot below we can see, that on node “TANEWS” two file system archive jobs are running. With

clicking on the arrow sign at the left side of the row the user may open the details of these 2 job runs:

l Status Servername  ServerIP Memory usage  CPUusage  Overall load | Running jobs count | Role Max job count  Enabled  Last start Laststap  Last ping
@ Online  TANEWS 192.168.190.63 - -IEI% | % .[I.ET% 2| Universal Unlimited ~ Yes  9/17/201510:20:20 AM Never  9/17/2015 12:42:43 PM
i Tenant Display Mame Status Last Duration Frogress  Summaty
2 TECH-ARROW File archive job Rurning T seconds 0% 0 folders processed 28 documents processed (7 versions created, 21 newly archived)
1 TECH-ARROW File archive with DELETE method Rurining Gseconds 0% O folders processed 21 docurnents processed (21 newly archived)
Online TECHNBOODZ 192.168.30.1 - l24% -4% 2 Job runner (processing) Unlimited Mo 9/17/201510:20:37 &M Mever  9/17/2015 12:42:58 PM
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Role: A node can be either universal, job runner or model provider; the role type of the particular
node can be viewed here. As we can see, our “TANEWS” node has assigned “Universal” role, and

“TECHNBOOO” has assigned “Job runner” role.

Status Servername  ServerTP Memarpusage  CPUusage  Owerall load  Running jobs count [ Rale axjob count  Enabled  Laststart Last stop Last ping
@ Onfine TANEWS  102.168.190.63 === .9% ‘ 15 lan% 0 | Universal Unlimited ~ Yes  0/17/201510:20:20 AM Never 0177015 3:36:55 PM
Online  TECHMBO00? 192168301 - lﬂ% .3% 1 | Job runner (processingy Unlimited Mo 972015 23613PM  9/17/2015 23135 PM 971772015 3:36:48 P

The assigned roles can be edited with clicking on “Edit in the node’s context menu, and setting the

desired node in the “Change node” dialog.

< refresh e disable auto refresh -
Change node
Status SeREr name Senver IP Memory usage Enabled
@ online TANEWs 19216800063 - [ Job runner (pracessing] M
S onine TEcHnpooz w23se301 - R Mo job count | Mot provider retrieve)
.
Description Universal
Shutdown

Ok Cancel

If we are planning to use a node for multiple tasks in the future, we can modify its role to “Universal”.

Max. job count: The maximum count of jobs that can be parallel run on a node can be viewed right

here. The number of jobs that can run on a node can be limited. In case of our nodes this job count is

Status Servername  ServerIP Memory usage  CPUusage  Overallload  Running jobs count  Rale Maxjob count Frabled  Last start Last stop Last ping
@ Online TANEWS  102168100.63 = .9% | 15 lan% 0 Universal Unlimited | ¥es  0j17/201510:20:20 AM Never 0177015 3:36:55 PM
Online  TECHMBODDZ 182158.30.1 - ls% .3% 0 Job runner {processing) Unlimited | Mo 9/17/2015 23613 PR G/L1/2015 23135 P 871772015 3:36:49 PM

This value can be adjusted with opening the “Change node” dialog from the node’s context menu.
Click on “Edit” in the node’s context menu, and set the desired value in the dialog. Now we set this

value to “10”:

Change node
Enabled
Raole lob runner (processing) -

Kax job count 10

Description

Ok Cancel

If 10 jobs will be parallely running on this node, and we want to start up a new, 11t job that should

run on this node, then this job will be in waiting status until the processing node will be available.
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139 File archive with DELETE methad z‘r‘;h’ifm 2 hours aga 12 seconds = Waiting for 1 secand - Ves TANEWS [192.168,100,63]

If our 11% job could be run on any available node, then another node will pick it up for processing. The
node where the job should run depends on the job settings. For more information check section “Jobs’

page, jobs’ context menu “.

Enabled: A node can either be enabled (it is online, and its service is currently running), or can be
disabled. A node is disabled, when it is running, but it is unavailable for further processing tasks. By
default, the nodes are in enabled state, but it is recommended to set them here as disabled in case of

planned system updates, or if any failure occurred and the problem must be fixed.

status Servername  SenerIf Memory usage  CPUusage  Ouerall l0ad  Running jobs count  Role Maxjob count |Erablea | Last start Last stop Last ping

-o“une TANEWS  192.168.190.63 = .9% | 1% lsu% 0 Universal Unlimited | Yes | 9/17/201510:20:20 AM Never 971712015 3:36:55 PM
@

Online TECHNBO00Z 182.168,30.1 - .6% .3% I Job runner taracessing) Unlimited | Mo | 971772015 23603 M 871772015 23135 PM 9/17/2015 3:36:43 BM

To enable/disable nodes open the “Change node” dialog with clicking on “Edit” in the node’s context

menu, and check/uncheck the “Enabled” checkbox in the dialog.

Change node X
Enabled

Role lob runner (processing) -
Max job count | 10 - Unlimited

Description

Ok Cancel

In the last columns of the grid the time of Last start/Last stop and Last ping are available.

How to assign a job to the selected node? Now we will assign an Email archive job to the “TECHNB0002”

node. We navigate to the Email Archive tab = Archive = Jobs ontheribbon,and open the Jobs’ page.

Here we click on + new to create an email archive job, which will be assigned to this node.

Systern File &rchive Email &rchive Custorn plugins
i A =0 e
= A = ; [ [ @ b
B B = &£ B L fu B = 5 @
Databases Systern  Prowisioning Retentions  Shortcut  Storages Schedules Jser Wiew address  laohbs Legacy data
settings settings configuration expetience book configuration
Edit Settings Archive Miscellaneous

% Jobs

Email Archive > Archive = lobs

+  new &  refresh e disable auto refresh
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The “Add new job instance” dialog will open. Here we set up the desired job, and select

“TECHNBOO0O02” from the “Run on node” dropdown list. Then we click on “Add”.

Add new job instance

Ssailable joks: Ermail archive -

Run an node: [TECHNED002 [192.168.30.1] -
Display name: EBA_older than 1week
Description: Plugin for ernail archiving,

Add Cancel

We need to configure the newly added job on its job configuration page. For more information how

to configure processing jobs refer to the respective chapters of this guide.

Now we can enable the TECHNBOOO2 node.

Status SeRer name Server IR Memory usage

Change nade

v @onine TANEWS 19216010063 - [he
anine TEcHMEnz 192368301 - [
—_— Role Job runner {processing)

Max job count | 10 - Unlirnited

Shutdouin

Description This node will be used to run Email archive jobs,

QK Cancel

The node will start to run the assigned job at time which is configured in the job’s scheduler settings.

Important!!! When configuring a job that may run in a cluster system the administrator must specify
a storage and a database that is accessible by all the nodes in the cluster. If a node which picks up

the job can’t access the configured storage or database, the job will fail and will not execute the task:

¢ In the database repository settings of the database (selected for the job) the administrator must
establish the connection with SQL user credentials. If an explicit user is not specified, then the
contentACCESS service user will be used, and the service must run under the same domain user. This

ensures that the database can be accessed by the job regardless of where it is running.

e In the storage repository settings of the storage (specified for the job) the administrator must

specify the storage as a network share (e.g. \\ServerName\RootFolder\Subfolder) so it can be

accessible by the job from everywhere.
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How to shut down a node? In certain cases it might happen, that a node should be turned off. This
operation can be done from the context menu of the selected node. Click on the ellipses (...) and select
“Shutdown” option from the dropdown list. With this action the contentACCESS service on the
selected node will be turned off, and the node will get a red color (offline). Node shutdown is a

deferred action and it might take 1 minute.

Status Servername  ServerIP Memoryusage  CPUusage  Owerall load  Running jobs count  Rale Maxjob count  Enabled  Laststart Last stop Last ping

®onine TanEws 10216810063 - e | = P 0 Universal Unlimited ~ Ves  9/17/201510:20:20 AM Never 041712015 2:37:04 PM
Online TECHNEOD0? 182168301 - - - B lob runner (arocessing) Unlirited Mo 9/17/201523613PM  0/17/2015 2:31:35 P 871772015 2:36:45 P
Edit

If you are quite sure that you want to shut down the node, answer “OK” for the following pop-up

window:

The page at tanews: 3333 says:
Are you sure ko shut down the node?

[1]4 Cancel

Note: If you are about to turn off the node where Central Administration is running, a next pop-up

window will warn you about this again.

The page at tanews: 3333 says:
Are you sure to shut down the node to which the central admin is
connected?

Prevent this page from creating additional dialogs.

Cance'

How a node can be deleted? With this action the user may delete a node from the node list. Only nodes
with offline status can be deleted. When the contentACCESS service is started up again, the node will
appear in the list. To delete it, click on it, open its context menu with a click on the ellipses (...), then

select “Delete”.

@ offine  TANEWS 192.168.190.63 o 0% 0% 0% 0 Universal Unlimitec Yes 8/21/2015 21841 PM 8/24/2015 10:53:17 AM 8/24/2015 10:53:17 AM
Edit

contentACCESS will ask the user again, if he is sure about deleting the node.
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The page at tanews: 3333 says:

Are you sure you want to delete the node?

0K Cancel

Statistics

The telemetry service of contentACCESS permanently collects data from the

a) contentACCESS system as a whole,
b) email archive and

c) filearchive jobs

and makes a record of the collected data. The data changes are eventually summarized into telemetry
graphs. These graphs give a simple and quick overview about the changes of the last 10 days. The
telemetry graphs can be viewed on the Statistics page, which is reachable by navigating to System ->
Services - Statistics on the ribbon. The values displayed on this page are permanently updated by

the telemetry job, which runs and collects the necessary data every night between 1 AM to 2 AM.

The telemetry job’s configuration page can be opened by clicking on the “update telemetry” option.
Only a system administrator has the right to open the configuration page of the telemetry job. With

clicking the option the telemetry job is automatically triggered, too.

entral Administration

System

== . 2 «® - [-=] ’ [-=] ‘%
b ’ y aillis
R < I & B &S o [» % 2 e
Connection  User Users System Lagin System  Licensing Motifications Monitaring  Cluster  Statistics
interface administrators providers
Edit Application Settings Security SErvices

il Statistics

Systern » Services » Statistics

= Update telemetry

A new scheduler may be created and resource settings may be changed to the telemetry job on this

page. The job can be started/stopped or activated/deactivated from the same page’s status bar, too.
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¢ techarrow
v startimmediately & refresh & disable auto refresh & deactivate job nl logs £ edit A

Status: Idle
Progress: 9 Plugins updated [completed 34 seconds aga)

Scheduled in: TelemetryScheduler

Wiarker thread count: 2

The telemetry information may be checked to the

= system as a whole- if the system tenant is selected

= giventenant - if only the given tenant is selected in the upper right menu:

The given page is divided into 3 sections/4 charts. Any growth or reduction in the count of tenants,

archived emails, databases, root folders count can be checked here using the respective graph.
1. Email archive statistics
Left axis: displays the number of the archived emails (blue line) and mailboxes (green line)

Right axis: displays the total size of the archived emails (red line)

2. File archive statistics
Left axis: displays the number of the archived files (blue line) and root folders (green line)

Right axis: displays the total size of the archived files (red line)

3. System statistics

The 1%t chart displays the actual count of tenants (blue line), plugins (red line), stores (green line),
databases (purple line) and users (light blue line) depending on the selected day. Move with your

cursor over the grid to view the exact values in the given time period.

The 2" chart displays the size of the configured databases. Each database is marked with a different

color.
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ection User
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Edit Application Settings Sendces Tenants Client Applications

o Statistics

= update telemetry
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The actual information is displayed with moving with the cursor over a given date in the chart.

* @ 1GE —@— Email count
108 —@— Email size
2;‘18;’2016 S00ME | @ Mailboz counk
| Ema!l cpunt - 82 -
10 M Email size : 995.14 MB
Mailbox count : 3 400 MB
* * ® ® 200 ME
1 ]
01-Feb-16 15-Feb-16 23-Feb-16 14-Mar-16

How to create/configure databases — All databases

Processing plugins of a tenant write the metadata into the selected SQL database, which was
formerly created by the administrator. The system database is always created during the installation
process of contentACCESS, but it is not associated with a tenant. Databases associated with specific

tenants are set up by the system administrator, on the All databases page.
Factors to be considered before creating databases:

v'The number of users expected for your database - if the company (tenant) has more than 2,000

mailboxes, it is recommended to create more archive databases (e.g. for storage, email archive,
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provisioning, or to set separate databases for the Exchange groups) to ensure a better transparency
of data.

v'The amount of expected data in the database - always estimate how much space your data will
require.

VIt is also worth to consider the retrieving capacities of the database.

To open All databases page in contentACCESS, navigate to System tab - Tenants - All databases
control on the Central Administration ribbon. On this page you may find all databases created to all
tenants. The server, where the tenant databases are installed, the database name, schema, user

details and the associated tenants are also displayed in the grid:

ral Administration

Fl = . . [X/ & r = ?l T o) - = - -
@, v - 3 . b~ L A -
o ﬂ = we % - | 4 e - 5 F; Y| B2 | O @ < v A
Connection  User Users System Login System Licensing Motifications Monitoring  Cluster | Tenants All Schedules  contentWEE officeGATE access@ATE  “wirtual drive
interface administratars prowiders databases mobile  configuration
Edit Application Settings Security Services Client &pplications

B oa

- | datab

mie All databdases

Systern > Tenants > All databazes

+ configure existing + create new © update all databases
Connection name Sanver Type Datzbase Schama User Tenant
Mews DB e (local) 0 COMNTENTACCESSDE_MEWS dbo 53 Mews
File &rchive DE ree TANEWS 1] CONTENTACCESSDE_TA_FILE dbo TECH-ARROW
Store DB s fanews 1] CONTENTACCESSDE_TA_FCE dbo TECH-ARROW
STORE REFLICATION DE ses o TAMEWS i} COMTENTACCESSDB_TA_STORE REP dhia TECH-ARROW
Ernail Archive DB_new ser TANEWS o COMTEMTACCESSDE dbo TECH-ARROW
EX-employees' DB see o TANEWS 1] CONTENTACCESSDE_EX EMPL dbo TECH-ARROW
LegacyDE rer o TAPAMOL 1] EXCHAMNGEDE dbo 53 TECH-ARROW
Email Archive DB ree TANEWS 1] CONTENTACCESSDE_TA_EMAIL dbo TECH-ARROW

+ create new

To be able to run processing jobs in contentACCESS, a new database must be created. This database
must be then selected on the job’s configuration page, or in case of archiving the Exchange, it can be
also associated to a mailbox from the address book. Click on + create new option and fill required

datain the Database repository window.
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Database repository

Connection name: Email archive DB

o Use system databasze server TAMEWSE]
Type:

Server name:

Database: COMTEMTACCESSDE_TA_EMAIL
Schema: dbo
o Use explicit user
Mew or existing user: DB Admin
Fassward:  eesseeeen
Confirm password:  sesesssees
izenerate user and password

T Use explicit credentials
User
Fasswoard:
Confirm password:

@ Daabawe connection s suceesshull

Test database connedtion
Tenant: TECH-2RROWY

Save Cancel

Connection name: Enter a display name for the newly created database. This will be the name of the
database in contentACCESS Central Administration.

If you want to use system database server check the “Use system database server” checkbox as it is
shown on the screenshot above. This will populate the server settings. Type the database name into
the “Database” field. This will be the name of the database on the SQL server. If you want to use

database server which differs from the system database server, then follow the next steps:
b) Type: choose the type of database from the dropdown list (MSSQL is supported by default)
c) Server name: enter the name of the database server (where MSSQL is installed) here
a) Database: the database will be created on SQL server under this name
d) Schema: type in the database schema (optional)

Under Database user configurations you may create a database user. There are multiply options
how to create a database user: 1) You can use an already existing user to connect to the database, or
2) you can create a new database user. 3) It is also possible to use the service user credentials to
connect to the database, or 4) you may create a database user with random credentials (the user

name can be edited).
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1) If you want to use an already existing user, check the Use explicit user checkbox and enter

the user credentials into the New or existing user/Password/Confirm password textboxes.

| Use explicit user

Mew or existing user; 1AM

Password:

Confirm password:

Generate user and password

2) If you want to create a new database user with custom credentials, type them into the New
or existing user/Password/Confirm password textboxes. Do NOT click on the Generate user

and password button.

|./ Use explicit user

Mew or existing user: MEW DB_USER

Password: | ieeeees

Confirm password, | sessessees

Generate user and password

3) To connect with the service account, leave the Use explicit user checkbox unchecked and

leave all the fields empty.

i Use explicit user
Mew or existing user:

Password:

Caonfirm password:

4) To create a new user with a random password check the Use explicit user checkbox, and

click on the Generate user and password button. The user name can be edited directly here.

[v] Use explicit user

Mew or existing user: Databaselser

Fazsword: rnlDeF 37

A newly created database user will have access permissions only to the currently created database.

Under Connect with user enter the credentials of the database user, who has the right to create a
new database on the SQL server. If the Use explicit credentials checkbox is not checked, then

contentACCESS will automatically connect to the database (MSSQL) under the contentACCESS
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service account. If you want to connect with an explicit user, check this checkbox, then enter the login

data.

Test database connection: with a click on this button run a test connection to check if
contentACCESS managed to connect to the selected database server (MSSQL).
Tenants: select a tenant from the dropdown list to which the database will be associated.

Click on Save and the New database will turn up in the list of databases.

Note: When we are archiving from the Exchange server, the database must be associated with the
mailbox from the address book, or the first running email archive job will associate the configured
database to the archived mailbox(es). In case of file system archive a database must be selected

during the configuration process of the job.

+ configure existing

If you need to establish a connection between an already existing SQL database and contentACCESS,
click on + configure existing and configure the required data in the Database repository window. In
this case, you do not create a new database; an already existing database from the SQL server is used

only.

Database repository

Connection narne: COMTEMTACCESSDE_config
v Use systern database server (TANEWS)

Type:

Server name:

Database: COMTEMTACCESSDE_config
Schermna dbo

Use explicit credentials
User:

Passward:

Confirm passward:

@ Database connection is successfull

Test database connection

Tenant: TECH-ARRCWY a5, -

Save Cancel

Connection name: Enter a display name for the database. This will be the name of the database in
contentACCESS.
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If you want to use system database server check the “Use system database server” checkbox as it is
shown on the screenshot above. This will populate the server settings. Type the database name into
the “Database” field. This will be the name of the database on the SQL server. If you want to use

database server which differs from the system database server, then follow the next steps:

b) Type: choose the type of database from the dropdown list (MSSQL is supported by default)

c) Server name: enter the name of the database server here (where MSSQL is installed)
d) Database: type here the name of an already existing database on the SQL server
e) Schema: type in the database schema (optional)

Use explicit credentials: if this checkbox is not checked, then contentACCESS will automatically
connect to the database (MSSQL) under the contentACCESS service account. If you want to use an

explicit database user, check the checkbox and enter the user credentials.

Test database connection: with a click on this button run a test connection to check if

contentACCESS managed to connect to the selected database server (MSSQL).
Tenants: select a tenant from the dropdown list to whom the database will belong to

Click on Save and the New database will turn up in the list of databases.

= Update all databases

With a click on this option it is possible to update the structure of all databases. Click this button and
the status bar of the updating plugin will appear. In this status bar, the following operations are
accessible; start/stop running, manual refresh, enable/disable auto refresh and logs (this will redirect

the user to the last run session of the database updating plugin):

E 25 All databases

Systern = Tenants > All databases

+ configure existing + create new # update all databases
v
v startimmediately 2 refresh & disable auto refresh @ deactivate job #  edit A

Status Idle
Progress: 11 databases processed (11 skipped) (completed 3 minutes aga)
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Common features

For crawling mailbox and folder contents contentACCESS uses plugins. A plugin in contentACCESS
is acomponent of the software that adds specific features to the application. Each type of a plugin has
its own specific use-case, but its features can be simply extended dependently on the process that it

should implement.

Dependently on the implemented process the administrator creates certain instances from these
plugins, which we call “jobs”. Even these jobs differ from each other concerning their settings, but
there are certain features that are common to all of these jobs: all jobs will use a database where they
will write metadata, they will have a storage where they will store binaries, they will have a scheduler
which will specify their run times, they will have a retention which will determine the period as long
as the data (documents, emails, etc.) processed by a job must be accessible etc. These settings are

configurable in the following groups:

= File Archive tab = Settings group by the File Archive;

% contentACCESS Central Administration

System | File Archive | Email Archive Custom plugins
s G Y o & © «
u A ey — ' |
BB & v H Hass = B 4
Databases System Retentions Storages Root Aliases  Schedules Provisicning Jobs
settings folders settings
Edit Archive

= Email Archive tab > Settings group by Email Archive;

W contentACCESS Central Administration

Systern File &rchive Ermnail Archive Custorn plugins
I | = | o) .~
3 - ’ s (@] =
BB S L8 B L W e 8 B & B

Databases Systern  Prowisioning Retentions  Shortcut  Storages Schedules User Wiew address  Jobs Legacy data
settings settings configuration experience book configuration
Edit Archive Miscellaneaus

= Custom plugins tab - General group by Custom plugins.
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W contentACCESS Central Administration
System File Archive Ermail &rchive | Custom plugins I
I m % © Ea . !
- [ | & 4 3 . —
L'o I | 4 [
lobs  Schedules Databases Retentions Storages  Exchange | Datengut Datengut 3P archive  ECI0 mail Store
connections | testjob job management replication job

Only the features configured in these settings can be selected on the processing job’s configuration

page.

In this section we will explain for you how to adjust these framework features. These configurations
can be done in the same way by all plugin types, with navigating to the appropriate control button on
the Central Administration ribbon. The configuration logic is from left to right. If you follow this logic,

then all necessary configuration will be done for the next step.

Databases

(Email Archive - Settings - Databases button;
File Archive - Settings - Databases button;
Custom plugins = General - Databases button)

Open the Databases page from the £ Databases button. The databases configured to your selected
tenant are displayed on this page, in the database grid. The grid contains the following database
information: the server name, where the database is installed, the type of database (MSSQL), the
database name on SQL, the schema and the database user name. On this page the administrator can
configure aconnection, where the processed metadata of this particular tenant will be stored. If such
a database will need to be configured, click on the + configure new button and fill the required fields
in the Database repository window. If the system database server will be used, then check the Use
system database server checkbox. Into Database textbox type the already existing SQL database
name (if such a database has not been created yet, refer to “+ create new” in section “How to

create/configure databases — All databases”).

By default contentACCESS is connected to the database with the credentials of the user, under whom
contentACCESS is running. If you want to use other credentials which differ from these credentials
data, then check checkbox Use explicit credentials and enter the User and Password that you want
to use for connecting to the tenant database. You can also run a test connection with the Test

database connection button in the left corner of the window.
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Database repository
Connection name: Email Archive DB

se systemn database server (TANEWS)
Type:
Server name:
Database: Email Archive DB
Schema: dbo
Use explicit credentials
User:
Passwaord:
Confirm password:

Test database connection

Save Cance

It is possible to modify the settings, delete the database or set the database as default on the

Databases page, from the database’s context menu as it is shown on the screenshot below:

+  new
Connection name Seruer Type Database Schema User
File archive DB s TAMEWS RASSOL COMTENTACCESSDE_TA _FILE dbo
File content extractor DB s tanews MESQL CONTENTACCESSDB_TA_FCE dba
Email archive DB === TANEWS MSSQL CONTENTACCESSDB_TA_EMATL dbo
Edit
Delete
Set default
Schedules

(Email Archive - Settings - Schedules button;
File Archive & Settings 2 Schedules button;
Custom plugins = General - Schedules button)

How to use schedulers in contentACCESS? Jobs in contentACCESS can be automatically triggered with
the help of schedules. Schedules are used to define, when a processing task should start automatically
and when the processing should end and restart again. In other words, administrator may schedule
jobs which will automatically run at times which is configured in the given job’s scheduler settings. It

is possible to set numberless schedulers, and then select the appropriate one when configuring an
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exact job. Schedules help the users to work more efficiently, without wasting their time with logging

into the software and start the processing manually.

O]
Navigate to the Schedules page from the " Schedules button on the ribbon. Here click on + new
option. In the Add new scheduler dialog window enter the scheduler Name, select the Type of
scheduler from the dropdown list. In contentACCESS, there are 3 types of schedulers which can be

set: One time, Always run and Week schedule with repeat.

One time will run only once; by this type of scheduler we specify the start date only; the job will end
when it finished the processing. One time schedulers are often used by restore or recovery jobs, i.e.
by jobs which are run occasionally. The schedule that we set up now will start to run on 7% of

September at 6 PM, and will end once the job finished its task:

Add new scheduler

Mame Tth of Sept
Type One tirme -

Date 07/09/2015 06:00 PrA M

Ok Cancel

Always run will run always without interruption. The job which uses this scheduler type will be
started immediately when it is configured and saved. With the use of Frequency in minutes function
the user may set the time intervals, when the scheduler should check, if the job is running. In case of
our “Non-stop” scheduler (check the screenshot below) the running frequency is set to 1 minute, so
the scheduler will wake up in each minute and will check, if the job is still running. If it is running, then
it will check the running after 1 minute again; if it is not running, then the job will be started again.

This scheduler type is typically used by archiving from journal mailboxes.

Add new scheduler

Marme Mon-stop

Type Alivays run -

Frequency in rinutes 1 -

Ok Cancel

Week schedule with repeat will run at the same hours every week, repeatedly. In the scheduling tab
click on the fields to set the days and hours, when the processing should start. One cell will mark one
hour. By using the Running frequency in minutes option the user may set the time intervals, when

the scheduler should check, if the job is running. If running frequency is set e.g. to 5 minutes, then the
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scheduler will check in every 5 minutes, if the job is still running. If it is running, then it will check the
running after 5 minutes again: if it is not running, then the job will be started again. It is worth to use
this option, if the processing should run continuously, e.g. from morning to evening, and new tasks are
continuously added that should be processed. If we check the Run only once per interval checkbox,
then the running frequency will be automatically deactivated, and the job will run only once in this
time period. It is recommended to run a process once in an interval, if the processing should be
performed e.g. at the end of each working day. With checking the Stop job at interval end checkbox
the user may stop a job after the time interval, which is set. Never mind, if the processing has not been
finished yet, the job will be forcibly stopped and it will be started again according to the calendar
settings. The red color of the Add new scheduler’s cells mark the time intervals, when the job is

stopped.

Our “Every night” scheduler (its setting can be viewed on the screenshot below) will run the job from
7 PM till midnight, will stop processing at midnight, nevertheless the process is finished. It will run
only once in this interval. We can use a similar scheduler to archive the old company documents. It
makes no sense to select running frequency in this case, because during the night nobody will add

new files to archive into the file location.

Add new scheduler

Hame Ewery night
Type Week schedule with repeat

Wifeek schedule with repeat 0 [ 12

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

[Clear]

Run only once perintersal v
Running frequency in minutes

Stop job on intersal end ./

QK Cancel

Setting the Running frequency in minutes option might be useful when the user is archiving from an
Exchange journal mailbox for example, or from any location, where the tasks to be performed are
accumulating continuously during a time period. If the job processed all items, the schedule should
also check periodically, if there is anything new to archive. The “Every working day” scheduler (on the
screenshot below) is set to process the email records from 7 AM till 6 PM. The first archive process
will run from 7 AM until it has finished all current tasks, and the scheduler will check in each 5 minutes,

if any new tasks (email records) were added to process. The archiving will end at 6 PM each day,
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nevertheless there is something left unfinished. A scheduler similar to this may be set to archive

journal mailboxes on the Exchange:

Add new scheduler x
Narne Every working day
Type Week schedule with repeat
Week schedule with repest 0 § 12 16
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday
[Clear]
Run anly once per interval
Runing frequency in minutes 5
Stap jab an intervsl end =2
oK Cancel

This scheduler type is often used to run provisioning jobs, too.

If the user would not like to end the processing at 7 PM, he should uncheck the “Stop job at interval

end” option.

Tip: When the user is setting a desired time range, or just moves with the mouse over the selected
time range, the Weekmap scheduler highlights this time range and displays the exact start and end

times beneath the calendar:

Add new scheduler

Name Every working day
Type Week schedule with repeat
Week schedule with repeat
0 6 12 18
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday ‘ =
e il
From Friday 7:00 to Friday 17:59 —— [Clear]

Run only once per interval v

Running frequency in minutes

Stop job on interval end [

oK Cancel

From the scheduler’s context menu, with a left click on ellipsis ( =+ ) it is possible to edit or delete this
configuration if any modifications must be implemented. The scheduler type and its description can

be also viewed in the grid.
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Custom plugins » General » Schedules
+  new
Marme Type Description
Prowisioning scheduler OneTime  Running on 1/1/2000 12:00:00 &k
Every night e WeekhaptlithRepeast  Running bazed on the weekmap and continuously repeat in everg X minutes
Mewer run Edit “WeekbaptithRepeat  Running based on the weekmap and continuously repeat in every X minutes
Delete
Retentions

(Email Archive - Settings > Retentions button;
File Archive - Settings - Retentions button;

Custom plugins - General - Retentions button)

What is retention time? It represents the period of time a document should be kept or "retained"
electronically. Each country has different retention times required, so it is recommended to set a
time, which is required by the competent organization in your country, or by the internal regulations

of the company.

On the Retentions page the administrator may see all already configured retentions, and to set up
new retention times, which will be used by a processing job. Only retentions configured on the
Retentions page can be selected when configuring a processing job. To set up a new retention click
on + new option. In the Retention repository dialog enter the Retention name, fill the Description

and set the Retention time in months. Then click Save.

Retention repository

Retention narme; 1year

Description: 1year

Retention time in ronths: 12 -

Save Cancel

It is possible to modify the settings, delete the item or set the retention as default one from the

retention’s context menu, via left click on ellipsis (...) as it is shown on the screenshot below:
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=] Retentions

Custom plugins = General > Retentions

+  new

Retention name Retertion time in months Description
2 years oo 24
1year GO 12
Edit

Delete

Set default

Default retentions are used by manual archiving/manual restoring of emails directly from the

mailbox.

Storages

(Email Archive - Settings - Storages button;

File Archive - Settings = Storages button;

Custom plugins - General - Storages button)

For storage configurations open the Storages page (navigate to t4 Storages button on your ribbon).
The storage configured on this page can be selected as a destination for the processed binaries when
configuring a certain contentACCESS job. contentACCESS supports Disk storage (most frequently
used type), H&S Hybrid Store, Perceptive, Datengut storage etc. The table of storages is initially empty.

To configure a new storage click on + new on the Storages page. The Storage repository window will
open. Type in the Store name and select a Store type from the list. The required storage settings

depend on the storage type that you have selected.

Configurations of the 4 most frequently used storage types will be detailed in the following sections

of this chapter:
v' Disk store type

This store type is used if the user would like to store the binaries on a single local or remote disk. This
is the most frequently used store type from the above listed types. After this store type has been
selected, fill in the Path (the target destination for the binaries) and enter credentials if required.
Choose whether you would like to have extra recovery functionality with checking/unchecking Store
metadata in DB. When selected, contentACCESS saves the extended metadata into the storage
database. This function can spare even more space in the database. The user also has the possibility
to decide about the usage of Compression function. With checking this checkbox all files larger than

4 kilobytes will be compressed except of already compressed file formats such as JPG, MP3 etc. This
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feature might slow down the store functionality, but will spare storage space on the other hand.
Under Database settings select a Database connection. This configuration will play an important

role when using the Store replication plugin described in section Storage replication plugin. We

recommend NOT to change the already configured database that the disk storage uses (however,
it can be changed using the “Change” button if it is needed). We also advise to verify the connection
using the Test button. The test is checking if the right credentials have been specified, and if the

connection with the database has been established.

Storage repository

Stare name: Ermnail Archive store
Stare type:
Path: WhanewshDisk StoreTAAEmail&rchive

Use explicit credentials:

Username:

Password:

Canfirm passward:

Stare metadata in DE: W

Compressiomn: Ld
(Campresses ail files larger than $K8 except already
camprzseed farmaats (ks JPG, AV MPT ztc Thic featurs
mighkt slaw gawr the stare furnctianality, but can spare

StOragE sHace)

Database connection: & Change

Test Save Cancel

When using Disk store type, please consider requirements for data deduplication. Data
deduplication finds and removes duplication within data on a volume while ensuring that the data
remains correct and complete. This makes it possible to store more file data in less space on the

volume. Deduplication is not supported on:

v" System or boot volumes;

v Remote mapped or remote mounted drives;

v" Cluster shared volume file system (CSVFS) for non-VDI workloads or any workloads on
Windows Server 2012;

v Files approaching or larger than 1 TB in size;

v" Volumes approaching or larger than 64 TB in size.
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What to consider before a previously configured disk storage is changed?

In some cases it may happen, that the administrator needs to move the already configured storage
to a new location (e.g. if “C” disk got full and the storage should be moved to disk “D”)? In this case,
the following steps must be executed to ensure an access to the already archived data and to

continue with archiving the new data:

Stop all running jobs!!!

2. Move your old storage location manually into the new storage location (e.g. the folder of “C”
disk into a new location on “D” disk);

3. Open the Storages page on the contentACCESS Central Administration ribbon, locate your
old storage in the list, and double click on it to open the Storage repository window to it;

4. In the Storage repository window specify the new storage path (where you moved your old

storage location);

Storage repository

Store narme: File archive store

Store type:

Path: —}‘ |o
Use explicit credentials: v

Usernarne: taadministrator

Password:
Confirrm password:
Store rnetadata in DB v

Compression:

[Cowrpresses all fites larger than 4KE except already
cormpressed forrrats fike JPG, AV MP3 ete This feature mright
siow down the store functionality, but can spare storage space.)

Database connection: File &rchive DB v

Test Sawe Cancel

These settings will ensure, that the archive and restore jobs will automatically use this new storage
path. The administrator will not be required to change the storage settings on the jobs’ configuration
page, too. The new value will be automatically used by the jobs, where the “old” storage was already

configured.
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contentACCESS supports the connection with the Hybrid Store. This connection allows
contentACCESS to connect to any third-party storage that is supported by this store type. If you want
to store the binaries in the Hybrid Store, select it from the Store type dropdown list and specify the

required connection settings. The following storage settings are required:
Store name: optional name for the Hybrid Store that contentACCESS will use
Store type: HybridStore

Server name: the server where the Hybrid Store is installed

Binding: http - universal protocol

net.tcp —can be used only in case that the Hybrid Store and contentACCESS are in the

same domain

net.pipe - the fastest and recommended protocol; can be used only in case that the

Hybrid Store and contentACCESS are installed on the same machine

Use secure connection: Check this option to allow a secure connection with the Hybrid Store. The
communication will be secured by a Windows authentication (the contentACCESS service user will

be used).

Hybrid store tenant: Click on “Load” to load the list of available tenants based on your Hybrid Store
configurations and select the one that should be applied. To load the tenants, there are some

requirements:

» NET.TCP or NET.PIPE connection must be used (on HTTP the loading is not
supported)
» the contentACCESS service user must be a local system administrator on the

HybridStore machine

If the tenants are not loaded, then the user needs to enter the HybridStore tenant ID (GUID)
manually.

Scheme: Click on “Load” to load the available Hybrid Store schemes and select the one that should be
applied. If Hybrid Store uses secure connection and the option is not checked in the dialog, the

schemes will not be loaded.
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Database settings: Select here an already created database that contentACCESS will use to store the
necessary data. It is NOT recommended to change the already configured database that the Hybrid

store uses. However, it can be changed using the “Change” button if it is really necessary.

It is advisory to verify the database connection using the “Test” button at the bottom of the dialog.

Storage repository

store name: Hybridstore
Store type:
SEREr name: tahs0l
Birding: http
® nettcp
L net.pipe
Use secure connection: v
Hybrid store tenant: TecharrawmiHybriditaore r
Load
Scheme: Local -
Load
Database connection: & Change
Test Sawe Carncel

v' Datengut

This storage type is currently used by synchronizing emails in multiple mailboxes. For more

information refer to Email synchronizer plugin.

After this store type has been selected in Storage settings, name your storage. contentACCESS will
use this name to display the storage on the Storages page. Further configure the following sections

in the dialog:
Connection configuration: necessary settings to establish a connection with the Datengut storage

= Endpoint URL: Datengut service URL
= Apikey: optional setting, any value can be entered here
= Email archive default folder id: during the archiving process Datengut storage saves the datainto

a specific storage folder; the ID of this folder must be set here

User credentials: set the Username and Password that can be applied to connect to the storage

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 122/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

./ OL" vision of technological evolution

% techarrow

Plugin configuration: The email synchronizer job(s) already created in Custom plugins > General >
Jobs will be listed in the dropdown list. Select from the dropdown list the Email synchronizer job that
will collect the metadata of the archived emails in a queue. This job is used to synchronize the email
message categories in multiple mailboxes based on the metadata that are saved into its queue.

Note: For more information refer to chapter Email synchronizer plugin.

Database settings: select an already created database that Datengut storage will use to store the

necessary data

Storage repository

Store name: Datengut Storage

Store type:

Endpoint URL: https://officegate.datengut.de/DaguWeb/services/dagu

Api key: not_used

Email archive default felder id: MzljNTcBRGFOZW SndXCgTaVpcHppZy M1 OTowMjlTMA

Username: username

Password:

Plugin job: Ermnail synchronizer plugin -

Database connection: Datengut - @
Test Save Cancel

v" Perceptive

After this store type has been selected, name your storage. contentACCESS will use this name for the
given storage on the Storages page. The user is further required to specify the following connection

parameters:

= Server name: the server name where the storage is installed
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= CClibrary path: path on which the Classic Connector jar files can be reached, e.g. c:\Program
Files\SAPERION\Application\scr\scr-classicconnector\lib

=  JAVA_HOME: JAVA home directory must be set. Depending on the application bitness x64
or x86, e.g.: c:\Program Files\Java\jre1.8.0_66

= Tenant: in case of non-multitenant system this fields is blank, otherwise the Perceptive
tenant should be specified

= Logintype: “INDEX”, “ADMIN” or “ELM” can be used, the recommended type is “INDEX”

= Authentication: choose the applicable authentication from the dropdown list; the
recommended is “UserName”

= User, Password: specify the applicable user and credentials to be applied for the connection
with the storage

=  DDC: the DDC name where the files will be packed

Storage repository

Store name: Perceptive storage

Store type: Perceptive v
SEPEF NAME: Saperion-01

CC lib path: chProgram Fileshiaperiontapplicationhsorscr-classi
lava home: CProgram Files'avaijrel,5.0_51

Tenant:

Lagin type: Index v
Authentication: Usertlame pl
User: administrator

Password: rrrrserree

DD elmd

Test Sawe Cancel

From the given storage’s context menu, via left click on ellipsis (...) you can modify (Edit/Delete/Set

default) the storage settings. The configurations adjusted in the Storage repository window can be

viewed in the grid.
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k4 Storages

Ernail Archive > Settings = Storages

+  new
Stomge Mame Stomge Tupe Iz default
Email Archive store +==  Store.Disc Yes
File archive store wee o EtoreDisc (L]
5P archive stare wes Store.Disc (B!
Ex-employees’ starage wex Store,Disc Mo

Edit

Delete

Set default

Exchange connections
During the configuration of Exchange-based jobs it is obligatory to set the Exchange server
connections, where the mailbox to be crawled is located. The Exchange connections can be

configured:

o By email based custom job instances with navigating to Custom plugins - General group 2>

48 Exchange connections button.

W contentfy itral Adrministration
System File Archiwve Email &rchiwe | Custom plugins |
L | (%) . — 3 f

Bl ) " A p : s — SR
R B K =R 8 [ |6 ~ H O K8
Jobs  Echedules Databases Retentions Storages| Exchange tdailbox move for Store Legacy 5P archive EMPjob

connedions edit.balazsy@te ch- replication Archive inb

arrowLcom job Access

Here select option +new and insert necessary data into the Exchange connection repository

window. By the custom plugins it is possible to configure multiple Exchange connections.

o By Email Archive jobs with navigating to Email Archive > Settings > System settings, under EWS
settings section. In Email Archive only single (either Exchange online O365 or On-premise)

Exchange connection can be configured.
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 contentACC
System File Archive Email &rchive Custom plugins

: : R A
o =i 5 [ = A (-] ez -
Sawe  Discard  Databases| System |Provisioning Retentions  Shortcut  Storages Schedules User

changes settings settings configuration experience

Edic

»5 System settings

Email Archive > Settings > System settings

\ Database connection: Email Archive DB - @

Exchange server type: Exchange Online [O365)
Exchange server interface wersion:

Eviis Url:

PowverShell Url:

PowerShell auth:

Max connection count:

Ianore 551 errars:

Keep connection alive; v

User name; ecso@tech-arrow.com
Fassword:

Confirm password:

Test

If you are configuring EWS connection to custom plugins, a Connection name must be also entered
into the Exchange connection repository dialog. Under Exchange server type and Exchange server
version select the type and version of the server, which is used by your email provider. Then enter
the EWS URL, PowerShell URL and the PowerShell authentication into the dialog. These data must
be requested from the email provider. Under Max. connection count option the user may define, how
many parallel connections will be maintained by the system when connecting to PowerShell. It is also

possible to disregard any SSL errors with checking the Ignore SSL errors checkbox.

Keep connection alive: If it is turned on, then the connection between contentACCESS and the
Exchange server is cached, which increases the performance. If the Exchange is load balanced, some
requests can land on another Exchange which causes errors in contentACCESS. In these cases
unchecking the keep alive option will destroy the connection after each request and will rebuild it on
the next request. The recommended settings of “keep alive” option are as follows:
= |f you are communicating with one Exchange server: turn it on to increase the
performance
= |f you have a load balanced Exchange environment and there are communication
problems with the Exchange: it is recommended to turn it off
If you want to use an explicit user for Exchange connection, check Use explicit credentials and enter

the User name and Password. It is also possible to log in under service-credentials. It this case the
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Use explicit credentials option must be unchecked. Run a test connection via Test button. Do not

forget to save the changes.

Exchange Connection repository

Connection name: 2365 connection
Exchange server type: Exchange Online [D365)
Exchange server version:

EWS Url:

Powershell Url: Exchange serer type:! Exchange Online [D365)
PowerShell auth: Exchange server interface version;
Max connection count: Evs Ll
T Tgnore 5L errors Poweershell Lrl;
« | Keep connection alive
. Povicerhhell auth:
User name; ecso@tech-arrow.com Mai connection count:
Password:  ssesesees Igrnore S50 errors: O

Canfirm passward:  sesssssess . .
Keep connection alive:

|

User name; ecso@iech-arrow,com
& Conrection successfull
Passwenrd:

Test Confirm password:

Test

Sawe Cancel

Exchange connection configurations for custom plugin type Exchange connection configuration for Email

Archive plugins

Important!!! The user set under Exchange connections must have a full access to the mailbox(es) that
he/she would like to archive. Provisioning job requires to have “View-Only Organization
Management” right on the Exchange. “Organization Management” rights are required if Mail app will

be also used.

Note: To speed up the email archiving processes, TECH-ARROW has implemented MAPI protocol for
communication with the Exchange server. MAPI can be used only in case that the customer has an on
premise Exchange server (Exchange 2013 or earlier), and uses contentACCESS with Email archive
licence (by custom plugins MAPI cannot be selected). MAPI can be selected on the email
archive/restore/recovery job’s configuration page only. By default, contentACCESS uses EWS
settings to connect to the Exchange. Some functionalities still require EWS settings. From this

reason it is a must to configure EWS settings as well.
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Exchange performance settings - turning off the Exchange throttling policies

Throttling is a mechanism of Exchange Server to distribute the Exchange resources evenly between
the users. It gives every user the chance to access their emails. The users are limited for example to
send max 5 emails in a minute. If this limit is reached, the user is throttled, forcing the user to wait a

minute until a new mail can be sent.

The archiving user requires more resources: it needs to access multiple mailboxes, process multiple

messages. The standard throttling policy is not suitable for the archiving user (superuser).

If you are experiencing problems that may be caused by these policies, you can turn them off. The
commands below are turning off any limitations for the archiving user, allowing to use as many

Exchange resources as needed.
Exchange 2013

New-ThrottlingPolicy -Name CAPolicy -ThrottlingPolicyScope Organization

Set-ThrottlingPolicy CAPolicy -RCAMaxConcurrency Unlimited -EWSMaxConcurrency
Unlimited -EWSMaxSubscriptions Unlimited -CPAMaxConcurrency Unlimited -
EwsCutoffBalance Unlimited -EwsMaxBurst Unlimited -EwsRechargeRate Unlimited

Set-Mailbox "Administrator" -ThrottlingPolicy CAPolicy

Exchange 2010

New-ThrottlingPolicy -Name CAPolicy

Set-ThrottlingPolicy CAPolicy -RCAMaxConcurrency $null -RCAPercentTimeInAD
$null -RCAPercentTimeInCAS $null -RCAPercentTimeInMailboxRPC $null -
EWSMaxConcurrency $null -EWSPercentTimeInAD $null -EWSPercentTimeInCAS $null -
EWSPercentTimeInMailboxRPC $null -EWSMaxSubscriptions $null -
EWSFastSearchTimeoutInSeconds $null -EWSFindCountLimit $null -
CPAMaxConcurrency $null -CPAPercentTimeInCAS $null -CPAPercentTimeInMailboxRPC
$null -CPUStartPercent $null

Set-Mailbox "Administrator" -ThrottlingPolicy CAPolicy

There are 3 commands which must be run in PowerShell to apply the throttling for the superuser:

#1 New-ThrottlingPolicy
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Creates a new policy, gives a name to the policy. It is created with default values.

#2 Set-ThrottlingPolicy
This changes the parameters of the policy - turning off any throttling for the contentACCESS user.

This list should be discussed with the customer, they might not allow all these options. This is a

matter of support.

#3 Set-Mailbox

Assign the policy to the user.

The whole association can be verified by running this command: Get-Mailbox “Administrator” | fl

ThrottlingPolicy

Importing contentACCESS configurations from files

contentACCESS allows to import data from files in the following available file formats: CSV, XML, Tab
delimited files and Space delimited files. This simplifies adding of huge amount of data to different
configuration sections in contentACCESS instead of entering each entry manually. There’s an option
to set if we want to overwrite the existing items, update or skip them. The user may also download a
sample file to check, if the file that he wishes to import contains all necessary information for the

given configuration section.

Important!!! By importing Email archive and Email restore configuration sections it is highly
recommended to define the mailbox folders to be imported with wildcards (e.g. %INBOX%).
Wildcards ensure, that the given mailbox folder (e.g. the “INBOX” folder) will be processed regardless
of the language settings of the mailbox. This is important mainly for companies who archive

mailboxes using different languages.

After browsing the file to be uploaded and configuring the importer the file can be uploaded. After

the initial upload the file’s columns can be mapped to the importable entry’s fields by dragging the
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column headers. When the mapping is finished the newly imported entries will be added to the

configuration section.
contentACCESS allows to import the folders to be archived/restored/recovered/excluded:

» toFilearchive, File restore, File recovery jobs
The import option is available on the respective job configuration page, under sections “Folders

to process” and “Exclude folders”:

~

+  new 4 import + add folder 4 import

= to Email archive, Email restore, Email recovery jobs
The import option is available on the respective job configuration page, under section “Exclude

folders” and “Exclude addresses”:

~a
+ add folder f  import + new 4 import

File Archive provisioning job (used to synchronize the users in the Active Directory with

contentACCESS) also uses this feature to import the objects to be provisioned:

N

+  new import

The root folders used in File Archive may be also imported into contentACCESS from files:

E*"' Root folders

File Archive » Settings » Root folders

+  new import

To import a file follow these steps:

= Click the import button on the respective configuration page. The importer dialog opens.
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* From the Import method dropdown list select an import method to be applied (in our case CSV)
and download a sample file using the Download sample option to verify, if your prepared file

contains all necessary information for the respective configuration section.

Import folders to process
Please select a file to upload Browse..

Make 2 new list, delete all existing items
Skip existing items, import new ones

®) Update existing items, import new ones

‘ sampledata-1 - Notepad !El m

Import method: ~ ([<5¥) - Fls Edit Format Wiew Help

:warchivablelocationd,user0,passwordd,
Separator: Default character is comma or please specify i :harchivablelocationl,userl,passwordl,
Svarchivablelocation2,user2, passwordz,
shwarchivablelocation3,users, passwords,
warchivablelocationd ,user, passwordd,
5,
4,
7
g8
=]

First row is header:

Escape character: | Default character is quote mark or please specif ivarchivableLocations,users, passward

warchivableLocationg,userd, password

Upload selected file warchivablelocation?,user?,password?,
I :harchivablelocationg,user8, password

,
C:harchivableLocationd,userd,passwords,

annnnn

FRRPREER R R
T b o T P T T B T T

= Further click “Browse” and locate the file to be imported. (On the picture below we have selected
aCSVfile.)

Import folders to process

import folders.csv X | Browse..

Make a new list, delete all existing items
Skip existing items, import new cnes

® Update existing items, import new ones

Import method: csv -

Separator: Default character is comma or please specify
First row is header:

Escape character: | Default character is quote mark or please specify

Download sample Upload selected file

= Further specify, how the selected file should be imported. Choose one from the 3 available

options (the available options are configuration specific, not all are available by all configurations):
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Make a new list, delete all existing items - select this option to create a completely new list of

items; any already set items will be deleted

Skip existing items, import new ones - select this option to add the new items from the list; while

the already configured items will be skipped

Update existing items, import new ones - this option is available by importing root folders from

files; it can be applied if the password has been changed and should be updated

* Depending on the selected import method the user is further required to specify the following

settings:
In case of CSV:

Specify the CSV separator (in our case it is a comma). If the first row in the CSV file is a header, mark
the respective checkbox. Further specify the escape character, if such exists in your CSV file (in our

case quotation marks)

Import method:* C5Y

Separatar

First rowe is header: |#

Escape character:

In case of Tab delimited file

If the first row of the file is a header, mark the respective checkbox. Further specify the escape

character, if such exists in the file.

Import methody | Tab delimited file l

First rowe is header: |

Escape character: Please specify the escape character, it any

In case of Space delimited file

If the first row of the file is a header, mark the respective checkbox. Further specify the escape

character, if exists in the file.
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Import method | Space delimited file -

First row is header: |

Escape character™ | Please specify the escape character, it any

In case that the file to be imported is an XML, no further settings are required.

Import methad (XML -

» Click Upload selected file to upload the file with the desired items.

Import folders to process X
Import method:
Path User Password Store Id Database Id
Cih\TestPathl userl passwrordl 1 2
Cih\TestPath2 user? passwrord? 1 2
ChTestPath3 userd passuord3 1 2
CihvTestPathd userd passnordd 1 2
Ci\TestPaths userd passuordd 1 2
Ci\TestPathf uset passuordf 1 2
Cih\TestPath? user? password? 1 2
Cih\TestPathl userd passwrordd 1 2
Cih\TestPathd userd passwrordd 1 2
ChTestPathl0 userll passwrord1] 1 2
Ok Cancel

= Click “OK”". The list of imported items will be added to the respective section.

In a file containing multiple columns the user may specify, which column should be imported. Simply
drag and drop the column header (on the picture below the Database ID header) over the respective

column that should be imported.

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 133/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. oL vision of technological evolution GG
\ _~
¢ techarrow

Im port folders to process

Import method:

Path User Passnard Store Id Datab@d_‘\'

CihTestPathl | userl passnordl 1 2 Dapabese e 4
ChTestPath? | userd passnardl 1 2 3 4
CihvTestPathl | userd passnnrid 1 2 3 4
CATestPathd | userd passniordd 1 2 3 4
ChTestPathd | userd passniordd 1 2 3 4
ChTestPathe | userd passwordd 1 2 3 4
ChTestPath? | user? password] 1 2 3 4
ChTestPathd | userd passwordd 1 2 3 4
ChTestPathd | userd passnordd 1 2 3 4
CihTestPathll userlld passwordll 1 2 3 4

Ok Cancel

Creating new jobs in contentACCESS

contentACCESS is a modular product, and its functionality is extended with plugins, which are
intended to manage certain data management processes. The licensed plugins can be also customized

and fitted to ones needs. To achieve this, it is necessary to create new jobs from an available plugin.

A new jobis created from a type of a built-in plugin, which is characteristic with its own configuration
settings (scheduling, retention, database, storage settings etc.). These configurations assign to the job
certain tasks of how to process data. It is possible to create numberless jobs from the same type of a
plugin. Each of them will have different configurations regarding the database where the processed
metadata will be located, the storage where the processed binaries will be stored, the frequency of

their running etc.

In contentACCESS plugins can be categorized into 3 main plugin groups:
o Email Archive plugins,
o File Archive plugins,

o and Custom plugins (all licensed plugins except of Email Archive and File Archive plugins are

accessible here).

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 134/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. o vision of technological evolution A

% techarrow

To create a new job from any of these plugins, the administrator should open the Jobs page and here
click on + new. The Jobs page can be opened with navigating to the following button on the Central

Administration ribbon:

o File Archive = Archive = Jobs (by the File Archive plugin type);

%W contentACCESS Central Administration

System File Archive Email Archive Custom plugins
mw £ . 2 = 10
E ; _— —
BB B o | M &= 8 B B %

Databases System Retentions Storages Root Aliases  Schedules Provisioning Jobs
settings folders settings

Edit Settings
%1 Jobs

Email Archive > Archive = Jobs

+ new 2 refresh ¢ disable auto refresh

o Email Archive = Archive = Jobs (by the Email Archive plugin type);

W contentACCESS Central Administration

Systern File Archive | Ermail &rchive | Custarm plugins
A i . ) ~— -
= A . ) - @ i @
BB S ¢« B L @88 % B (&
Databases Systern  Prowisioning Retentions  Shortcut  Storages Schedules User Views address | Jobs Legacy data
settings settings configuration experience boaok configuration

Edit Settings Miscellaneous
% Jobs

Email Archive = Archive = lobs

<~

+  new Z  refresh 2 disable auto refresh

o Custom plugins = General = Jobs (by the Custom plugin type).
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System File Archive Ernail Archive | Custom plugins |
J 0 B a .
° e 3] Lol ) — -
REB &K= 8 8 s & d M 0 N &
lobs  |Schedules Databases Retentions Storages Exchange | 5P archive Store Datengut Legacy Datengut  ECSO mail
connections job replication Archive test job  management
job Access
Ed Jobs

Custom plugins > General > Jobs

+ new & refresh e disable auto refresh

On the same page, the user may refresh the status information to all jobs. This can be done either
manually with the refresh button, or by enabling/disabling automatic refresh with the enable/disable

auto refresh button.

How to create new jobs: Open the Add new job instance dialog with a click on + new on the Jobs
page. Select an available plugin from the dropdown list (the list contains the licensed plugins only).
Open the Run on node dropdown list, and select a node from the cluster, where the job should run. If
you would not like to specify a node, select Any available from the list. Enter a Display name for your
job. In the same window below you can read a very short description about the selected plugin type.
Click on Add.

Add new job instance *
Auailable jobs: Emnail archive T
Fun an nade: Ay available -
Display narme: EBL's mailbax archive_shortcutting
Description: Plugin for email archiving.

Add Cancel

A pop-up window will ask you if you would like to configure the newly created job immediately.

The page at locahost: 3333 says:

would vou like ko configure this instance now?

With clicking on OK the Job’s configuration page will be automatically loaded. If you would like to
configure the job later on, click on Cancel in this window. In this case the job will be only added to the

list of jobs on the Jobs page (but will not run as it is not configured yet).
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%0 Jobs

Email Archive = Archive > labs

+  new Z refresh e disable suto refresh
Filter: | Active jobs -
jinj Display Mame Type Status
114 EBA's invoice restore “+* Email restore Idle
| 135 EBA's mailbox archive_shortcutting | “+* Email archive  Idle

Further information about how to configure jobs in contentACCESS can be read in the following

section:Error! Reference source not found..

Jobs’ page, jobs’ context menu

The Jobs page is accessible with a click on the Jobs button of the respective tab in the content ACCESS
Central Administration ribbon (Email Archive = Archive = Jobs; File Archive & Archive = Jobs;
Custom plugins = General = Jobs). Here you can view the list of all jobs created from a particular

plugin type.

% Jobs
Email Archive > Archive > Jobs

+  new & refresh & disable auto refresh

Filter: | Active jobs

il Dispisy Name Type smtus Last S Last Dumtion Frogress  Summany Hext St Tsactise Cluster node Running on

14 EBA'S invoice restore o Emailrestore  Idle 2weeks 390 2 minutes 100% L mallooies pracesied 13 emalls

processe d (L failed] Ves TECHNB000Z [182.165,140,20]

135 EBA's maillbox archive_shorteutting ++ Email archive  Running 515econds 390 50 seconds 0% Droapoxs processed Bemals Vs Any available TANEWS [132.168.180.63]
1 Mailbos move for

editbalazsy@te choarrouacom w Mailboxmove dle - - - - - Ves TECHNBO002 [132.168.130.20]

142 ECSO's mailbox recovery oo Email recovery Idle - - - - - Ves Any available

The grid contains the following columns. Each instance has an ID number, a Display name a Type and

a Status. If the job is in Idle status, this means that it has completed the task, it is not running.

Next columns hold certain information about the Last start, Last duration and Next start of the job.
The Progress column informs about the volume of the already processed items, while Summary gives
a general overview about the processed/skipped/failed items. In Is active column can be viewed, if a
job is active, or it is has been deactivated. Active jobs will run based on the schedule; the data that
they are processing are accessible. Inactive (deactivated) jobs are not running (nor can be manually
started); the data that they have processed are still accessible. In the Cluster node column we can
check the node, where the selected job can run. The Running on column informs the user about the
node, where the job is currently running. On the screenshot above we can see, that EBA’s mailbox

archive_shortcutting job can be run on any available node, and is currently running on TANEWS.
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© e Status Last start Lust Duration Progress  summary Next start s active Cluster node Running an
114 Ernail restore  Tdl S weeks ago 2 secand: 100% i"ﬂ”ﬂ‘il (V'“““E‘;““ mails v TANEWS [192.168.100.63]
2 1 Emailsrchive  Running Lsecond a 0% v TANEWS [182.166.190.63] TANEWS [102.166.100.63
g g
142 Ermnail S S weeks ago 2 rminutes 100% i.?i?:dp(':ztiE;:j)hm Never v TANEWS [192.168.190.63]
15 “ Malboxmeve  Idie . . 0% . Yes TANEWS [192.168.190.63]

Any operations to a job can be done from the job context menu, with selecting the corresponding job
from the list and left click on the ellipses (...). Now we select EBA’s mailbox archive_shortcutting job

from the list. With the help of this job we will demonstrate how to handle with jobs from the context

] Display Mame Type Status, Last Start Last Duration Progress Summary Mext Start Is active Cluster node. Runnin, g on
14 < Emailretore e Zweeks 390 2 minutes 100% Hever ves TECHNBOO? [192.165.130.20]
135 shortcutting  +++ Emailarchive e 20 minutes ago 14 seconds 100% in'S hours es By svallsble
18 ¢ for edlitbalezsy @tech- e e - - - - - Ves TECHNBO002 [192.165.190.20]
14 ety W e - - - - - ves By swsllsble

The context menu of a job contains the following options:
o Start: with a click on “Start” the administrator can start the job running manually;
o Stop: with a click on “Stop” the administrator stops the running of the selected job;

o Configure: required framework features can be configured for the job with a click on this option,

from the job’s configuration page.

o Show last logs: with selecting this option the user will be redirected to the monitoring page, where
the last running of the selected job will be preselected, and the corresponding events will be displayed

in the table of events;

oAy Runis EBA's mailbo archive_shodculling /2872015 11:05:13 AW

9/26/2015 1041 AM
9/28/2015 1041 AM /282015 1041 AM 872015 1105 AM

9/26/2015 10:40 M

YT 1105 AM

o Edit: with a click on this option the Edit job dialog opens, where the user can:
v'rename the job;

v'change the node, where the job can be run.
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Edit job

Display Mame  EBA's mailbox archive_shortcutting

Cluster node

hle
TECHMBEOO0Z [192.168,190.20]
TAMEWS [192,168.190,63]

o Deactivate: it is recommended to deactivate jobs which are not in use for a longer time, but very
probably will be used in the future (e.g. restore or recovery jobs). With selecting this option the
administrator does not permanently delete the job from the list. The deactivated job will be hidden

only and it will not run according to the schedule (nor can be manually started).

o Delete: with this option the administrator can permanently delete selected jobs from the list; the
processed data by some plugin types will not be accessible through the standard interfaces (data
processed by file archive jobs will not be accessible if all file archive jobs wrote the datainto the same
database, and all of them were deleted; if only one job remained which wrote data into this particular
database, then all data processed by all file archive jobs will be accessible. In case of email archive jobs

the data will be still accessible, even the jobs have been deleted.)

Filtration between active/inactive jobs

A job can be either active (an active job will be started according to the configured schedule, or can
be started manually), or its status may be set to deactivated (if the administrated sets a job to
deactivated, it cannot be started neither by the scheduler, nor manually). On the page of Jobs the user
can filter among Active/Deactivated jobs, or he can also choose to display all jobs in the list (Show all

jobs).

% Jobs

Email Archive > Archive = lobs

+ new & refresh 2 disable auto refresh

Al e activated jobs|
Active jobs
NN (e activated jobs Type Status

135 Showe all jobs thive_shortcutting *o Ernail archive  Idle

If a job has been deactivated, it can be restored to the list of active jobs again. Select the job, open its

context menu and choose Activate from the list:
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% Jobs
Email Archive > Archive > Jobs
+ new Z  refresh e disable auto refresh
Filter: | Deactivated jobs = ‘/
o Display Mame Type Status Last Start Last Duration Progress Summary Mext Start Is active Cluster node Rurning on
135 EBA's mailboxarchive_shorteutting | =+ | Emailarchive  Idle - - - - - Ho Any available
Configure
Show last logs
Edit
Delete
Sorting between jobs

The jobs can be also sorted based on the type, status or cluster nodes where they are running. Click

on the funnel ( 7 ) icon located next to the particular column in the grid:

Y Y a
) Display Name Tiipe Status Last Start: Last Duration Progress Summary Next Start Is active Cluster node
14 EBA'sinvaice restore o Emailrestore Idie 2 weeks ago 2 minutes 100% ;:‘”’“Wes W“d”‘“ 93 emails Plever Yes TECHNBOOD? [192.165.190.20]

135 EBA's mailbox archive_shortcutting  ***  Ernail archive  Idle 34 minutes age 14 seconds 100% ; processed 2 emails in 5 hours Yes Any available

135 Mailbexmove for sditbalazy@tech-
anow.com

Mailbox mave  Idle

7

TECHMBO002 [192.166.130.20]

142 ECSO's mailbox recovery ©o Email recovery Idle - - - - - Yes Any available

Available operations from the status bar of the job

With a double click on the selected job in the list of jobs you open the configuration page to the job.

On a blue background you will see the status bar of the job.

( «  start immediately 2 refresh e disable auto refresh & deactivate job Ll logs 7 edit Jmms bar button R

collapse/expand the

Progress: 4 folders processed 23 documents processed (23 newly archived) (completed 2 hours ago) progress

[ Status: Idle ] progress bar

With the arrows mark ( #) at the right side of the status bar the user may collapse or expand the
progress information about the job’s running. The status bar’s last state is always stored, and the last
state will be opened by navigating to the page again. The status bar of a job contains the following

status bar buttons:

o start immediately/stop: with a click on this option the administrator can start/stop the job running

manually;

o refresh: click on this option and the status bar information about the progress of the job will be

refreshed;

o disable/enable auto refresh: turn on/off the auto refresh of progress bar information (if enabled,

the information will be refreshed in every 5 seconds)

o deactivate/activate job: use “deactivate” button if you want to temporarily cancel the job; use

“activate” button if you want to restore the job among the active jobs;
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o logs: with selecting this option the user will be redirected on the monitoring page, where the last
running of the selected job will be preselected, and the corresponding events will be displayed in
the table of events. Use this option for troubleshooting if any failure occurred during the job

running;

o edit control button is used to change the name of the job and to specify the node on which the job

should run.

In the following chapters we will learn how to configure and use the contentACCESS File Archive,
Email Archive, SharePoint archive, Email management, Store replication, Sharing and Email

synchronization jobs.

File Archive

With the help of File system archive jobs it is possible to archive data located either in local file
systems or on network shares (UNC paths). Time for which the documents are available in the archive
is set via retention categories. The File Archive database and storage is always assigned to a root

folder (chapter File Archive settings). This prevents the user from archiving the same root to multiple

databases/storages and having troubles with the file retrieve.

The archived files can be viewed either in contentWEB (more information here), or in the shared
folders on virtual (more information here). It is also possible to restore the archived files from

shortcuts, or to recover them, if the original was deleted from the file system.

Introduction to File system archive

There are 4 file system job types available in contentACCESS: 1) File system archive job was meant
to archive documents from the selected location into a selected storage. Archiving can be done in
multiple ways. The administrator selects the archiving strategy and decides, if the archived file is kept
in the file location, it is replaced with shortcuts or is deleted from there. The pictures below show the

contents of the original file location before and after the archiving process;

a) With the “Keep original item” method the original file is kept in its original location

(recommended archive method for files younger than 1 year):
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Before the archiving process After archiving process with the "Keep original item" method
B Enron files to archive (1 E3 [ BB Envon files to archive [_[O]x]

G( | 1+ computer - System (<) + Wsers - Envon fles to archive

Organize v  Incudeinlibrary v  Sharewith v New folder

Organize w  Includeinlibrary v Sharewikh v New Folder

r Favorkes 2 e - Date modiied Type | Ij X Favarites Name * Date modfied | Tvpe
B Deskiop 52101 L2/20j201L 9:12PM | Microsaft Excel 97-2003 Worksheet Tke B Deskeop 5210 12/20}2011 3112 PM | Microsoft Excel 57-2003 Workshest
& Downloads [F010_003 12/20/2011 8:01 P | Microsoft Word 97 - 2003 Document 268 8 Downioads i 010_003 12420{2011 8:01 PM | Microsoft Word 97 - 2003 Document
2 Dropbex 102201 12/20/2011 9:12PM | Microsoft Excel 57-2003 Workshest 42KB El Dropbox 102201 12/20{2011 9:12 PM | Microsoft Excel 97-2003 Worksheet
D: :::;:V:e(es B 102501 12/20/2011 9:12PM | Microsoft Excel 57-2003 Workshest 42KB 5 SZ::r:tw:\azes 10290 12/20/2011 9:12PM | Micrasoft Excel 57-2003 Workshest
111900 L2/20/201L 9:12PM | Microsaft, Excel 97-2003 Workshest azke 111501 12/20/2011 3:12PM | Micrasoft Excel 57-2003 Worksheet
9 Libraties 5 0056 12/20/2011 9:12PM | GIF image 24 KB 7 Libraries 5 0056 12j20{2011 9:12PM | GIF image
% Documents 5 o618 12/20/2011 9:12PM | 6IF image kB [ pommerts 5 o1 12j20/2011 5212 PM | GIF image K8
& Music 010508 update 12/20/2011 8:0LPM | Microsoft Word 97 - 2003 Documerk 81KE o s 010508 update  12/20/2011 B:01 PM | Microsoft Word 97 - 2003 Document 8LKE
] Ficures £ 010508 update 12/20/2011 8:01 PM | Microsoft Excel 97-2003 Worksheet 280KE (] Pictures 5010508 update 12/20/2011 8:01 PM | Microsoft Excel 97-2003 Worksheet zm0KE
) veos WEDL0S1S update  12/20/2011 0L PM | Microsoft Word 97 - 2003 Documert 82kB B vceos W 010515 update 12/20/2011 601 PM | Microsaft Word 97 - 2003 Dacument s2ke
1 Computer ES 010515 update  L2/Z0/Z01L B:0LPM | Microsoft Excel 7-2003 Workshest 279 KB 8 Computer E010515 update 12/20/2011 8:01 PM | Microsoft Excel 57-2003 Worksheet 279K8
£ system (1) 010521 update L2/20/2011 B.0LPM | Mcrosaft Wword 87 - 2003 Documert s1ke &, system (€ 0010520 pdate  12/20{2011 8:01 PM | Microsoft Word 57 - 2003 Document siks
£ DD Drive (D1} 010521 update 12/20/2011 .01 PM | Microsoft Excel 57-2003 Worksheet 3648 4 DD Drive (D1} 1010520 update  12j20/2011 801 PM | Microsoft Excel 97-2003 Workshest 384KE
146 items Stete: 25 shared 146 items stats: 28 shared

b) The archived items can be also replaced with a shortcut, thus not taking up so much space on the
file-server (disk), yet files are available for working with them as usual. In this case the “Create
shortcut from original item” method should be used. This is the recommended archive method for

files older than 1 year and younger than 2 years:

Before the archiving process After the archiving was completed using the "shortcutting” method
B Envon files to archive 1=l E3 [ B Enron files to archive 1H[=] E3

(2] GL_)v| ~ Computer ~ System (C:) = Users = Enron files ta archive

- Computer = System (C:) v Users + Enron files to archive = 23 [ searchEnren files to archive ~ &3 [ search Ernvon files to archive

Organize ¥ Includeinlbrary w  Sharewith v New folder Organize ~  Includeinlibrary v Share with = Mew Folder

d Favorkes _I Narme Date madified [ vee | size | Ij i Favortes _| Name * Date modified | Type | Size
B Desktp B5-21-01 12/20/2011 812 FM | Microsoft Excel 57-2003 Workshest 37Ke B Desktop al]521-01 s 9/21/2015 12146 PM | Shortcut 2KB
8 Dovirloads [ 010_003 12/2002011 8:01 PM | Microsoft Waord 97 - 2003 Document 26KB 3 Downloads A 010_003.doc 9/21/2015 12:46 PM | Shortcut 2KB
E propba B 102201 12/20/2011 9112 PM | Microsoft Excel 97-2003 Worksheet 42 Ke 5 Drophac (&l 10-22-01 s 9/21/2015 12:46 M | Shorkcut 2kB
g :2:::;5[5 Y 102901 12/20/2011 9:12PM | Micrasaft Excel 97-2003 Warksheet 42KB [j :::r:::eces [ 10-29-01 x5 9/21/2015 12:46 PM | Shortcut ZKB
B 111501 12/20£2011 8:12PM | Microsoft Excel 97-2003 Worksheet 42K8 [l 11-19-01 s 9/21/2015 1246 M | Shorkcut 2kB
) Libraries 5 0056 12/20/2011 82PN | GIF image 24 K8 S Lbraries {F| 006 gif 9/21/2015 1246 M | Shorkcut 2ke
%] Cocuments 54 0815 12/20/2011 82PN | GIF image 6K ) Documents {aF| 018, gif 5/21/2015 L Shartzut 2xe
& Husic [ 010508 update 12/20§2011 801 PM | Microsoft Word 97 - 2003 Document 81KB o Music [af 010508 update.doc  9/21/2015 L shorkcut 2k
] Pictures B 010508 update 12/20/2011 8:01 PM | Microsoft Excel 97-2003 Worksheet 280K ) Fictures [211010508 update.xls  9/21/2015 1246 PM | Shorteur 2K8
B veeos B 010515 update 12/20/2011 8:01 PM | Microsoft Word 97 - 2003 Document 22KE B vieos (3 010515 update.doc 921/2015 12:46 PM | Sharkeut 2kB
8 computer B 010515 update 12/20/2011 8:01 PM | Microsoft Excel 97-2003 Worksheet Z79KE A Compuer (3010515 updake.xls  9/21/2015 12:46 PM | Shaorkeut 2kB
&, system (<) B 010521 update 12/20/2011 8:01 PM | Microsoft Word 97 - 2003 Document 91KB &, system (1) (3] 010521 update.doc  9/21/2015 12:46 PM | Shorkcut 2KB
% VD Drive (D3} B 010521 update 12/20/2011 8:01 PM | Microsoft Excel 57-2003 Workshest 364 KE £% DD Drive (01) (7010521 update.xls  9{21/2015 12:46 PM | Shorkcut 2KB

146 items state; 2 shared 146 tems State: 2 Shared

c) The archived item can be also deleted from its current location, in this case the “Delete original”

method should be used (recommended archive method for files older than 2 years):

Before the archiving process After the archiving process using the "Delete original" method is finished

W Enron files to archive =1 E3 I enron files to archive =] E3

L] G\ jv‘ . - Computer - System (C:) ~ Users ~ Enron files to archive

(€18

Organize v  Indudeinlbrary v  Sharewith = Hewfolder

[~ computer ~ System(C:) - Users - Enton fles o archive ~ (23 [ search Envon files to archive = |23 | Search Envon files to srchivs

Organize v Incudeinlibrary v  Sharewith v Hew folder

T e e ST [ e e = |
B Deskiop & sziol 12/20/2011 9:12PM [ Microsoft Excel 97-2003 Worksheet 37KE B Desieop ThisFokder s smpty.
8 Dowrloads 5 010_003 12/20/2011 B:01 PM | Microsoft Ward 97 - 2003 Document 26KB - Downioads
& Drophex B 10-22-01 12/20/2011 9:12 PM | Microsoft Excel 97-2005 Worksheet 42KB & Drophox
(=7 neprive (=71 enetrive
. & 10290 12/20/2011 9:12 PM | Microsoft Excsl 97-2003 Worksheet az2KB .
%1, Recent Places ] Recert Places
& 111901 12/20/2011 9:12 PM | Microsoft Excsl 97-2003 Worksheet az2KB
= Ubraries 5 0056 12/20j2011 9:12PM | GIF image: 24 KB = Lbraries
5 Documents 5 0818 12/20/2011 :12PM | GIF image: 6KB 5 Documents
& musie 010508 update 12/20/2011 B:01PM | Microsoft Word 97 - 2003 Document 81kB o pusic
(] Pictures B4 010508 update 13/20/2011 8:01 PM | Microsoft Excel 97-2003 Workshest 280KB (i Pictures
B videos B videos
W 010515 update  L/Z0/2001 B:01PM | Microsaft Word 97 - 2003 Dacument o2KE
Computer B 010515 update  LZ/P0/Z0L1 801 PM | Microsoft Excel 97-2003 Worksheet 279KB 18 Computer
&, systemic) W 010528 update  L2/20/2001 B:01PM | Microsaft Word 97 - 2003 Document 91 ke & system (G
4 DVD Drive (D:) B 0105zl update  L2/P0/2001 801 PM | Microsoft Excel 97-2003 Warksheet 364 KB WD Drive (i)
146 items state: 28 Shared Oitems state: 23 shared
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It depends on a typical use case which method is the most advisable to use. Customers use the “Keep”
original method with versioning, when they are working on long-term projects, and their files are
modified too often. E.g. if an architect is working on a project and would like to have a version from
his project each day, then he may archive his project each day and create versions from it. This
protects him from losing his work that he worked on for a longer time (e.g. if a hardware problem
occurs). Shortcutting is used by older files, which still may be used, so the user would not like to delete
them from the file location yet (e.g. files older younger than 2 years). Those items, which are not in
use any more - but must be retrievable from the archive during the retention time required by the law
- should be deleted from its location when archived. In this case, it is advisable to use the “Delete

original item” method.

2) A File system restore job is used to restore the already archived items from shortcuts from the

storage back into the original location.

3) File system recovery may be used to recover deleted items/folders/recursive folder structure if
they have been deleted from its original location. It might be very useful if any archived item or folder
has been deleted by accident, or deletion was caused by a technical failure etc. The user may recover

either the original file or the shortcut.

4) Remote shortcutting job is a special job type, which can be used with the file archive jobs together.
Use this job if you have several remote locations synchronized with your central data center.
contentACCESS is installed on the data center, and continuously archives the files already
synchronized with the data center. By the synchronization process the files are copied to the data
center. So the archiving itself is done by a standard File system archive job; the Remote shortcutting

jobis used to create shortcuts on the remote locations.

Use this method, if you would like to run the archiving process in a central data center, and replace
the remote files with shortcuts if they are not in use. If you have multiple remote shares to archive

and you need to speed up the archiving process and save bandwidth, this is the right solution for you.

Versioning in File system archive

When the files to archive are modified multiple times, and they are archived either with the
shortcutting method, or the source files are kept in the original location, then by the next archiving
process the job will create a new version to the modified file in the archive. This feature might be very
useful for users, who are working on long-term projects and would like to protect themselves from
losing their data. In such cases, it is recommended to run an archive job on the project each day, and

save the current state (version) of the file/project into the archive.
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Ciicking the shartcut opens th ile. “Save as” the file with the same nams crestes a version in next synchronization pracess.

Screenshot A: Versions created when keeping the original item Screenshot B: Versions created when using shortcuts

File Archive settings
Tobe able to use the contentACCESS File Archive the following settings are mandatory in the Central

Administration:

1) The virtual drive must be installed and configured (configurable here: System tab - Client
applications - Virtual drive configurations). For more information refer to Virtual drive.

2) The LDAP settings must be configured (configurable here: System - Services - System,
section Active directory integration settings). This will be used by contentWEB to evaluate
user access permissions to folders/files. For more information refer to System.

3) Settings available in File Archive > Settings need to be configured. The configuration logic is
from left to right. By following this logic everything will be configured for the next step. These

settings will be described below in this chapter.

Note: Aliases are used by the Remote shortcutting job only. If you do not use a Remote shortcutting

job, you can skip Configuring aliases.

%W contentACCESS Central Administration

System | File Archive | Email Archive Custom plugins

B R = & B a5 2 B &5

Databases System Retentions Storages Root  Aliases  Schedules Prowisioning Jobs
settings folders settings

Edit Archive
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When starting to configure File Archive for the first time, the user is required to activate the File

Archive provisioning job. Open the File Archive tab on the ribbon and click on the “Activate” button:

System File Archive Email Archive Custom plugins

Activate

File &rchive

After successful activation the Settings of the File Archive is displayed. The tab (already mentioned

in step 3) above) features the following configuration options:

Databases
The administrator must set here the database where File Archive will store the metadata; to create

such database, refer to chapter Databases of this guide

% contentACCESS Central Administration

System File Archive Email Archive Custom plugins
] £ . = - "0 <
m m [ — | .
RB[E|¢ O @ === B &
Databases | System Retentions Storages Root  Aliases  Schedules Provisioning Jobs
settings folders settings
Edit Settings Archive

System settings

The main system database for the File Archive is selected on this page. All the root folders (and its
settings) that will be applied in the archive jobs are kept in this database.

Select the database connection to be applied from the dropdown list (“FileSystemDB” in our use case)
and save your settings.

Note: A database connection already configured on the Databases page (File Archive> Settings 2>

Databases) can be selected as a system database.
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% contentACCESS Central Administration

System File Archive Email Archive Custom plugins

E B S L B 552 g &

Databases| System | Retentions Storages Root Aliases  Schedules Provisicning Jobs
settings folders settings

Edit Settings Archive

& System settings

File Archive > Settings > System settings
Database connection: ./ [ Change V)

Retentions
The time period of storing the data is specified on this page; for more information how to create

retentions to be applied refer to chapter Retentions of this guide

W contentACCESS Central Administration

System File Archive Email Archive Custom plugins

E B & 7FlEHIB 5 2 g &

Databases System |Retentions |Storages  Root Aliases  Schedules Provisicning Jobs
settings folders settings

Edit Settings Archive

Storages

The administrator must set here the File archive storage for the binaries; for detailed information

how to create a new storage connection refer to chapter Storages of this guide

% contentACCESS Central Administration

System File Archive Email Archive Custom plugins

E R =2 ¢ B|Id s 58 B &5

Databases System Retentions |Storages| Root  Aliases  Schedules Provisioning Jobs
settings folders settings

Edit Settings Archive

Root folders
The root folder paths to be applied in a file archive job is specified in this section. The root folder
defines the start point (start point = e.g. “c:\") of the archive process. A root folder set here is
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selected for an archive job on the given job’s configuration page. The relative path (e.g. folder “Test
files” if directory “c:\Test files” will be archived) can be set in the given job’s configuration section
further on.

The root folders and their settings are written to the file system database defined in section System
settings above (File Archive > Settings - System settings). A connection that already exists in the

system database cannot be specified twice. E.g. if “\\tanews\TECH-ARROW files to archive” is

already set, then “\\tanews\TECH-ARROW files to archive\contracts” cannot be added to the root

folder’s list. This feature prevents the users from archiving the same folder into two different
databases/storages. If the user wants to add a root which already exists in the system database, he

will be prompted about this.

A root folder always must have an assigned database and a storage. The job which archives

(restores/recovers) this root will use this database and storage.

Hint: It is not recommended to change the database and storage connections already associated with
a root folder. Changing the database will lead to problems when trying to retrieve the already
archived items, because some of your data will be saved in the originally set database, and another
part of data in the newly set database. The same retrieve problem might occur with changing the

storage, too. The application warns the user about it:

Message from webpage E3

~ 1 Are wou sure you wank to change the database?

- Warning: Changing the database mav result retrieve problems For
the already archived ikems.

oK I Zancel |

However, the database and storage assigned to a root can be changed using the “Edit” menu item in

the root context menu. Do not use this option unless it is very necessary.

The root folders may be either

a) imported using the “import” button (refer to chapter Importing contentACCESS

configurations from files) or

b) added to the list using the “new” button.

Click “new” to manually add a root folder that should be processed by a job.
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% contentACCESS Central Administration

System File Archive Email Archive Custom plugins

RE S8 & L Bss R B &

Databases System Retentions Storages | Root Aliases  Schedules Provisioning Jobs
settings folders settings

Edit Settings Archive

&% Root folders

File Archive > Settings > Root folders

+ new © import

The File Path dialog opens. Enter the file path that should be applied and the applicable user
credentials. The File Archive database and storage must be associated with this specific root folder
directly in this dialog. It is NOT recommended to change the database and storage that is already
used, because it will lead to file retrieve problems (as mentioned in the hint above). Use the “Change”

option only in case if such change is really necessary (e.g. if you haven’t archived the root yet).

File Path
Path:
Use explicit credentials: o Use explicit credentials
ser name: TAVSdministrator
Password:

Canfirm Password:

Test

Database connectian: & Change
Storage name: & Change
14 Cancel

Note: We recommend to specify the parent folder (the start point of the archive process) in the File

Path dialog. The relative folder path can be specified further on when configuring the respective job.

Deleting a root: Already configured root folders can be deleted from the list using the root’s context
menu. A deleted root is only hidden, but it still exists in the database. If the user wishes to add an
already deleted root again, he will be prompted that it already exists in the database, and he will be

able to restore it with the old settings only (with the originally assigned database and storage).
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Aliases

Use this feature to specify different folder names pointing to the same file location. Read chapter

Configuring aliases for more information.

% contentACCESS Central Administration

System File Archive Email Archive Custom plugins

E B & § B B &8 B &

Databases System Retentions Storages Root | Aliases | Schedules Provisicning Jobs
settings folders settings

Edit Settings Archive

Schedules

The schedulers automatizing the file archive process are configured on this page; for more

information how to create schedulers refer to this chapter: Schedules.

% contentACCESS Central Administration

System File Archive Email Archive Custom plugins

E R B ¢ & ds s8R 5

Databases System Retentions Storages Root  Aliases |Schedules |Provisicning Jobs
settings folders settings

Edit Settings Archive

Provisioning settings and managing access to contentWEB

The File Archive provisioning setting are accessible on the File Archive - Settings = Provisioning

settings page.
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E contentACCESS Central Administration - Internet Explorer

@:\/ - IC% ik fbanews: 35355 Cenkral Adminisk ,Oj +3 :% contentACCESS Central Adm... | | "LT'U\ %f 524
% contentACCESS Central Administration Tenant: TECH-ARROW -~ &~ Q-
System File Archive Email Archive Custom plugins ~
| . | L . = = © o
E A _— : .
R B = ¢ M &= & 2| 8|
Databases System Retentions Storages Root  Aliases  Schedules |Provisicning Jobs
settings folders settings
Edit Settings Archive
P . e . ‘tt. fal
File Archive > Settings > Provisioning settings
v start immediately = refresh e disable auto refresh @ deactivate job ul logs s edit A
Status: Idle
Progress: 4 users processed (4 users added, 4 contentWEB access granted, 4 contentWEB access revoked) (completed 2 weeks ago)
Scheduled in: Provisioning scheduler v
+ new < import ? manage access for a single user
Name Type
contentACCESS group Group
Send when: Never -
Recipient list: john.doe@example.com,peter.white@example.com,... v

The provisioning job that synchronizes the Active directory with contentACCESS can be set directly
on this page.

Note: The system’s LDAP settings specified on page System = Services = System in section “Active

directory integration settings” are used to connect to the Active Directory.

When the provisioning job is started, it will automatically add the new Active Directory users into
contentACCESS based on provisioning settings. The provisioned objects will automatically get log on
rights to the contentWEB File Archive and will be able to access the archive folders on which they
have the necessary rights. The contentWEB users can log in to contentWEB using Windows

authentication.
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¥ central login

Internal account: External account:

User name: @ Windows as current user

Password: @ Windows as different user

LogIn

The existing contentWEB users can be viewed with clicking on the “manage access for single user”

option on the Provisioning settings page:

+ new 4 import $ manage access for asingle user
Mame Tvp
content8CCESS group Group

The users that are already provisioned have an automatic flag, while manually added users have a

manual flag:

#¥ Manage Access to File archive

System = Tenants = Tenants = Manage access

+ new
Uzzr name Rl name Fags=
tesztelek sev Standard wser Manual
COMTEMTACCESSUSERL  =+=  Standard user Automatic [770)
COMTEMTACCESSUSERZ === Standard user Automatic [770)
COMTEMTACCESSUSERS === Standard user Automatic (770]
COMTEMTACCESSUSERS  =+=  Standard user Automatic [770)
G0 back

New contentWEB users can be added to the contentACCESS File Archive using the + new option on
the same page. File archive access rights can be given to an already existing or a new contentACCESS

user.
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Create new role assodiation

Raole Standard user r
Invitation type Search for existing *
Search for existing user® andras

Andras Katona
| Andras Palffy

el

Configuration of File archive provisioning:

To configure the File archive provisioning, the administrator is required to configure

1. The time periods, when the provisioning will run - this must be configured in section
“Scheduling settings”.
2. The objects to be provisioned - must be set in section “Provisionable objects”.

Notification settings (optional)

k- Provisioning settings

File Archive » Settings » Prowisioning settings

v start immediately & refresh e

R

disable auto refresh & deactivate job ul  logs #  edit A

Statis: Idle

Progress: 4 users processed (4 users added, 4 contentEE access granted, 4 contentEE access revoked) [completed 48 minutes aga)

1
Scheduled in: Prowisioning scheduler v
2
+ new 4 import f manage access for a single user
Marne Type
contenttCCESS group Group
3
Send when: Mewver -
Recipient list:

john.doe@example.com, peterwhite@example, com

Provisionable objects may be added:

a) from importable files, using the “import” function (described in more details in chapter
Importing contentACCESS configurations from files)

b) manually via the “new” button.
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To add object manually, click “new” and specify the object(s) in the respective dialog. Choose the
provisionable object type, which can be

e an LDAP path

e oraGroup.
Type in the Active Directory path/group name. It is recommended to use the “Test” button to verify
if the LDAP Path/Group name has been correctly entered in the first text box.
The provisioning job

e adds all the usersinvolved in the LDAP path/Group into contentACCESS

e grants contentWEB File Archive rights for the users involved in the LDAP path/Group.

Provisionable object

Mame: content&CCESS group

Prowisionahle object typer* Group -

@ Conrection successull

Save Cancel

Notification settings are used to set automatic email notifications to specific addresses if any

warnings/errors occur. Set the notification emails if necessary and save your settings.

Configuring aliases
What are aliases? Aliases are multiple folder paths with different names which point to the same

folder/set of files.

Currently contentACCESS uses aliases by mapping remote location paths to local paths, which is a
must-to configuration by the Remote shortcutting job. (For more information refer to section

Configuration of Remote shortcutting job.)

Configuring an alias for the Remote shortcutting job. If you are shortcutting remote shares, but
contentACCESS has archived the matching files on a local share, the shortcutting job must “pair” the
remote share with the local share to be able to replace the matching files with shortcuts on the
remote share and to open them. This “pairing” by the job can be done only in case, if remote and local

shares are “paired” in contentACCESS, too (i.e. Aliases are specified).
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Navigate to File Archive - Settings = Aliases tab on the Central Administration’s ribbon. On the

Aliases page click on + new:

W contentACCESS Central Administration

System File Archive Email Archive Custom plugins
Ea £x . 2 | & 0O .
=] [ — 1
B R S & L d s\ B %
Databases System Retentions Storages Root | Aliases |Schedules Prowisioning Jobs
settings folders settings
Edit Settings Archive

= Aliases

File Archive > Settings = Aliases

+ new

The Alias repository will open. The repository requires to specify the:

= Originallocation: select the file archive root folder from the dropdown list; this is the file path
used by the archive job

= Remote location: add the matching remote file path that needs to be replaced with shortcuts

Further click on Save. The Remote location that you configured here can be selected on the Remote

shortcutting job’s configuration page later on.

Alias repository

Original lacation: [ -

Remote location: Wianewsich

Save Cancel

Note: A path extension can be added when setting the remote file location on the Remote

shortcutting job’s configuration page.

Configuration of jobs available in contentACCESS File Archive

Once all the necessary settings are done, select the tenant and navigate to the File Archive tab. Under

File Archive - Archive group click on the Jobs control button, then click on + new option.
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% contentACCESS Central Administration
System | File Archive | Email Archive Custom plugins
Ea £ . —- = "0 <
- _I. -T?"\. —r 1
R B &8 & L dses = B |6
Databases System Retentions Storages Root  Aliases  Schedules Provisicning Jobs
settings folders settings
Edit Settings Archive

%1 Jobs
\ File Archive > Archive = Jobs

+

=l
=

new refresh 2 disable auto refresh

Note: You can configure a file system job either immediately, or later on with navigating to the file
system jobs’ page, using the “Configure” optionin the given job’s context menu. The job configuration
page can be also opened with a double click on the selected job in the jobs’ grid.
% Jobs
File Archive » Archive > Jobs

+ new = refresh e disable auto refresh

Filter: | Active jobs v

ol Display Name Type ¥ status
File syst &', b
72 File archive job o a‘rihsu):z em Idle Le ‘ Jo S
File Archive > Archive > Jobs
73 File restore job . :!;;’;ztem Idle
+ new 2 refresh e disable auto refresh
101 TAFile Archive | il egsizm Idle
archive
Start Filter: Active jobs
X stop
The page at tanews: 3333 says: ol Display Name Type ¥ Status
show last logs 72 File archive job - File system Kdle

Would you ke to configure this instance now? archive

Cancel

Screenshot A: Configure the job
page
immediately when it is created

Edit
Deactivate
Delete

Screenshot B: Opening the job’s configuration

page from its context menu

. Flle systern

Idle
restore

73 File restore job . double click
. File system

TAFile Archive
archive

Idle

Screenshot C: Opening the job’s configuration

with a double click in the grid

Configuration of File system archive job

In this section we will configure a file system archive job, which will run every day from 6 PM, will
archive our 1-2 year old files, and the archived files will be replaced with shortcuts. Our database,

storage, root folder, retention and scheduler are already configured. Navigate to File Archive >
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Archive = Jobs button, click on +new. In the Add new job instance dialog select File system archive
job from the Available jobs: dropdown list. Select the node where the job should run from the Run on
node list. Now we you would not like to specify a node, so we select “Any available”. Enter a Display

name, and click on Add.

Add new job instance

Duailable jabs: File systern archive M
Run on node: Ay available M
Display name: 1tao 2 year old files
Description: Plugin far File systern archiving,

Add Caniel

On the job’s configuration page go through the following sections; most of them are mandatory,

filtering settings are optional:

v'Scheduling settings:

In this step the running times of the archive job must be selected. It is possible either to select a
scheduler from the list or to create a new scheduler via create new option. For archiving job it is
recommended to set up a scheduler which will run always, or in certain times during the week. Our
jobwill run every day from 6 PM till midnight, after business hours. (For more information about how

to set schedulers refer to the section Schedules above.)

Scheduled in: Every day at 6 P -

v'Retention settings:

Under retention settings the administrator may select a previously configured time period. During
this time it will be disabled to delete the archived items from the storage. It is recommended to set
here a time interval based on data recording regulations required either by the law of the country, or
by internal company policies. In our country the required retention time is 10 years, so we set this

here. (For more information how to set retentions check section Retentions above.)
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Retention: Retention required by lawe (10 wears) -

v Shortcut settings in File archive:

The user may decide, if the files will be archived using shortcuts or will be simply archived, creating a
backup file to the original. It is also possible to set automatic deletion of the original document from
the file system location. There are 3 shortcut types available in file system archive (the state before

and after the archiving process is illustrated on the respective screenshots):

a) Keep original method (backup files with versioning) is often used on a daily basis. The main
advantage of this processing type is, that the documents are ready at hand at any time, and the
versions can be accessed from the archive at any time, too. This method keeps the original item in

the original file location:

b) Create shortcut from original item: Files older than 1 year are usually archived with this
shortcutting method. The main advantage of this method is the spared space on the computer. In case
of need, the documents can be easily retrieved from the archive with clicking on the respective

shortcut.

If the user modifies the file and saves it to the original location again, then the next archive job will

create a new version from it into the archive, and will synchronize the shortcut with this new version.

c) Delete original: with this method the user deletes the file from the original location when archiving
it. This processing type is often used when the document is not in use any more, but it must be

restorable until a definite date required by the general records retentions of the country.

It depends on a particular situation, which method is advisable to use. You can use all methods
simultaneously to have your daily backup — create versions when files are changed, or archive with

shortcutting or delete original method in case of old(er) files.

Shortcut processing bype: Create shortcut from ariginal iterm|

Wirtual drive server narme: Keep ariginal item Use default (tanewes)

Create shortcut from ariginal item

Delete ariginal item

Inthis use case we will archive by using shortcuts. If you decide to use shortcutting, it is also necessary
to specify the Virtual drive server name. This is the name of the server where the virtual drive is
installed. In our case it is tanews. It is strongly recommended to use a name of the server under which

it will be always accessible (DNS alias at best). This server name is then included in the generated
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shortcuts. By using the Use default checkbox you may automatically select the Virtual Drive, which
is already configured in the System - Client Applications 2 Virtual Drive configuration section. It
is very useful to use this option, as if the Virtual Drive server name has been changed, then you have
to change these settings on the Virtual Drive configuration page only. (For more information refer
to section “Virtual drive”.) On the jobs’ configuration page the default Virtual Drive will be

prepopulated.

With clicking on the Test button it is allowed to check if the connection to the Virtual drive server

was established.

Shortcut processing type: Create shortout from ariginal item -

Wirtual drive server name: Use default {tanews)

& Connection successfull

Test

Note: Virtual drive is included in the content ACCESS setup package. It needs to be configured with
navigating to System tab - Client applications - Virtual drive configuration button on the ribbon. For
further information how to install and launch it please refer to the Virtual Drive Installation Manual
uploaded here. After these necessary steps it will be shown among another drives (by default the
Virtual drive will be the Z drive).

W contentACCESS Central Administration

Systermn File Srchive Ermail Archive Custam pluging
1 B = °® ® e & =] . =] ‘% = - - - »
] 8 . - A 4 7 8
ko s B & % B g B U0 5 it E %W % ¥ %=
Cannection  User Users Systern Login Systern  Licensing Motifications Manitaring  Cluster | Tenants Al content/EB officeGATE accessGATE  Wirtual drive

interface administrators providers databases mobile  configuration

f

Edit Application Settings Security Services Tenants Client Applications

Note: The shortcuts used in file archive system are compatible with Macintosh operating system, too.
It is a must to install TECH-ARROW'’s WinShortcutter application on every client machine. It can be

downloaded either from the Tools of the contentACCESS setup, or from our website, here.
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Note: It is important to bear in mind that archiving an HTML file with the shortcutting method in
contentACCESS File Archive has certain technical limitations. If an HTML file to be archived contains
pictures, then after the archiving process these pictures will not be visible when trying to open the
HTML over the shortcut in the original location. Nevertheless these pictures will be still accessible
with opening the HTML from the Virtual Drive.

v'Folders to process:

In this section the user is required to select the local folder(s) or remote share(s) where the system
data are located and will be archived. There are two available options how the list of folders may be

specified:

a) Thefolder(s) may be added via +new option. In this case the folder(s) must be added manually

one-by-one. Click on +new to open the File Path dialog.

Click on “new” to specify the folder to be archived manually. In the “Folder to process” dialog unroll
the list of already created roots and select the one that should be applied. This dropdown lists the
roots that are already configured (in File Archive settings: File Archive = Settings = Root folders).
Enter the Relative path if necessary, test the path via the “Test” button and click “OK”.

Folder to process

Root Relative path
Wwtanews\TECH-ARROW files ta archive v inwoices

@ Conrection successfulll

4 import
o] 4 Cancel

b) The folder list may be also imported from a file. The file to be imported must contain the list
of folders that should be processed. Click the import button and the Import file location
dialog opens. Specify here the required settings according to chapter Importing

contentACCESS configurations from files of this guide.

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 159/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

./ OL" vision of technological evolution

% techarrow

Import folders to process

Please select 3 file to upload Browse..,

Make a new list, delete all existing items

® Skip existing items, import new ones

Irmport method: Please select an import method

Important!!! It is recommended to specify afile path that can be accessed from anywhere. This is quite
important also in case that the user has contentACCESS installed in a distributed environment (using

multiple cluster nodes).

v' Exclude folders

With this function you may set, which folders/subfolders should not be archived. If you would not

like to exclude any folder from the archive process, you can skip these settings.

The folders may be excluded using one of the available methods: a) The folders to exclude may be
added manually via the + new option or; b) may be imported in one of the available file formats via

the import option.

a) + new b))% import

a) Add the folders to exclude manually:
Click on + new option. In the Exclude folder dialog’s textbox specify the folder(s). Use the hints that

are listed in the same dialog.
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Exclude folder

Pattern: EB~

Test pattern

Exclude the folder Example on

Hint: “Example the root

\Exampley Exclude subfolders of the
folder Example on the root

Example Exclude all folders with name
Example

Examplelx Exclude all subfalders of
folders with name Example

Eyt Exclude all falders that start
wiith Ex

Exci Exclude subfolders of all
folders that start with Ex

Bk Exclude all falders that start
wiith Ex on the root
Exclude all subfalders of

HEMK folders that start with Ex on

the root

The entered pattern is case-insensitive

Save Cancel

Test pattern button

This button was developed to check, if the entered pattern will be suitable for the path that the user
would like to exclude from the archiving process. Click the Test pattern button to open the Manual
test of pattern matching window. Enter the folder path into the Folder path field, and click on Test
button.

The test will be successful, if the Pattern was entered correctly into the Exclude folder window.

Manual test of pattern matching

Pattern: EB&

Folder path:  EB&

@ The foider will be excluded

Test

b) Import the list of exclude folders:

Folders to exclude may be imported as files in one of the available formats: CSV, XML, Tab delimited

files or Space delimited file. The file to be imported must contain the list of folders to exclude. To

import such a file with the list of folders refer to chapter Importing contentACCESS configurations

from files of this guide.

v Item filtering:
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This configuration enables for the user to filter among items by 3 types of criteria: by age, size or file
type. It is also enabled to use more filters simultaneously. For filtering documents according to any of
these criteria activate the filter button by checking the checkbox next to it, then click on the activated

button.

Filkering type: Filters:
W Age filter

= Age filter:

With this filter the user may select files to process with a specific age. The user has multiple choices
here; he can select the filtration type from the list, and a) use either the Use dates option and pick
up a date from the calendar, or b) he can enter a value into days/months/years textbox and search

for the files which are younger than/older than or fall into time interval set here.

Using the creation date or modification date for filtering: By default the modification date is the
determinative date, but this can be changed by checking the “If creation date is younger than the
modification date, use creation date for filtration” checkbox. However, in certain cases the creation
date of afile is set to younger date than the modification date of a file. This happens, if a file is copied
to another external disk (for example from disk G to disk ). In this case the creation date will be set
to the date of the copy action. If the user would like to use this file in the future and would not like to
archive it, this enhancement that can solve this problem. With this feature it is possible to exclude the
file with the newer creation date from the archiving process. To create a proper archiving policy take

into consideration these rules: https://support.microsoft.com/en-us/kb/299648.

Examples of using dates:
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items younger than the specified
date will be processed

Age Filter

Select filtration type:
# Modification date is younger than
Modification date is older than

Modification date is in interval

Age Filter items older than the specified date
will be processed
Select filtration type:
hodification date is youngerthan
® Modification date is older than

Modification date is in interval

! Use Dates ! Use Dates
Younger Qlder
2/1/2013 100 PM - 2372015 12:00 PR -

Days Manths Years

Ifthe creation date is younger than the modification date, use creation date for
filtration

QK Cancel

Age Filter

Select filtration type:
Modification date is younger than
Muodification date is older than

® Modification date is in interval

| Use Dates

Days Maonths Years

If the creation date is younger than the modification date, use creation date far
filtration

K Cancel

items with the specified date
interval will be processed

Frorm

14172013 12:00 PrA -

From: To:

Ton
1712014 12:00 Prd -

Days Months Wears

| Ifthe creation date is younger than the modification date, use creation date for filtration

Examples of filtering using days/months/years:

QK Cancel

If the Use dates checkbox is not selected, then the date selection option becomes inactive. In this case

it is allowed to filter between items with Modification date is younger than/Modification date is

older than a certain number of days/month/years. Enter the value into the From, To checkboxes next

to the Days/Months/Years radio button (screenshot A). It is also allowed to filter out items which

belong to a certain period of time, e.g. items that are 1-3 months old (screenshot B). This age filtering

type should be used if you would like to archive items, which are older/younger than a certain number

of days/months/years (e.g. items older than 1 year). If the Age filter has been set click OK.
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Age Filter Age Filter
Select filtration type: Select filtration type:
Modification date is younger than todification date is younger than
* Maodification date is older than rdadification date is older than
hodification date is in intenal ® Modification date is in interval
Use Dates Use Diates
Older Fram Tao
1 Days Months @ Years Fram: |1 Ta: |3 Days ® Manths Years
If the creation date is youngerthan the modification date, use creation date for . - . .
filtration v If the creation date is younger than the modification date, use creation date for filtration
oK Cancel 0K Cancel
Screenshot A: Screenshot B

= Size filter: This filter can be very useful because it enables to find the biggest files to archive and
save space. For filtering files according to this criteria activate Size filter button by checking the
checkbox next to it, then click on the active button.
In the Size filter dialog choose from the filtering types (Bigger then, Smaller then, or Between

values), enter the size (in kilobytes) and click OK.

Size Filter

Select filtration type:

Smaller than

Betweeen values

Bigger
fi4 - kE

2

Ok Cancel

Screenshot: Files bigger than 64 kB will be processed

Important!!!: When the user changes the file content of an already archived item, e.g. deletes a picture
from the file and saves it to the original location, (and thus the file size will be reduced e.g. from 110
to 85 kB) and file size filter is set on >100 kB, then File archive job will not archive the newly created
item by the next processing. The newly created item will be saved in the original location, and the old

shortcut will be present in the original location, which will still link to the old file without any changes.

From this reason, it is recommended to always check the size filter settings, if a file has not been

archived by the next archiving process.
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= File type filter: This filter was improved to select certain file types for processing. For filtering
between documents according to this criteria activate File Type filter button by checking the
checkbox next to it, then click on the active button.
In the File Type filter dialog the user may select the file types that need to be processed (option
Process ONLY selected file types), or he may specify file types, that should be excluded from the
processing (DO NOT process selected file types).

File Type Filter

Filter items based on file types:

v Process OMLY selected file types DO NOT process selected file fypes

v xlsx
pills
wlthtml
sl
sl
sl
wlrnl
arml

zmla
e

Selected file types:

doc,docx jpg,pdf.xlsxlsx

Ok Cancel

In our use case we will set only age filter for files older than 1 year, but younger than 2 years:

Age Filter

Select filtration type:
Modification date is younger than
Modification date is older than

[ oiicatin date is in intervat

Use Dates

Filtering type: Fiters:
From To Al iterns from the interval 1- 2 years vl Bgefilter

From: |1 Taor |2 Days Months ® Years I

oK Cancel

v'Notification settings. Select here, when you will need to get notification emails from the File

Archive job. Itis possible to set here, if you need a notification email always/never, or, you need it only

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 165/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

./ OL" vision of technological evolution

% techarrow

if an error/warning occurred during the archiving process - for example, if the archive of one or more
items failed, then you may get a notification email about this error. Into the Recipient list textbox
insert the email addresses of the persons, to whom you would like to send these emails. It may
happen, that the files are modified too often, and too many version are created. With the Notify if
version count reaches option it is possible to define a maximum number of versions, over which the
notifications will be sent. It is recommended to set here a higher value. This feature might also be
used for troubleshooting purposes. E.g. if the number of versions gets higher than the value specified
here, then an error might have occurred during the processing. In this use case the notifications will

be sent to Walter White, if any errors or warning occur and/or version count reaches 50.

Send when: Errors orwarnings occur A
Recipient list: wwalter_nehite@te ch-arrows,corm
Matify if wersion count reaches: 50 -

v' Resource settings. Set the value, which will determine how many items will be processed

simultaneously by the file archive job. The recommended valueiis 2, as in our case.

*

Wéorker thread count: 2

4

At the end never forget to save your job configurations: click on Save in the left upper corner of Ul.

Now you need to wait till 6 PM, when the scheduler starts the job. Its running can be checked in the

file archive jobs’ grid.

% Jobs

File &rchive = Archive = Jobs
+ new 2 refresh e disable auto refresh

Filter: | Active jobs -

jin} Display Mame Type Status

72 1to 2year old files R file system Rurning

archive
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Where an end user may find his file system archive?

An end user has multiple choices where to view his archived files. He may either browse for them on
the Virtual drive, or he can view them in contentWEB (contentWEB is the archive interface of
contentACCESS). Virtual drive is a special contentACCESS extension developed by TECH-ARROW.
Even the archived item will not be present here on this drive (it will be present in contentACCESS),
but the user can browse for them here. This drive can be shared with any other users, so they can
have a very easy access to the archived files. The shortcuts that replace the originals can be opened

from the original file location. These shortcuts link to the virtual drive.

Configuration of a File system restore job

File system restore jobs are used to restore already archived items from shortcuts back into the
original file location. To create a restore job, navigate to File Archive - Archive - Jobs button (File
archive jobs page), and click on +new. In the Add new job instance dialog, select File system restore
job from the dropdown list, select a node where the job should run from the Run on node dropdown
list (if you would not like to specify a node here and the job should run on any available node, then

select “Any available”), enter a Display name, and click on Add.

Add new job instance

Available jobs: File system restore Y
Run on node: Any available r
Display name: File restore job

Description: Plugin for File system restoring.

Add Cancel

On the File system restore job’s configuration page the user is required to set the following sections:
v'Scheduling settings:

In this step the running times of the restore job must be selected. It is possible either to select a
scheduler from the list or to create a new scheduler via create new option. Restore jobs are run only
in specific cases. In most of the cases a One time scheduler is used for the restore job (e.g. with start
date 7t of September as in our case). (For more information about how to set schedulers refer to

the section Schedules above.)
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Scheduled in: On Tth of Sept v

v'Folders to process

In this section you have to select the local folder(s) or remote share(s) where the shortcuts — which
replaced the original files — are located. The job will restore the original files from these shortcuts.
There are 2 methods how these folders may be specified:

a) Via“new” button:

Click on + new andfill in the path to restore into the Folder to process dialog.

Folder to process
Root Relative path
= | linvaices

WitanewshTECH-ARROW files to archive

ﬂ") Conrection successfull

4 import
QK Cancel

b) Viathe "import” button:

Import the folder path(s) to be restored from a file. Click “import”, browse for the import file, select
the import method and specify the required settings, then upload the file with the desired file path(s).

Learn more about files to import in chapter Importing contentACCESS configurations from files of

this guide.

Important!!! It is highly recommended to specify file path(s) that can be accessed from anywhere. This
is quite important also if the user has contentACCESS installed in a distributed environment (using

multiple cluster nodes).

v' Exclude folders

With this function you may set, which folders/subfolders should not be restored. If you would not

like to exclude any folder from the restore process, you can skip these settings.
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The folders may be excluded using one of the available methods: a) They may be added manually via

the + new option; b) or may be imported in one of the available file formats via the import option.

a) + new b))% import

a) Add exclude folders manually:
Click on + new option. In the Exclude folder dialog’s textbox specify the folder(s) to be excluded. Use

the hints that are listed in the same dialog.

Exclude folder

Fattern: Flease enter the folder name
Test pattern
- Exclude the folder Example an
Hint: “Example the root

Exclude subfolders of the
folder Example on the root
Exclude all folders with name

WExamplei®

Example

Example
Exampley* Exclude a!l subfolders of
folders with name Example
Ext Exclude all folders that start
with Ex
Exci Exclude subfolders of all
folders that start with Ex
¥ Exclude all folders that start
with Ex on the raot
Exclude all subfolders of
LB folders that startwith Ex an

the root

The entered pattern is case-insensitive

Save Cancel

b) Import the list of folders:

Exclude folders may be imported as files in one of the available formats: CSV, XML, Tab delimited files
or Space delimited file. The file to be imported must contain the list of folders to exclude. To import

such afile with the list of folders refer to chapter Importing contentACCESS configurations from files

of this guide.
v Modification date

This section allows to command to a restore job to restore the archived item a) either with the original

modification date [original modification date (default)], or b) with the date of restore (restore date).
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Setthe rr}adiﬁcation date of original modification date (default) -
restored items to:
original medification date (default)

restore date

It is rather recommended to restore the item with the original modification date, which is also set as
default. However, “restore date” option might be useful in case, if an archive job on the selected folder
path is already running and the age filter is set to younger older than the restore date. With this
setting we can prevent the restored document from re-archiving. From this reason we also set in this

use case “restore date” option.

v" Notification settings. Select here, when you will need to get notifications from the File Archive
restore job. It is possible to set here, if you need a notification email always/never, or, you need it
only in case when an error/warning occurred during the restoring process - for example, if the
restore of one or more documents failed, then you will get a notification email about this error. Into
the Recipient list textbox insert the email addresses of the persons, to whom you would like to send
these emails. Notifications emails may be used as means of troubleshooting of possible

failures/errors. (In this use case we do not require such notifications, so we set it to “Never”)

Send wehen; Hewer -

Recipient list: johndoe@exarnple.corm,peterwhite@exarmple.carm, ..

v' Resource settings. Set the value, which will determine how many items will be processed

simultaneously by the file restore job. The recommended value is “2”.

YWi'orker thread count; g -

At the end never forget to save your job configurations: click on Save in the left upper corner of Ul.

The restore job has finished its task. The restored items can be viewed in the original file location,

with the restore dates.
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Configuration of File system recovery job

File system recovery jobs are used to re-generate afile system from the archive back into the original

file location. This processing type can be used in the following cases:

o The entire folder structure has been deleted;
o One or more folders have been deleted;
o One or more documents from the folder(s) have been deleted and the user needs to get back these

already archived documents from the archive.

The file system recovery is able to reconstruct the entire folder structure from the archive: the items
which have been already archived will be put back into their source location. It will also create the

folder if it was deleted from the folder structure. It is possible to recover any part of the structure:

o One or multiple folders;
o Recursive folder structure;

o One or more folder contents.

The file system recovery job is checking for the duplicates, so the same recovery job can be run safely

multiple times, duplicates will not be created:

o If there is a shortcut for the recovered file in the folder - the file won’t be recovered;
o If the file is already present in the folder - the file won’t be recovered;
o If the same file is archived multiple times into the same folder - only the youngest file will be

recovered.

The user has multiple options what to recover; it is possible to recover either the original file, or the
shortcut. The recovery job can be also used, if the user archived the files with the “delete” method,

and these files should be put back into the file system.

To create a recovery job, navigate to File Archive > Archive = Jobs control button, and click on
+new. In the Add new job instance dialog, select File system recovery job from the dropdown list,
select a node where the job should run from the Run on node dropdown list (if you would not like to
specify a node here and the job should run on any available node, then select “Any available”), enter a

Display name, and click on Add.
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Add new job instance

Luailable jobs: File systern recovery M
Fun on node; Ary available M
Dizplay name: Recover contracts

Description: Plugin far recovering file systern archive

Add Cancel

OntheFile system recovery job’s configuration page the user is required to set the following sections:

v'Scheduling settings:

In this step the running times of the recovery job must be selected. It is possible either to select a
scheduler from the list or to create a new scheduler via create new option. Recovery jobs are run
only in specific cases. In most of the cases it is recommended to set a One time scheduler for the
recovery job (e.g. with start date 7™ of September at 6 PM), or to start the job manually from the
status bar. (For more information about how to set schedulers refer to the section Schedules

above.)

Scheduled in: On Tth of Sept A

v'Processing settings:

There are two possibilities what to recover by the job: the user may recover either the original, or
the shortcut. If the user selects the shortcutting option, itis also required to specify the Virtual drive
server name. By using the “Use default” option the Virtual Drive that was already configured on the
Virtual Drive configuration page will be automatically preselected. It is recommended to use this
option, as if the settings have been changed on the Virtual Drive configuration page, the value will

be automatically used by the job, too, without a need to change the job’s settings.

Shortcut processing type: Recower shorbout v

Wirkual drive server narme: W Use default (tanews)

@ Cormedion successfull
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v'Folders to process:
In this section the user is required to specify one or multiple archive folder(s), or recursive folder
structure(s) that were deleted and need to be recovered from the archive. There are multiple options

how to add new source location(s) of which contents need to be recovered:

a) + new b)l®  import

a) Viathe + new option:

Click +new. The Folder to process dialog will open. In our case the contents of the “invoices” folder
(file path \\tanews\TECH-ARROW files to archive\invoices) was originally archived and deleted, and we
need these documents receive back from the archive. First we select the Root file path from the

dropdown list and enter the subfolder to the Relative path text box.

Folder to process

Root Relative path
Wanewsh TECH-ARROW files to archive * | invoices

@ Conrection successfull

[8]4 Cancel

b) It also possible to import the files to recover from a file, where the file path(s) are specified. To
import this file, click the “import” button and follow the steps specified in chapter Importing

contentACCESS configurations from files of this guide.

Important!!! It is highly recommended to specify the file location as a path that can be accessed from
anywhere. This is quite important also if the user has contentACCESS installed in a distributed

environment (using multiple cluster nodes).

v' Exclude folders
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With this function you may set, which folders/subfolders should not be recovered. If you would not

like to exclude any folder from the recovery process, you can skip these settings.

The folders may be excluded using one of the available methods: a) They may be added manually via

the + new option; b) or may be imported in one of the available file formats via the import option.

a) + new b))% import

a) Add exclude folders manually:

Click on + new option. In the Exclude folder dialog’s textbox specify the folder(s) to be excluded. Use

the hints that are featured in the same dialog.

Exclude folder

Fattern: Flease enter the folder name

Test pattern

Exclude the folder Example an

Hint: \Example the root

\Examplet* Exclude subfolders of the
folder Example on the root

Example Exclude all folders with name
Example

Exampley* Exclude a!l subfolders of
folders with name Example

Eu Exclude all folders that start
with Ex

Excii Exclude subfolders of all
folders that start with Ex

¥ Exclude all folders that start
with Ex on the raot
Exclude all subfolders of

LB folders that startwith Ex an

the root

The entered pattern is case-insensitive

Save Cancel

b) Import the list of exclude folders:

Exclude folders may be imported as files in one of the available formats: CSV, XML, Tab delimited files
or Space delimited file. The file to be imported must contain the list of folders. To import such a file

with the list of folders refer to chapter Importing contentACCESS configurations from files of this

guide.

v Modification date
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The files can be recovered either with the original modification date, of with the recovery date. It is
recommended to set the recovery date, if the folder is already processed by an archive job, and the

user wants to prevent the folder from re-archiving.

Setthe modification date of recovered itermns to: | [EIglelleEINyTatel ez alaygRe b1 1 150 0] ]

ariginal maodification date [default]

recovery date
v'Notification settings:

The user may select here, in which cases he needs to get notifications from the recovery job. It is
possible to set here, that the notification emails will be sent only in case of errors or warnings, or they
can be sent in all cases, too. Into the Recipient list textbox the user should insert the email addresses
of the persons, to whom these emails should be sent. Notifications emails may be used as tools of the

troubleshooting process.

Send wehen: Errors orwarnings occur -

Recipient list: first narme_last narme @example.carm

v'Resource settings:

The user may set a value here, which will determine how many items will be processed simultaneously

by the recovery job.

Warker thread count: 2

]

Configuration of Remote shortcutting job

Remote shortcutting job is a special job type, which is used with the file archive job together. This
type of job is used if you have several remote locations synchronized with your central data center,
you are archiving files in the data center with a File system archive job, and the remote files should be
replaced by shortcuts (by the Remote shortcutting job) to spare storage space on the remote shares.
contentACCESS is installed on the data center, and continuously archives the files already copied to

the data center. So the archiving itself is done by a standard File system archive job; the Remote
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shortcutting job is used to create shortcuts on the remote shares. Archiving from the data center can

be done with the shortcutting, journal or with the keep original method, so all types can be used.

Note: Remote shortcutting job can replace remote files with shortcuts only in case, if the matching
file in the data center (where contentACCESS is installed and file archive job is running) has been
already archived. The modification date of the remote file and data center-file must be the same,

too, otherwise the shortcutting job will skip the file and will write this information into the .log file.

On the chart below you can see the phases of this shortcutting process; contentACCESS server is

installed on the data center only:

1. The first chart illustrates the initial state of the remote shares and the central data center, where

the remote files will be synchronized;

1. INITIAL STATE

REMOTE SHARE 2
97
&l
==
REMOTE SHARE 1 D REMOTE SHARE 3
=) S
Rem: il \
emote fies (4 u_] o EI!J
B~ e
DATA CENTER

File older than
1 year W contentAcCEss

..

2. Onthe second chart you may see how the remote shares are synchronized by the data center (i.e.

files from the remote share(s) are copied to the data center);
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2. SYNCHRONIZING THE REMOTE SHARES WITH THE DATA CENTER
REMOTE SHARE 2

X
-
REMOTE SHARE 1 E REMOTE SHARE 3
#) %)
Remote files ﬁjﬂ,} 1 Eﬂ_]

BET [E
DATA CENTER D

File older than

1 year Y contentACCESS /

ONE-WAY
SYNCHRONIZATION

3. The third chart shows how the File system archive job archives the files in the data center into the
contentACCESS database;

3. ARCHIVING DATA CENTER FILES REMOTE SHARE 2

%2
“Ea
=
REMOTE SHARE 1 FD REMOTE SHARE 3
%7 )
Remote files __/f m ?;qu]
- A
BR= =
E D DATA CENTER @

File older than

1 year Y contentACCESS

4. On the forth chart the already archived, <1 year old files (the age is specified in the Remote

shortcutting job) are replaced with shortcuts on the remote share; this process is executed by the
Remote shortcutting job;
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4. SHORTCUTTING REMOTE FILES REMOTE SHARE 2
K7
~Ea
_—
REMOTE SHARE 1 ﬁ REMOTE SHARE 3
7 )
Remote files ED‘J Eu-_]
D DATA CENTER E

File older than
1year Y¥  contentACCESS
/

&
IE'j SHORTCUTTING
—

5. Thelast picture illustrates, how the shortcuts on the remote share are synchronized with the data

center files (i.e. the data center files are also replaced with shortcuts).

5. SYNCHRONIZING SHORTCUTS IN THE DATA CENTER REMOTE SHARE 2
%)
]
=
REMOTE SHARE 1 FD REMOTE SHARE 3
fs ,.') )
Remote files \&'/i qJ L: ’q}
- A
BE= =
= DATA CENTER D

%W contentACCESS

SYNCHRONIZATION

In this section we will configure a Remote shortcutting job, which will run every day from 6 PM and

will replace our remote files with shortcuts, that weren’t touched for a year (modification date is > 1
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year). Theremotefiles are located in “\\tawin10\........\Test documents for Remote shortcutter job\”.
Let’s assume that the remote files have been synchronized with the files in a data center and have
been already archived, so our archive database is already configured in contentACCESS. (For more
information refer to section Databases) We also assume, that the remote share’s file path and the
data center’s file path have been configured on the Aliases page. (For more information refer to

section_ Configuring aliases.)

Navigate to File Archive = Archive = Jobs button, click on +new. In the Add new job instance dialog
select Remote shortcutting job from the Available jobs: dropdown list. Select the node where the job
should run from the Run on node list. Now we you would not like to specify a node, so we select “Any

available”. Name it, and click on Add.

Add new job instance

Auwailable jobs: Rermaote shortcutting v
Run on node: Ay available -
Display name: Affiliate_shortcutting|
Description: Plugin for file systern shortcutting in rernote
lacatian,
Ldd Cancel

On the job’s configuration page go through the following sections; most of them are mandatory,

filtering settings are optional:
v'Scheduling settings:

In this step the running times of the shortcutting job must be selected. It is possible either to select a
scheduler from the list or to create a new scheduler via “create new...” option. It is recommended to
set up a scheduler which will run always, or in certain times during the week. Our job will run every
day from 6 PM till midnight, after business hours. (For more information about how to set schedulers

refer to the section Schedules above.)

Scheduled in: Ewery day at 6 PhA -

v'Processing settings
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Enter the server name, where the virtual drive has been installed (DNS alias at best). Virtual drive
will be used to open the shortcuts linking to the archived files.

By using the “Use default” option the Virtual Drive that was already configured on the Virtual Drive
configuration page will be automatically preselected. It is recommended to use this option, as if the
settings have been changed on the Virtual Drive configuration page, the value will be automatically

used by the job, too, without a need to change the job’s settings.

Wirtual drive sercer name: v Use default ftanews)

& Connedion successfull

v'"Remote file system locations

In this section the user needs to specify the remote share(s) containing the files to be replaced with a
shortcut. It is also possible to specify multiple remote shares. Only the remote file path(s) specified
on the Aliases page will be listed in the dialog. (For more information about configuring aliases refer

to Configuring aliases.)

Click on +new and the Remote file path dialog will open. Unroll the Alias dropdown list and select the

alias that the job should use. The relative folder path must be set in the Path extension text box.

Remote file path

Alias Path extension
wkawin10hyeh l |:uments\Test documents for remote shortcutterjob”

Test

[o].4 Cancel

v Item filtering:

This configuration enables for the user to filter among items to be shortcutted by 3 types of criteria:
by age, size or file type. It is also enabled to use more filters simultaneously. For filtering documents
according to any of these criteria activate the filter button by checking the checkbox next to it, then

click on the activated button.
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= Agefilter:

With this filter the user may configure, how old files should be processed by the shortcutting job.
The user has multiple choices here; he can a) use either the Use dates option and pick up a date from
the calendar, or b) he can enter a value into days/months/years textbox to process the files which

are younger than/older than or fall into time interval set here.

The shortcutting job is checking if the modification date of the remote files is the same as the
modification date of the data center files. If the dates are the same, the job replaces the remote files
with a shortcut; if the dates are different, it skips the remote files and writes this information into the

Jlogfile.

As we would like to replace with shortcuts remote files older than 1 year, we set “Modification date

is older than” 1 year in the Age filter repository window.

Age Filter

Select filtration type:
Modification date is younger than
® Modification date is older than

Modification date is in intersal

Use Dates

Older

1 Days konths  ® Years

If the creation date is younger then the modification date, use creation date for
filtration

Ok Cancel

Screenshot: Remote files older than 1 year will be replaced with shortcuts

= Size filter: This filter can be used, if you would like to replace with shortcuts only files of a certain
size. Touseit, activate Size filter button by checking the checkbox next to it, then click on the active
button.
In the Size filter dialog choose from the filtering types (Bigger then, Smaller then, or Between

values), enter the size (in kilobytes) and click OK.
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Size Filter
Select filtration type:
® Bigger than
Srmaller than
Between values
Bigger
[ 2] ke
Ok Cancel

If the user would like to process all files of the remote share, he can skip this filter settings (like in this

use case as well).

Important!!!: When the user changes the file content, e.g. deletes a picture from the file and saves it
to the original location, (and thus the file size will be reduced e.g. from 110 to 85 kB) and file size filter
is set on >100 kB, then the shortcutting job will not process the newly created item by the next
processing. The newly created item will be saved in the remote location, and the old shortcut will be

present in the remote location, too, which will still link to the old file without any changes.

From this reason, it is recommended to always check the size filter settings, if a file has not been

replaced by a shortcutting job.

= File type filter: This filter was improved to select certain file types for processing. For filtering
between documents according to this criteria activate File Type filter button by checking the
checkbox next to it, then click on the active button.
In the File Type filter dialog the user may select the file types that need to be processed (option
Process ONLY selected file types), or he may specify file types, that should be excluded from the
processing (DO NOT process selected file types).

File Type Filter

Filter items based on file types:

Frocess OMNLY selected file types DO MOT process selected file types

[0]:8 Cancel
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If you need to process all files on the remote share, skip these settings.
v Notification settings. Select here, if you will need to get notification emails from the Remote
shortcutting job, and in which cases you would like to get such email message.

Into the Recipient list textbox insert the email addresses of the persons, to whom you would like to

send these emails.

Send when: Errors occur -

Recipient list: wialter_white@tech-arrom.corm

v' Resource settings. Set the value, which will determine how many items will be processed

simultaneously by the job. The recommended value is 2, as in our case.

Wi¥arker thread count: 2

4

At the end never forget to save your job configurations: click on Save in the left upper corner of Ul.
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Active/inactive documents in File system archive

Definition of terms: file = file on the file system; item = archived file in the archive

To avoid displaying duplicate items in the archive the user has got the choice to filter between active
and inactive items in the contentACCESS archive (contentWEB). A duplicated item is created, when
afileis processed multiple times and is saved into the archive multiple times. A typical use case might
be, when a user copies a file from one source folder to a target folder in his file system, then deletes
the file from the source folder. Let’s assume, that the archive job meanwhile caught and processed
both files (created duplicates in the archive). To avoid the user from confusing, the files processed in
the source and target folder need to be differentiated from each other in the archive. The file archived
from the source location will be inactive in the archive (the file in the source location is not available
on the user’s side, the user deleted it); the file archived from the target location will be active in the
archive (the file in the target location is available for the user). The contentWEB active/inactive filter

makes it easy to display the actual (last touched) files in the archive.

When is an item/folder inactive in the archive? An item/folder gets an inactive status in the archive, if
the file/folder no longer exists in the file system (neither the original, nor the shortcut to it). Once
the item is touched (e.g. versions were created, it was restored by a job, or recovered), its status will

turn to active.

When an archive job is running, it is synchronizing the current state of the archive with the state of
the file system. The following tables will give an overview to a user, when an item is active/inactive in
the archive. The light blue cells contain the files/folders that are found by an
archive/restore/recovery job in the file system (on the user’s side), the grey cells inform the reader

about the action that the job performs when it finds this particular file/folder.

Archive with shortcutting method

File system

(user’s side)
Is item in archive in the same location?

A) Shortcut was found by NO: the job will duplicate the item to the new
the archive job location. The shortcut will be updated with a

YES: the job does not touch the shortcut.
new ID. The new item will be ACTIVE (the old
The item will be ACTIVE.

item is not touched).
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B) File was found by the

archive job

Is item in the archive?

YES: If the file was changed, a new version
will be created in the archive, and the file
will be converted to shortcut. The item
will be ACTIVE in the archive.

NO: The file will be archived and the file will be
converted to shortcut; the item will be
ACTIVE in the archive.

C) No shortcut, no file
was found by the archive

job

YES: the item will be INACTIVE in the

archive.

NO: no action will be performed by the job

D) Folder no longer exists

Is folder in the archive?

YES: folders will be INACTIVE

(recursively); items will be INACTIVE

E) Folder exists

Is folder in the archive?

YES: permissions will be actualizes and
the folder will be set to ACTIVE

NO: it will be archived and will be set to
ACTIVE

Archive with the “Keep original” method

File system (user’s side)

Is item in archive in the same location?

A) Shortcut was found by

the archive job

YES: the job does not touch the shortcut.
The item will be ACTIVE.

NO: the job will duplicate the item to the new
location. The shortcut will be updated with a
new ID. The new item will be ACTIVE (the old

item is not touched).

B) File was found by the

archive job

Is item in the archive?

YES: If the file was changed, a new version
will be created in the archive, and the file
will be kept in the file system. The item will
be ACTIVE in the archive.

NO: The file will be archived and the original
will be kept; the item will be ACTIVE in the

archive.

C) No shortcut, no file
was found by the archive

job

YES: the item will be INACTIVE in the

archive.

NO: no action will be performed by the job.

D) Folder no longer exists

Is folder in the archive?
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YES: folders will be set to INACTIVE

(recursively); items will be set to

INACTIVE.

E) Folder exists

Is folder in the archive?

YES: permissions will be actualized and
the folder will be set to ACTIVE,

NO: it will be archived and will be set to
ACTIVE.

Archive with the “Delete original” method

File system (user’s
side)

Is item in archive in the same location?

A) Shortcut was found by

the archive job

YES: the job does not touch the shortcut.
The item will be ACTIVE.

NO: the job will duplicate the item to the new
location. The shortcut will be updated with a
new ID. The new item will be ACTIVE (the old

item is not touched).

B) File was found by the

archive job

Is item in the archive?

YES: If the file was changed, a new version
will be created in the archive, and the file
will be deleted from the file system. The
item will be INACTIVE in the archive.

NO: The file will be archived and the original
will be deleted; the item will be INACTIVE in

the archive.

C) No shortcut, no file
was found by the archive

job

YES: the item will be INACTIVE in the

archive.

NO: no action will be performed by the job.

D) Folder no longer exists

Is folder in the archive?

YES: folders will be set to INACTIVE

(recursively); items will be set to

INACTIVE.

E) Folder exists

Is folder in the archive?

YES: permissions will be actualized and
the folder will be set to ACTIVE.

NO: it will be archived and will be set to

ACTIVE.

Note: The user may browse for his archived items either in contentWEB, or on Virtual drive. By

default, Virtual drive displays the active items only, but this is configurable from the Virtual drive’s

configuration page (System = Client applications = Virtual drive configuration).
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File system (user’s side)

Action performed by the restore job

A) Shortcut found

The job restores the original into the file system location; the item in the

archive will be set to ACTIVE.

B) Noshortcut found

No action.

Automatic recovery

File system (user’s side)

Action performed by the recovery job

A) File found

No action, file will be skipped.

B) Shortcut found

No action, shortcut will be skipped.

C) Nothingfound

C/1) If the job configuration requires to recover original: the original will be

created in the file system; the item will be ACTIVE in the archive.

C/2) If the job configuration requires to recover shortcut; the shortcut will

be created in the file system; the item will be ACTIVE in the archive.

Manual recovery from contentWEB

File system (user’s
side)

Action performed by the manual recovery

D) File found

No action, file will not touched, it will be skipped. The item will be ACTIVE in the archive.

E) Shortcut found

Shortcut will be replaced by the original file in the file system; it will be ACTIVE in the archive.

F) Nothing found

New file will be created in the file system; the item in the archive will be ACTIVE.

Other use cases:

v" The shortcut is deleted from file system: during the archive process nothing happens in the

archive, the items change to INACTIVE if they were active before.

v" The shortcut is moved: the item is duplicated to the new location. The new item is ACTIVE. The

old item will be INACTIVE if there is no file or shortcut at the old location.
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Email Archive

Today companies have a growing need to create a safe archive for storing their company documents
(mainly accountant documents). The reason for this growing demand is that these documents must
be accessible during a certain period of time determined by the regulations of the country and of the
company itself. contentACCESS Email Archive solution offers long-term storage of emails with easy
search (over contentWEB) and retrieval capabilities saving the space on the Exchange server. For the
moment the following store types are supported: Disk Store, inPoint, iTernity, Easy and Perceptive.
Processingis ensured both from the local Exchange servers, or from the cloud (O365). These archived
documents can be also accessed/restored/recovered from the archive in case of need. Restore and
recovery functions are ensured either with automatically running jobs, or they can be restored back
manually from the archive (contentWEB). contentACCESS is a brilliant solution for archiving emails

into supported or any implemented third party storages.
There are two main methods of archiving available with contentACCESS Email Archive:

v'Archiving by scheduled jobs, which are configurable in the contentACCESS Central Administration
- archiving process running in the background according to pre-defined settings.

v'"Manual archiving/restore directly from MS Outlook with the help of Mail app feature (in case of
Exchange 2013) or OWA 2010 extension (if Exchange 2010 is used).

The following processing types are available when archiving from the Exchange server:

v'Archive with keeping the original item in the source location - this processing method is generally
used to archive emails younger than 1 year.

v'Archive with shortcutting method (transparent shortcuts in case that MS Outlook is used; HTML
shortcuts in case that MS Outlook can’t be used (OWA) - shortcuts are used by archiving mailbox
items, which are older than 1 year, but younger than 2 years and must be easily accessed without a
need to search for them in the archive; it also helps to save storage space.

v'Archive with delete method - the mailbox items older than 2 years are usually deleted from the

source location (but they are stored in the archive during the required retention time).

The mandatory email archive settings can be done directly from Email archive tab—> Settings group

(Screenshot A).
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W contentACCESS Central Administration
Systern File &rchive | Ernail &rchive | Custorn plugins
I »a D) -
- - . s (@] 1
lfﬂj} B = £ = = flu 4 B we @ e )
Databases System  Provisioning Retentions Shortcut Storages Schedules User “Wiewr address  lobs Legqacy data
settings settings configuration experience boak configuration
Edit Settings Archive Miscellaneous

Screenshot A: Required settings in email archive

The steps described in section “Important settings before creating an Email Archive job” will lead

you through the settings that need to be done before starting to configure an Email archive job. When
navigating to the Email archive tab for the first time, the user needs to activate Email archiving with

aclick on Activate button (Screenshot B).

% contentACCESS Central Administration

Systern File Archive Ermail &rchive Custar plugins

Activate

Ernail &rchive

Screenshot B

With this action a provisioning job will be automatically created which will perform necessary

synchronizations in the background.

Important settings before creating an Email Archive job

1) Itisrequired toinstall the proxy (refer to section “Installing the Proxy server”).

2) Navigate to System tab = Tenants group and make sure that a tenant is created and a user to this

tenant is associated (for more information refer to sections “Tenants in contentACCESS” and

“How to provide access to a tenant”).

3) Also make sure that the needed database(s) are created (for more information refer to section
“How to create/configure databases — All databases”).
4) Under System - Services - System check if the Database, FQDN and LDAP settings are well

configured (for more information navigate here: “System”).

5) Configure the mandatory settings accessible in the Email Archive - Settings group. The
configuration logicis from left toright. If you follow this logic, then all the necessary configuration

will be done for the next step.
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Note: These configurations are described in the details in this section below.

Assign a database and storage to the mailbox that will be archived (for more information refer to
section “Database and store assignment in email archiving”; if a database and storage has not

been assigned manually, the first running email archive job will assign them to the mailbox.

Email archive settings: Navigate to Email Archive 2 Settings group. Here can be set the mandatory

settings and many useful criteria for automated email archiving:

v'Tenant database connections can be configured,;

v'System settings can be performed;

v'Provisioning settings can be set;

v'Retentions can be created; the retentions configured here can be selected on the jobs’
configuration page;

v'Shortcuts and further processing types can be configured; the processing types configured here can
be selected on the jobs’ configuration page;

v'Schedulers can be set; the schedulers configured here can be selected on the jobs’ configuration
page;

v"and User experience configurations can be accessed from here, too.

W contentACCESS Central Administration

Systerm File &rchive Ernail &rchive Custom plugins
I [ & | 0] ~
E A - Y 7 [ @ =

B E B & B | 8 = 2 4 2
Databases Systern  Prowisioning Retentions| Shortcut  Storages Schedules User Wiew address  Johs Legacy data
settings settings configuration experience book configuration
Edit Settings Archive Miscellaneous

Database settings

Navigate to Email Archive - Settings - Databases:

System File Archive

Email Archive

Custam pluging

K = 4 o]
= A ; .| @
nQ ﬂ =i LY = = L 17} -} =: | L] LY [
Databases | System  Prowisioning Retentions  Shorteut  Starages Schedules Usey  Viewaddress Jops | Legaoydata
settings  settings configuration b configuration
experience
Edit Archive Miscellaneous
»a
B2 Datab
o Databases
Email Archive > Settings > Databases
+  new
Connection name Sanver Type Databas= schema User Ts default

TESTDB

File Archive DB

Store DB

STORE REFLICATION DB
Email Archive DE_new
EX-emplayees’ DB
LeganyDB

Email Archive DB

= TAREWS
=t TAMEWS
o tanews

o TANEWS
o TAREWS
o TAREWS
o TAPAMOL
= TANEWS

MSSQL
MESQL
MESQL
MESQL
MSSQL
MSSQL
MSSQL
MsSQL
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Here can be found the full list of all accessible databases configured for the tenant. Database settings
enable to choose the destination on premise or cloud, where the processed metadata will be stored.
For further information how to add new databases and perform database settings please refer to

section “Databases”.

System settings
General Email archive system settings are available on the System settings page. To configure these

settings navigate to Email Archive - Settings = System settings on the ribbon:

Tenant: TECH-BRROW = &= 2 -

onte al A0 AT 1
System File Apchive Ermnail Archive Custom plugins

k2 = R o
o kWd =8 (35| BB L] (W @ m 2 B ¢ -
Sawe  Discard  Databases| System | Provisioning Retentions  Shortcut  Storages Schedules  User e labs legacy data
changes settings|  settings configuratior expetience  address configuratior
book
Edit Archive Miscellanzous
%= System settings
Ernail Archive » Settings > Systern settings

a)

Database connection: Emnail &rchive DB - @
b)

Exchange server type: Exchange COnline [(D365) -

Exchange server interface wersion:

Ewyis el

Powvershell Url:

PoweerShell auth:

bax connection count:

Ignore 551 errors: Im]

Keep connection alive: il

User name: ecso@tech-arrow.com

Password:

Confirm passwiard:

Test

c)

Use forestwide queries: |—
d)

Exclude message classes: _| tails vl Posts _‘ Documents leppDintments /l Contacts vl Distribution list /l Tasks

Exclude custom message classes add custam message cass

Custorn mesmage chses

Mo data to display

a) Database settings: Select the Email archive database from the dropdown list, that you have
already configured on Email Archive = Settings = Databases page (in our case it is database “Email
Archive DB”). This selected database will be used by the provisioning job. The provisioning job will

store here the metadata during the synchronization process.
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b) EWS settings:

Under Exchange server type and Exchange server interface version select the type and version of
the server where your email provider is running.

Then enter the EWS URL, PowerShell URL and the PowerShell authentication. These data must be
requested from the email provider that you use.

Under Max. connection count option the user may define, how many parallel connections will be
maintained by the system when connecting to PowerShell.

If you do not have a valid certificate, you can check the Ignore SSL errors checkbox.

Keep connection alive: If it is turned on, then the connection between contentACCESS and the
Exchange server is cached, which increases the performance. If the Exchange is load balanced, some
requests can land on another Exchange which causes errors in contentACCESS. In these cases
unchecking the keep alive option will destroy the connection after each request and will rebuild it on

the next request.

= |f you are communicating with one Exchange server: turn it on to increase the performance
= If you have a load balanced Exchange environment and there are communication problems

with the Exchange: it is recommended to turn it off

Further enter the applicable User name and Password to connect to the Exchange (use explicit
credentials or log in under service-credentials).

We recommend to run a test connection via Test button.

Important!!! The user set under Exchange connections must have a full access to the mailbox(es) that
he/she would like to archive. Provisioning job requires to have “View-Only Organization
Management” right on the Exchange. “Organization Management” rights are required if Mail app will

be also used.

c) General settings: Forest wide queries option allows to list the users and groups in other child
domains. The option is available by On-premise Exchange server type only.

Many big companies are separating the users from resources into multiple child domains. Without
that option the email provisioning will search only the current domain (where the MS Exchange is
installed) but not the others. Using this option, the searching will be extended to look into other

domains too. This option has some impact on the provisioning performance.
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d) Exclude message classes: Enables to exclude certain message classes from the email archiving
process on the level of the tenant. This feature can be quite useful for companies who have a policy,
that certain message classes, e.g. Contacts, Tasks etc. mustn’t be archived. Here you can also exclude
custom message classes. E.g. if your company already has a third party archive, then you can exclude
these already archived emails from the re-archiving process. Wildcards are also supported in the
exclude message class list. Supported formats are: contains: *Test*; EndsWith: *Test; StartsWith:
IPM*,

Important: In case of custom Exchange solution(s) used for emails the custom email properties will
not be archived! The recommended solution: do not archive these emails and/or use the exclude

feature for these custom message classes.

Important: It is important to bear in mind that the message class settings performed within Email
Archive > Settings > System settings, under section Exclude message classes will always take

priority over the message class filtering configurations of an archiving job.
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Provisioning settings

The mailbox provisioning job is an elementary job, which is intended to extract Exchange groups and
subgroups on the Exchange server, and synchronize their changes with contentACCESS. For
example, if a new user has been added to an Exchange group which is under archiving process, the

Ill

provisioning job will “point out” this change and the mailbox of this new user will be crawled/archived

automatically. Provisioning job will synchronize the mailbox permissions as well.

In contentACCESS, a provisioning job is created automatically when activating email archive for the

first time.

Navigate to Email Archive = Settings 2 Provisioning settings:

W contentACCESS Central Administration Tenant: TECH-ARROW -~ &~ P~
System File Archive | Email Archive | Custom plugins ~

Ea it @ e =
| ¥ — 3 i P z N1 "
o kd =B ¥ = {7 ) Crm o LS e
Save  Discard | Databases System | Provisioning |Retentions  Shortcut  Storages Schedules — User View address  Jobs Legacy data
changes settings|  settings configuration experience book configuration

Edit Archive Miscellaneous

E P P - ‘tt. ~
Email Archive > Settings > Provisioning settings
A
+ start immediately 2 refresh e disable auto refresh @ deactivate job ul  logs s edit
Status: Idle
Progress: 30 mailboxes processed (7 mailboxes added, 1 mailk skipped, 22 mailk updated, 3 groups added, 25 groups skipped, 4 groups updated) (completed 2 months ago)
a) Force full crawl (Click to maintain a full crawl for the next provisioning run.)
b)
Scheduled in: Provisioning scheduler -
c)
Send when: Mever v
Recipient list
d)
Please choose servers or groups you decided to process by provisioning job. If a server is selected, all the groups in it will be processed.
Servers: & select
Name Server DN
Office365 *** Office365
e)
Groups: 1 a4 select 2.4 add
v

The status bar of the provisioning job offers the following options:
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W contentACCESS Central Administration Tenant: TECH-ARROW ~ &~ *
System File Archive | Ermnail Archive Custom plugins
LB B . = m
A - hd ]
o = % [ = 5l fu & C= £ 4 9]

Databases Systern | Prowisioning| Retentions  Shortcut  Storages Schedules User Wiew address  Jobs Legacy data

settings | settings configuration experience baok configuration

Edit Archive Miscellaneous

k= Provisioning settings

Email Archive » Settings > Provisioning settings

>»

«  start immediately 2 refresh e disable auto refresh @ deactivate job ul  logs 7 edit

Status: Idle
Frogress: (| mailboes processed (completed 1 day aga)

If a scheduler has not been selected, the provisioning job can be still started (and also stopped)
manually with the “start immediately/stop” control button. For manual refresh of provisioning
progress information, click on “refresh” button. To enable\disable auto refresh in every 5 seconds,
click on “enable auto refresh”/“disable auto refresh” button. The provisioning job can be also
deactivated with the “deactivate job” button. A deactivated job will not start neither automatically,
nor can be started manually. The “edit” button is used to select the node, where provisioning job will
be run. The user may also rename the provisioning job from here. To view further event details of
provisioning job (and also to detect any potential failures/errors in the provisioning events) click on
“logs” button. This will redirect you to the monitoring page, where the last run of the provisioning job

will be preselected, and the last events will be shown in the events table.

CAY Run is 'Mailbox Provisioning Job 8/10/2015 5 3335 PM"
& startdate - End date Date - Title Deseription
Job: Mailbox Provisianing lob @ | o/10/2015 5:34 Pt Flugin was finished successfully Flugin.MailboxFrovisioning
| 8102015 5:33 PM 541072015 534 M J —_—
[ g i 8/10/2015 5:34 Pht ontentACCESS user skipped from User news user’ permissions can't be set because the user SID could not be resolved,
T 632015 139 P 342015 139 P P
' ) 8/10/2015 5:34 FM ;De:';ei:‘;’;;(fﬁc“‘”‘k")”” from User "M/ permissions can't be set because the user SID could not be resolved,
73172015 1233 P 743142015 12:33 B
=] 8/10/2015 5:34 Pht ontentACCESS user skipped from User 'sa’ permissions can't be set because the user SID could not be resolied.
T 71572015 105440 THL5/2015 10:54 A4 P
’ ’ 8/10/2015 534 PM ;De:';ei:‘;’;;(fﬁc“‘”‘k")”” from User “administrator’ permissions can't be set because the user SID could not be resolved,
T 31502015 1052 M 741542015 10:52 AM
O ean0is s34 P Updating mailbox Updating mailso 26 fivladimiruerskow@tech-arrow.com)’ in OB,
O er0r2015 534 PM Updating mailbax Updating mailao 25 (s @TECHARROW, anmicrasaft.com)’ in DB,

With the arrows mark ( A ) at the right side of the status bar the user may collapse or expand the
progress information about the provisioning job’s running. The status bar’s last state is always stored,

and the last state will be opened by navigating to the page again.
The following configuration sections are available on the Provisioning settings page:

a) Force full crawl: The Exchange provisioning job is performing an incremental crawl of the
Exchange objects (mailboxes and groups). This means that if an object is not changed, it is not
necessary to access it. This makes the provisioning job faster and helps to use less resources. In
some situations however it is necessary to perform a full crawl of the objects - need to synchronize

every object, independently whether it was changed or not from the last synchronization. This can
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be done with a single click on the ,force full crawl!“ button, which is located under the status bar if

the provisioning job.

E= Provisioning settings

Email Archive » Settings > Provisioning settings

»

v start immediately 2 refresh ¢ disable auto refresh @ deactivate job ul  [0gs £ edit

Status: Idle
Progress: 0 rnailboxes processed (cornpleted 1day ago)

—_— Farce full crawl (Click to maintain a full crawl for the next provisioning run.)

On the provisioning page the user may configure the following settings to the Exchange provisioning

job.

b) Scheduling settings: Select the running times of the provisioning job or create a new scheduler.
For more information how to configure scheduler settings please refer to section Schedules

described above.

c) Notification settings: If the provisioning job could not run properly due to some reasons,
contentACCESS can send a warning about the problem. The notification email message will be
sent to the email address that is set here under Recipient list option. Here you can also choose,
when these email messages should be sent: only if errors occur, or when errors or warnings occur,

or always, regardless of the faultless running of the provisioning job.

d) Exchange servers: click on % select option and select the Exchange servers to synchronize from

the list of Select Exchange Server dialog.

Select Exchange Server
& refresh

Drag a column header here to group by that column

T Mame Server DN

Office365 Office365

Ok Cancel

If you select a server, then all mailboxes falling under this server and also all Exchange groups

within the organization will be permanently processed by the provisioning job. This will eventually
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mean that if a server is selected, then it makes no sense to select an Exchange group as well. If all

settings are done, click on OK. The selected server can be deleted from its context menu:

Please choose servers or groups you decided to process by provisioning job, If a server is selected, all the graups in it will be processed,

Servers: & select
Marme Serser DM
Office36s =0 Office3ns

e) Exchange groups: all users of an Exchange server fall under an Exchange group (or can belong to
even more Exchange groups simultaneously). In this section it is possible specify one or more
Exchange groups to be synchronized by the provisioning job.

Group(s) can be

> selected from the list of all groups available on the Exchange - Click on *select option and
select the groups in the Select Exchange Group dialog’s list (Screenshot 1).
» added manually to the groups to be provisioned - Click on + add and fill the group to the Add

Exchange Group dialog manually (Screenshot 2).

Select Exchange Group

2 refresh

Drag @ column header here bo group by that column

7 Mame Group DN

CM=Tenanttdmins_2092c OU=TECHARROW anmicrosoft.com, OU=Mi
Tenant&dmins_2092c Exchange Hosted

Organizations, C= EURPROSADNZ, DC=prod,DC=outloak,DE= cam
_ CM=Helpdeskadmins_3ffad,0U=TECHARROWY,onmicrasoft.com,OU= |
HelpdeskAdming_3ffad Exchange Hosted

Grganizations,DC= EURPROGANNZ, DC=prod, DC=outlook, DC= cam

CN=Views-Only Organization

— | Views-Only Organization Management, OU=TECHARROW, anmicro soft.com, OU=Micrasoft
Management Exchange Hosted
Organizations,DC=EURPROEA0N2,DC=prod,DC=outiook,DC=com
CN=Discovery

= Discovery Management Management, 0U=TECHARROW, anmicrosaft.com, Ol= Micras oft
Exchange Hosted

Organizations, DC=EURPROEA00Z, DC=prod, DC=outlook DC=cam
CHN=Records

7| Records Management Management, OU=TECHARROW,anmicra saft.cam, OL= Micras oft
Exchange Hosted
Grganizations,DC= EURPROGANNZ, DC=prod, DC=outlook, DC= cam

CN=Help Desk, OU=TECHARROW. anmicrosaft.com, OU=Micrasoft
Help Desk Exchange Hosted
Organizations,DC=EURPROEA0N2,DC=prod,DC=outiook,DC=com

Ch=R t
= Mana;;I£LE:§0U=TECHARROW‘Unm\cmsuv”t.cum,OU=M\crusuft Add EXChange GmUp

Recipient Management Euhange Hosted
Qrganizations, 0C=EURPROGAD0Z, DC=prod, DC=outlook DC=cam

CH=UM MName: Organization management
| UM Management :I(ar::ﬁ;:’\imt;&a:TECHARROW‘nnm\cmsnft.mm,ol_l:M\crnsnft . @ Group name is valid
Page 1 of 3 (25 items] 2 3
oK Cancel
QK Cancel
Screenshot 1 Screenshot 2

Note: If you selected a server one step earlier, then all groups falling under this server will be

processed and it makes no sense to select groups as well.
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Retention settings

Navigate to Email Archive - Settings > Retentions:

W contents, 5 ntral Administration
System File &rchive I Ernail &rchiwve I Custam plugins
= r 2D 5 .
A - &) v @
BB =5 ¢ || B =88 & 2 & @
Databaszes Systern Prowisioning) Retentions Shortout Storages Schedules User Wiewr address  lobs Legacy data
settings settings onfiguration . boaok configuration
EXpEFENCE

Edit Archive Miscellaneaus

| =] Retentions

Ernail Archive = Settings = Retentions

+  new

Retzntion nams Retzntion time in months  Description 1= defaul
Retention required by law (10 e 120 Yes
years)

2 years see 24 Mo

1 year . 1 Mo

Retention settings enable to adjust the duration of storing of the email message. For adding new

retention attribute click on + new and refer to section “Retentions” above for further configurations.

Shortcuts in email archiving
In contentACCESS’s email archive solution the emails can be archived with one of the following

archiving methods. They can be

a) replaced by shortcut; there are 2 shortcut types that can be used: normal shortcut and HTML
shortcut;
b) completely deleted;

c) keptin the original file location.

Mailbox items younger than 1 year are archived continuously on a daily base, but the originals are
kept in the original mailbox folder. From 1 to 2 year old items are usually archived with the
shortcutting method, to ensure an easy access to them in case of need. They enable to open the
already archived items directly from the mailbox without a need to browse for them in the archive.
Another advantage of shortcuts is the spared storage space. They help to unburden Exchange servers
from numbers of redundant documents which are not in use any more. If the mailbox items are older
than 2 years, then they are usually deleted. It depends on the customer, how he combines these

processing methods.
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These archive methods and shortcut types can be configured on the Shortcut configuration page.
Navigate to Email Archive 2 Settings > Shortcut configuration control button to open it. On this
page, under Shortcut configuration section you may find the full list of already configured shortcuts.
The grid also contains the configuration information of the respective shortcuts. The bold color of a

shortcut means, if it was set as default (i.e. if they are used by manual archiving).

Under the HTML Templates section you may see all HTML templates configured for the HTML
shortcuts. The date of creation, modification and the modified by information can be viewed in the

templates’ grid, too.

The shortcuts that the admin configures on this page can be selected when configuring an email

archive job instance on the job’s configuration page.

The listed items can be deleted/edited from their context menu, with a click on the ellipses (...).

W contentACCESS Central Administration

System File Archive Email Archive Custemn plugins

o< - o - o] :
- A - | =

& 2 e u ||d 88 = n B

Databases System PV’DV\S\D"\HQ Retentions Shortcut Stnragas Schedules User Wiew address lobs Legazydata

settings  settings configuration experience book configuration

% Shortcut configuration

Email Archive > Settings » Shortcut configuration

+ new l
Name Description Change message class Html template Truncate Remove attachments add categary Categary name Ts default

Delete 2+ year old emails s No Mo Mo Ha Mo
Transparent shortcut for 1-2 year old emails e Yes 00 Ves Yes Black categary Mo
Keep original_emails in use == No Mo Mo Yes Blue Category Mo
HTML_emails in age 1-2 years e Yes Default 200 Yes Yes Green Category Yes
+  new

Wame Description l Creation date Madification date Modified by

Default . s 742472015 12:25:17 PM 7/24/2015 12:25:17 PM ASSOE00N-1588-423C-ADR3-08BDACFOTTSE

To create a new shortcut, click on + new under the Shortcut configuration section, and select a

shortcut type from the Type list of the Shortcut configuration dialog.
There are 4 types of shortcuts in contentACCESS’s Email Archive, namely:

v" Normal shortcut

v HTML shortcut

v" Journal shortcut

v" Keep original shortcut
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Shortcut configuration X

Marne:

Description:

(@ Normal shartcut

Type:
w HTHL shortout

lournal shortout

Keep original

Change message class: v

Truncate body:

Rerowve attachrments: v

Add categonyg:

0K Cancel

Normal shortcut: Normal shortcut is completely transparent with the original message, after
restoring/reopening the user cannot see any change between the original email and the shortcut

version. Thisis the recommended shortcut type if the end user uses MS Outlook. This type of shortcut

works in:

Normal shortcut

Are attachments directly accessible?

Installed prerequisites (direct preview) Is email body accessible?

Qutlook 2013 Mail app* or Outlook forms Yes Yes
- Nothing installed No Yes**
OWA 2013 Mail app Yes Yes
- Nothing installed No Yes**
Qutlook 20 Outlook forms Yes Yes
- Nothing installed No Yes**
OWA 2010 OWA 2010 extension Yes Yes
- Nothing installed No Yes**

*Exchange 2013 requirements

**1f not trimmed (i.e. the “Truncate body” function was not set in the shortcut’s configuration)

MS Outlook 2013: To display archived attachments the user needs to have the contentACCESS

Outlook form or the Mail app (refer to section User experience) installed in Outlook. If not installed,

the email body will be still accessible.
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MS Outlook 2010: To display archived attachments the user needs to have the contentACCESS

Outlook form installed in Outlook. If not installed, the email body will be still accessible.

For more information how to install contentACCESS Outlook forms please refer to installation guide
accessible here. Regarding system requirements: MS Outlook 2010 or 2013 is needed. The form

should work on both 32 and 64 bit Outlook versions. On mobile devices the form is not supported.

OWA 2013: To display archived attachments the user needs to have Mail app installed. For more

information refer to section User experience. If not installed, the email body will be still accessible.

OWA 2010: To display archived attachments the user needs to have contentACCESS OWA

integrationinstalled. For more information refer to section User experience.lf not installed, the email

body will be still accessible.

If the Remove attachments function was turned on during the configuration of the shortcut, the
attachments will be still accessible by a double click on the archived message, in the compose window.

(In case if the correct extension - Outlook forms, Mail app or OWA 2010 extension - is installed.)

On the normal shortcut’s configuration dialog the Change message class check box is selected by

default. With this setting the restore from shortcuts is ensured.

It is also possible to set here, if the attachment of the processed email should be removed (check
Remove attachments) or should be kept (leave Remove attachments unchecked). Removed
attachments can be retrieved by double clicking on the archived email, in the compose window. If you
want to have displayed a certain number of characters from the email body, check the Truncate body
option and enter the required number of characters into the textbox. If you check the Add category
option in the Shortcut configuration window and enter a category into the textbox, then archived
emails will be marked with this category (e.g. if Black category is selected, then emails will be marked

with black color). After filling all required data in the Shortcut configuration window click OK.

All - Unread ByImportance = High + Thu 7/2/2015 2:41 FM

4 Hormal Andras Palffy
Shorteut configuration Edit Baldzsy bw m contentACCESS file archive fiyer
test mail 872172015 .
Test email v & <ends To  David Kaiser; Edit Baldzsy
Name: T tshorteutfor 1-2 Id email o Black
ransparent shortcut for 1-2 year old emails . lack categ
Edit Balazsy VR |
test mail 872172015 O vou replied to this message on 7/2/2015 3:38 P, ~
Test email ... e. <ends —
Message (\‘E"Attammer\tsiwevejemnved 1171 B) j
Descripti
Gyula Fekete L |
RE: laser game AR015 contentACCESS Edit + Get mare apps
Translated to hungarian with google translate § Helld
@ Mormal shortcut Andras Palffy U | Hil
Type: HTML shortcut content4CCESS release notes /672015
Hello! Megirtam 3 kulcsszavas, omlesztett release notest. Any suggestions what else to add?
Journal sharteut .
Keep original i Andras Palffy ¥ n Thanks,
contentACCESS file archive flyer 77272015 "
Change message class: i Hi ?
&,
Truncate body: v David Kaiser ‘ URC |
200 - FIA; contentaCCESS release notes 272015
Fram: Davi Kaiser double click to open message
Remove attachments: v =
with attachments
A = Peter Fitos L |
Ea fice admin stuff 7202015
Black category Hi,
David Kaiser 0> m

oK Caneel FIW: contetaCCESS release 172015
This item was archived
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Screenshot A: Screenshot B:
Normal shortcut used by an email archive job Original email replaced with the normal shortcut in the user’s mailbox

HTML shortcut: If the user is archiving with a job using an HTML shortcut, then the body of the original
email message will be replaced with an HTML file containing 2 links to the original email message and

the attachment(s); one link opens the original email as an .msg, second opens it as .eml.

Note: The .eml link ensures the compatibility with a wide range of applications and operating

systems (compatibility with MAC OS is also ensured).

If the user has MS Outlook and the contentACCESS Outlook forms are installed, then the HTML-
shortcut will display the email message in the same way as the normal shortcut. The user cannot see
any difference between them. However, in certain situations it is not possible to use Outlook to check
our emails. In these circumstances the user cannot use normal shortcuts for accessing emails.
However, HTML-shortcuts can be still used to access email bodies and also attachments with the help
of links. Emails can be checked for example with OWA. To ensure an easy access to the archived items

in any cases, it is highly recommended to use this shortcut type.

The following table gives a general overview how the archived emails and attachments can be

accessed with the HTML shortcuts if MS Outlook or OWA (Outlook Web Access) is used:

A) The following The attachments are B) The prerequisites are The attachments are
prerequisites are installed accessible not installed accessible
Mail app* or Outlook forms In direct preview - Over links
Mail app In direct preview - Over links
Outlook forms In direct preview - Over links
OWA 2010 extension In direct preview - Over links

*Exchange 2013 requirements

MS Outlook 2013: To transparently view the archived items (the body and the attachment) the user
needs to have the contentACCESS Outlook forms or the Mail app installed in Outlook.

MS Outlook 2010: To transparently view the archived items (the body and the attachment) the user
needs to have the contentACCESS Outlook form installed in Outlook.
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OWA 2013: To transparently view the archived items (the body and the attachment) the user needs

to have Mail app installed. For more information refer to section “User experience”,

OWA 2010: To transparently view the archived items (the body and the attachment) the user needs

to have contentACCESS OWA integration installed. For more information refer to section “User

experience”,

If the extensions are not installed, then the body and the attachmnt are still accessible over the

shortcut links.

If the Remove attachments function was turned on, the attachments are still accessible by a double

click on the archived message, in the compose window.

Before you start to configure the HTML shortcut, HTML template(s) must be created. You can use

a default HTML or to customize a new HTML template.

a) Adefault HTML template can be downloaded automatically with a click on + new under the HTML

Templates section, then with clicking on the Edit template button in the HTML template dialog.

HTML Templates

+ new ——»
HTML template

Marne Description

Marne:

Description:

HTML source: Edit ternplate

Upload from file

Ok Cancel

b) For creating a custom-HTML click on +new under the HTML Templates section, then click on
Edit template button in the HTML template dialog, and download a default template first. Save it
somewhere on your disc. Download an HTML editor from the web and edit your template, then

save it.

Upload the default/custom HTML template to the template list: Under HTML Templates section
click on +new. The HTML template dialog will open. Here give a Name for the HTML, and fill the
Description field (not required), then click on Upload from file and browse for the desired template

that you have created. Upload it to the template list.
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e( = |18 - adminstretor - Downloads ~ |23 [ search bownioads
Organize v New Folder = v Ol @
- Fovorties 2| Hame - | pate modiied [ rvpe | si
i
B Deskrop | templste 9/26/20154:18PM  HTML Document
& Downloads
& CneDrive
HTML tem plate X %] Recert Places
Mame: Default 4 Libraries
% Documents
Description: & Music
. - &= Pictures
HTML source: Edit template B videos
Uplad frorm file s —
1% Computer
b A K1 | |
File ﬂame:l x| [custor Files -l
e o Open |+ Cancel
ance
VA

Once your desired template is uploaded, a custom HTML shortcut can be configured. Navigate to

Email Archive - Settings - Shortcut configuration and click on + new under the Shortcut

configuration section.

S Central Administration

Systern File Archive | Ernail &rchive | Custom plugins
- [ 3 | o) —~—
[ ] ' . (@] i
ko BB B & B L|fuw |8 =8 = n =
Databases Systern  Prowisioning Retentions|  Shortcut  |Storages Schedules User Wiew address  Jobs Legacy data
settings settings configuration EXpErience book configuration

Edit Archive fdiscellaneous

% Shortcut configuration

Email Archive = Settings » Shortcut configuration

'

+ new

The Shortcut configuration dialog opens. Enter a name for the shortcut into the Name field. In the
Use html template dropdown list select the HTML that you have created. The Change message class
textbox is selected by default. This enables to restore the archived emails from the shortcuts. You can
also set here if the attachment of the processed email should be removed (check Remove
attachments) or should be kept (leave Remove attachments unchecked). Removed attachments can
be also retrieved by double clicking on the archived email, in the compose window. If you want a
certain number of characters to be included in the shortcut, check the Truncate body option and
enter a value (e.g. 200) here. During the HTML shortcut configuration the user can set how to mark
the archived emails. The archived email will be marked with the category specified under option Add

category (in our case the archived emails will get a green category).
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Sharteut canfiguration
Marme:
HTML_emails in age 1-2 years
Description:
Al Unread ByDate = Newest & = Mon 6/1/2015 3:40 PM
Edit Balazsy IR Edit Balazsy
e Normsl shortcut REH— Test
® HTML shortcut To  Edit Bal
Edlit Baldzsy v @ el
Jaurnal shortzut st mail Y Green Category [~
Keep original Tl e s arehvet Message AL, Attachments swere_temoved (1718)
Edit Balzsy VR
Use html template: Default Test. £FL/2015 contentACCESS Edit + Getmorzapps
Ch: lass: p— .
ange message class Edit Balazsy ¥ m This item was archived
Tiewezte bery 7 Tt 101 view original email view as em|
This item was archived This is a test em ail message
200
Edit Balazsy VR E
Rernowe attachments: v Test 67172015 Attachments:
P = —— £ oo uvaci ocey e
Green Cat Edit Balazsy U] -
reen Lategory FW: Best practice - emal archive 64172018
Edit Balézsy VR
OK Cancel P, archive 67172015
Screenshot A: Screenshot B:
HTML shortcut used for archiving 1 to 2 year old emails Email replaced with the HTML shortcut in the user’s mailbox

After filling all required data in the Shortcut configuration window click OK.

Note: allways keep in mind that the size of a HTML-template cannot exceed 32 kB. If the template is
edited with MS WORD, then numbers of redundant informations will be included in the template,
which might easily couse, that the maximum filesize will be exceeded. From this reason, it is not
recommended to use MS WORD for editing the HTML-templates. If you got a Warning such as this
one below, then delete the template and try to edit a new default one with an alternative HTML-

editor.

The page at localhost: 3333 says:

Selected source is boo big, please choose a template with

maximum size 32K6,

Journal shortcut: With using this option the original message will be automatically deleted from the
original location. The Delete original checkbox is inactive, and selected here by default. This
processing type is commonly used when archiving mailbox(es), which won’t be used in the future (e.g.
if the mailbox user/employee leaves the company), or the mailbox items are older than 2 years. It is

commonly used for archiving Exchange server journal mailboxes as well.
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Shorteut configuration x

Marmne: .
Delete 2+ year old emails

Description:

Morrnal shortcut
HTHL shortout

@ Journal shortcut

Type:

Keep original

Delete ariginal:

QK Cancel

Keep original method: With using this option the original document will be kept in the original
location/folder. It is recommended to select this processing type for archiving emails younger than
1 year. With checking the Add category checkbox, and specifying a custom category the user may set
up a custom category for the archived email message (e.g. if the “Blue category” is set as on the

screenshot B below, then email will be marked with this color).

Shartcut configuration x
Mame: Keep ariginal_emails in use 9 Gl ey Attila Balazsy
Attila Balazsy u} FW: Updating to 2.5
Fif: Updating to 2.5 contentACCESS server Ti32018 contentACCESS server
FT
To  Edt Baldzsy
Description: 4 David Kaiser
. T P
David Kaiser =20
P o8 bug Tue 922 contentACCESS Edit + Getrnare apps
Szia, légyszi - csinald &t az alapjan amit a Viado
Yo Hello, -
Tome Mormal shorteut Davie kalser
¥pe HTML shorteut Davic Kaiser i} If you are updating fram versions older than
Ma nézzed Te is!:-) B/10/2015 2.9, you should be aware of some additional
Journal shorteut omnatel i update steps.
® Keep original 4 Edit Balazsy
Here is how an update is perfarmed (nothing
Py P — 5 Edit Balazsy b m new):
gony B UL e = damendandests Tue 8722 . Download and install the package. The
Blue Category e fail. 41 be 3 depandendies sorms installer is automatically started.
Edit Balazsy Ve m - Inthe wizard do not change the
RE: cA bug Tue 922 existing settings. Do not ramove
Kuldom a fajlt. & ts- be a dependencies Yforms companents, New companerts can be
oK Cancel ) b -
4 Finance
Screenshot A: Screenshot B:
Keep original method used for archiving 2+ year old emails Untouched originals marked with blue

Editing of shortcuts: Select the shortcut from the grid, which you would like to modify, and open its

context menu.

A Shortcut configuration

Email Archive » Settings » Shortcut configuration

+  new
MName Description Change message class Html template Truncate Remove attachments Add category Category name Is default
Delete 2+ year old emails = No MNa MNa Mo Mo
Transparent shortcut for 1-2 year old emails == Ves 200 Yes Yes Black cateqary o
Keep original_ermails in use Edit MNa MNa Yes Blue Category Mo
HTML_emails in age 1-2 years Delete Default 200 Yes Yes Green Category Yes

Set default
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To modify shortcut settings, click on Edit and change the settings in the Shortcut configuration
dialog, so that the shortcut contains the information that you require. You can also set the selected
shortcut as default from the shortcut’s context menu. This is a must-to setting, if you would like to

archive/restore the emails manually using the Mail app or OWA integration (more information here).

Storing of archived emails

Navigate to Email Archive - Settings = Storages. The grid of already configured email archive
storages can be found on this page. Here you can set up a new storage, where the binaries will be
stored during the archiving process. For further configurations how to set new storages check section

“Storages” above.

antel 55 t drninistration
Swstem File Archive Email &rchive Custom pluging
| & | o
= . SRR ~
BB 8B & B [ G|H = = @ & @
Databases Sustem  Prowisioning Retentions  Shorbcut | Storageq Schedules U Wiew address  lobs Legacy data
settings settings configuration er book configuration
expetience
Edit Archive Miscellaneous

14 Storages

Ernail Archive > Settings > Storages

+  new

Siomge Mame Somge Type Tz defaul
Email Archive store =+ Store.Disc Yes

File archive store =e+ StoreDisc Mo

5P archive store =+ Store.Disc [{=)
Ex-employees’ storage ==+ Store,Disc Mo

Creating email archive schedulers

Navigate to Email Archive = Settings = Schedules:

itral Adrministration

" contentRCCES
System File &rchive Custam plugins
= a © ~— .
. -] 3
BB S & B [ L Bl B & @

Databases System  Prowizsioning Retentions Shortout Storages |Schedules) User Wiews address  Jabs Legacy data

settings settings configuration book configuration

experience

Edit Archive Miscellaneaus

B2 Schedules

Etrail Archive = Settings > Schedules

+  new

Mame Type Description

Provisioning scheduler ==+ OneTime Running on 1/4/2000 12:00:00 Ak

Bluvays e mhaEysRun Always running in ewery X minutes

Ewery day at 6 PM s iWeekMapWithRepeat Running based on the weekmap and continuously repeat in every X minutes
On Tth of Sept =o OneTime Running on %/7/2015 12:00:00 Ak

Daily at 5 PM o WeekMapiithRepeat Running based on the weekmap and continuously repeat in every X minutes
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The already configured schedulers for automatized email archiving are listed on this page, in the
scheduler’s grid. With clicking on the + new option, it is possible to create a new scheduler. (For more

information about how to set schedulers refer to the section “Schedules” above.)

User experience

contentACCESS Email Archive may archive the emails either from Exchange 2010 or Exchange 2013.
The exact Exchange version that is used is configured on the Email Archive’s System settings page,
under section EWS settings. The items archived and replaced with shortcuts can be accessed both
from MS Outlook desktop version and OWA if the right extensions (OWA 2010 integration for OWA
2010 and Mail app for OWA 2013 or MS Outlook desktop version) are installed. Items archived with
Metalogix Archive Manager Exchange Edition (MAM EE) and Email Lifecycle Manager (ELM) can be
retrieved as well. To retrieve MAM EE and ELM shortcuts the given legacy retrieve service must be

also installed and configured in contentACCESS. (Read more in Legacy email archive connectors.)

OWA 210 integration and Mail app may be installed using the User experience page of the Central
Administration. Open the User experience page with navigating to Email Archive 2 Settings > User

experience on the ribbon.

W contentACCESS Central Administration

Systern File &rchive Ernail Archive Custam plugins
» B = = (8| @
— % (-1 il
& I B L fu M U= L ¢ 2l
Databases Systern Provisioning Retentions  Shortcut  Storages Schedules User “iew address  Jobs Legacy data
settings settings configuration experience book configuration

Edit Archive Miscellaneous

S +
=4 User experience

Email Archive > Setfings = Lser experience

a) b)

Exchange 2010

There are 2 tabs that can be opened from this page:

a) Exchange 2013 - If this version is used, you may use Mail app with OWA 2013 and MS Outlook
desktop version directly. This ensures manual archive of mailbox items/manual restore of
shortcuts directly from the mailbox. Emails and attachments archived with MAM EE and ELM can
be opened from the legacy shortcuts as well if the legacy retrieve service is installed and

configured. (Read more in Legacy email archive connectors.)

b) Exchange 2010 - If this version is used, you may integrate contentACCESS with OWA 2010, and
allow transparent opening of the shortcuts in OWA. The extension ensures manual archive of
mailbox items/manual restore of contentACCESS shortcuts directly from the mailbox. Emails and
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attachments archived with MAM EE and ELM can be opened from the legacy shortcuts as well if

the legacy retrieve service is installed and configured. (Read more in Legacy email archive

connectors.)

For more information about Exchange 2010 and 2013 settings read the corresponding sections

below:

Exchange 2013: Mail app in OWA 2013 or on MS Outlook 2013 desktop version

Mail app is a simple end-user friendly contentACCESS feature, which was designed to manually
archive/restore from/to mailboxes directly in MS Outlook desktop version or OWA 2013, without

any need to use an email archive job.
Mail app is running on the following platforms:

e Desktop (Windows, Macintosh (on Macintosh MS Outlook 2015+ is required)
e OWA (desktop computer, android, iOS, phone, tablet)
¢ Native MS Outlook app on tablets

Native Outlook app on mobiles doesn't support Mail app.

Important!!! The only conditions to use Mail app are as follows: A) Exchange 2013 or later version
and MS Outlook 2013 or later desktop version installed on your PC or OWA. B) It is also a
prerequisite to have one of the following browser versions installed: at least Windows Internet
Explorer 9, Mozilla Firefox 12, Apple Safari 5 or Google Chrome 18. C) You need to have the Proxy

installed over HTTPS connection (refer to section “Installing the Proxy web services”). D) You need

the have a default shortcut and a default retention set in contentACCESS Central Administration. E)
Under System ribbon tab > Services >System - External accessibility settings a HTTPS based

alias must be configured.

The administrator is required do the following configurations for manual email archiving. He has to

1) configure a shortcut that Mail app will use and set this shortcut as default (refer to section

“Shortcuts in email archiving”);

2) configure a retention that Mail app will use and set this retention as default (refer to section
“Retentions”);

3) install the Proxy server with HTTPS connection (refer to section “Installing the Proxy web

services");
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4) configure HTTPS based alias under External accessibility settings;
5) install Mail app;

6) select the server/groups/mailboxes for Mail app use.

Mail app can be installed for the whole Exchange server, for selected Exchange groups or for single
mailboxes. To install it, navigate to Email Archive > Settings > User experience on the ribbon, and

click on Exchange 2013 tab on the User experience page:

o .
=A User experience

Email Archive > Settings > User experience

Exchange 2010

Under Mail app status can be seen if the mail app is already installed or not. If it has not been installed
yet, click on Install mail app button and wait until the installation process finishes (Screenshot A). If
mail app is already installed and enabled: with clicking on option Remove mail app you can uninstall
this application; with clicking on Disable mail app the application can be disabled for all Exchange

groups/mailboxes (Screenshot B).

o . .
B4 Jser experience B |Jser experience

Email Archive > Settings » User experience Email Archive » Settings » User experience

Exchange 2013 Exchange 2010 Exchange 2010

Mail app is not installed, Mail app is installed and enabled, (L00.0

Tnstall mail app Remowe mail app Disable mail app

Screenshot A: Installing Mail app Screenshot B: Uninstalling/disabling Mail app

Activate mail app for Exchange servers/groups/mailboxes: Once Mail app is installed, you need to
set the mailboxes which will use this application. Scroll down to section “Activate mail app for”. To

activate the application for everyone, click on the “Activate for everyone” button.
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o .
=& User experience

Email Archive » Settings > User experience

Mail app is installed and enabled, {v1.0.0.0)

Rernove rmail app Dizable rmail app

Mail app is .
Activate for everyone | %

& activate for mailbox

To activate Mail app for specified mailboxes, click on the “activate for mailbox” control button. The

Mailbox selection window will open. Select the server or desired groups/mailboxes from the list, and

click on OK. On the second screenshot below we have selected one mailbox only. From now on, it is

enabled to archive/restore items from these mailboxes manually.

Mailbox selection X Mailbox selection X
Z refresh 2 refresh
Marne Type v Harne Type
Clear ed
B officests Server v & edithalazsy Mailbox
an techarrow_all Group
an techarrow_sales Group
& Testnn Graup
n build_natification Group
n elrn_team Group
j ermailarchive Group
f Adrninistrators notification Group
11 Tenantdmins_2092c Group
& Helpdeskadmins_3ffad Group
T RIkA-
L lbosrminstTasacdsdse1asg OO
n Carnpliance Managerent Group
j Hyiene Management Group
f Discowery Management Group
I Records Management Group
Page 1 of 4 (52 items) o3 o (0 @ 9 Begins with(Namel 'ed Clear
QK Cancel ak Cancel

It is also possible to deactivate the application for all configured Exchange groups/mailboxes. To

deactivate the mailbox that was set on the screenshot above click on “Deactivate for everyone”

button.
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~ .
=4 User experience

Email Archive > Settings = User experience

Exchange 2010

Mail app is installed and enabled. (/1.0.0.0)

Rermowe rail app Disable mail app

tdail app is activated for specified mailboxes,
Activate for everyone Deactivate for evengone

& activate for mailbox

Mame

Edit Balazsy

Screenshot: Deactivating Mail app for mailbox “edit.balazsy”

How Mail app works in MS Outlook? After you have installed Mail app it is recommended to restart

your Outlook.

Open your Outlook desktop, and select a message including an attachment that you would like to

archive manually (1). In the reading pane, click on contentACCESS Mail app (2)... Archive email (3)...

Archive (4) buttons
Search Current Mailbio (Ctrl+ ] AP | current Mailbox ~ €2 Reply 2 Reply Al £ Forward
All - Unread EBylmportance ©  High + Tue 747/2015 2108 PM
4 Normal Andras Palffy
updated release notes
To  Alexandra Andics
Ce Dawid Kaiser; Edit Balszsy ~
Message (2 contentACCESS release notes.doce (16 KB)
4 Getmore apps
l 3.
mai i ot achived
Archive email
Archive Cancel

Are you sure you want to archive selected email?
Andras Palffy | CTO
-
% techarrow
Address Kazanské Sb; 52106 Bratislava

Andras Palffy 1] Slovakia, EU

updated release notes Tue 7/7 Mobile +421 915913147

Ands Pty | CTO Address Kazansks Sty 82106 Email andras palffv@tech-amowicom.

1 Weh wwedech-arrow.com

Followus [ilinl > W]
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The manual archiving job will use the default shortcut and retention. As we set an HTML shortcut as
default, where green category has been set, our archived email will be archived with this shortcut and

will be signed with green category.

Inthe reading pane, click on contentACCESS Mail app again. To view the original email, click on Show
original email option. To download the archived attachment, click on it in the message and it will be

downloaded automatically.

[Searen Cunent b lbox (CvE1 B I cumenemibox <] | € Reply 2 Reply Al €3 Forward
Al Unread oy Importance = High + Tue 7/1/2015 206 PM
 tormal Andras Palffy

updated release notes
To  Alexandra Andics

Ce David Kaiser; Edit Baldzsy

>

Message L, Attachments_were_removed (1716)

+ Getraore apps

@ attachments original email can be opened from here ——————p ®:show original email & Rectore original email
contentACCESS release notes doct 4————————— attachment can be downloaded from here ~
image001.png N
image002 jpg
image003 jpg
image004 jpg L
image005 jog |

W' contentACCESS Mail app

0]

Wiew original email View as em|

Andras Palffy | CTO
Andras Palfty ] v
Updated release notes

[loga]

This item was archived

How to manually restore with Mail app? To restore already archived email manually, click on

Restore original email > Restore in the same window:

£2 Reply 2 Reply Al £ Forward
Tue T/7/2015 2:08 PM

Andras Palffy

updated release notes
To Alexandra Andics

Co  David Kaiser; Edit Baldzsy
Leesnctegoy 7 s

Message AL Attachments_were_removed [171 5]

+ Getmore apps

@ show original email &» Rectore original email
contentACCESS release notes.docx -

image001.png
image002,jpg
image003 jpg 707 B

Restore original email
Restore Cancel
Are you sure you want to restore original email?

Important!!! Turning on the Change message class option in the HTML shortcut configuration is a
must if the user would like to manually restore from shortcuts, otherwise this app will not be visible

in MS Outlook when trying to restore the original email.
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Note: In Mail app the “split attachments” function is active by default. That means that the body of the
email and the attachment are stored separately. It is good to know: if the email message containing
an attachments has been previously archived by a job, where attachments were not split, then the

mail app in MS Outlook will show O attachments.

+ Getrnore apps

@ attachments [ ® show original emai & Restore original email

Exchange 2010: OWA 2010 integration

With the Exchange 2010 user experience you may deploy the OWA (Outlook Web Access) support
to your Exchange server. This allows transparent opening of contentACCESS and legacy (MAM and
ELM) shortcuts in OWA 2010. The mailbox items can be manually archived, and the

contentACCESS shortcuts can be restored directly from the mailbox, too.
The OWA integration feature requires to have:

1) Proxy with HTTPS connection installed - it can be installed on the CAS 2010 (Client Access
Role) server as well. The proxy will be used by the OWA to retrieve emails from the
shortcuts. For more information about installing the proxy server click here.

2) AHTTPS-based alias configured on the System settings page, under External availability
settings section (more information_ here);

3) Adefault shortcut, which will be used by archiving from the mailbox (more information
here);

4) A default retention (more information here);
Installing the OWA integration on the CAS 2010 (Client Access Role) server(s).

Go to your CAS server(s). The OWA integration setup can be accessed on the User experience page
of the Central Administration. Open this page with navigating to Email Archive - Settings > User
experience in the contentACCESS Central Administration. If you have Exchange 2010 configured in
the Email Archive’s System settings, the right tab will be automatically preselected on this page, too.
Use the link below to download the contentACCESS OWA Installer tool and start it on your CAS

server(s).
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N .
= User experience

Email Archive » Settings » User experience

Exchange 2012 Exchange 2010

To activate Cutlook Wieb Access 2010 integration, please follow the steps belows
+ Gotoyour CAS server(s)
s Download and starttheﬁontentACCESS QWA Tnstallerkonl onyour CAS sepser(s)
= Fill the OV url (Your current utl iz hittps:ffps.outlook.com FOVWA)
+ Fill the content&QCCESE Prowy url (Your current procgye url is: https:fftanews.tech-arrow.com)
+ Click the install button

The OWA installer requires to:

= Fill the OWA URL (the value is prepopulated in the OWA 2010 installer window on the User
experience page)

= Fillthe contentACCESS Proxy URL (the valueis prepopulated in the OWA 2010 installer window
on the User experience page)

= Choose from the Install support for dropdown list where the OWA support should be installed:
for contentACCESS, for Legacy Email Archive or for both of them.

= Click the Install button.

contentd CCESS prosy il Ihttps:.n"a’ com Test |

s il Jhittps: ¢, A0 Test

Inztall support for: Icontenb’-‘n.ECESS ﬂ

115 will be restarted!!! [GEE rimztall

Screenshot: OWA 2010 installer
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Important!!! The shortcuts in OWA 2010 do not work with the light version of OWA, so do not select

this option by the signin:

Outlook'Web App

Security ( show explanation )

@ This is a public or shared computer
This is a private computer

Domain\user name:

Password:

Connected to Microsoft Exchange
& 2010 Microsoft Corporation. All rights reserved.

The contentACCESS icons in your mailbox will sign, that the OWA 2010 integration has been
successfully installed on your CAS server. With uninstalling OWA 2010 support these icons will be

removed automatically. Legacy shortcuts are marked with an icon containing “L” letter, as on the

screenshot below.

« C b/ /tadc01 ¥ =
Outlook Web App. it | Peters. PAM -
Pamshortauts [ optons © @
New « Delete - Move - Filter « View -] TR AT NP V- R SR FeC o o 5 "
L FW: Changes in the contentACCESS setup structure
2 Unread Mail (24 - = s
S Rk Arangaly Cus + Nevasca Tep Valdo P
2J valdo ¢ To
‘ Atachments: 1)
¢
1308001909 Imaqe002ip Imace003lpy I3ge0041py  (M3qe00Sioa  |Mage00s o
5 t
= 11015 veady It the files do not concern you, here 13 the inforsation hov 1t should be reg)
@ Deléted W Livia Bartova ]
’ RE: Config 217201
@ Junk E-Mail regsve32 GATE.MAPI.All
] 3 FGUFECoragde
) cstonil
£
ALL this stuff must be reg 4
140
015 1356 P
eACcESS setup
Hello Albi,
s sl Here are some changes in the file structure.
83 co "
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If OWA 2010 is used, the following operations are available in the contentACCESS mailbox items

context menu:

Manual archive: Mailbox items that have not been archived yet can be archived manually; it is

possible to archive multiple items at once;

X ﬂ ceastwood - Outlook Web App X

( (' ) @  hitps:iftadeol tasinkernaliowa) c | ‘ Search | ﬁ E ‘ ﬁ 9 =
ajﬁQORWebApp sign out ‘ ceastwood -
fal > Inbox W&l Find Someone COptions 9

4 favourites = New - Delete - Move - Filter - View - £

A Inb =
L;; Un Dxd s SE&'FE;’?E??WEM&L% Reply Fe
L nrea al -~ I
. S Reply Al A
U= SentItems
i% Forward
4 ceastwood L) EditBalazsy i ponard a5 attachment
4 [ Tnbox officeGATE new: Tue 26/04
4 [ Zorchive =1 Mark as Unread
3 ZarchiveSubfolde & schedule Craw\ﬁ Create Rule... 3
27 Drafts Schedule Crawdel L_a Junk E-hail * 07022002
U= Sent Items LI =3 williams o X Delete
Hew Paths far M 070252002
= il & Ignore Conversation
‘ﬁ Calendar =1 schedule Crawl I
Start Date: 2/6/0/ 4 Move to Folder.. 07/02/2002
g= 3
Contads E1 Schedule Craw] =3 COPY to Folder.., I
z Tasks Start Date: 2/6/0] L= Open Delivery Repo 07/02/2002
ﬁ = Schedule Crawl 3
—7 Public Foldlers Start Date: 276/, ¢ Archive 07/02/2002

» Manual restore: Already archived emails can be restored using the email’s context menu;

X ﬂ ceastwood - Outlook Web App X

\ (' ) @  hitps:iftadeol tasinkernaliowa) c | ‘ Search | ﬁ E ‘ ﬁ 9 =
ajﬁQORWebApp sign out ‘ ceastwood -
tall > Zarchive W&l Find Someone COptions 9

4 favourites =l New - Delete - Move - Filter - View - c .

B Inbex b Rept ¥ | Fw: Never Forget

) Search St Pl £ Llw
LA Unread Mail 3 Reply Al I
5 Sentleems |- teesonTop ReefRashMan [ReefRashMan@.. & & &

(% Forward =
4 ceastwood | ReefRashh 3 Forward as Attachment g 0 To: ‘Tom & Gail Reardon’ [tgreardonl@pdg.net]; ‘surfpic@swhell.net’
4 3 Inbox Fu: Mewer F 13082001 surfgator@mail evl net
4 [ Parchive %7 Syhia R Ris = Mark as Unread | Attachments: [ &ttachments_were_removed [67 B]
i Categories: il it
3 ZarchiveSubfolde Tustwante S creste Rule., 13/09/2001 [l sreen categary 12 saprmin 201 26
[ Drafts ¥ smith will g Junk E-Mail v 21 .
3 Sentltemns = RE: x 1/0a/2001 This item was archived —
Delete

= Mail % kane Paul 4 1 . . .

ﬁ Howeto Fan w4 [gnore Conversation - 11/09/2001 Wiew: original email  Yiew as eml
i

Calendar % Hara kathy 85 Move to Folder.. Jo 1 Attachments: —

85 contacts Pl Sports 15 copy to Falder.. 28/08/2001 Never Forget.jag 271 KB

= MNever Forget 2.jpg 9 KB
o] Tasks /
=P public Folders ¥ Restore - =
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Hint: The conversation mode must be turned off, otherwise the manual archive/manual restore is not

available in the context menu.

entral Admi... % ol EYWER 0| ceastwood - Qutlook Web App X
( € & hitps:/jtadeol tadinternaliowa) (& ‘ | Search | ﬁ g 4+ @ 9 =
Eﬁﬁook'WebApp sign out | ceastwood -
ail > Inbox W& Firg someore Options - @
4 favourites = New - Delete + Move ~ Filter ~ View~ £
3 Ink
et Search Sitie Mailbox 'S N il
LA Unread Mail
. Armange by Date » Hawast oo Ton
U= SentItems v Date
4 ceastwood | Edit Balazsy From
) T e office GATE newsletter To Tue 26/04
4 [ Zarchive Size
ZarchiveSubfald
W ZarchiveSubfolde =1 schedule Crawler Subject i
2 Drafts Schedule Crawler: Hourfhead Failuge Type 077022002
=i Sentltems = 2 Williams I Attachments i
L maail Mewr Paths for Mew Stuff Importance 07/02/2002
ﬁ calendar = Schedule Crawler Flag Due Date IS
Start Date: 2/6/02; Hour&head houg 22: 07/mzdz0nz
gz Flag Start Date
=l Contacts =3 Schedule Crawler - I
A Tasks Start Date: 2/6/02: Hourdhead houd 21:————[]  Corversation 07/02/2002
& . =1 schedule Crawler ~ o i
=¥ Public Folders Start Diste: 2/6/02; Hourdshe ad hour: 20; 07/02/2002

* |n case of contentACCESS shortcuts: all operations (forward, reply, manual restore) are available
(multiple restore is also supported), except of forwarding AS attachment;
= |In case of legacy MAM and legacy ELM shortcuts: forwarding and replying are available, but

manual restore and forwarding AS attachments are unavailable.
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Address book objects
Navigate to Email Archive = Archive 2 View Address Book to open the View address book page:

W contentACCESS Central Administration

System File Archive Ermail Archive Custom plugins
» B &= | J R = [@
= = [ 73l [
& 2 & e L [ 8 nh @

Databases Systern  Provisioning Retentions  Shortcut  Storages Schedules User Wiew address | lobs Legacy data
settings settings configuration experience book configuration

Edit Settings Miscellaneous

@ View address book

Email Archive > Archive » View address book
Showes a read-only view of the objects (Servers, Groups, Mailboxes) currently in the address book, which were provisioned by the provisioning job,

The address book contains aread-only list of objects which are current in the address book, and which
were provisioned (and are permanently updated) by the provisioning job. They are organized on the
pagein a hierarchical structure; starting with Exchange servers at the top, continuing with Exchange
groups falling under the Exchange server, and ending with the Exchange mailboxes at the bottom of

the page.

At the right side of each server, group or mailbox section a Create contentWEB access column is
located. YES/NO in this column shows, if there is a command for the provisioning job to create a
contentWEB user to the selected mailboxes. Once a contentWEB access is granted, every mailbox

user will access the archives of the mailboxes, to which he has access on the Exchange server.

The search textboxes (Screenshot A) and page listing (Screenshot B) options at the top and bottom

of each section ensure an easier handling with the address book objects:

2, DC =EURPRIGAOD2, DC=prad DC =outioal k DC=com Na

DC=EURPROGADN,DC = prod D = ouaok DT =eom Na

Screenshot A: Search function
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Page 1013 @5 mem 2

Screenshot B: Page listing

Granting access rights for mailbox users and explicit users to view the mailbox

archive?

The archived emails can be viewed by an end user in contentWEB, which is the user interface for
contentACCESS archive.

There are 2 ways how a contentWEB access can be created. The administrator can 1) Create a
contentWEB user for one mailbox user or for multiple mailbox users of the selected Exchange
server/group, or 2) He can give explicit rights to any contentACCESS user to access any archive
mailbox(es) associated with one main mailbox user on the Exchange server. The following chapters

of the guide will learn the reader how to manage access to contentWEB using these options.

Creating contentWEB users (option 1):

The Create contentWEB user method should be used, if the administrator would like to grant access
rights for multiple mailbox users to access their own associated mailbox archives. contentWEB users
(with permissions to access the associated email archives over contentWEB) can be created on 3

levels. It is possible to:

e create contentWEB users to all mailbox users of the Exchange server with selecting

Automatically create contentWEB user option from the server’s context menu;

M Senver M [~
Officesss i Office3es No

Do not create contentiE user

e create contentWEB users to mailbox users of the selected Exchange group with selecting

Automatically create contentWEB user option from the group’s context menu;
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e create one contentWEB user to one selected mailbox with selecting Automatically create

contentWEB user option from the context menu of the selected mailbox;

ame Emai Wb DM Creats comtentVEE access Arhive dembe S
editbalazsy « editbalazsy@tech-arrow.com  fo=Exchangelabs/ou=Exchange Administrative Group (FYDIBOHF23SPOLTen=Recipients/cn=337238dc37acde 1921022 4079255 2-edlit balazs Yes E’Q“‘A"”'V‘ Et“;:! Pt
adam.horvath putomatically create contentWEB user |- gy changelabs/ou=Exchange Administrative Group (FYDIBOHF23RDLTen=Recipients/c c31b2451b7676-adam.horvat o
admin@tech- Do not ereate contentER user 1=Exchangelabs/ou=Exchange Administrative Graup (FYDIBOHF235PDLTIen=Recipients/cn= céadeBesaa034c1aa27e6820ef6 2fe - Admin@tech- Mo
arrow.emea.microsoftonline.com | assign database and storage vou emea.micrasoftonline.com
adrianbaka Manage access 1= Exchangelabs/ou=Exchange dministrative Graup [FYDIBOHF 235PDLT)/en= Recipients/cn= c3a71eeS5bes 421426007 038 daadl 73- adrian.baka o
aleandraandics Move mailbox 1= Exchangelabs/ou=Exchange Administrative Group (FYDIE OHF235PDLTen= Recipients/en= daa78bedc367 45rlebelebleal 603 E-alexandra.a o

Now we will grant contentWEB access to associated mailbox archives for all mailbox users on the
Office 365 server.

1. We open the server’s context menu with a click on the ellipses, and choose Automatically create
contentWEB user from the list. There will appear a “YES” command in the “Create contentWEB

access” column, which will mean, that it was required to create contentWEB user to all mailboxes

of the server.

i g P

revisioned by the provisioning job

Name . Vi
Officelts Ves

5

5 DC =EURPROSADOZ,DC = prod DiCmautlook, D scam Ho

Ho

Ho

He

™

o

Ho

Ho

Helpdeskad e ChisHelpdeskitdmins 3#s Ho
b - CN=RIM-Mailaos o
Mailbordmins#Tasacdidbeldsogan, ~ RN Malbenid "

Page Lof3 28 ) 2 s
1 tabase St
Group (FYDIEOHF23SODL T en=Re Vs Lyl vehiee bl fuchive

roup (FYDIBOHF 23501 T en =R

intech-s Jo eLabs i (FYDIBOHF 23

seian.baka e adrian baka@tech-amow.com fa=ExchangeLabi/ou=

Group (FYDIBOHF?

0T4leduadiT3-adanbaka o

2. We navigate to Email Archive tab - Settings = Provisioning settings on the ribbon, and start the
provisioning job from the status bar (or wait until it begins to run according to the provisioning

scheduler).
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% contentACCESS Central Administration Tenant: TECH-ARROW ~ &~ *

System File &rchive Ermail &rchive Custom plugins
! E £2 7 ] - 5
A [ e @
& = % B | Ll fu 4 Bz N4 o D)

Databases Systerm | Provisioning |Retentions  Shortcut  Storages Schedules  User Wiew address  lobs Legacy data
settings settings configuration Experience book configuration

Edit Auchive Miscellanzous

k= Provisioning settings

Email Archive > Settings » Provisioning settings

»

«  start immediately 2 refresh e disable auto refresh & deactivate job ul  logs £ edit

Status: Idle
Progress: (Il railbxes processed (cormpleted 1 day aga)

Provisioning job points out, which mailbox user to which mailbox(es) is associated on the Exchange
server, and synchronizes these permissions with contentACCESS. The rights on the Exchange server
will be synchronized with contentACCESS, and new contentWEB users will be created to each
mailbox users on the server. Each contentWEB user will have an Automatical flag. By archiving from
0365 an Azure user login will be created, by archiving from on-premise Exchange server a Windows
user login will be created to each mailbox users on the server. Over these user logins contentWEB
email archive will be accessible from outside for these mailbox users (with a single click on the
Azure/Windows button in the TECH-ARROW central login window).

W contentACCESS Central Administration
File Archive Email Archive Custom plugins

RB B8 8 & B &6 F & AB % % % %

Connection  User Users System System Licensing Notifications Monitoring Cluster | Tenants All contentWEB officeGATE accessGATE Virtual drive
interface dmini s databases mobile  configuration
Edit Application Settings Securi Services Tenants Client Applicaticns

& User details

System > Security > Users > User details

Display name: Edit Baldzsy

Is system admin: No

/ contentWEB user with Automatical flag (created by provisioning job)

User name Role name Description

Edit Balazsy *** Standard user Automatic (100) Edit Balazsy has Standard user rights on Email archive model (#¥703cab25-a5a7-4c66-a13-25d3f6b27916)

Azure User login created to the contentWEB user
Login Type ’/v n Name External Id
editbalazsy@tech-

Azure $-1-5-21-1208810553-3938797923-1081931466-5584216
arrow.com

Go back
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What happens, if you select Do not create contentWEB user from the context menu? If formerly it
was set to Automatically create contentWEB user, and the administrator changes these settings to
Do not create contentWEB user, then the already existing contentWEB user will NOT be deleted.
However, if new mailbox users will be added on the Exchange server, then they will not get

contentWEB access rights on the mailbox archive.

How to find Exchange groups/Exchange mailboxes with or without contentWEB users? In the
Exchange groups/Exchange mailboxes section unroll the Create contentWEB user dropdown list,
which is located at the right side of the address book’s page, and select “Checked” to filter out all
groups/mailboxes, for which contentWEB users will be/were created. If you would like to find all

groups/mailboxes without contentWEB users, select “Unchecked” from the list.

Hame

techarrow_all

et Lall,OU= o >< ons, D= ,DC=prod, 00k, e = cor
techarrow_sales sle5,0U= .DC= D= prad, D= Checked

Unche cked
Testhi e+ CN=Test1, OU=TECHARROW.onmicrosoft.com,Oll=Micrasoft Exchange Hosted Organizations,DC=EURPROGANNZ,DC=prad,DC=outlook, De=com

build_notification s CH=build_netification, O U=TECHARROW,armicrosoft.com, QU= Microsatt Exchange Hosted Organizations, DC=EURPRISAI02,D C= prad,DC=autlook,DC=com es

elm_team +++ Ch=elm_team, SU=TECHARROWY, onmicro soft. com, O Li=Micrasoft Exchange Hasted Organizations, De=EURPRO6A00Z, D= prod,DC = autlo ok, DC=com es

Manage access to a mailbox archive (option 2)

It can happen, that the administrator is asked to grant access permissions to the mailbox archive for
a second (explicit) user. An explicit user can be anybody - a user who has never used contentACCESS
before and now he has to view the archived emails, a colleague from the office who will replace
somebody during the vacation time and needs to access the archive, somebody from the company
who got a claim regarding an older stuff and needs to access the already archived email attachments,
invoices etc. In such cases, this (second) user must get rights to the mailbox archive(s) associated with

the main mailbox user.

In this use case we will show you how to grant explicit rights to the archive mailboxes associated with

mailbox “edit.balazsy@tech-arrow.com” for a new user. To achieve this, the administrator should

follow the next steps:

Navigate to the Email Archive tab - Archive > View Address book control on the ribbon. Under
Exchange mailboxes section choose the desired mailbox, click “...” (ellipsis mark), select Manage

access option in the context menu.
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Ham Email Mailba DN Create contentWER access Auchive datskase e

Email Archive  Emall Archive
DE stare

edit balazsy et com Group (FYDIBOHF23SPDLTY cn=Recipients/cn=37238 <673 c4e 0921008 240 FA2F552-e it balazs Yes

adamhomath Autematically create cantentVVEB USEr - pyonan geLabs/ou=Exthange Administrative Group (FYDIEOHF23SPDLT)/m 16248116 75-3 dam, horiat o
ange Administrative Graup [FYDIEOHF23SPDLT)/cn=Recipients/cn=cfaf e iaa034c1aadTeda 20eFE2Tedd-Admin @tech- e
m

Admin
arow,

38792655 be5 42742600 740ae dand 07 3-adrian baka o

& Group [FYDIBOHF235PDLT/cn=Recip

alexandrs andics Move mailbox 1=Exchangelabsiou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Reripients/cn=daaf9bedc36745debTe0eb2ea 6 0bfB-alexandra.a Ho

On the Manage access page click on + new. The Create new role association dialog will open. Select
here the “Standard user” role, the “Create new user” invitation type, type in a user name and select
“Forms” from the Login type dropdown list. Type any optional user credentials into the appropriate

textboxes and click on OK.
Create new role association

Fole Standard user -

Invitation type Create new -

Create new user

Display name: ECS0's archive user

Login type: Farrns M
Lagin name: Walter
Login passward:  sesesess
Confirm passward: | sessssns

Ok Cancel

As this user was created manually, he got a Manual flag, which can be viewed on his User details page.
Itis also possible edit the user’s login data, or to delete the user login. If the administrator deletes the
user login, the user won’t be able to login to contentWEB with this user login any more. These actions

are accessible from the context menu of the provider, under User logins section.

@ User details

System > Security > Users > User details

Display name: ECSO's archive user
15 system admin: Ho
Usar mame Rele name Fegs / Description
ECSO's archive user o+ Standard user Manual ECSO's archive user has Standard user rights on Email archive model [#703cab25-3537-4c66-31F9-25d3f6b27916)
+ new
Login Typ=  Lagin Name Edzinal1d

Bl oms  ealter Walter
Delete
Go by
O Change password

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 224/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. 0" ision of technological evolution

% techarrow

How the end user should log in to contentWEB (archive) over Internet?

To view the associated archive mailboxes and folders, the end user should open the browser and type
the contentWEB URL (obtained from the system administrator) into the browser’s field:
http://[server name]/contentWEB/Login.aspx.

With the login credentials he will be able to log in to contentWEB user interface, and view here the
archived items on which he has access permissions.
¥ central login

Internal account: External account:

User name:  Walter © Windows as current user

Password
35 SWOT 0 Windows as different user

Login

Database and store assignment in email archiving

What is the meaning of “mailbox assigned to a database and storage“? When the provisioning job
synchronizes contentACCESS with the Exchange server, it adds the mailboxes to the
contentACCESS'’s address book. In this moment these mailboxes are unassigned, i.e. they do not
belong to any archive - they are not archived yet. If the database and storage fields are empty, this
indicates, that these mailboxes have never been archived by contentACCESS. Before the email
archiving process is started, a database and storage should be assigned to the mailbox. There are
multiple possibilites how to assign a mailbox:
o Gotothejobs and start the jobs (it will assign the mailboxes associated with the job to the store and
database which is configured in this job);
o Navigate to Email Archive > Archive = View address book, and manually assign the mailboxes to
databases/storages.
When something is archived from the mailbox for the very first time, the first job automatically
assigns the mailbox to the database and to the storage which is configured in this job. From this point
onward the mailbox will belong to the database/storage and anything newly archived will go to the
same database/storage. It does not matter if the job settings are changed later on: the mailbox is
already assigned and will always go to the assigned database/storage, no matter how the job is
configured. This might be confusing for the administrator, but contentACCESS is preventing here
a disaster: the mailbox should not have half the data in different database/storage. This also means,

that itis possible now to safely move the mailboxes between the groups without a possibility, that the
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same mailbox will be archived into two different databases/storages. You can associate database and

storage for Exchange groups (or for a single mailbox as well).

The administrator can review which mailbox is in which database/storage in the address book. This

information can be found at the right side of the particular mailbox row.

editbalzsy #+ editbalasy@tech-anow.com foskxchangelabs/ousExchange Administrative Group (FYDIBOHFZISPDLT)en=Recipients/cn=831238dc ac ec09210ce Z4N92655 22 lit batazs

Itis also possible to change this assignment as it is described below, but it is not recommended! The

reasons why the reassignment of mailboxes is still allowed are the following:

v'It makes possible to manually set the unassigned mailboxes, if an archiving job is not currently

running.

v It is a must-have tool if you would like to select one (or just a few) mailbox(es) from a group,
which will be associated to another database. In this case (before starting the archiving process)
you can assign one database to the whole Exchange group, and select a mailbox (or a few mailboxes)

from this group and assign it to another database manually.
How to assign database and storage to an Exchange group?

Navigate to Email Archive = Archive - View address book, select a group, click on ... (ellipses) and
click Assign database and storage (Screenshot A) in the context menu. Fill the database and storage

into the Mailbox configuration repository window (Screenshot B).

Mame Group DM

techarrou_all ==+ CH=techarrow_all, OU=TECHARROW. onmicrosoft.com,OU=Microsoft Ezchange Hosted Organizations, DC=ELRPRIGAD0Z, DC=prod,DC=outlook,DC=com
Autornatically create contentWER user

Do not create contentWER user

Assign database and storage |

Screenshot A
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Mailbox configuration

Mailboxes: alexandra.andics @tech-arrowcorn
adarn.horvath@tech-arrow.com
andras.katonalte ch-arrow. com
adrian.bakai@tech-arrow.com
attila.fogasilite ch-arrow. corm
abal@tech-arrow com
Daniel.Jokai@tech-arrow.com

andras.palffyltech-arrow.com

Database: Ernail archive DB -
Storage: Ernail archive store -
Orveririte existing railbox settings: «

0K Cancel

Screenshot B

Next to Mailboxes can be seen all mailboxes falling under this certain Exchange group.

Database, Storage: Assign a database and storage to the mailboxes of the Exchange group.

Overwrite existing settings: It is very important to keep in mind, that with checking this
checkbox the mailboxes (who already have their own database and storage settings) will not
have an access to the items that were previously archived into another database and storage. A
contentACCESS pop-up window (like the one below) will warn the administrator about this fact.
If you leave the “Overwrite existing mailbox settings” checkbox unchecked, then the newly
assigned database and storage will be assigned only to those mailboxes, which are not associated

with any DB and storage.

The page at tanews 3333 says:

WARNING: Changing the database or storage cantaining already
archived items will make these items unaccessible.

Note: If the mailbox database and storage has not been selected manually in the View address book,
then by the next running of an email archive job the database and storage will be automatically

assigned to the mailbox according to the settings of this job.
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How to assign database and storage to a mailbox? It is also enabled to assign a database and
storage to a single mailbox. Select a mailbox under the Exchange mailboxes, click on ... and select

Assign database and storage option from the list.

Marme Ernail il DM
edit.balazsy w2 edit.balazsy@tech-arrow, com fo=Exchan

adam.horvath Automatically create contentWEB user  _popon

Admin@tech- Do not create contentWEE wser - Exchan

arrowe emea mickosoftonline.com | Aszign database and storage

adrian.baka fanage access 1=Exchan

alexandra.andics Maowe mailbo 1=Exchan

Fill out the Mailbox configuration window (Screenshot A). If you want to edit these settings in the
future, a pop-up window will warn you that changing the database containing already archived items

the user will not have access to these archived items (Screenshot B).

Mailbox configuration

Database: Ernail archive DB d
Storage: Ermail archive store M
814 Cancel
Screenshot A
x

The page at tanews: 3333 says:

WARMING: Changing the database containing alveady archived

items will make these kems unaccessitle,

Screenshot B

The information about the assigned database and storage will be allocated on the right side of the

address book window, in the last columns:

edit balazsy o editbalazsy@tech-ancwcom fozExchangelabs/ou=Exchange Adrinistrative Group (FYDIBOHFZ3SPDLTH cn=Recipionts/cn=3997238dcTac dechiZ10ce2 40792F557-edit balazs

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 228/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

./ OL" vision of technological evolution

% techarrow

How to move data from source database/storage into a second (target)

database/storage?

The mailbox mover feature allows to move one or more mailboxes into different database and
different storage. This is possible with creating a new job directly from the address book. On the View
address book page (Email Archive - Archive - View address book) click on the ellipses (...) of the
particular mailbox of which archive data need to be moved, and select Move mailbox from the

context menu.

Marn Ernail hd
edit.balazsy ==+ edit.balazsy@tech-arrowve, Com S

adanm.horeath Automatically create contentWWEE user

adminEte ch- Do not create contentWWEE user

arrowemea.microsoftonling.com | &ssign database and storage

adrian.baka Manage access

alexandra.andics Mawe mailbox

For more information how to set a mailbox move job refer to section Mailbox move in section

“Creating Email archive jobs: archive, restore, recovery, mailbox move”.

Creating Email archive jobs: archive, restore, recovery, mailbox move
As previously mentioned, automated archiving is done via jobs, which need to be configured on the
job’s configuration page. Here you can define the exact configurations (i.e. database, schedulers,

storage, address book objects to process etc.) to an archive/restore/recovery/mailbox move job.

Creating jobs from email archive plugins: Navigate to Email archive > Archive on the ribbon, and
click on the Jobs button. The Jobs page of Email Archive will open. Click here on + new option. In the
Add new job instance dialog choose one from the list of available jobs (Email archive/Email
restore/Email recovery or Mailbox move), select the node where the job will run (option Run on node)

and fill a Display name into the Add new job instance popup-window. Then click on Add.
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Add new job instance

Available jobs:

Run on node:
Display name: Ernail recovery
Description: Email restore

Mailbox move

Add Cancel

If you want to configure the job immediately, then click OK in the pop-up window. It is also possible
to configure a job later on, with a left click on the (...) ellipses in the jobs’ grid, by selecting Configure

from the context menu.

%1 Jobs

Email Archive = Archive » Jobs
+ new & refresh e disable auto refresh

Filter: | Active jobs v

i} Display Marne Type ¥ Status
a1 lohnBrown_archive job === Ermail archive Idle
114 Restore job Start e Idle
The page at localhost: 3333 says: = ‘ 115 Recovery job for Test folder Stop ary Idle
177 Mailbox move for edithalazsy@tech- o Idle
wiould vou like to configure this instance now? arrow.com Show last logs
135 Ernail archive job for EBA Edit e Idle
Cancel Deactivate
Delete

Among the email archive plugins, there are 4 main plugin types available, namely: Email archive,

Email restore, Email recovery and Mailbox move.

Email archive job

This job type archives the configured mailbox items into the selected archive storage. The items
which are archived with shortcuts or with the “Keep original” method will be accessible both from
the mailbox folder and from the archive; items archived with the journal shortcut will be accessible

in the archive only. Automatic email archive jobs are usually running out of working hours.
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Note: The HTML shortcut which replaces the archived email also contains a link in .eml format, which

is compatible with MAC OS, too.

This item was archived
Yiew original email ¥iew as eml
Please fill in, or highlight, what you don’t know. D.
Attachments:
Installation protocol - contentACCESS template 20150612 . docs

In this use case we will configure an email archive job, which will archive the mailbox items of mailbox

“edit.balazsy@tech-arrow.com” that are older than 1 year but younger than 2 years. The archived

items will be replaced with HTML shortcuts. The archive process will run each working day from 5 PM
CET till midnight. By this processing type it is a must to configure the following sections on the job’s

configuration page:

v'Processing settings:

The administrator may select here, if he would like to use MAPI protocol to communicate with the
Exchange server. EWS (Exchange Web Services) connection is selected by default, if MAPI is not
selected here. It is important to know, that O365 Exchange server does not support MAPI
connection. Another requirement to use MAPI is to have Exchange server 2013 or earlier version.
Since some other functions might still use EWS, the EWS connection must be configured in any cases.
With checking Split attachments option the attachment will be stored separately from the email
body. By default this (recommended) option is always turned on.

On this use case we will use EWS and we will split the attachments, too.

Use MAPI to communicate with Exchange Server
| Split attachments
v'Database settings:

For database settings select an already configured connection from the dropdown list, where the

metadata will be stored. We have configured for our archived emails database “Email Archive DB”,
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so we set it here. (For further information how to set database connections please refer to section

Databases.)

[Database connection: Email &rchive DB - &

v'Scheduling settings:

In this step the running time(s) of the Email archive job must be selected. It is possible either to
select a scheduler from the list or to create a new scheduler via create new ... option from the
dropdown list. For an email archive job it is recommended to set a Week schedule with repeat,
which will start the job running at the same time on every day. In our use case we set a scheduler
which starts the archive job each day after the business hours (starts at 5 PM CET and ends at
midnight). (For more information about how to set schedulers refer to the section Schedules

above.)

Scheduled in: Daily at 5 P v

v'Storage settings:

For storage settings choose an already configured storage from the dropdown list. The processed
binaries will be stored here. On the screenshot below we selected our already configured disk type
store: “Email Archive store”). (For more information how to set storages check section Storage

above.)

Storage name: Email Archive store -

v Shortcut settings. In the mailbox the archived emails will be replaced with the shortcuts that is set
here. You will be able to select from the shortcuts that you have previously configured in section
Shortcut configuration above. If the mailbox items have not been archived yet (are archived for
the 1t time), check the “Apply to NOT ARCHIVED items” checkbox. It is recommended to use
HTML shortcut for emails/attachments that are 1 to 2 years old, so we select the “HTML_emails in

age 1-2 years” shortcut here.
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Sherteut types: v Apply to NOT ARCHIVED items
Use shortcut |I—TP.-"L_e“naiI£ inage 1-2yeal v | for items where sent date is from the interval 1 - 2 years [Change] and size is anything [Change
HTML
Apply to A‘I—Tf\-"l\__emails in age 1-2years |°P original shortcutting method
Use shortcut | Keep original for items where sent date is
Mermal

Note: If the items are already archived (e.g. with the “Keep original” method), but they need to be
replaced with shortcuts, check the second checkbox and specify a shortcut that should be used. It
should be mentioned, that these 2 processes will always run in 2 stages (even if both processes are
configured within one job). By the 1%t job running the items will be archived, by the 2" job running the

(archived) items wil be replaced with the selected shortcuts.

You can also set the age and size of the emails to be archived. For Age filter and Size filter settings
click on the corresponding “Change” button and set the age of the emails that should be archived and
the size of the items to be archived. It is important to keep in mind that the sent date of the emails is
the determinative date in case of the age filtering. In this use case we will process all emails regardless

of the file size, so we set the value to “0”.

Age Filter

Select filtration type:

®) Sent date is in interval

Use Dates

Size Filter

Select filtration type:

#) Bigger than

Smaller than

Between values

From To

Bigger

From: |2 Ta: |1 Days Months  ® Years KB

Clear oK Cancel Clear OK Cancel

Note: Shortcutting methods can be also combined when configuring an Email Archive job. For more

information refer to section “Combining the shortcutting methods in an Email archive job”.

v Retention settings:

Under Retention settings choose an already configured retention time from the dropdown list.
The archived emails will be stored during this time in the storage, and it will be impossible to delete
them from there. It is highly recommended to select a retention time which is required by the law

of your country. (For more information how to set retentions check section Retentions above.)
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Retertion: Retention required by lawe (10 ywears) A

v Address book objects to process

Here the administrator may select the mailboxes, groups or the entire Exchange server which will
be processed by the archive job. Click on the 2* select option and check the desired groups or
servers in the Mailbox selection window, then click on OK. In this use case we will archive mailbox

“edit.balazsy@tech-arrow.com”, so we select it from the list:

Mailbox selection x Mailbox selection X
2 refresh < refresh
Marne Type v Marme Type
B | Office36s Server #—— select the entire server v & editbalazsy Iailbox
j techarrowe_all Group
A techarron_sales Group
L Testnl Group
A build_notification Group \
n elrm_team Group 4— .. orselect group(s)
j ernailarchive Group /
A administratars notification Group
| Tenantddmins 2092 Group
A Helpdeskfdmins_3ffad Graup
T FIkd-
L lbatdminstTasacdsdseldsn 0P
A Compliance Management Group
j Hygiene Management Group
j Discovery Managerment Group
j 3 Records Management Group
Page 1of 432 iterns) 2 3 4 I;} W 7 Begins with([Mame], 'ed" Clear
oK Cancel 0K Cancel
v'Include folders:

Email archive job is crawling the entire mailbox or recursive folder structures from the mailbox for
further processing. Before you enter the folder name(s) to be crawled, it is necessary to select the

folder filtering type.

Folder filtering type: (Ore single falden v

%INB 0K SUBF OLDERL Entire mailbox

Qne single falder

Recursive, starting from a single folder
Multiple folders

Multiple recursive, starting from a single folder
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If you set Entire mailbox, then the whole mailbox including all folders will be processed. If you set
One single folder type, then only one pre-selected folder will be processed (e.g. if you set
%INBOX%\Subfolder1, then only Subfolder1 will be processed). If you set Recursive, starting froma
single folder filtering type, then all folders starting from the defined folder will be processed (e.g. if
you set %INBOX%\Subfolderl, then starting from Subfolder1 every subfolder will be processed in
the structure). The same rule applies to the Multiple folders, and to the Multiple recursive, starting
from a single folder, too, but in this case we can work with more folders simultaneously (e.g.:
%INBOX%, %OUTBOX%\Folder name 5...or... % TASKS%, %CALENDARS%\Folder name 6).

Important: It is highly recommended to specify the root mailbox folders using wildcards (%).
Wildcards ensure, that the given mailbox folder (e.g. the “INBOX” folder) will be processed regardless
of the language settings of the mailbox. This is important mainly for companies who archive

mailboxes using different languages. Subfolders must be added to a root folder with a backslash (\).

Note: It is important to bear in mind, that with selecting “Recursive, starting from a single folder”
filtering type under “Include folders” section, and leaving the folder path textbox empty the whole

selected mailbox will be archived:

2% celect
Harne Type
& editbalazsy e Mailbox
Folder filtering type: Recursive, starting from 3 single falder - /
Please entevthefnldm
In our use case we select the whole “INBOX” to archive:
Folder filkering type: Recursive, starting from a single folder -

FIMBOX

v' Exclude folders

With this function you may set, which folders/subfolders should not be archived. If you would not

like to exclude any folder from the archive process, you can skip these settings.

The folders may be excluded using one of the available methods: a) They may be added manually via

the + new option; b) they may be imported in one of the available file formats via the import option.
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Important: Due to different language settings in the user mailboxes, it is highly recommended to
specify the root folders using wildcards (%). Subfolders must be added to a root folder with a
backslash (\).

a) + new b))% import

a) Add exclude folders manually:

Click on + new option. In the Exclude folder dialog’s textbox specify the folder(s) to be excluded. Use
the hints that are featured in the same dialog. %INBOX%\TECH-ARROW pattern on the picture
below means that “TECH-ARROW? folder on the “INBOX” root folder will be excluded.

Exclude folder

Pattern: [zamBoEaTECH-2RROW]

Test pattern

Hints \Example

Exclude the folder Example on the
root

Exclude subfolders of the falder
Exarnple on the root

Exclude all folders with name
Example

Exclude all subfolders of folders
with narme Examnple

Ex* Exclude all folders that start with Ex

Exy*

\Exarnple
Exarmple

Examplet*

Exclude subfolders of all folders
that start with Ex
Exclude all falders that start with Ex

"
k= on the raet

Exclude all subfolders of folders

A that startwith Ex an the raat

The entered pattern is case-insensitive

Save Cancel

Test pattern button

This button was developed to check, if the entered pattern will be suitable for the path that the user
would like to exclude from the archiving process. With clicking on the Test pattern button, open the
Test pattern matching window. Enter the folder path into the Folder path field (this time without the

% sign), and click on Test button.

The test will be successful, if the Pattern was entered correctly into the Exclude folder window.
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Test pattern matching
Pattern: SeIMB ORENTECH-ARROY v

Folder path: | IMNBCHATECH-ARROWY

Test /

@& Thre folder will ke excluded

c) Import the list of exclude folders:

Exclude folders may be imported from files in one of the available formats: CSV, XML, Tab delimited
files or Space delimited file. The file to be imported must contain the list of exclude folders. Important:
Root folders must be specified in wildcards (%) in the import files. Subfolders must be added to a root

folder with a backslash (\). To import such a file with the list of folders refer to chapter Importing

contentACCESS configurations from files of this guide.
v'Item filtering

This configuration enables filtering among your items by their message class. Using this filter the
user will be allowed to select different document types, such as mails, documents, contacts etc. to

archive.

Note: The message classes excluded in the Email archive System settings take always priority over

the Item filtering settings defined in the archive job.

Important: In case of custom Exchange solution(s) used for emails the custom email properties will

not be archived! The recommended solution: do not archive these emails and/or use the exclude

feature (in Email archive System settings) for these custom message classes.

To set message class filters in the archive job activate the Message class filter button by checking

the checkbox next to it, then click on the active button.

Filtering type: Mo filkers set tessage Class filker

In the Message class filter dialog it is possible to choose if the filter will be applied for all message

classes (choose radio button Apply for all message classes) or only for many selected classes (Apply
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for selected message classes). It is also allowed to add Custom message classes to the already

existing ones. In this use case we will archive emails and documents only:

Message Class Filter x

Filter items based on message classes:
Apply for all message classes

& Anply for selected message classes

Use selected Message Classes
v Mails
Pists

Docurnents

Appointments (shortcutwill not be created)
Contacts (shortcut will not be created)
Tasks

Custorn (Use sericolon as separator)

Please add custom message classes

oK Cancel
v Exclude addresses
With the “Exclude addresses” feature you may exclude certain

e user mailboxes (e.g. john.arrow@tech-arrow.com) or

e domains (e.g. @microsoft.com) from the list of archivable messages.
The filtering option is configurable and it filters emails based on

e recipient(s),
e sender(s) or

e both (recipients and sender).
The list of ojects to be excluded may be

a) Added to contentACCESS manually using the +new option;

import

Addrezz To Balude
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Click on +new to open the Exclude address dialog. Enter the object to be excluded, and select the

Exclude type (Sender, Recipient, All) to be applied.

Exclude address

Email address: @microsaft.com

Exclude type: [ -
Sender
Recipients
Al ancel

b) Imported into contentACCESS from a file using the import option.

+ e

Addrezz To Balude

The file to import usually contains 2 columns: first column with the email addresses (or domains), 2"
column with the information if the object is sender, recipient or can be both. A sample import file may
be viewed using the “Download sample” button. (For more information refer to chapter Importing

contentACCESS configurations from files.)

Im port excludable email addresses x

Please select a file to upload Browwse...

® Make a new list, delete all existing iterns

Skip existing iterns, irmport new ones

Irmport method: CE v

Separator Default character is comma or please specify
First rowe is header:

Escape character: | Default character is quote rark or please specify

Dowerload sarmple Upload selected file

lsampledata {11} - Notepad M= E3
File Edit Format ‘iew Help

fjohno@example. com,Recipients 4|
ohnl@example. com,Recipients
johnz@example. com,Recipients
john3@example. com,Recipients
johnd@example. com,Recipients 4
johni@examplae. com,Recipients
chné&@example, com,Recipients
ohn7@example. com,Recipients
johns@example. com,Recipients
John9@example. com,Recipients

K| H
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v" Notification settings. Select here, when you will need to get notification emails from the Email
archive job. It is possible to set here, if you need such a notification email always/never, or, you
need it only in case when an error/warning occurred during the archiving process - for example, if
the archive of one or more items failed, then you may get a notification email about this error. Into
the Recipient list textbox insert the email address(es) of the person(s), who will get such
notifications. Notifications should be used if the administrator does not use the monitoring

feature.

Send when: Mewer hd

Recipient list: john.doe@exarmple, com, peterwhite@example.com,..

v' Resource settings. Set the value, which will determine how many items will be processed

simultaneously by the email archive job. The recommended value is “2”.

Yifarker thread count: 2

4

v Save your changes!!

Combining the shortcutting methods in an Email archive job

What are the advantages of combining the shortcutting methods for the user?

Companies use the “Keep original” archiving method on a daily base. This archive method ensures,
that the emails and its attachments are ready at hand during the time when they are still in use. After
certain time period (usually after 6 months) it is redundant to keep these emails in the mailbox(es), as
they take up too much space. However, these emails must be still easily accessible at any time. From
this reason, it is recommended to replace them with shortcuts, which save space in the mailboxes but
guarantee easy access to the older mailbox items. With combining the shortcut methods the end user

will easily achieve the demanded result.

This use case will demonstrate how to configure an Email Archiving job, which will archive the items
older than 10 days, while keeping them in the original file location. The job will also replace these
items with shortcuts after 6 months. The job combines the “Keep original” archiving method with the
shortcutting after the item reaches a certain age (6 months in this use case). The size of the items to

be archived and shortcutted can be set as well.
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Note: If two archive processes are combined (as in this use case), then the archive process will runin
two stages, too. By the first job running the emails will be archived while keeping the original, by the

2" job running these items will be replaced with shortcuts.

The following steps should be executed to set up an email archive job using the advantages of this

method:

v Set up a new Email Archiving job and open its configuration page.
v’ Set all required sections on the job’s configuration page.
v" On the configuration page of the Email Archiving job navigate to the “Shortcutting” section, and

check the “Apply to NOT ARCHIVED items” checkbox.

Shorteut fypes: g Apply to NOT ARCHIVED items

Use shortcut | Keep ariginal * | for items where sent date is older than 10 days [Change] and size is anything

v| Apply to ALREADY ARCHIVED items with keep original shortcutting method

Use shortcut | HTML v | foritems where sent date is older than 6 months [Change] and size is larger than 100 KB [C

Change’

v’ Set the “Keep original” archive method for items which are older than 10 days. Choose the
“Keep original” option from the dropdown menu and set that all items older than 10 days will be

archived.

Shortut types: v Apply to NOT ARCHIVED \iETIE/

Use shorteut | Keep original - | for items where sent date is olderthanﬁys Change]l and size is anything [Changel

v Apply to ALREADY ARCHIVED items with keep original shortcutting method

Use shortcut | HTML = | for items where sent date is older than 6 months [Change] and size is larger than 100 KB [Change

v Apply the shortcutting to the items archived with the “Keep original” method, which are older
than 6 months and larger than 100 kB. Choose HTML shortcut type, which will be used by the
job.

Check the “Apply to ALREADY ARCHIVED items with keep original shortcutting method”
checkbox. Choose the already configured “HTML” shortcut from the dropdown list. Set the sent
date to 6 months and the size to “larger than 100 kB”.
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Shorteut types: /| Apply to NOT ARCHIVED items

Use shortcut |Keep original

'

v Apply to ALREADY ARCHIVED items with keep original shortcutting methed

=  for items where sent date is older than 10 days [Change]l andsize is anything

Use shorteut | HTML - | foriterns where sent date is older than 6 months [Change] and size is larger than 100 KB

[Change]

Note: Please keep in mind that the sent date of the email is the determinative date. The age and size

of the emails to be archived/shortcutted can be modified anytime by using the “Change” buttons.

Shorteut types: v Apply to NOT ARCHIVED items

Use shortecut | Keep original - | for items where sent date is older than 10 days [Change] and sizeis anything [Change]

v| Apply to ALREADY ARCHIVED items with keep ariginal shortcutting method
Use shortcut | HTML

~ | for items where sent date is older than 6 months [Change] and size is larger than 100 KB [Change]

Changég]

USE CASE: How to set up the shortcutting if all items should be archived and items under 100 kB should
be kept in the original location, while items over 100 kB should be replaced with shortcuts? In this use

case set the size filter in the 2"!!!! row only (refer to screenshot above) to >100 kB and do not set a
sizefilter in the 1% row.

Sherteuttypes: V| Apply to NOT ARCHIVED items

Use shortcut | Keep ariginal ~ | foritems where sent date is older than 10 days [Change] and size i hange]

| Apply te ALREADY ARCHIVED items with keep original shortcutting method

Use shortcut | HTML v | foritems where sent date i= older than 6 months [Change] and size is\]arger than 100 KB/ [Change]

v Save your settings and wait until the job starts to run according to the configured scheduler.
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Email restore job

This job type is used to restore the original mailbox items from the shortcuts back into the mailbox. A
restore job relocates the already archived original back into the original location only in case, if it was
archived with the shortcutting method (i.e. it has a shortcut in the mailbox with the same parameters).
An email restore job restores the specified mailbox folders of the selected address book object(s).
The age filter and message class filter settings will be considered as well. If the restore job finds in the

source location (mailbox):

the original mailbox item - it will not touch it;
2. ashortcut with the same parameters - it will restore the original item to the source folder;
nothing (neither a shortcut, nor the original) - nothing will happen, the source folder will

remain empty.

Restore jobs are runrarely, so it is recommended either to set a “One time scheduler” for them, or to
start to run them manually from the grid. By this processing type the following sections must be

configured:
v'Scheduling settings:

In this step the running time(s) of the restore job must be selected. It is possible either to select a
scheduler from the list or to create a new scheduler via create new option. Restore jobs are usually
scheduled with “one time schedulers”. Our restore job will run on 1%t of October, with a start date 6
PM CET and will run until it finishes the restore process. (For more information about how to set

schedulers refer to the section “Schedules” above.)

Scheduled in: 1st of QCT_6 PRA -

v'Address book objects to process

Here you can select the mailboxes, groups or the entire Exchange server which will be processed
by the restore job. In this use case we will restore the mailbox of “edit.balazsy”, so we select it from
the list. To find it, we click on the 2* select option and start to write the mailbox name into the

Mailbox selection search field:
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Mailbox selection Mailbax selection
= refresh 2 refresh
MName Type v MHame Type
B officedss Server #—  select the entire server v & editbalazsy P ailbos
n techarroow_all Group
‘!‘ techarrow_sales Group
2 Testt Group
n build_natification Group '\
£ e Group 4— ... or select group(s)
~n emailarchive Group /
n Adrninistrators notification Group
n Tenant&dmins_2092c Group
2| HelpdeskBdmins 3ffa Group
x| RIM-
B elboadminsTatedsase1asn OO
" Compliance Management Group
n Hygiene Management Group
2| Discavery Management Group
R Records hanagernent Group
Page 1 of 4 (57 iterns) 1 s () @ 7 Begins withi[Mamel,'ed] Clear
Ok Cancel 0K Cancel
v'Include folders:

Email restore job is crawling the entire mailbox or recursive folders from the mailbox. Before you

enter the folder name(s) to be crawled, it is necessary to select the folder filtering type.

Falder filtering type: One single folde v

%INBCOX,SUBF OLDERL Entire mailbox

One single folder

Recursive, starting from a single folder
Multiple folders

Multiple recursive, starting fraom a single falder

If you set Entire mailbox, then the whole mailbox including all folders will be restored. If you set One
single folder type, then only one pre-selected folder will be processed (e.g. if you set
%INBOX%\Subfolder1, then only Subfolder1 will be processed). If you set Recursive, starting froma
single folder filtering type, then all folders starting from this folder will be processed (e.g. if you set
%INBOX%\Subfolder1, then starting from Subfolderl every subfolders will be processed in the
structure). The same rule applies to the Multiple folders, and to the Multiple recursive, starting from
asinglefolder, too, but in these cases we can work with more folders simultaneously (e.g.: % INBOX%,
%OUTBOX%\Folder name 5...or.. % TASKS%, %CALENDARS%\Folder name 6.
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Important: Due to different language settings in the user mailboxes, it is highly recommended to

specify the root folders using wildcards (%). Subfolders must be added to a root folder with a

backslash (\).

How to restore whole mailbox? It is important to bear in mind, that with selecting “Recursive, starting

from a single folder” filtering type under “Include folders” section, and leaving the folder path textbox

empty the whole selected mailbox will be restored:

& select

MName

- edit.balazsy

ype
Mailbox

Folder filtering type:

|Recursive, starting from a single folderl‘

Please enter the folder name

Now we will restore the contents of single folder “Subfolder 1” on the “INBOX” root (check

screenshot).

Folder filtering type: Qne single folder -

HIMBONEE, Subfolder 1

Screenshot A: Folder filter of the restore job

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED

TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com

Al Unread

Schedule Crawler
Sthedule Crauler: Hourahead Failure
This item was archived View original email View a5 erl

Schedule Crawder
Schedule Crawler: Hourdhead Failure
This item was archived View original email View as eml

westdesksupport@enron.com
CAISO ATC Final Comp HES 01/16/2002
This ibem was archived View criginal email View 35 eml

Schedule Crawder
Schedule Crawler: Hourdhead Failure
This item was archived View original email View as eml

westdesksupport@enron.com
CAISO ATC Final Comp HES 01/16/2002
This item was archived View original email View as em|

Schedule Crawder
Sehedule Crawler Hourhead Failure
This item was archived View original email View as eml

westdesksupport@enron.com
CAISO ATC Final Comp HES 01/16/2002
This item was archived View original email View as em|

Schedule Crawler
Schedule Crauler Hourdhead Failure
This item was archived View original email View a5 el

Schedule Crawder
Sehedule Crawler: Hourshead Failure
This item was archived View original email View as eml

By Dats ~

MNewest b L=

v¥ 0
1672002

v¥ 0
V12002

v¥ 0
1672002

v¥ 0
V12002

v @
1672002

v¥ 0
171872002

v 0
1672002

v¥ 0
171872002

v¥ @
1672002

Wed 1/30/2002 1:20 0
Oh John <John.Oh@ENRON.com >
New EL Paso URL

To DL-Portland Real Time Shift

e

@ This message was sentwith High importance.

contentACCESS Edit contentACCESS
This item was archived

Yiew original email Yiew as em|
RT-

The mew El Paso URL is:

hitp //172.17.172.62/rt/

click on current,asp to have the page autom atically refresh.
The file lcurrent.tzt contains the data

All historical data is in the fo

Screenshot B: Contents of “Subfolder 1” before restore
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v'Exclude folders
With this function you may set, which folders/subfolders should not be restored. The folders may be

a) added (viathe + new option) as it is described by the Email archive job configuration or

b) imported (via the import option).

To learn more about these settings refer to chapter Importing contentACCESS configurations from

files of this guide.

a) + new b))% import

Important: Due to different language settings in the user mailboxes, it is highly recommended to
specify the root folders using wildcards (%). Subfolders must be added to a root folder with a
backslash (\).

v'Item filtering

This configuration enables for you to filter among your items according to age and message class.
Only emails with the predefined filtering criteria will be processed. It is also enabled to use more
filters simultaneously. To activate any of these filters, check the corresponding checkbox first, then

click on the button to open the filter dialog:

Fitering type: No filters set

= Age filter: If you wish to process items with a specific sent date, select an option from the Select
filtration type list, and check the Use Dates checkbox. Now you can specify a date or date interval,
which will determine, how old items will be processed by the job. This age filtering type should be

used if you would like to restore items with a specific sent date. Examples of using dates:
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Age Filter
will be processed
Select filtration type:
@ Sent date is younger than
Sent date is older than

Sent date is in interval

x
items younger than the specified date

Age Filter

date will be processed
Select filtration type:
Sent date is younger than
® Sent date is older than

Sent date is in interval

X

items older than the specified

| Use Dates

v| Use Dates

Younger
2/1/2015 1200 AM -

O] Days O Months O Years

OK Cancel

| Age Filter

Select filtration type:
Sent date is wounger than
Sent date is older than

@ Sent date is in interval

Older

2/3/2015 12:00 AM -

@® Days O Months O Years

oK Cancel

items between dates X

"From-To" will be processed

| Use Dates

From
2/1/2015 12:00 AkA

From: To:

To
- 2/3/2015 12:00 AM| -
Days Manths Years
oK Cancel

Examples of filtering using days/months/years:

If the Use dates checkbox is not selected, then the date selection option becomes inactive. In this
case it is allowed to filter between items older than/younger than a certain number of
days/month/years. Enter the value into the From, To checkboxes. This age filtering type should be
used if you would like to restore items “on the fly”, which are older/younger than a certain number
of days/months/years. Now we will restore the items younger than 1 year (Screenshot A). If the Age

filter has been set click OK.

Age Filter X Age Filter bS

Select filtration type: Select filtration type:
Sent date is younger than

Sent date is older than

® Sent date isyounger than
Sent date is older than

Sent date is in interval ®) Sent date is in interval

Use Dates Use Dates
Younger From To
1 Days Months  ® YVears From: |1 To: |3 Days ‘OZMonths Years
QK Cancel OK Cancel
Screenshot A Screenshot B
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» Message class filter: This filter was improved to select certain message classes to be restored.
Using this filter the user will be allowed to select different message types to restore; mails, tasks,
contacts etc. For filtering emails according to this criteria activate Message class filter button by
checking the checkbox next to it, then click on the active button.

In this use case we will restore only mails and documents, so we check the Apply for selected
message classes option and select Mails and Documents from the list.

Note: It is also allowed to add Custom message classes to the already existing ones.

Message Class Filter

Filter items based on message classes:
Apply for all message classes

& Spply for selected message classes

Use selected Message Classes
V| Mails
Posts

Documents

Appaintments (shortoutwill not be created)
Contacts (shortcut will not be created)
Tasks

Custarm (Use sericolon as separator)

Please add custam message classes

[0];4 Cancel
v Exclude addresses
With the “Exclude addresses” feature you may exclude the desired

v" domain(s) (e.g. @microsoft.com) or

v'email address(es) (e.g. john.arrow@tech-arrow.com) from the list of messages to be restored.

You may filter between recipients, senders or both, and the objects to be excluded from the restore
may be imported from a file (using option import) or added manually (using option + new). The

settings are the same as we described in the email archive job above.
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4+  new import

Address To Baclude

v" Notification settings. The user may select here, when to send notification emails from the restore
job regarding the successfulness of the restore process. It is possible to set here, if you need a
notification email always/never, or, you need it only in case when an error/warning occurred during
the restoring process. Into the Recipient list textbox insert the email address(es) of the person(s),
to whom such notifications will be sent. Notification emails may be useful, if the monitoring feature

is not used to detect possible failures of job running.

Send when: [ewer v

Recipient list: jobndoe@exarnple.corn, peteravhite@exarmple.corn,..

v" Processing settings: The administrator may select here, if he would like to use MAPI protocol to
communicate with the Exchange server. EWS (Exchange Web Services) connection is selected by
default, if MAPI is not selected here. It is important to know, that O365 Exchange server does not
support MAPI connection. Another requirement to use MAPI is to have Exchange server 2013 or
earlier version. Since some other functions might still use EWS, the EWS connection must be

configured in any cases.

Use MAPI to communicate with Exchange Server

v" Resource settings. Set the value, which will determine how many items will be processed
simultaneously by the email archive job. The recommended value is “2”.

v Save your changes!

v" Wait until the job starts to run according to the schedule. If the job finished processing, the

shortcuts linking to the matching items will be replaced by originals in your “Subfolder 1” folder.

Email recovery job
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The function of this job is to re-generate the Exchange mailbox from the archive. This processing type

is useful in the following cases:

=  The entire mailbox was deleted,
=  Oneor morefolders were deleted,

=  Oneor moreitems were deleted,
and the user would like to get back these already archived items from the archive storage.

The mailbox recovery is able to reconstruct the mailbox from the archive: the items already archived
will be put back to the mailbox exactly into the source location. The mailbox recovery will also create
the folder if this no longer exists in the mailbox. It will try to keep the folder type as well (if the
information is available in the archive). Since all filtering options are active, it is possible to recover
any part of the mailbox:

o One folder

o Multiple folders

o Recursive folder structure

o Whole mailbox (structure)

o Mails older then/Younger then/Between dates ...

o Different message classes (mails, documents, contacts etc.)
This processing type is also checking for duplicates, (so it is safe to run the same job multiple times, as
duplicates will not be created):

o If there is a shortcut (for the recovered mail) in the folder - the mail will not be recovered.

o If the same mail is already in the folder - the mail will not be recovered.

o If the same mail was archived multiple times to the same folder (archive-restore-archive) - only

the youngest mail will be recovered.

Note: It isimportant to bear in mind, that duplicate checking is active only on folder level. Mails

without internet message ID might be duplicated.

Note: There are also some limitations of the recovery technology, namely:

» Contacts can be recovered only into a contacts folder;
> Appointments can be recovered only into an appointment folder;

» Tasks can be recovered only into a tasks folder.
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To create a new Email system recovery job click on + new on the page of the email archive jobs. The
Add new job instance dialog opens. Select “Email recovery” from the dropdown list, enter the job’s

name, select a node where it should run and click OK.

Add new job instance

Asailable jobs: Email recovery -

Fun on node: Ay available M

Display narme: ECE0 mailbox recovery

Description: Re-create mailbox hierarchy from archive, Use
this job if you have lost the full or part of the
railbox and want to recover the archived mails
to the original mailbox,

Add Cancel

On the job’s configuration page the user may find the following sections to configure:

v'Processing settings.

The administrator may select here, if he would like to use MAPI protocol to communicate with the
Exchange server. EWS (Exchange Web Services) connection is selected by default, if MAPI is not
selected here. It is important to know, that O365 Exchange server does not support MAPI
connection. Another requirement to use MAPI is to have Exchange server 2013 or earlier version.
Since some other functions might still use EWS, the EWS connection must be configured in any
cases.

There are multiple options what to recover with a recovery job; the user may recover the original
item, or he can get back the shortcut only. The user has the chance to select one of these 2 radio

buttons:

Use MAPI to communicate with Exchange Server
®) Recover shortcut

Recover origina

v' Shortcut settings. If the administrator would need to recover items as shortcuts, then the already
configured shortcut selected right here will be used to recover them. If the administrator selected

above to recover the original item, this configuration option will be then hidden.

Shortcut name: Shortcut HTRL -
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v'Scheduling settings:

Specify a scheduler to determine, when the recovery job will run. It is possible either to select a
scheduler from the list or to create a new scheduler via Create new option. (For more information
about how to set schedulers refer to the section Schedules above.) It is recommended to set here a

One time scheduler, or to start the job manually.

Scheduled in: On Tth of Sept v

v Notification settings. Select here, when you will need to get notifications from the job regarding the
successfulness of the recovery process. It is possible to set here, if you will get a notification email
always/never, or you get it only in case when an error/warning occurred during the archiving - for
example, if the recovery of one or more items failed, then you may get a notification email about this
error. Into the Recipient list textbox insert the email address(es) of the person(s), to whom these

emails should be sent.

Send when: Mewer -

Recipient list: johndoe@example.com, peterwhite@exarmple.com, ..

v Address book objects to process

Here you can select the mailboxes, groups or the entire Exchange server which will be processed
by the recovery job. Click on the &* select option and check the groups or servers in the Mailbox

selection window, then click on OK:
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Mailbox selection
=z refresh
Marne Type
B Office3ss Server #— select the entire server
n techarron_all Group
‘." techarrow_sales Group
R Testol Group
1" build_notification Group ‘\
A elrn_teamn Group 4 ...Or select group(s)
n ernailarchive Group /
2 Zdministrators notification Group
| Tenanttdming 2092 Group
2 HelpdeskAdmins_3ffad Group
L RIM-

B ailbodminsTaacdsasetan 00U
n Carpliance Management Group
n Hygiene Management Group
n Discovery Management Group
n Records Management Group

Page 1af 4 (32 iterns) T3 4

aK Cancel

v'Include folders:

Recovery job is able to recover any folders of the mailbox; the entire mailbox, one single folder,
multiple folders, recursive folder structures etc. Before you enter the folder name(s) to be crawled,

it is necessary to select the folder filtering type.

Falder filtering type: (Ore single falden v

Entire mailb
INECHTO ARCHIVE niire mans o

Qne single falder

Recursive, starting from a single folder
Multiple folders
Multiple recursive, starting from a single folder

If you set Entire mailbox, then the whole mailbox including all folders will be recovered. If you set
One single folder type, then only one predefined folder will be processed (e.g. if you set
INBOX\Subfolder1, then only Subfolder1 will be processed). If you set Recursive, starting from a
single folder filtering type, then all folders starting from this folder will be processed (e.g. if you set
INBOX\Subfolder1, then starting from Subfolder1 every subfolders will be processed in the

structure). Subfolders must be added to a root folder with a backslash (\).

The same rule applies to the Multiple folders, and to the Multiple recursive, starting from a single
folder, too, but in this case we can work with more folders simultaneously (e.g.: INBOX,
OUTBOX\Folder name 5...or...TASKS, CALENDARS\Folder name 6
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Important!! By the recovery processing type it is not required to specify the root folder with
wildcards (percent signs). If any wildcard is specified, the recovery process will not be successful. E.g.
instead of %INBOX% use form INBOX, instead of %$TASK% use form TASK etc. The same rule applies

to Exclude folder configurations, too.

How to recover whole mailbox? It is important to bear in mind, that with selecting “Recursive, starting
from a single folder” filtering type under “Include folders” section, and leaving the folder path textbox

empty the whole selected mailbox will be recovered:

& select

Harne Type

J editbalazsy e Mailbox

7

Folder filtering type: Recursive, starting fram a single falder

Please entevthefnldm

v' Exclude folders

With this function you may set, which folders/subfolders should not be recovered. The folders that

should not be recovered may be

a) Added viathe “+ new” button - The settings are the same as by the Email archive job with
ONE EXCEPTION: by the Email recovery job the root folder mustn’t be specified using
wildcards.

b) Imported from afile via the import button - For more information refer chapter Importing

contentACCESS configurations from files of this guide.

a) + new b))% import

v Item filtering

This configuration enables for you to filter among your items for recovering by 2 types of criteria: by
age and message class. Only emails with the predefined filtering criteria will be processed. It is also
enabled to use more filters simultaneously. To activate any of these filters, check the corresponding

checkbox first, then click on the button to open the filter dialog:
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Filtering type: Mo filters set

= Agefilter: Tofilter out recoverable items with specific send dates choose an option from the Select
filtration type list, and check the Use Dates checkbox. Now specify a date/date interval tofilter out
items, of which sent date match with the search criteria entered here. The items falling under this

sent date interval will be selected to recover. Examples of using dates:

Age Filter items younger than the specified date Age Filter items older than the specified

will be processed date will be processed
Select filtration type:
Sent date is younger than

Select filtration type:

®) Sent date is younger than

Sent date is older than ® Sent date is older than

Sent date is in interval Sent date is in interval

v Use Dates | Use Dates
Younger Older
2/1/2015 12:00 AM - 2/3/2015 12:00 AM -
® Days O Months O Years ® Days O Months  © Years
OK Cancel OK Cancel
| Age Filter items between dates

"From-To" will be processed

Select filtration type:
Sent date is younger than
Sent date is older than

® Sentdate is in interval

| Use Dates
From To
2/1/2015 12:00 Ahd - /32015 12:00 An| M
From: Tos Days Months Years

QK Cancel

Examples of filtering using days/months/years:

If the Use dates checkbox is not selected, then the date selection option becomes inactive. In this
case it is allowed to filter between items older than/younger than a certain number of
days/month/years. This age filtering type should be used if you would like to recover those items,
which are older/younger than a certain number of days/months/years (i.e. items younger than 1

year). Enter the desired value into the From, To checkboxes. Then click OK.
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Age Filter Age Filter

Select filtration type: Select filtration type:

® Sent date is younger than Sent date is younger than

Sent date is older than Sent date is older than

Sent date is in interval ® Sentdate is in interval

Use Dates Use Dates

Younger Fram Ta
& Days fdanths Years From: |1 To: |3 Diays 0 rdonths Years
oK Cancel oK Cancel
Screenshot A: Filtering items younger than 90 days Screenshot B: Filtering out up to 3 months old items

» Message class filter: Using this filter the user will be allowed to filter out different message types,
such as mails, documents, contacts etc. that he would like to recover. For filtering emails according
to this criteria activate Message class filter button by checking the checkbox next to it, then click
on the active button.

In the Message class filter dialog select all (choose radio button Apply for all message classes) or
specify certain message classes (Apply for selected message classes). It is also allowed to add
Custom message classes to the already existing ones. After all necessary custom classes have been
checked click on OK.

Message Class Filter

Filter items based on message classes:
Apply for all message classes
& Apply for selected message classes

Use selected Message Classes

[v]| baits

| Pasts

||| Dacuments

—|Appnintments [shortcut will not be created)
—| Contacts [shortout will not be created)

—|Tasks

ivlfCustom [Use semicolon as separator]

Flease add custom message classes

ok Cancel
v Exclude addresses
With the “Exclude addresses” feature you may exclude the desired

v" domain(s) (e.g. @microsoft.com) or

v" email address(es) (e.g. john.arrow@tech-arrow.com) from the list of messages to be recovered.
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You may filter between recipients, senders or both, and the objects to be excluded from the recovery
process may be imported from a file (using option import) or added manually (using option + new).

The settings are the same as we described in the email archive and email restore jobs above.

4+ new 4 import

Address To Baclude

v' Resource settings. Set the value, which will determine how many items will be processed
simultaneously by the recovery job. The recommended value is “2”.
v Save your changes!!

v" Wait until the scheduler starts the job.

Mailbox move job

This job allows to move archived mailbox data (archived emails) between stores and databases.
Typical use cases:

e If you did a mistake and you've archived the same mailbox into 2 different databases, then
you will be able to access only the archived items of the actually associated database
(configured in Email Archive - Archive - View address book). You can easily troubleshoot
such a problem with using the “consolidate” option of the Move mailbox job. This moves the
items from the wrong database to the correct one.

e Atypical use case of a database/storage move can be, if one company employee was dismissed,
and his mailbox archive data need to be moved into another storage/database.

o If the already associated database/storage has no more storage capacity thanks to the big
volume of the archived items, then the administrator may move the archive mailbox data
somewhere else.

e The mailbox move is also enabled on the level of tenants (cross-tenant move), e.g. if one
company affiliate will be closed and its mailboxes (archived emails) need to be moved into the

database/storage of another affiliate (tenant) etc.
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There are multiple options how a mailbox move job can be created; you can add it as a new job from
the Email archive’s Jobs page, or you can create a mailbox mover job directly from the address book,
with selecting the “Move mailbox” option from the desired mailbox’s context menu. On the

screenshot below can be seen, how a mailbox move job is created for mailbox “edit.balazsy@tech-

arrow.com” directly from the address book.

Tenant TECH-ARROW ~ & -

BEH S & 2 L] & B8 % B |46 & @

Databases System Provsionng Retentions  Shortout  Storages Schedules U View obs | Reporting  Legady data

seftings  settings configuration ~ Cxperience address configuration configuraton
book
@ e Miscelaneous
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m'mwrs&,ih__mmmm N insB7 aSacdbAe1 4608 §,0U=TECHARROW onmicrosoft com, OU=Micrasoft Exchange Hosted Organizabions D= EURPROGA00DC=prod DE=outlook DE=com
Page 1 of 3 (35 items) PR
Ermail falhaz DA Creste contentWEE scce rchive detabsse
- Email Archive
editisalazsy 54 edithialazsy@tech-arow.com fo=Exchangelabis/ok= Exchange Adwiistralive Group (FYDIEOHFZ3SPDLT)/cn=Redipients/cn=097238dcaT acdecodz1 0cez 40792552 ¢dltbalazs Yes Emai Archive DB "

adam horvath Automatially e fo=ExchangeLabs/ou=Exchange Administrative Grou ab41600530962836¢631b2481 75 76-acam horvat Mo

VDIEOHF235PDLT)/cn=Recdipi

Do niot create contents

fa=Exchangel ais/ou=Exchange Administrative Groug (FYDIEOHF23SPDLT)/cn=Redpients, BeBC53a034c1 33278 E 20662 dd-Admin@tech

Mo
wemearmiaosoitoninecom | Assign database and storage arrow.emeamicrosoftaniine corm

79ee550C5421436007 40280338073 adlrian baka Mo

nbaks Manage access fo=Exchangel ahis/ou=Exchange Administrative Graup (FYDIBOHF23SPDLTY/en=Recipients

daalbedca67A5debTeehZeal60bfE-alexandra.a Mo

With clicking on the “Move mailbox” option in the mailbox’s context menu, the Select mailbox to
move dialog will automatically open. The desired source mailbox will be already preselected in this
dialog. The new mailbox mover job will be created with the name of the selected mailbox. By default,

the job will be able to run on any available node.

Select mailbox to move x|

Tenant:  TECH-ARROWY Tenant:  TECH-SRROW

_| Mowe to different mailbox

(Mai\box; edit.halazsy@tech-arrn ) Mailbox  edit.balazsy@tech-aro
Database: Email Archive DB - Database: EX-employees’ DB -
Store: Email &rchive store - Store: Ex-employees' storage -
Statistics; Statistics:
Email count: 1276 Email count: 221
Folder caunt: 7 Folder count: 3

QK Cancel

Note: The same dialog can be opened on the job’s configuration page, with clicking on “add” under

Mailboxes to move section.
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In the Select mailbox to move dialog the administrator may set the following:

A) The source mailbox, of which archived data should be moved: if the job has been created from the
address book, the source mailbox will be preselected; if the job has been created from the jobs
page, the source mailbox has to be configured manually.

B) The target mailbox; in special cases the source mailbox archive data may be moved to a target
mailbox archive. To achieve this, check the “Move to different mailbox” option on the target side
and specify a new target mailbox. If you would not like to move the source mailbox archive data to
a target mailbox archive, select the source mailbox on the target side, too (by default it is

configured like this).

Select mailbox to move Select mailbox to move
Tenant: TECH-ARROWY . Tenant: TECH-ARROW Tenant: TECH-ARROW Tenant: TECH-ARROW
T Move to different mailbox T Move to different mailbox
(Mam:ox: edit balazsy@tech-arrow.com . ) Mailbox: et balazsy@tech-arrow.com Mailbe  editbalazsy@tech-armow com :
Database:  Email Archive DB - Database: EX-employees’ DB Ad Database: Email Archive DB - Database: Ex-employees' DB
Store: Email Archive store hd Store: Ex-emplayees’ storage M Store: Stare: Ex-employees storage
Statistics: Statistics: Statistics: Statistics:
Email count: 1276 Email count: 221 Email count: 221
Folder count: 7 Folder count: 3 Folder count: 3
oK Cancel ok Cancel
Screenshot A Screenshot B: Source mailbox archive selected on the target side

C) The source database and storage: by default the already associated database and storage of the
source mailbox are set here. The source mailbox statistics (email count, folder count) can be seenin
the source column.

D) The target database and storage: the user may select here the target destinations, where the
archive data of the source mailbox should be moved. On Screenshot D we have selected Ex-
employees’ DB and Ex-employees’ storage. The target mailbox statistics (email count, folder count)

can be seenin the target column as well.

Select mailbox to move Select mailbox to move
Tensnt  TECH-ARROW Tenant  TECH-ARROW Tensnt  TECH-ARROW Tenant  TECH-ARROW
T | Move to different mailbox T | Move to different mailbox
Mailbox  edit.balazsy@te ch-arrow.com - Mailbox:  edi arrow.com Mailbox  edit balazsy@te ch-arrow.com - Meilboz: e
Database: Email Archive DB - Database: | EXemployees' DB N Database: Email Archive DB - Database: | EXemployees' DB

Store: Email Archive stare - Store: Ex-employees storage r Store: Email Archive stare - Store: Ex-employees' storage
Statisties: Statistics: Statisties: Statistics
Email count: 1276 Email count: 221 Email count: 1276 Email count: 221
Folder count: 7 Folder count: 3 Folder count: 7 Folder count: 3
ok Cancel ok Cancel
Screenshot C: Associated DB and store Screenshot D: Target DB and store

E) An across tenant move is also supported:

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 259/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

./ OL" vision of technological evolution

% techarrow

Select mailbox to move

(Tanan( TECH-ARROW Tenant  TECH-ARROWVY ] |

T Move to difrerent maflaox
Mailbox  edit.balazsy@tech-arrow.com . Mailbox:  edit.balazsy@tech-arrow.com

Database: |Email Archive DB . Databsse: | EX-employees DB
Store: | Email Archive stare . Store: Ex-employess’ storage

Statistics statistics:
Email count: 1276 Email count: 221

Folder count; 7 Folder count: 3

oK Cancel

When configuring a Mailbox move job the administrator is also required to set the running time of

the job, notification settings and the resource settings on the job’s configuration page:

v'Scheduling settings: the administrator may select a scheduler from the dropdown list, which will
determine, when the moving process will run. By this plugin type it is recommended to set one time
scheduler, or to start the job manually. For more information how to set up schedulers please refer

to section Schedules.

Scheduled in: On Tth of Sept -

v Notification settings: if you want to use notification emails to be informed about potential failures
of the mailbox move process, then select a) in which cases such notifications need to be sent, b) who
will be the recipient of such emails. It is recommended to set here Errors or warning occur option

(or to check the job events on the monitoring page).

Send wehen: Errors orwarnings occur v

Recipient list: wyDtech-arrowm carn

v" Resource settings. Set the value, which will determine how many items will be processed

simultaneously by the mailbox move job.

Option “consolidate” on the job’s configuration page: Consolidation option is the fastest way of how
to correct your mistake, if you have archived the same mailbox into multiple databases. By clicking
the consolidate button the system will find all mailboxes which are in two or more databases and will
list them on the Mailbox selection page. The target database/target store are the already assigned
ones based on the View address book. So, once you have the list, you just select one or more

mailboxes and click OK.
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Mailbox selection

T | Email Address Source DatabaseId | Target Databaseld | Target StoreId Message

= | edit.balazsy@tech-

EX-employees' DB Email Archive DB Email Archive store
FFTOWLCO M

QK Cancel

If this dialog is empty, it means that all your metadata are in one database only, there is nothing to
correct.

How to check if the mailbox move was finished successfully? The user may check on the monitoring
page, if the mailbox move job successfully moved the selected mailbox archive to the desired
database/storage. To check this, navigate to the email archive jobs’ page on the ribbon (Email Archive
tab = Archive = Jobs). Open the context menu of the mailbox move job, and click on “Show last logs”.
This will redirect the user to the monitoring page, where the last run of the selected job will be

preselected, and the correspondent job events can be viewed.
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Custom plugins

Many companies require to archive, access and collaborate on documents residing in their own data
management systems (e.g. on the Exchange servers, SharePoint sites, Datengut storages etc.). This
requires to have a custom solution that connects the respective data management system(s) with the
central archive. contentACCESS uses its custom plugins to manage these scenarios in an

organization.

contentACCESS custom plugins enable to categorize, replicate, archive, protect, access, search for
your data, or to connect them to your MS Outlook (using officeGATE) and collaborate on them from
your mailbox directly. With custom plugins you can categorize the desired data into certain
SharePoint libraries, share links to files residing in different DMSs directly from the mailbox, replicate

the storages to protect your data etc.

The following chapters of this guide will introduce the configuration steps of the most used
contentACCESS Custom plugins.

Email management job configuration

This plugin was developed for scanning mailboxes and processing & archiving the email messages and

its contents into a specific storage.

After you have successfully created a new job to Email management plugin (for more information how

to create a new job please refer to section Creating new jobs in contentACCESS) you can start to

configure it. Navigate to the Custom plugins - General-> click on Jobs button and choose the job
from the list. Click on ellipsis (...) and choose Configure option from the context menu as on
Screenshot A (or double click on it in the grid). It is also possible to open the job for further
configuration with a double click on the corresponding job icon in the Jobs ribbon group (Screenshot
B).

5.;" Jobs

Custom plugins > General > Jobs
+  new 2 refresh

Filter: Active jobs

jin] Display Mame Status
60 ECE0 mail management e [dle
Start

Stop

Delete zten

1 o) — .
k2 o B BB E g §E -
Showy last logs Jobs  Schedules Datsbases Retentions Storages  Exchange EC30 FCE Duplicated  EC30 mail
cccccc tions | SharePaint documents management
Rename

Deartivate Eait enera double click

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 262/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. \OUr vision of technological evolution  AEEEEGGGEEEEEEE——

% techarrow

Screenshot A Screenshot B

The job’s configuration page will open, where the following section must be configured:

v'EWS Settings

As first step it is necessary to select the previously configured Exchange connection from the
dropdown list. Using these connection settings the user will be allowed to operate over the
mailboxes (check section Mailbox settings below). For further information how to perform EWS

(Exchange Web Services) settings please refer to section “Exchange connections”.

Exchange connection name:

Management

\Note: The user set in the “Exchange connections” must have full access permission to all mailboxes.|

v'Database settings:

Select a connection from the dropdown list where the metadata will be stored. (For further

information how to set database connectors please refer to section “How to create/configure
databases — All databases”.)

Database connection: Email Archive DE

v'Scheduling settings:

In this step the running times of the Email management plugin instance must be selected. It is
possible either to select ascheduler from the list or to create a new scheduler via create new option.

(For more information about how to set schedulers refer to the section Schedules above.)

Scheduled in: Every Monday at 12.00 CE -
o Create new . —
Select an existing ... , ... Or create new.
Ewery Friday

—_—

Every Manday at 12.00 CET

v'Include folders:
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Email management plugin is crawling in one single or in multiple mailbox folders, and also in
recursive folder structures. Before you enter the folders to be crawled, it is necessary to select the

folder filtering type.

Folder filtering type: One single foldey

One single folder

Recursive, starting from a single folder

Fultiple folders

Pultiple recursive, starting from a single folder

If you set One single folder type, then only one predefined folder will be processed (e.g. if you set
%INBOX%\Subfolder1, then only Subfolder1 will be processed). If you set Recursive, starting from
a single folder filtering type, then all folders starting from this folder will be processed (e.g. if you
set %INBOX%\Subfolder1, then starting from Subfolder1 every subfolders will be processed in the

structure).

The same rule applies to the Multiple folders and to Multiple recursive, starting from a single
folder types, too, but in this case we can work with more folders simultaneously (e.g.: %INBOX%,

%OUTBOX%\Folder name 5...or... % TASKS%, %CALENDARS%\Folder name 6)

Note: It is possible to either select an item type from the dropdown list or to enter the
item type to the textbox manually. If crawling more item types/folders always put item

types between percent signs and also separate them with a comma.

SANBOX
HOUTBOX
%DELETEDITEMS%
HSENTITEMS%

S ALENDARY,

UCONTACTS

v'Storage settings:

In this section choose an already configured storage from the dropdown list. The processed emails

will be stored here. (For more information how to set storages check section “Storage” above.)

Storage name: TA_Ernails
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v'Item filtering:

This configuration enables for you to filter among your mailbox-items by 3 types of criteria: by age,
size or message class. It is also enabled to use more filters simultaneously. To activate any of these

filters, check the corresponding checkbox first, then click on the button to open the filter dialog:

Filtering type: Mo filters set

= Age filter: If you select an option from the “Select filtration type” list, and check the Use Dates
checkbox, and specify a date, then the age filter will filter out all items, of which sent date is
younger/older than this specific date. It is also possible to specify certain time interval with the Use
Dates function. In this case the items falling under this sent date interval will be filtered out. This

age filtering type should be used if you would like to process emails with a specific sent date.
Examples of using dates:

Age Filter items younger than the specified date Age Filter items older than the specified

will be processed
Select filtration type:
®) Sent date is younger than
Sent date is older than

Sent date is in interval

date will be processed

Select filtration type:

Sent date is younger than

®) Sent date is older than

Sent date is in interval

| Use Dates | Use Dates
Younger Older
2/1/2015 12:00 AM - 2/3/2015 12:00 AM >

@® Days O Months O Years

oK Cancel

| Age Filter

Select filtration type:
Sent date is younger than
Sent date is older than

®) Sent date is in intenval

® Days QO Months O Years

oK Cancel

items between dates
"From-To" will be processed

| Use Dates
From To
/172015 1200 Ak - 2372015 12:00 AW ~
From: To: Days Months Years

K Cancel
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Examples of filtering using days/months/years: If the Use dates checkbox is not selected, then the
date selection option becomes inactive. In this case it is allowed to filter between items which are
Younger/Older than a certain number of days/month/years. Enter the number into the checkbox
next to the Days/Months/Years radio button (screenshot A). It is also allowed to filter items which
belong to a certain period of time, e.g. between items from months 1 to 3 (screenshot B). This age
filtering type should be used if you would like to process items, which are older/younger than a
certain number of days/months/years (e.g. items older than 1 year). If the Age filter has been set click
OK.

Age Filter Age Filter
Select filtration type: Select filtration type:
®) Sent date is younger than Sent date is younger than
Sent date is older than Sent date is older than
Sent date is in interval # Zent date is in interval
Use Dates Use Dates
Waunger Fram T
@ Day: Manth: Ny Frarm: |1 Ta: 3 Day: Month; ¥
oK Cancel QK Cancel
Screenshot A: processing items younger than 90 days Screenshot B: processing items in age 1-3 months

= Size filter: This filter can be very useful because it enables to find the biggest emails for further
processing. If these large emails (and large attachments) are permanently processed, the Exchange
server will be relieved from redundant megabytes which causes its slowness in many cases.
For filtering emails according to this criteria activate Size filter button by checking the checkbox
next to it, then click on the active button.
In the Size filter dialog choose from the filtering types (Bigger then, Smaller then, or Between

values), enter the size (in kilobytes) and click OK.

= Message class filter: This filter was improved to select certain message classes to be processed.
Using this filter the user will be allowed to filter out different document types, such as mails,
documents, contacts etc. For filtering emails according to this criteria activate Message class filter
button by checking the checkbox next to it, then click on the active button.
In the Message class filter dialog it is possible to choose if the filter will be applied for all message
classes (choose radio button Apply for all message classes) or only for some selected classes (Apply
for selected message classes). It is also allowed to add Custom message classes to the already

existing ones. After all necessary custom classes have been checked click on OK.
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Message Class Filter X

Filter items based on message classes:
Apply for all message classes

® Apply for selected message classes

Use selected Message Classes”
¥ Mails
Posts
| Documents
Appointrments
Contacts
Tasks

¥ Custorn (Use sernicolon as separator)

enter your custom class here

Ok Cancel

After all settings have been done a summary of filter settings the filter settings will be displayed under

section Item filtering as it is shown on the screenshot below:

Filtering type: Filters: -
Il iterns from the intersal starting on Thiu Jan 01 2015 00:00:00 GMT +0100 Ld
Central Europe Standard Titme), ending on Sat Jan 312015 12:00:00 GRMT+0100
Central Europe Standard Time)
iterns larger than kB o
v Size filter

Frocess documents,
Process messages.

v | Message Class filter

v Processing settings

The user can choose from 3 main types of how to store emails and attachments. It is possible either
to archive the entire email message (in .msg format) with the attachment together (Simple archive),
or just the attachment (Archive attachment). It is also enabled to archive the entire email and copy
to the Public folder (Archive and copy to Public folder). This function helps to share the document
with other users. Everyone with a user account and password on the Exchange server can access the

Public Folder.
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Processing type: v

Customn categories to process Simple archive

Split attachments Archive and copy to Public Folder

Archive attachment

=

Create tag view

Public Folder user email:

Public Folder base folder:

Insert Public Folder data into the below displayed textboxes to establish the connection between the

Public Folder and the archive management system:

Frocessing type: Pleaze choose one processing type -
Custorm cateqories to process Please enter the category name(s)

Split attachrments

Create tag wiew Tag wiew root narme
Public Folder user email: Itesztellek@gmail.com I
Public Folder base folder: |FOIder narne |

Custom categories to process function enables to restrict searching in the mailbox to the categories
that are selected here. E. g. if Red Category is set this will mean that only those emails will be

processed which were labeled with Red Category.

Split attachments: by checking this checkbox the email message in .msg format and the
corresponding attachments will be stored separately from each other. Both will be stored in the
selected storage, but separately from each other. This helps to save storage space. Let’s assume, that
emails of more users (for example 5 users) will be stored at the same storage. Split attachments
function will recognize duplicate attachments and they will be stored only once (not 5x). However

email bodies will be stored 5 times, as emails in different mailboxes have different metadata.

Note: W.ith splitting attachments it is possible to spare more storage space for the company

documents. It is obligatory that the selected storage supports single instancing.

Create tag view: contentWEB and officeGATE are both associated with contentACCESS. Thus
emails and attachments processed in contentACCESS can be easily found in contentWEB and
officeGATE, too. By creating tag view the items falling under more custom categories will be gathered
together under a main folder, which is set here in the Create tag view textbox. This main folder will
be displayed under this “tag view root name” both in contentWEB and officeGATE systems.
Subfolders under this main folder will gather together all items falling under a certain custom
category.
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v'Mailbox settings

In this section a new mailbox can be added which need to be processed. Click on + new and fill in the
Name and Email into the popup window. Also check Is Active checkbox, otherwise the added mailbox

will not be crawled (crawling of the mailbox will be in sleeping mode). Click on OK:

Edit mailbox

Mame 30 Email X¥i@tech-arrow.corm

Is Active

Ok Cancel

contentACCESS enables for you to crawl more mailboxes the same time. For selecting mailboxes to

be crawled navigate to 2% select option and enter mailboxes into the Mailbox selection dialog box.
With checking the checkbox next to Name you can select/deselect all mailboxes for further

processing:

Mailbox selection

= refresh
........ / select/deselect all mailboxes from the list
Il Marne Type
v B Office36s Server
v A techarrow_all Group
v 28 techarrou_sales Group
v A Testil Group
v 28 build_notification Group
v R elmteam Group
v 28 ermailarchive Group
W ].1 Administrators notification Group
v R Tenantfdmins_2092c Group
Iy HelpdeskAdmins_3ffad Group
v | & ﬁ:?l-b0xAdm|nsBFaSacd64ﬁel4ﬁ[l Group
v 2 Cormpliance Managernent Group
v o1 Hygiene hanagernent Graup
v 2 Discovery banagement Group
v 2 Records Management Group
Page 1of 4 (52 items) 2 3 4

Ok Cancel

Under Mailbox settings you can also edit/delete or manage access to the selected mailbox(es). Click

with left mouse on the.... (ellipsis) and choose an option from the dropdown list.
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Mailbaes: + new b select ¢ manage access
Mame Email Is Active
Bos0 “** ecsoitagetestonmicrosoftoom v
ehes === editbalazsy@tech-arrow.com v

Edit
Delete

Manage access ta mailbox

It is also possible to grant access to this mailbox for other users of contentWEB, office GATE or who
log in the mailbox through an online web application from mobile devices. By granting access to these
users they will have an access to the archived messages of the selected mailbox. Click on Manage
access to mailbox from the context menu. Then click on + new and fill the Create new role

association dialogue box.

There are multiple options how to grant access to a mailbox for a user in the Create new role
association window. You can Create new user, you can Search for existing worker from the company

or you can also Send an invitation to somebody who is not a contentACCESS user yet.

In each case you must select the “Standard user” role type from the dropdown list (a standard user
has only the right to check the mailbox). On the below displayed screenshot we give access rights to

the mailbox for an already existing contentACCESS user.

Create new role assodation

Rale Standard user
Invitation type Search for existing -
Search for exizting user |att] -
Aktila Balazsy
Altila Fogas

v'Resource settings

Under resource settings you can define the number of items that will be simultaneously crawled. It is
not advisable to set here a value higher than the duplex number of cores of the processor as this will

might extremely slow down the whole processing.

k

Wforker thread count: 2z -
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At the end never forget to save your job configurations: click on Save in the left upper corner of the

Central Administration ribbon.
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SharePoint archive plugin

This plugin was created for scanning SharePoint sites and processing & archiving certain items and

its contents into a specific storage.

After you have successfully created a new job to SharePoint archive plugin (for more information how

to create a new job please refer to section Creating new jobs in contentACCESS) can start to

configure it. Navigate to the Custom plugins = General > Jobs, choose the job from the list. Click on
ellipses (...) and choose Configure option from the context menu. The Job configuration page will

open, where the user will be required to set the following sections:
v'Database connection:

For database settings select an already configured connection from the dropdown list, where the
metadata will be stored. (For further information how to set database connections please refer to

section_‘How to create/configure databases — All databases”.)
v'SharePoint settings:

In this section the user will be required to configure the SharePoint site(s) which will be processed by

the job. Click on + new option and fill required fields in the SharePoint site dialog box, then click OK:

| SharePoint Site

| site URL | hitpfftaspl3
User tahadministrator
Passuord | sesssssses

[8]3 Cancel

v'Scheduling settings:

In this step the user should configure the automatic running times of the SharePoint archive job. It is
possible either to select a scheduler from the list (contains already created schedulers) or to create a
new scheduler via create new option. (For more information about how to set schedulers refer to the

section Schedules above.)

Scheduled in:

e Create new .., —
Select an existing ... . ... Or create new.
Every Friday
—
Every Monday at 12.00 CET
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v'Item filtering:

This configuration enables for you to filter among your items by 3 types of criteria: by age, size or
file type. It is also enabled to use more filters simultaneously. To activate any of these filters, check

the corresponding checkbox first, then click on the button to open the filter dialog:

= Age filter: If you select an option from the “Select filtration type” list, and check the Use Dates
checkbox, and specify a date, then the age filter will filter out all items, of which modification date
is younger/older than this specific date. It is also possible to specify certain time interval with the
Use Dates function. In this case the items falling under this modification date interval will be
filtered out/processed. This age filtering type should be used if you would like to process

documents with a specific modification date.

Examples of using dates:

Age Filter Age Filter
items younger than the specified
date will be processed

items older than the specified date
will be processed

Select filtration type: Select filtration type:
® Modificaticn date is younger than Modification date is younger than
Medification date is clder than # Madification date is older than
Meodification date is in interval Medification date is in interval
| Use Dates v Use Dates
Younger Older
2/1/2015 12:00 AM - 2/3/2015 12:00 AM -
@® Days O Months O Vears @® Days O Months O Years
oK Cancel oK Cancel
Age Filter

items in interval “From—To" will be processed

Select filtration type:
Modification date is younger than
todification date is older than

* Modification date is in interval

v Use Dates

Fram Ta
17172015 12200 Ak bl 6/30/2015 12:00 AWM
From: To: Days fdonths Years

QK Cancel

Examples of filtering using days/months/years:

If the Use dates checkbox is not selected, then the date selection option becomes inactive. In this case
it is allowed to filter between items where the Modification date is younger than/Modification date
is older than a certain number of days/month/years. Enter the number into the checkbox next to the

Days/Months/Years radio button (screenshot A). It is also allowed to filter items which belong to a
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certain period of time, e.g. between items from months 1 to 3 (screenshot B). This age filtering type
should be used if you would like to process items, which are older/younger than a certain number of

days/months/years (e.g. items older than 1 year). If the Age filter has been set click OK.

Age Filter Age Filter
Select filtration type: Select filtration type:
& Modification date is younger than todification date is younger than
Modification date is older than Modification date is older than
Modification date is in interal * Modification date is in interval
T Use Dates T Use Dates
Younger From To
= Days Months Years Fram: |1 Tow |3 Days @ Months Years
[o].4 Cancel [o].4 Cancel
Screenshot A: Emails younger than 90 days will be processed Screenshot B: Emails in age 1-3 months will be processed

= Size filter: This filter can be very useful because it enables to find the biggest files for further
processing. For filtering files according to this criteria activate Size filter button by checking the
checkbox next to it, then click on the active button.
In the Size filter dialog choose from the filtering types (Bigger than, Smaller than, or Between

values), enter the size (in kilobytes) and click OK.

Size Filter

Select filtration type:

(e Bigger than
Srmaller than

Between walues

Bigger
4

k

KE

Ok, Cancel

Screenshot C: Emails bigger than 64 kB will be processed

Important!!!: When the user changes the file content of an already archived item, e.g. deletes a picture
from the file and saves it to the original location, (and thus the file size will be reduced e.g. from 110 to
85 kB) and file size filter is set on >100 kB, then SharePoint archive job will not archive the newly
created item by the next processing. The newly created item will be saved in the original location.
From this reason, it is recommended to always check the size filter settings first, if a file has not been

archived by the archiving process.
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» File type filter: This filter was improved to select certain file types to be processed, and exclude not
selected file types from processing. For filtering between documents according to this criteria
activate File Type filter button by checking the checkbox next to it, then click on the active button.
In the File Type filter dialog the user may select certain file types to process (option Process ONLY
selected file types), or he may specify, which file types should be excluded from the processing (DO
NOT process selected file types). If nothing is selected/deselected from the file types then every file

type will be processed automatically.

File Type Filter

Filter items based on file types:

v Process OMLY selected file types DO MOT process selected file fypes

w| | xlsx
Wt
wlthtml
wltrn
sl
sl
slernl
zrml

wmla

-
e Al

Selected file types

doc,docjpg,pdf s xlsx \

Screenshot D: DOC, DOCX, JPG, PDF, XLS and XLSX files will be processed

K Cancel

After all settings have been done a summary of filter settings will be displayed under section Item

filtering.

v'Storage settings:

For storage settings choose an already configured storage from the dropdown list. The processed
binaries will be stored here. (For more information how to set storages check section Storage

above.)

Storage narme: 5P archive store v
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v'Resource settings

Under resource settings you can define the number of items that will be simultaneously crawled. It is
not advisable to set here a value higher than the duplex number of cores of the processor as this might

extremely slow down the whole processing.

Warker thread count: 2 -

4

At the end never forget to save your job configurations: click on Save in the left upper corner of Ul.
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Storage replication plugin

A storage replication service is a managed service in which stored or archived data is duplicated in
real time. A storage replication service provides an extra measure of protection that can be invaluable
if the main storage backup system fails. Immediate access to the replicated data minimizes downtime
and its associated costs. The service, if properly implemented, can streamline disaster
recovery processes by generating duplicate copies of all backed-up files on a continuous basis. It can

also speed up and simplify recovery from a disaster such as a fire, flood, hurricane or a virus.

After you have successfully created a new job to Store replication job (for more information how to

create a new job please refer to section Creating new jobs in contentACCESS) you can start to

configure the storage replication job. Navigate to the Custom plugins > General = Jobs, choose the

job from the list. Click on ellipses (...) and choose Configure option from the context menu.

m Jobs

Custom plugins » General > Jobs

+  new Z  refresh
Filter: | Active jobs -
jin} Display Mame status
¥ 6l ECE0 mail managetment se= Idle
93 Stare replication job === Tdle
Start
Stop
Delete
Show last logs

Rename

Deactivate

The same job configurations can be done with a simple click on the icon of the job in Custom plugins

- Jobs group in the ribbon:

W contentACCESS Central Adrministration

System File Archive Ermail Archive Custam plugins
- Es 3 A 7
L EC) m A : 1 = -
ITGJ) E “ o =i ] - E B
Jabs  Schedules Databases Retentions Storages  Exchange Store File content  EMP job

connections | replication job  extractor

Edit General T lobs
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v'Database settings: For database settings select an existing connection from the dropdown list, or
create a new one, where the job will save the metadata. (For further information how to set

database connections please refer to section Databases.)

Database connection: STORE REPLICATION DE A

A database by the Store replication job will contain the mapping data between the source storage and
the target storage items. This means, that by a failover of the main (source) storage this database will
remember the mapping data between the source item and the target item, and a successful recovery

from the backup (target) storage will be ensured.

v'Scheduling settings: The store replication job will runin times, which is set in its selected scheduler.
On the screenshot below we have selected the “Always” scheduler, which will run the job without
interruption. For more information how to configure scheduler settings please refer to section

Schedules described above.

Scheduled in: ez A

v'Storage settings: Within these settings it is necessary to perform the settings of the source folder
on the one hand and of the target folder(s) on the other hand. The source folder will be the primary
folder. In case of any technical troubles the required documents will be recovered from the

secondary (target) folder with the assistance of mapping data saved in contentACCESS.

Source storage narme: Storage 1 v

Target storage narme: Storage 2 v

v Resource settings: Under resource settings can be defined, how many items /source folders/ will
be simultaneously crawled. It is not advisable to set here a value higher than the duplex number of

cores of the processor as this will extremely slow down the whole processing.

Wiorker thread count: 2 -

4
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Sharing plugin

The Sharing job is used to collect files (e.g. big files that cannot be sent as email attachments) and
enable to share them with other users. The job only collects these documents. The sharing process is
done by officeGATE, TECH-ARROW'’s genuine MS Outlook add-in. This section provides the user
with the information how to set up a Sharing job in contentACCESS. After the job is well configured,
the plugin appears in the officeGATE’s navigation pane, in MS Outlook.

Setting up a Sharing job

Navigate to Custom plugins > General > Jobs on the Central Administration web interface to open

the Jobs page. Here, on this page, click on + new.

W contentACCESS Central Administration

Systern File &rchive Ermail Archive I Custorm plugins I

H Mo MEMNE M H

labs | Schedules Databases Retentions Storages Exchange | Datengut 5P archive Datengut  ECS0 mmail  officeGATE Stare

&0
X
1S
1T
suu

connections job testjob  rmanagement docs replication job
ci Jobs
Sl Jobs
Custom plugins » General = Jobs
+ new = refresh ¢ disable auto refresh

In the “Add new job instance” window select “Sharing” from the list of Available jobs, name it and

add it to the jobs’ list.

Add new job instance .
Awailable jobs: Sharing T
Run on nade: Ly available v
Display name: office GATE
Description: Sharing files using contentACCESS

Add Cancel

contentACCESS will prompt you to configure the job instance now.

On the job’s configuration page configure a database and a storage for the Sharing job and save your

settings.
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% contentACCESS Central Administration

Systern File &rchive Email &rchive Custorm plugins

BB K= 8 L & MM N H

Jobs  Schedules Databases Retentions Storages Exchange Datengut SP archive Datengut ECS0 mail  officeGATE Store
connections job testjob  rmanagement docs replication job

Edit General lobs

o officeGATE

Custom pluginsg = Jobs = office GATE

v start immediately 2 refresh e disable auto refresh & deactivate job ol logs
Status: Idle
Progress:

Storage narne: L Change

Database connection: File frchive DB - @

Now the user can use the sharing function in officeGATE, directly from his MS Outlook.

Datengut plugin

This custom plugin enables to connect the Datengut Document Management System with

officeGATE. Based on the exact configurations of a Datengut job the officeGATE user is allowed to

a) Collaborate on the Datengut files using officeGATE
b) Collaborate on the Datengut files using officeGATE + Synchronize email categories in

multiple mailboxes if the same email is assigned to one Datengut project using officeGATE

If the Datengut job is already created (for more information about creating jobs refer to Creating new
jobs in contentACCESS), open its page to configure it.

v Login provider configuration settings

Select the Datengut login provider that you have already configured in section System = Security >

Login providers (refer to chapter Login providers how to create it).

v Access management

If you want to grant access to Datengut for more contentACCESS users, click on “Edit user

permissions” button and configure a new user.
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If you wish synchronize email categories in multiple mailboxes, check the “Enable mailbox
synchronization” checkbox. If you would not like to synchronize emails, left it unchecked and save

your configurations above.

h Datengut

Custorn plugins > Jobs = Datengut

Provider configuration: Daterngut

Permissions: | Edituser permissions

Enable email synchronization

If email synchronizationis enabled, the Datengut job updates the Email synchronizer job’s queue with
the information, if the given category should be added/deleted on the given email. The user
drag&drops (assigns) an email to a Datengut project in officeGATE, and the Datengut job periodically

updates the necessary data in the queue.
To enable email synchronization the following extra settings need to be configured:

» Database connection - select a database where the Datengut job will write the metadata

> Plugin job - select the Email synchronizer job that is already configured (more information
here)

» Username, Password: specify the user credentials to be used to connect with the Datengut
system

» Scheduled in: set the scheduler which will trigger the job in the given time periods

» Notification settings: if you need to get emails about any possible warning or errors,

configure it with the recipient list here
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« Enable email synchronization
v start immediately = refresh 2 enable auto refresh & deactivate job nl  logs #  edit ¥
Database connedtion: TESTDE - @

Plugin job: Email synchronizer plugin -
Username: username

Password: sesssrsssenes

Scheduled in: Today at 12 &M v
Send when: Mever -

Recipient list: john.doe@example.com, peterwhite@example.com

Email synchronizer plugin

Email Synchronizer plugin’s function is to synchronize properties of the same email in multiple

mailboxes. Currently the following actions are available:

= Add category: adds one or more categories to an email,

=  Remove category: removes one or more categories from an email.

The email synchronizer job has a queue that the job checks periodically for new actions to be

executed on emails. This queue is filled up by other plugins.

This chapter describes how an Email synchronizer job is configured.

Setting up an Email synchronizer job
After an Email synchronizer job is created on page Custom plugins > General = Jobs you may start to
configure it. For more information how to create jobs refer to section Creating new jobs in

contentACCESS of this guide.

On the configuration page of the given job the user is required to specify the following settings:
v' Exchange connection settings

First the connection with the Exchange server must be established. Before processing, the job builds
a list of all mailboxes and mailbox groups found on the specified Exchange server. Only those queue

items will be processed which mailbox is handled by the Exchange server.
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The process how an Exchange connection can be set is described in section Exchange connections of

this guide. Further select this Exchange connection on the synchronizer job’s configuration page.
v" Database settings

Set a database where the job will write the necessary data. For more information how to create

databases refer to section Databases.
v" Scheduling settings

Using schedulers the administrator may automatize the running times of the given job. The mailboxes
are periodically synchronized with the categories written into the queue in time intervals which is set

here. For more information how to set schedulers refer to section Schedules above.
v Processing configurations
There are 2 available methods how to speed up the synchronization process:

= Use email archive database to enhance performance: After processing emails with Entryld,
the plugin continues with processing emails which have InternetMessageld only. Using this
option the process can be speeded up if contentACCESS is used for email archiving. The plugin
first searches for the queue item’s Entryld in the archive. If it finds it, the queue item is added
to the list of queue items with Entryld.

= Search only for one email with MessagelD in mailbox: In case that the same email message
exists in the mailbox multiple times, only the first email will be processed (marked with the
given category) and all other emails in the given mailbox will be ignored. The first email will be

marked in the recipient mailboxes, too (if exists).

v" Notification settings

Using this option the administrator may set when the notification emails need to be sent (always, only
when errors occur, when both errors and warnings occur, or never) by the job. The recipient list of

such emailsis set in this section as well.
v" Resource settings

The number of threads running in parallel is set here. The value is set to “2” by default.
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System File Archive Emnail &rchive Custam plugins
- T A
. 11,
I X H H & M M M & Jd M & N

Jobs  Schedules Databases Retentions Storages Exchange Perceptive Datengut office GATE SP archive Store Datengut  ECSO mail  |Email synchronizer
connections test job Jjob replication management plugin
in

Edit General

' Emall synchronizer plugin

Custorn plugins = Jobs » Email synchronizer plugin

W start immediately =  refresh 2 disable auto refresh & deactivate job nl logs & edit
Status: Idle
Progress:

Exchange connection name: D365 connection -

Database connedtion: Ermnail & chive DB N

Scheduled in: Daily at 5 PM hd

Use email archive database to enhance performance

| Search only for the first email with Messageld in mailbox

sendwhen: Mever -
Recipient list: johndoe@example,com, peterwhite @ example,cor
Wiorker thread count: 2 -
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contentWEB

What is contentWEB? contentWEB is a web user interface for the contentACCESS archive, which
ensures an over-simple read-only or full access to any items (files and emails), which have been
previously archived/processed by contentACCESS. For the end user these items are also accessible
from any mobile device. The searching, item listing, recovery and export functions of contentWEB

make the work with these archive items more comfortable and intuitive.

The only condition to achieve this is, that the end user must have access permission to the
mailboxes/folders of which contents he would like to access. Such permissions must be granted by

the system administrator.
The main advantages of using contentWEB are as follows:

v" Quick and easy access to the archived documents with the help of mobile devices.

v Ability to search between the archived items according to the certain parameters of an archived
item (To, From, Modified by, Subject).

v Searching in the full text contents of the documents across multiple shares, using File Content

Extractor plugin.

Easy item sorting, item listing.

Zero term search, advanced search.

Active/inactive document view.

Option to view document versions in the file archive.

Recovery optioninfile archive.

Export function to PST and ZIP format.

One-click login with the help of external providers.

Saving the last view of the logged in user.

Ability to grant access to the archived documents for an explicit user.

AN NN N Y U N N NN

How to log into contentWEB user interface:

To login to contentWEB from contentACCESS Central Administration, navigate to System - Client
Applications 2 contentWEB button.
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CCESS Central Administration

Systemn File &rchive Ernail Archive Customn plugins
o . 5 =] — ,
B & 5 & & ¢ G L : & A B |% | v %

Cannection  User Users Systern Systern  Licensing Motifications Manitaring  Cluster | Tenants Al contertWED |office GATE accessGATE  Virtual drive
interface administrators databases mobile  configuration

Edit Application Settings Security Serdices Tenants Client &pplications

Here click on Open contentWEB option and log in to the contentWEB interface (with an external or

internal account):

¥ TECH-ARROW central login

yé; contentWEB Internal account: External account:

Swstem = Client Aplications » contentWEB

User name © windaows as NT AUTHORITYSYSTEM
Password: © windaows as different user
DOpen contentWER
* @ Google
Logln
@ racebook

The end users, who do not have an access to the contentACCESS Central Administration page, must
know the contentWEB URL and have own login credentials in order to be able to log into
contentWEB.

officeGATE

officeGATE is an MS Outlook add-in connecting the email client with the local file-system and with
SharePoint Online, contentACCESS, OneDrive, Dropbox, fileNshare and many other providers. With
officeGATE it is not needed to switch to other applications when the user would like to access his
files. It can be done directly from Outlook. The user can also easily access the archived documents in
contentACCESS directly from here.

officeGATE can be downloaded for free from the respective page of contentACCESS Central
Administration. Navigate to System = Client applications - officeGATE button on the ribbon and

download a free version of officeGATE from the link.
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> Central Administration

content
System | File &rchive Email Archiwve Custom plugins

= . ] ] o [-=] ’ ‘% =a - - - -
= = ok M il ] - 1 b~ A v
R B & = % & o [ % 2 de ft B B || %
Connection  User Users System Login swstem  Licensing Maotifications Monitaring  Cluster  Statistics | Tenants Al contentWEB | office GATE | accessGATE  Virtual drive
interface administrators providers databases mobile  configuration
Edit Application Settings Security Services Tenants Client Applications

4% officeGATE

Systern = Client Applications » officeGATE

License key:

Default login provider: Windows

Default language: I

English
Deutsch

Generate configuration

Download office GATE for free  d—

Installing officeGATE with Group policy (GPO)

officeGATE can be globally installed using Group policy. This simplifies the installation process of
the product in a distributed company environment. Group policy installation of officeGATE is

applied on 2 levels:

1. First the officeGATE XML files are distributed to each user in the domain. This XML file contains
the global configurations of officeGATE listed below.

This XML file containing global officeGATE settings is generated on the officeGATE page of Central

Administration. The following global settings are specified:
License key - enter here the officeGATE license key

Default login provider - select the desired login method that should be applied when establishing

connection between officeGATE and contentACCESS

Default language - select here the default language of the application. If a language is not specified

here, then the language of MS Outlook will be automatically used.

Click Generate configuration and save the distributable XML file.
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4% officeGATE

Systemn » Client Applications » officeGATE

License key:

Drefault lagin provider: i -

Default language: || v

Englizh
Dreutsch

Generate configuration

2. Further the officeGATE setups are distributed for each domain user and the product is

automatically installed.

For more information about the XML distribution and installation using Group policy check this

guide.

accessGATE Mobile

accessGATE Mobile is a native mobile device application over which the user can easily access his
archived documents from contentACCESS. An offline access is also ensured for read-only use. To be
able to open the application from a mobile device, the administrator needs to perform the following

steps in contentACCESS:

1.Itis mandatory to install the proxy server over HTTPS connection from the actual contentACCESS

setup package. (for more information refer to section Installing the Proxy server);

2.The proxy server must be published over HTTPS connection in the IS (Internet Information

Services) Manager. (For more information refer to Installing the Proxy web services.);

3.0n the system page of contentACCESS Central Administration, under the external accessibility

settings the proxy server must be configured to use HTTPS connection.
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Note: if the FQDN settings are configured to use HTTP connection, the administrator will be warned

about it on the accessGATE mobile page in Central Administration:

Android version
08 version

Connection url; Mobile access requires ‘https' protocol, Please change itin "Systern/Systern’ under 'External accessibility settings',

Login:

Fasswiord:

@ Flease note that the login nformation displayed above is feasible for the user currently logged on inte Central Administration. Each user wanting to log inte accessGATE Mobile should use his own cententh CCESS Farms login and password.

W contentd 5 Central Administration Tenant: TECH-ARROW - &~ 2 -
File &rchive Ermail &rchive Custom plugins

Systern

Systern > Services v Syster

Is systern configured: v

Plugins directony ChProgram Files\TECH-ARROMMcontentAC CESSGATE

Database type: rSEOL

Server name: TAMEWS

Database: COMTEMWTACCESEDE

Schema: dhbo

User: sa

Configure ...
Retriewe senver FQDM: B —lH w 4 tanewis.tech-arrowe.corn r 443 z
Enter an externally accessible alias for the contentQCCESS server, Thiswalue is used for shortout links too,
Test

4.The administrator has to create a new Forms user login for the already existing contentACCESS
user (if the accessGATE mobile access must be granted to an already existing user), or to create a
new user with Forms provider in contentACCESS (if the new user is not currently present in

contentACCESS); over these credentials will the end user log in to accessGATE mobile:

The accessGATE mobile application can be downloaded on a mobile device (either on android or iOS)
from contentACCESS Central Administration, from the accessGATE mobile page (System tab ->
Client applications - accessGATE Mobile). You can also search for accessGATE mobile in Play store

or Apple store to install the app on your mobile device.

contentACCESS Manual | Version 2.9| ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 289/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. \OUr vision of technological evolution  AEEEEGGGEEEEEEE——

% techarrow

55 Central Administration
File Archive Ernail Archive Custom plugins
1 = . .2 9 & [ ., E\ ‘% = - - - -
= E A - b~ - >
kB B & S S & g b M 5 ft 28 % €| % | %
Connection  User Users Systern Login Systemn Licensing Motifications Monitoring  Cluster | Tenants All contentED officeGATE | accessGATE | Virtual drive
interface adrministrators providers databases mobile onfiguration

Edit Bpplication Settings Security Services Tenants Client Applications

. accessGATE mobile

System = Client Applications > accessGATE mabile

Android wersion

108 wersion

Connection url: httpsi//tanews.tech-arrows.comn
Lagin: systern

Passward: i

@ Plesce rote, that the login information displayed sbove is fessible for the user currently logged on into Central &dministration. Each User wanting 1o log into accessGATE Mobile should use his own contentA CCESS Farms login and password

Once the user has successfully downloaded the application on the mobile device and opens the
application, he will be asked to type in the server name (connection URL) and the login credentials.
The server name (connection URL) is accessible (for the administrator) on the accessGATE mobile’s

page in the contentACCESS Central Administration.

9. accessGATE mobile

System > Client Applications > accessGATE mabile

Android version

1035 version

Connection url: https://tanews tech -arraw,com f——
Login: systern

Fasswrard: i

@ Plesse note, that the login inform ation displayed above is feasible for the User currentl logged on inta Central Administration. Each user warting ta log in to accessGATE Mobile should use his awn cortent CCESS Farms login snd psssword

The user will need to log in with the credentials of the Forms user that has been created above (in
step “4/c”).
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& Settings

Server

https://tanews.tech-arrow.com

Login
accessGATEuser

Password

TEST CONNECTION

Once the connection is established, the search page opens and end user will be able to search in the

archive on which he has permissions.

1§
Search
a contentaccess O‘ >< ﬁ

& accessGATE

7

New contentACCESS...
DOC tfs@techarrow.onmicros...

7

o}

Search

contentAccess - cate...

DOC

7

Your contentACCESS...
DOC| tfs@TECHARROW. onmicr...

* ®©
Saved Recent
Searches Items

7

contentAccess - Ema...

DOC

7

New contentACCESS...
DOC tfs@TECHARROW.onmicr...

contentACCESS Manual | Version 2.9] ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 291/298


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

./ Our vision of technological evolution A

% techarrow

Virtual drive

What is a virtual drive? It is a virtual file system that presents/virtualizes any data (files and folders
of an actual disk) to the end-user. Virtual drive is a non-existing drive that does not physically exist in
the computer, but it contains the exact structure of the items that have been processed by

contentACCESS.

The contentACCESS Virtual Drive was developed by TECH-ARROW and serves as a key access point
between the end user and the contentACCESS File Archive. Virtual Drive is a must-to application for
user who have File system Archive and would like to use shortcutting. The user can view their
archived files from here. By default only the active items can be viewed on the virtual drive (active
items = items in the archive, which have an original file or shortcut in the file system, too). To enable
inactive view, the “Show inactive view” checkbox must be selected on the Virtual drive configuration
page. This drive can be also shared with another users, so they can easily browse for their associated
archived files in case of need. The original folder/ item permissions are also applied for the files/
folders in virtual drive. A user can access only the items on which he has access permissions in the
original file system.

After the Virtual drive was installed (link to the Virtual drive setup is accessible in the Tools of the
contentACCESS setup package), it is necessary to configure its settings on the Virtual drive
configuration page.

In contentACCESS Central Administration navigate to System tab - Client Applications - Virtual

drive configuration control to open this page:

W contentACCESS Central Administration

File &rchive Ernail Archive Custom plugins

1 = [ e £ 7=l [= 5] - - - -
& S E S S o [ L iz &  fY =2 ® W | %
Connection  User Users Systern Systern  Licensing Matifications Monitaring  Cluster | Tenants All contertWWEE office GATE accessGATE | Wirtual drive
interface adrministrators databases mobile  [configuration
Edit Application Settings Security Serdices Tenants Client &pplications

< Virtual drive configuration

System » Client Applications » Wirtual drive configuration

Wirtual drive server name: tanews

Load virtual drive settings
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Enter the server name - where virtual drive (henceforth “VD”) is installed - into the Virtual drive

server name textbox. To load the actual settings of VD click Load virtual drive settings button.

%2 Virtual drive configuration

System > Client Applications > Virtual drive configuration

Wirtual drive server name: tanews

Load wirtual drive settings

contentACCESS server connection

It is possible to connect the virtual drive to contentACCESS either over the proxy with a secure

(HTTPS) or insecure (HTTP) connection, or directly, over HTTP connection. The connection over a

proxy is recommended, if the virtual drive is installed somewhere in the cloud, or on a server which

differs from the contentACCESS server. It is recommended to use a direct connection (without using

the proxy), if the virtual drive and contentACCESS are installed on the same server.

1. Virtual drive configurations, if secure communication should be used (over the proxy):

The proxy must be installed over HTTPS connection (HTTPS connection must be selected during

the installation process of the proxy);

i'é" contentAccessWs - InstallShield Wizard x|
Base Settings
4
Configure contentAccess'Ws settings ( conten tW E B

i'é" contentAccessWs - InstallShield Wizard [ x|

contentAccess'Ws WebSite Settings R
/( contentWEB

~Select contentACCESS server:

Itanews|

Change... |
Test Server |

Test contentACCESS Server

< Back. I Mext = I Caneel |

"Configure Advanced Website Settings

Installshield

Set TCP port number to 80 ta install contentaccess'ws Web Application under Default Web
Site or specify a custom TCP port number,

TCF Port Mumber:

J#43

¥ Use secure communication |

InistallShield

Ok I Cancel |

The connection of the virtual drive to contentACCESS must be established over a HTTPS

connection; port 443 must be entered into the URL name.

contentACCESS server narme: https

= o tanews tech-arrouw. com 1443

4 b

2. Virtual drive configurations, if the virtual drive will connect to the contentACCESS server

directly:
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By a direct connection select HTTP connection when specifying the contentACCESS server name
URL. The virtual drive and contentACCESS are installed on the same server, so the “localhost” URL

can be configured. Enter 8736 for the port number.

"

contentdCCESS server name: http * ¥ localhost E-FE1 -

In the next steps it is required to specify the user, over which VD will connect to contentACCESS.
To establish the connection with the contentACCESS server, the system user, or a Windows user can
be used. The Virtual drive will connect to contentACCESS over these credentials. By default, the
contentACCESS system user is used for this connection. If you do not want to change these
connection settings, leave the “Use Windows authentication checkbox” unchecked. To enable the
connection with Windows account the following steps must be performed:
e When installing the Virtual drive the Windows user credentials should be specified. This VD
service (GATE.contentAccess.VirtualDrive.Service) user will be taken to log in to

contentACCESS.

i'é" contentACCESS.YirtualDrive - Installshield Wizard

Logon Information 4

Specify a user name and passward u

Specify the user name and password of the user account that will logon to use this application. The
user account rust be in the Form DOMAIN|Username.

User name:

|administrat0r@ta.internal Browse. ., |

Password:

Installshield

< Back I Mexk = I Cancel |

e IncontentACCESS the corresponding Windows user login needs to be created (under System -
Security = Users...double click on the user...add Windows user login in the User logins
section...fill required fields in the Add new login dialog).

Add new login

Login type: Windows -

Login name: TANEdrministrator
@ User name is valid

QK Cancel
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e On the configuration page of virtual drive, the “Use Windows authentication” checkbox must be

selected:

"Llse windowes authentication (using the service user "TAMNAD iR strator’)

comntentACCESS usern
contentACCESS password:

The main advantage of a Windows user is: if the system user credentials are changed by the user and
he forgot to change it in the Virtual drive settings, Virtual drive will be disabled to connect to
contentACCESS. If a Windows user is used, such problems can be avoided.

To finalize the VD configuration continue with configuring the following settings. Some of them are

set by default, these can be left as they are:

Cache size limit{ME): 1 -
Cache timer interval{ms): 10000 -
Debug: v
Download locally: v
Folder refresh interval{s): 10 -
Root rnount paoint: G
Ternp path: ChUserst\ ADMIMNI-1 TAVApp Datat Local Ternphcontent:
Tirneout: I -

Show inactive iterms:

Wirtual drive status: Started

Stop wirtual drive

Cache size limit (MB): When opening archived data, the processed data are cached to unburden
virtual drive from unnecessary operations, or to shorten access time to this data. This function helps
to unburden the VD server. Here we can define the maximum size of data, which will be downloaded
and stored by the virtual drive. In our case we set this limit on 1,000 MBs (=1 GB).

Cache timer interval (ms): The time set here will define the intervals when the cache is “cleaned”. At
the intervals which are set here, the cache will check if the cache size limit has not been exceeded.
Debug: If you check this textbox, then all errors, warnings that have been noticed will be written into
the .log file or into the debug view. It is recommended to turn on this function only if the user notices
some problems with running of virtual drive, otherwise these notifications might slow down the

operations.
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Download locally: contentACCESS data can be stored a) as files in the cache, or b) as content in the
memory. If you check option “Download locally”, then files will be stored in the cache.

Folder refresh interval(s): The virtual drive folder will be refreshed in time intervals which is set here.
At these intervals the newly archived files will become visible in the virtual drive folder.

Root mount point: Here you can choose an available disk for the Virtual drive. By default it is disk “Z”,
but it is allowed to change it.

Temp path: Any files that are opened through virtual drive will be stored temporarily here.
Timeout: The duration of running of all operations can be determined here. After this time period the
operation will be interrupted. Value “0” means that the operation will be waiting to infinity.

Show inactive items: the user may set here, if he wants to see the inactive items (items in the archive,
which do not have an original or shortcut in the file system) in the virtual drive, or not. In default view,
the active items are shown only.

Virtual drive status: This will show the current state of the virtual drive. With the buttons below you
can start/stop the virtual drive. To connect to the G drive and start the virtual drive click on Start

virtual drive.

Do not forget to save the configurations.
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Terms of use

Definition of terms:

TAB, GROUP,BUTTON

contentACCESS Central Administration user interface is divided into tabs, groups and buttons. Each
tab contains several groups, which also contain several buttons. When the reader of the manual
encounters with a path containing 3 levels, e.g. Email Archive = Settings 2 Databases, then this path

will navigate the user through the following levels: TAB > GROUP - BUTTON.

0 0
TABS Systermn File Archive Ernail Archive Custam plugins
A —O —~ —ﬁ_ r
=] - s [~ = il
sorons | || ER | B2 (%% [ o= ERErEICHE: e LY —=
Diatabases |||Systern | [Provisioning | Retention Shortcut toraged |Schedules User Wiews address | | Jobs Reparting
settings settings configuration experience book configuration
GROUPS | Edit | | Settings | | Archive | | Mizcellaneous
A J

Email Archive tab -> Settings group -> Databases button =

Email Archive -> Settings -> Databases

Schema of services used by the products of TECH-ARROW

_li Server 1

?’ - . ’ GATE.contentACCESS Service
central administration

ManagementService.svec [B734]

ModelService.sve [8736] ..,
I.I" e . .""lm
% Virtual Drive ""x MaobilityService.sve [8735] n
3 .
", T
\ 8 Server 2 ':
- .."' 1IS - Proxy server
’fﬁ. contentWEB — ) Y
MobilityService.sve [B0][443] _,.'"
I-".
lModeISEwice.suc [80][443] e

2, officeGATE
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FAQ
Download sample for the file to be imported does not work
PROBLEM

The sample file for the file to be imported into contentACCESS cannot be downloaded:

Im port folders to process X

Please select a file to upload Browse,..

Pdake a new list, delete all existing iterns

& Skip existing iterns, irmport new ares

Irnport method: |m -

Separator Default character is cormrma or please specify
First row is header:

Escape character: | Default character is quate mark or please specify

) Upload selected file

SOLUTION

Pop-ups must be allowed in your browser.

% rtontentACCESS Central Adn X

& - C | [4tanews:3333/CentralAdministration/Default.aspx ?p =FAProvisioning

5 central Administration The Following pop-ups were blocked on this page:

[%  htbpeditanews: 3333)Centralddministration/Dow . 8-4d58-95h3-3affecaa3r45afie=sampledata.txt

System File Archive Ermail Archive Cug

BB = & 0 4

Databases Systern  Retentions Storages  Root Aliase
settings folders

(@) always allow pop-ups From http: | ftanews: 3333

L] ]
jo 1

-
Lagl ) Continue BIOCKTT popeop

Manage pop-up blocking. .. Dane

Edit Settings Archive
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