.  \/oUr vision of technological evolution A

¥ techarrow

contentACCESS

Manual - version 3.8

7

JUNE 12,2019

TECH-ARROW ass.
KAZANSKA 5,821 06 BRATISLAVA, SLOVAKIA
All Rights Reserved



. /oL vision of technological evolution N

¥ techarrow
Table of Contents
Introduction to contentACCESS 10
Services provided by contentACCESS 10
Software requirements 11
contentACCESS setup package 12
Installation of contentACCESS 15
EULA 17
Installation type 17
Components 19
Prerequisites 24
Base folder 25
Service settings 26
Database connection 27
contentACCESS Central Administration 29
contentACCESS Web Services (Proxy) 31
contentWEB 33
Central login 35
Virtual drive 36
Search service 37
SMTP server 39
Overview 44
Installation 45
Summary 46
contentACCESS components 49
contentACCESS Central Administration 49
Central administration login 50
contentACCESS Automated single sign on 54

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 2/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /oL vision of technological evolution N

¥ techarrow
Central Administration logout 55
contentACCESS Central Administration user interface 56
contentWEB 59
Logging in to contentWEB 60
contentWEB Automated single sign on 62
Virtual Drive 64
contentACCESS Web Services (Proxy) 64
Central login page 69
contentACCESS Tools 73
Installing Outlook forms 73
Legacy email archive connectors 81
Legacy archive connector for Metalogix Archive Manager Exchange Edition (MAM EE).............u.... 81
Legacy archive connector for Email Lifecycle Manager (ELM) 90
Installing TECH-ARROW'’s WinShortcutter 99
contentACCESS Outlook add-in 100
Installation of contentACCESS Outlook add-in 100
How to use contentACCESS Outlook add-in 107
Tenants in contentACCESS 111
How to create a new tenant 111
How to edit and disable a tenant 115
Tenant limitations 118
How to provide access to a tenant (adding new tenant administrators) 120
Tenant administrator invitation types 121
Tenant associations 123
Tenant - database association 123
Tenant - user association 127
Tenant deletion 131

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 3/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /oL vision of technological evolution N

\ _~
¢ techarrow
General system configurations 132
Connection 132
User interface 133
Users in contentACCESS 134
Invitations 148
Roles 153
Login providers 180
Login providers’ context menu options 181
External login provider configuration 182
Associating an enabled provider with a user login: 204
contentACCESS users in third party systems 205
System 207
Licensing 214
How to activate your license key 215
Notifications 218

Monitoring — how to find out possible misconfigurations / reasons of potential system/job failures

223
Auditing 230
Distributed environment in contentACCESS — Clusters 233
Statistics 248
Legal hold 250
Task runner 252
Indexing 255
SMTP Servers 257
SMTP Mappings 262
How to create/configure databases — All databases 263
Common features 270
Databases 271

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 4/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /oL vision of technological evolution N

Y techarrow
Schedules................ 273
Retentions 277
Storages 280
Google drive storage 291
Amazon S3 297
Exchange connections 299
Exchange performance settings - turning off the Exchange throttling policies 304
Mixed Exchange environments in the Email Archive system 305
Importing contentACCESS configurations from files 310
Manual import of Exchange servers/groups/mailboxes to the contentACCESS Address book............ 317
Importing File Archive root folders to be archived 320
Creating new jobs in contentACCESS 322
Jobs’ page, jobs’ context menu 325
Filteringin jobs 332
File Archive 340
Introduction to File system archive 340
Editing of already archived files, file versions in File system archive 342
Synchronization of rights to a folder/file 344
File Archive settings 345
File archive Databases 346
File archive System settings 346
File archive Retentions 347
File archive Storages 347
Root folders 348
Aliases 352
File archive Schedules 352
Provisioning settings and managing access to contentWEB 353

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 5/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /oL vision of technological evolution N

Y techarrow
Remote agents (file archive) 360
Global rules (remote file archive) 362
Configuring aliases 370
Configuration of jobs available in contentACCESS File Archive 372
Configuration of File system archive job 372
Configuration of a File system restore job 385
Configuration of File system recovery job 390
File system recovery job description 395
Configuration of Delete job in File archive 396
File system delete job description 401
Configuration of File system shortcut synchronization job 402
File system shortcut synchronization job description 405
Configuration of Remote shortcutting job 405
Active/inactive documents in File system archive 415
Email Archive 419
Important settings before creating an Email Archive job 420
Database settings 421
Email archive System settings 422
Email archive Provisioning settings 434
Retention settings 443
Shortcuts in email archiving 444
Storing of archived emails 459
Creating email archive schedulers 462
User experience 462
Exchange 2013+: Mail app in OWA 2013+ or on MS Outlook 2013+ desktop version.................... 464
Exchange 2010: OWA 2010 integration 464
Address book objects 469

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 6/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

.  \/oUr vision of technological evolution A

Y techarrow
Granting access rights for mailbox users and explicit users to view the mailbox archive.................... 486
Creating contentWEB users (option 1): 487
Manage access to a mailbox archive (option 2) 495
Database and store assignment in email archiving 498
How to assign database, storage and index zone to an Exchange group? 499
How to assign database and storage to a mailbox? 501
How to move data from source database/storage into a second (target) database/storagez............... 502
Mail app access 503
Remote agents (email archive) 505
PST import.......... 508
PST import job description 521

Creating Email archive jobs: archive, restore, recovery, delete, mailbox move, shortcut

synchronization, shortcut repair 521
Email archive job 524
Email restore job 547
Email recovery job 553
Configuration of Delete job in Email archive 561
Journal post processing job 566
Mailbox move job 569
Shortcut synchronization job 574
Shortcut repair job 579
Public folder archiving 586
SMTP archiving. 598

SharePoint archive plugin 601

SharePoint Archive settings 602

SharePoint Archive job configuration 607
SharePoint archive job description 611

SharePoint recovery job configuration 611

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 7/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /oL vision of technological evolution N

Y techarrow
SharePoint recovery job description 613
Configuration of Delete job in SharePoint archive 614
SharePoint delete job description 619
SharePoint archive Provisioning settings 620
SharePoint provisioning job description 623
SharePoint publishing job 624
SharePoint publishing job description 627
SharePoint in the contentWEB archive 628
GDPR plugin 628
GDPR Settings 629
GDPR Databases 629
GDPR Schedules 629
GDPR Index zones 630
GDPR Processing 631
GDPR File system settings 631
GDPR Exchange settings 632
GDPR Applications 635
GDPR Jobs 640
Custom plugins 657
Email management job configuration 657
Storage replication plugin 667
Sharing plugin 670
Datengut plugin 671
Email synchronizer plugin 673
Categorize to Public folders plugin 675
LoboDMS plugin 680
ThreatTest 684

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 8/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

.  \/oUr vision of technological evolution A

¥ techarrow
ThreatTest configuration 684
ThreatTest Databases 684
ThreatTest System settings 685
ThreatTest Schedules 687
ThreatTest User experience 687
ThreatTest Statistics 690
ThreatTest Job 693
Using ThreatTest app 697
officeGATE 704
contentACCESS Mobile 706
Virtual drive configurations 706
Application settings 714
Terms of use 717
FAQ 718
Download sample for the file to be imported does not work 718
Archiving is not working if MAPI is set to communicate with the Exchange server........erennnes 719
Virtual drive is still appearing after the uninstall 720
Outlook forms problems 721
Unable to open shortcuts of archived files on the server side 724
Samples are not shown using “Show sample” option in the import dialog 725
Do | need to create separate tenants for File archiving and Email archiving? 726
What is the recommended database size for Email, File and SharePoint archiving..........veeennnns 726
The TEMP folder is running out of space when archiving big files 727
The attachment could not be opened 728
After updating Exchange 2013, the EWS connection might not work in contentACCESS. ................. 729

If Windows authentication is not working in contentACCESS and an alias was created for

contentACCESS 729

contentACCESS Outlook add-in certificate issue 730

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 9/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

.  \/oUr vision of technological evolution A

¥ techarrow
PowerShell scripts for setting up Email archive 731
Solution for Outlook security patches 731
Solution for Outlook security patches through GPO 735
Solution for indexing PDF files 739
0365 SuperUser mailbox configuration 741
Office365 journaling 743
Organizational forms 744
Multifactor authentication 745
Region setting 747

Introduction to contentACCESS

contentACCESS is a modular product primarily designed to solve email archive and file archive
scenarios in an organization. It uses built-in or custom plugins, which are able to connect with many
kind of input systems and process the information as desired. Based on the plugins, contentACCESS
is providing email, SharePoint and file management and also archive in the cloud or on premise. With
contentACCESS you can choose from many storage systems to store your data - either with the built-
in processing or with a completely custom processing workflow.

contentACCESS provides a simple way of just implementing the actual processing task and writing to
a storage or archive system of your choice. You can set demanded plugin instances (jobs) in the
background for processing these tasks without any need to change your employees’ behavior. It also
provides methods for accessing stored content regardless of the target, providing unified access.

contentACCESS can be fit to customer needs very easily.

Services provided by contentACCESS

Processing plugins: Processing plugins are responsible for crawling and processing your data. The way
of processing data depends on the framework-functions that the plugin has and on further
configurations of the plugin. Besides the basic plugins custom plugins are also available. The crawling
method is configurable and is offering different optimizations for different use cases. The crawled
data can be filtered by data age, size, file type and further specific properties. The plugin selects the
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crawling method, the filtering and the target storage and is focusing only on the data processing. A
typical use case is to archive emails or files into an archive system, or to export to a file system, etc.
Manual archiving tool: To manually archive emails directly from your MS Outlook or Outlook Web
Access contentACCESS uses Mail app application. With this application the end user can archive old
emails very easily, and also retrieve them at any time with the help of shortcuts, which replaced the
original item.

Clustering: Helps to optimize your capacities and divide data processing between more servers to
make contentACCESS work more smoothly.

Storages: The contentACCESS framework is offering the following storage providers out of the box:
Disk store (simple disk storage), inPoint, iTernity. Third party storages are possible to be
implemented as well.

contentWEB: contentWEB is a web application running in browsers and also on mobiles (mobile
browsers), which provide an easy to use interface for accessing processed and stored content. Its
functions include folder browsing, item listing, item paging, item filtering, restoring, exporting and
searching.

contentACCESS client access and WEB Services: contentACCESS provides an API for executing plugins
on demand, manually processing emails using plugins, unified access of processed elements.

Mobile access: The processed data for users are accessible through the contentACCESS Mobile

application as well.

Software requirements

The following prerequisites have to be installed on the machine(s) where you want to run the

contentACCESS installation wizard:

= MSSQL2012,MSSQL 2012 R2,MSSQL 2014 SP2,MS SQL 2016 or MSSQL 2017

=  MSOutlook 2010/2013 (64 bit version) or later - Click-to-Run Outlook is not supported!
= .NET Framework 4.5.2

= |nternet Information Services (11S) and ASP .NET 4.5.2

The following prerequisites have to be present if you also want to use the search service:
= JavaSE 8.0.1210or later
= jFilters for indexing (download from here)
These prerequisites are also checked by the installation wizard. If not installed, SQL, Framework,

I1S and Java will be installed directly from the wizard during the installation.
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=  Operating system memory (RAM): 8 GB is recommended
= Freedisk space (HDD): 20 GB free space is recommended
= Processor (CPU): 2.4 GHz quad core

Note: For more information about contentACCESS prerequisites you can read the Hardware and

software requirements manual here.

contentACCESS setup package

The installation package makes the contentACCESS installation process very transparent and
intuitive. This section leads you through the dialogs of the installation wizard and describes the step-
by-step installation of the product. To run the contentACCESS setup self-extracting package, the

following is required:

= NET Framework 4.5.2

= Ability to run the setup as an administrator
What is included in the contentACCESS setup package?

> Under section Documentation the contentACCESS manual and the Best practices to the software
can be found, and it also contains a link to the contentACCESS website.

> Under Planning the links to hardware and software requirements can be found, and the user may
download the contentACCESS Analysis Tool right from here. The tool is used to measure the
performance of file shares to be archived and also the speed of the desired target store. It is also
used to analyze the files that will be archived, and can help to set up the correct file archiving
strategy.

» Under Tools you can find the Legacy MAM retrieve server setup, the Outlook forms used to
transparently open the archived email messages directly from Outlook and from here you can also
download TECH-ARROW'’s WinShortcutter. WinShortcutter is a collection of small and useful
utilities that are primarily focused at people working in a Windows dominant office environment
with a weak MAC support. It is primarily used to open MS Windows shortcuts (.LNK).

> Under Products you can read a short description about other software solutions of TECH-
ARROW: contentGATE, streamGATE, officeGATE.
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> The installation process of the contentACCESS server and it's components can be started on the
Installation page of the setup. The following components can be installed using the Installation
page of the wizard:
= the contentACCESS server
= contentACCESS Central Administration - the contentACCESS configuration interface

available for system administrators and tenant administrators

= contentWEB - the archive user interface also for the end users

= Central login page - used to log in to the respective application with forms provider or third-
party authentication providers

= contentACCESS Web services (Proxy) - to ensure secure (HTTPS) connection between the

user and the contentACCESS server

= Virtual drive - adrive that’s used to display the contents of the File system archive; the drive is
also mandatory to retrieve the archived files from shortcuts

= Search service - allows the user to search in selected entities/folders

= SMTP server - a server used to process emails
contentACCESS components’ prerequisites are the following:

» For Central administration: Internet Information Services (11S), NET 4.5.2

=  For contentWEB: IIS, MS Outlook 2010/2013 (64 bit version) or later, NET 4.5.2

= For contentACCESS Proxy: lIS, NET 4.5.2

=  For Central login page: IS, NET 4.5.2

*  For the contentACCESS Server: .NET 4.5.2, SharePoint Server Client components SDK (for
SharePoint processing); MS Outlook 2010/2013 (64 bit version) or later (for email

processing)

These prerequisites (except of MS Outlook) are installed by the setup package automatically. If any

problems occur during the automatic installation, the prerequisites must be installed manually.

SharePoint Client components and the MS SQL server can be installed using the respective

application file from the contentACCESS installation package library:

= SharePoint client components:
C:\TECH-ARROW\contentACCESS_Package\Setups\SharePointClient

= SQL Server 2012 Express:
CA\TECH-ARROW\contentACCESS_Package\Setups\SQL
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If the Internet Information Services (l1S) haven't been installed automatically, the 1IS features must
be turned on in the Windows features. Open the Server manager - click the Roles node—> click Add
roles = select Web server (I1S) in the Select server roles window and turn on the features based on

the table below:

Management tools 11S Management Console

.NET Extensibility 4.5.2

Application development features ASP.NET 4.5.2
ISAPI filters

ISAPI extensions

Default document

HTTP common features HTTP errors
Static content
Performance features Static content compression
Security Basic authentication

Windows authentication

Do not forget to check the following features in Add roles and features:

.NET Framework 4.5.2
ASP .NET 4.5.2

.Net Framework 4.5.2 Features

HTTP Activation
TCP Port Sharing

WCEF Services

The contentACCESS components can be installed

= ononesingle machine,

= in a cluster system - when more servers are installed on different machines, and they are all
joined with one configuration database

= in a distributed environment - when there is one contentACCESS server installed on one
machine and the components are distributed (installed) on different machines

These components are described further in chapter contentACCESS components. contentACCESS

installation will be described first.
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Installation of contentACCESS

To install contentACCESS, first download and run the setup package (contentACCESS X.X
Setup.exe). As default it unzips to C:\TECH-ARROW\contentACCESS_Package folder, but you can
use the Browse button if you want to change the directory. Click Unzip. After the files have been

successfully unzipped, click OK.

WinZip Self-Extractor - contentACCESS 2.6.19.0 Setup.e... m

T o unzip all files in thiz gelf-extractor file to the Urzip |
specified folder press the Unzip buttan,
Run Windip |
IInzip to folder:
ROWcontentACCESS_Packsge  Browse.. |  Close |
¥ Ovenarite files without prompting Ahout

L 40 file{s) unzipped successtully
¥ ‘“When done unzipping open;

AEATE.MET .Check.exe

Pl

Help

Welcome! Now the contentACCESS installation wizard will open and it will lead you through all the
steps of the deployment process. All components of contentACCESS can be deployed during this

deploying process. Click Installation on the Welcome page.
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Welcome Welcome

Planning

Documentation Welcome to the contentACCESS setup!

contentACCESS is an information management and collaboration platform, where you can migrate,

Installation collaborate, access and transform data from different sources anytime from any devices.

Tools

Products

Close

Important: Update is supported from contentACCESS version 3.1 and later. Older versions must be
updated to contentACCESS 3.1 and then from version 3.1 to the latest version.

If the update is done from an earlier version than 3.3, then some new features must be configured
manually after the update.

One of these features is the Task runner, which requires a resource storage, where the export files
will be stored. This storage must be configured in System -> System -> Resource storage settings. This
store must be accessible by all contentACCESS nodes inside a cluster, so it is highly recommended to
use a network share.

If the update is done from an earlier version than 3.4, then as a result of some internal changes in the
email archive shortcut format, the Outlook forms must be updated to the latest version to maintain

the correct functionality.
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EULA

After you have carefully read the End User License Agreement, check checkbox | accept the term of

the agreement and click NEXT.

L4 contentACCESS Setup

/ contentACCESS your vision of technological evolution

EULA

Please read carefully and accept the End User License Agreement.

Software License Agreement &
PLEASE READ THIS SOFTWARE LICENSE AGREEMENT CAREFULLY BEFORE | _
DOWNLOADING OR USING THE SOFTWARE.

BY CLICKING ON THE "ACCEPT" BUTTON, OPENING THE PACKAGE,
DOWNLOADING THE PRODUCT, OR USING THE EQUIPMENT THAT CONTAINS
THIS PRODUCT, YOU ARE CONSENTING TO BE BOUND BY THIS AGREEMENT. IF
YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, CLICK THE
"DO NOT ACCEPT" BUTTON AND THE INSTALLATION PROCESS WILL NOT
CONTINUE, RETURN THE PRODUCT TO THE PLACE OF PURCHASE FOR A FULL
REFUND, OR DO NOT DOWNLOAD THE PRODUCT.

Single User License Grant: TECH-ARROW, a s. (hereinafter referred to as "TECH-
ARROW") and its suppliers grant to Customer ("Customer") a nonexclusive and
nontransferable license to use the TECH-ARROW software ("Software") in object code
form solely on a single central processing unit owned or leased by Customer or
otherwise embedded in equipment provided by TECH-ARROW.

@ | accept the terms of the agreement.

Previous Next Cancel

Installation type
This installation step is available at the very first install only. When updating the product, this step is

no more available. In this step the user is asked to select between 2 types of installations:

= Firstserver - choose this option if a) you are installing a standalone server (so everything will
be installed on the same machine as in this use case), or b) you are installing the first
contentACCESS server of a future cluster;

= Additional server or component - choose this option if you are installing an additional server
or component (Virtual Drive, Central Administration, contentWEB etc.) in an existing

contentACCESS environment or in a cluster.
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Steps Installation type

Choose the content&CCESS installation type,

& First server

Choose this option if vou are installing a standalone senver or if wou are installing the first
contentACCESS server of a future duster,

" Additional server or component

Choose this option if you are installing an additional server or component in an existing
contentACCESS installation or duster,

Previous

Next | ‘Cancel

Note: Cluster is a system consisting of multiple servers (nodes) tied to the same configuration

database.

In case that you are installing an additional server in a cluster, or a component in an existing
contentACCESS environment (i.e. you marked the 2™ radio button), you will be required to set the
connection with the already existing central database that you have specified at installing the first

contentACCESS server. Test the connection and click Next.
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Central database connection

Please specify the cantentACCESS central database connection parameters, This is the database you've specified when
installing the first server.

Database serier
[ran [ ]

Database name

I:Dntentaccessdb

™ Use Windows integrated authentification [ T&administrator]

User name

Isa

Password

I

Schema
[abo

contentACCESS Setup E
.
101 Successfully connected to TAD1,
Previous Next | ‘ Cancel

Components
In this step you have to choose which contentACCESS components you want to install on a server.

The components are fully described in chapter contentACCESS components. It is recommended to

read this section before you select the respective components to be installed. Check all the

checkboxes in this step if you want to have all components on a single server.
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Steps contentACCESS components

EULA
contentACCESS components

Select the components which you would like to install.

contentACCESS components
[V contentACCESS

License key ‘ ’| || || ]| |
Proxy settings

[z contentACCESS Central Administration
[ contentweB

[v Central login

@ contentACCESS Web Services (Proxy)
[V virtual drive

[V search service

[ SMTP server

Previous || Next | | Cancel |

If you have selected the contentACCESS server component, you need to apply the license before

proceeding the installation. License activation can be done either a) online or b) offline.

a) If the machine where the setup is running has internet connection, you can activate the license
ONLINE. Follow the next steps:

» Choose Online activation in the wizard.

= Enter your license key and click Next.

= License will be validated and you can continue the installation.

b) If the machine where the setup is running has NO internet connection, you can either 1) use the
Web Proxy’s credentials to activate the license through the configured proxy server or 2) activate

the license offline.
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1%t option: Configure the proxy URL and applicable credentials to the proxy. The proxy that you
configure here is used by the licensing component to reach the licensing server for the activation. By
default the proxy server is disabled. To enable it, open the Proxy settings dialog (option Proxy
settings in the wizard). You can either
= Use default proxy settings that is configured on the contentACCESS server in Control Panel
- Internet options 2 Connections tab > LAN settings > Proxy server
or you can

= Use explicit credentials (explicit proxy server URL and user)

Proxy settings E

" Do not use a proxy server
' Usze default proxy settings

" Use explicit credentialz

Prowy zerver URL: I

Uzer name: I

FPazzward: I

ak. I Cancel |

If the proxy is configured, you can continue with online license activation based on point a) above.

2" option: Activate the license OFFLINE by following the steps below
= Insert your license key.

= Select the Offline activation button and click Next.

License Activation Wizard N ]

Enter your license key

‘welcome to the license activation wizard. Please enter your license key for the
product and zelect the activation method.

Licence key

-

" Online activation [internet access required)

% Offline activation

Mext | Cancel |

= Activate your product on the offline license activation page of TECH-ARROW. The page can be

accessed using the link in the activation dialog:
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License Activation Wizard !H m

Offline activation
Flease copy the activation request. go to our offline activation web
zite and we will generate the activation response for vou,

License request information

SjvE NPS 4554072 jae 4505k GheDCZAL 28] DvUikZ2qSwhRS s -
3G9ic2ebs pbGIoSIPpEnOSdurmypDKC:T QudAcFOr e
RoiEf2dGE2GRN CvOtAdAkxb blb EveY QYYOImIAn S SUvs S/
EMTzI9 T zrv WS BGulYdzasLDmarihS g rv uEEY W LALL
WINIZQThFKIUCTZaNS 4Te 2z8p3 aWExsiAFiKkdycdoeisyL LI

Save to file
Please ackivate your product on
httpsiiFlicense. tech-arrou. com/Offlinetctivation
License activation information
[~
-

Load fraom file

Back | et I Cancel |

= Copy/paste (or download/upload) the License request information from the above wizard and
activate it on the offline license activation page. Use the “Choose” option to upload the .dat file if

you have saved it, or copy the activation string into the text box and click “Activate now”.

[ Activate your license x
€ = C | B https;//license.tech-arrow.com/OfflineActivation 2

i Apps §% Office 2016: A rc

r‘r TECH-ARROW | OFFLINE LICENSE ACTIVATION

Welcome to the Offline Activation Application
]

Please add your activation source

tion file, or pasting the activation string

Ve

Please provide your client generated data by browsing the act

ivation file:

ation string: | sjy64nPs4554072jae45pSkGbeDCzAL2Z8DvUI
kZ2q5wNR/s3GRic2ebSpbGIoSIPpSnOSdurm
¥pDKCx7 QudYWeFOrQeeRoiE/ 2dGB2GRNCVO
WdAkKxbblbEvYQyYOImIAnSAUvsS/BMTzZIO
V1XWSBGULY dzasLDmp3gWBxsiAFiKkdycdoe
iSYLIb/EqmPVilemL7 CleoicAfAUGREHRL4i14a
pPvhM1kVFZ ZLVywEca4fm8hOKbiKuTyoVgbK
+KEhZA+OFPXRaCISbpNOPELGfMobEMOXNG
QzYk1KWSW3I009bSbTvQdslUBzaGBMQY avad
bongbS1X0CmGfoPPZ0pvGoPirBulWUZE/9U
dwWg+Ta3c

Choose

or paste your a

Activate now
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= Copy/paste (or download/upload) the activation code (1% screenshot below) from the web page to

the License activation wizard (2" screenshot below):

[ Activate your license x

L o C' | & https://license.tech-arrow.com/
i Apps §% Office 2016: A rc

lineActivation

Your license was activated successfully

Or Copy and p

KPotkfLPpOtLCrojwtSKxjh+cmugwg? ok3WaiPKyOTvrNOZEJNOLAPbmMPDYPAST c4U2b2
WWIY4hQUWT7 mLBK3V/ON2CEQNYANDUg1Fg/ 3mBeDdw/ pCfTYTRTALXZ olxg+mN1Kg/HIZ
VG009 +L67xDvoxoKTFETKdrwulgLko o4kFZf3MPkhPdp/5JiMXHIgMtinb droWs/ nduH3
viS+0bj5z+0IHWDOKBSoAZENVWIITMT/Zv+o0omUyfHbY 1pa4dpg3XLcpPzIISvSPDWZAST
8TkiisohCaeqBSrbLu20IG3fr/ gbmyYSigaMO4WxnB80221QPHZwiQ5zZgwv 1 PZIU0XfmALf
37y75praGe3bdx++wbIrb7ig)OrwdKEVZ pkMW,/ teSullo Mgt/ 10GB285n + GnOfvBysAiG
UHCOxq7 QGCG2VbgnTBSIOSIMERNKFSLCOSXscSLCyWrmRBZCBI3 3tmBxxTHPLPfADZ32ZMe
Z8jtecU7tzPX02U9Nel2FOk1IkDEBVGEUUIaNZVMIBmHUBYLPpDS1 CRvMZbd +nA3zwgoz
0Imen5n4fz2/ fB7nwhwWzhXJ6dHIIfDOz2KBE Q2 02FzBwEB6h CdBKId7FmQTN4ABZvdwre3 p
qftxyibveewgbvd/M+mKcEtp OxpEMTqWp 1PXSVDIkhwi+SR/44wHDVLROMO GtzybIZ cAs
UBrebaVzpt+8HZiIBZ5izPhTq15iszCHoTplbelgk3Pz56 0cDGZM2 2bYPHIO? aNIDaT7 SwrTpG
15ySennzg85h3pHuKSgvlu/6QLWadICded2FWFgF/8nGIHOgcr+10bS6641bnoDvFae3Pe
IX5Ynnso 0NvDVWTSZgGOWrsNSBCPX66B7 U1thcqw+FkGuiCnjuEvBM7 9oaUXwaviqDkv4
GOLNB3WYQgyXoMpoedd30sbZ2RyDvGKNSVXzakiDe YZokH43 3WSUDXGVIZENA+PCAVM  +

to License management p

v TECH-ARROW | OFFLINE LICENSE ACTIVATION

vy

s

= When you have successfully applied the license, click “Next” in the wizard to continue the

installation. In the last window click “Close” to complete the activation process.

License Activation Wizard

M[El E3

License Activation Wizard

(O] x]
Offline activation

Fleaze copy the activation request, go ta our offline activation web
site and we will generate the activation respansze for you.

Activation successfull

Your licenze was successfully activated.

License request information

B APPSR AT aedEpSkiahe DOzl 28iDuwik T2 g hwiRys <
3GYicZebSphGIoSIPpanOSdurmp D KT Qudi cFOrQee
RoiEf2dGE2GRMCwOW Ak E b b BN QYOI AR 8 9L 57
BMTzI97 2z LN SBGULYdzas LD mgribS g rbdu B udtl
WILILZQThFEIuCTZaMSdTe 2z8p3gWExsIAF Kk dycdoeiSYL ;I

Licenced for:
Licence key:

Licence status: Walid till unlimited

Sawe to file

Please activate wour produck an
httpsifflicense.tech-arrow, com O fflineAdivation

License activation information

+PCEiHWIYgFIpDBBPAS qyS hkDWItzdAIKC a8 0YaT6 36 Gy = |
pZFQatolIXPrIfL3EPKHGHOTI e SRN ol rHRbAN 4fhfrzky 2
SH/TOYraycAzZ qvk7 c2qEo=|

-

Load from file

Back | Mext | Cancel | Back

| Cloze I

Cancel

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com

23/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. 0L ision of technological evolution /A

¥ techarrow

> Note: After the expiration date it will be needed to activate the license again. The user can
do it in the central administration interface of contentACCESS. For further information

refer to section How to activate your license key.

Prerequisites
During this step the wizard will check if your system fulfills the software requirements. Some of the

missing prerequisites will be installed directly from the wizard during the installation.

To use Search service, the Java component has to be present on the computer. You don’t have to

download and install it separately, it will be installed directly from the setup.

Important: The setup will change the value of the JAVA_HOME variable to point to the version
installed by setup. This may cause other already installed applications (using the older JAVA) to fail,
so please check their functionality after the setup is completed. If the computer/server is already

running a newer version than the one included in setup, it will not be touched/downgraded.

Note: For the Indexing job to work also for PDF files using the Adobe PDF iFilter, the Path
environment variable for the PDF iFilter must be set manually. For more details, please see this FAQ

section.

Use the [refresh] button to actualize the prerequisite information after the missing software is
installed. If it still doesn’t recognize some, restart the PC and start the contentACCESS installation
again. Once it is ready, the user can continue with the installation process. After the wizard has run

the system requirements check, click NEXT.

For more information about these requirements, check the section above: Software requirements.
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/ contentACCESS your vision of technological evolution

Steps Prerequisites

The wizard will check whether your system fulfills the software requirements,
contentACCESS components | Microsoft Outlook 2010/2013(64-bit) or later

Y ¢ Check for a compatible MAPI subsystem.
This component is required for email processing.

[>

Prerequisites

This component is required for SharePoint processing.

SharePoint Server Client Components SDK
This component allows connecting to SharePoint 2010 and higher using the Client Object Model.
Visual C++ 2015 Redistributable Package
pq The Visual C++ Redistributable Packages install run-time components that are required to run
C++ applications built using Visual Studio.
N .NET Framework 4.5

The contentACCESS Central Administration is built on this framework.

z

xrosol !’-
T

Internet Information Services (1IS) and ASP.NET 4.5
1S is hosting the contentACCESS Central Administration and contentWEB.

Java SE 8.0.1210 or later
Java Platform Standard Edition (Java SE) lets you develop and deploy Java applications on desktops
and server.

~ off
-

[i

C¢e LSS

iFilters for searching
@ iFilters are needed to the Search service in order to be able to index every datatype properly.

v

Free memory: 1993 MB ... OK [refresh]
Free space: C:\ 5GB of 74 GB free ... OKG:\ 1023 GB of 2047 GB free ... OK

Previous Next Cancel

Note: MS Outlook prerequisite will be checked only in case that the license supports email based

plugins.

Base folder

The next step is to select the installation base folder. By default the contentACCESS server,
contentWEB and the Central Administration installs in C:\Program Files\TECH-ARROW folder.
Other components are automatically installed one level deeper, in the base folder\contentACCESS
folder. So if the default base folder is set, then the further components are installed in C:\Program

Files\TECH-ARROW\contentACCESS folder. The installation folder can be changed. Click on the
- button and browse for the desired destination. Click NEXT.
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7( contentACCESS

Steps Base folder

EULA Choose the installation folder for contentACCESS server.

contentACCESS components
contentACCESS installation folder

e C:\Program Files\TECH-ARROW\contentACCESS
Base folder

Previous Cancel

Service settings
The administrator may set here, under which credentials the contentACCESS service should run.

There are multiple choices:

= Theservice can be run as Local System; no credentials are needed;
= The service can be run under custom Windows credentials (local or domain user); the

administrator may also run a test to verify if the Windows credentials are OK.
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Y( contentACCESS of technological evolution

Steps Service settings

EULA Here you can set custom Windows credentials to run contentACCESS service.

contentACCESS components

Prerequisites ®) Run semvice as Local System

) Run service as different user
Base folder

User name

Service settings

Password

Previous

Database connection

The next step is to specify the system database server to be used by contentACCESS.
contentACCESS is storing data in MS SQL server. If you do not have a database server installed, you
can install an SQL 2012 Express (free version) with this installer. In this case check the Install new
SQL Server 2012 Express radio button and the database will be automatically created with the

following credentials:

Database server: [ServerName]\contentACCESS
Database name: contentACCESSDB

User name: system

Password: cOntent@ccess

Schema: dbo
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Note: In some contentACCESS package versions, where you see the grey text like on the picture
below, the SQL server is not included in the package. In such package version it’s not possible to allow

for the package to install SQL server, and the installation must be performed manually.

¥ contentACCESS Setup “

/ contentACCESS your vision of technological evolution

Steps Database connection

contentACCESS is storing data in MS SOL Server, If you do not have a database installed, you
can install an SQL 2012 Express with this installer,

Installati
R A I EpE Install new SOL Server 2012 Express  [SCL Server is not included in this version of package)] S

contentACCESS components

(®) Connect to existing SOL Server

If you already have an SQL Server installed, select the Connect to existing SQL server radio button

and follow the next steps:

e Enter the name of the database server into the Database server text box, or use the - button to
locate it.

e Type the Database name into the next textbox. A system database will be created with the name
entered here.

e Type in a schema (with an optional name).

Note: If you are updating to a higher version, then all these above mentioned settings will be

preselected and it will not be allowed to change them.

Continue with setting the user credentials to connect contentACCESS with SQL server. Enter the
SQL user name and password into the textboxes. You have multiple options here: a) You can use
either an SQL user, or b) you can use WIA (Integrated Windows Authentication) with checking the
“Use Windows integrated authentication” checkbox. In this second case contentACCESS will connect

to SQL with the service credentials specified in step 6 above, in the service settings.
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Note: The setup verifies, if the specified database is already existing or not. If it’s not existing (as in
this use case), you need to specify an SQL user with the right to create a new database. If the database

already exists, then the user must have only access rights on the given database.

If you would like to make sure that all entered data are right run a test connection with a simple click
on the Test button.

Coienincrsssew =

Y contentACCESS Y contentACCESS

Steps
frosasenee | o i
T Use Windows integrated authentificat ' Use Windows intearated authentification { ta\administrator
o
z D
e e
s schm
oo i
a) UsingSQLuser b) Using WIA

If the connection was successfully established the following Setup window will confirm it:

contentACCESS Setup Ed |

:l Successfully connected ko TAMNEW'S,

Click NEXT.

In the next steps the contentACCESS components’ settings will be specified.

Important: To ensure a trouble free access, it is highly recommended to create an alias for each

component, and to specify the connection URL to each of these components in an FQDN format.

contentACCESS Central Administration

On this page you can define the port number that this component will use:
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Port: This port is the physical port of Central Administration used by the Internet Information
Services (I1S) on the current server.

The physical port cannot be changed later on, for example when updating the product. First the given
component (in this case Central Administration) must be uninstalled, and then the port can be

changed in the setup wizard. This rule refers to each contentACCESS component.

Fully qualified domain name: FQDN enables for the user to access the given component (in this case
Central Administration) from everywhere (from home, from the office etc.). From this reason, this
URL must be accessible from everywhere where the user is coming from. The FQDN that’s defined
here is written to the Application settings (System tab-> Client applications group = Application
settings page) in the Central Administration, and can be changed from there at any time. By the next

update the setup will automatically read the value which is defined in the Application settings.

Hint: By double clicking the empty text field the wizard puts there the FQDN of that server. This
functionality is the same by FQDN settings of further contentACCESS components, on the next

installation pages as well.

Usually the physical port matches the port that FQDN used. However, in special cases, the FQDN
port can differ from the physical port on the IIS. In such cases the following warning pops up for the
user - this is expected if the FQDN port is routed to the physical port. In such cases the user can

continue with these settings. The same rule applies for other contentACCESS components as well.

Port mismatch m

The physical port used by IS '80' differs from the port used by FQDN
! . '3333". This is expected if the FQDN port is routed to the physical port
on the machine. In other cases the FQDN will not be accessible,

Are you sure to continue with these settings?

Yes No

contentACCESS service connection: This URL is used by the Central Administration to communicate
with the contentACCESS server. If contentACCESS server is installed on the same machine, you can

use “localhost” as host name.

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 30/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /U vision of technological evolution A

¥ techarrow

7( contentACCESS

Steps contentACCESS Central Administration
ULA On this page you can define the port number the contentACCESS Central Administration will use.
contentACCESS components

Prerequisites

Base folder

Service settings s Y
Fully qualified domain name

Database connection Bp...... 2 |tacatest05.ta.intemal

contentACCESS Central

contentACCESS service connection

http v|w Ilocalhost

| Previous |

contentACCESS Web Services (Proxy)
On this page you can define the settings that contentACCESS Web Services (Proxy) will use. The
same rule applies for these configurations as for the contentACCESS Central Administration settings

above.

Proxy server is a must-have tool for customers who have contentACCESS Email Archive (or any
email based plugins) and want to retrieve their archived emails from shortcuts, or they use
contentACCESS Mobile.

Port: This port is the physical port of contentACCESS Web Services used by the Internet Information

Services (I1S) on the current server.
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Note: It is always a good thing to select 80 as port number because this port is enabled on Firewall in

most of cases.

Fully qualified domain name: This URL must be accessible from everywhere where the user is coming
from. If you want to enable a secure connection for the user, choose https. Keep in mind, that https
must be configured manually on the IIS (more here). This value is used for Email archive shortcut
retrieve as well.

The FQDN that’s defined here is written to the System settings (System tab—> Services group =
System page, section External accessibility settings: Retrieve server FQDN) in the Central
Administration, and can be changed from there at any time. By the next update the setup will
automatically read the value which is defined on the System page.

If Proxy uses https, the FQDN URLs of further contentACCESS components (contentWEB, Central

login page) will be automatically prefilled by the package with https connection, too.

Note: If the user wants to use MailApp, secure connection (https) must be selected here.

contentACCESS service connection: This URL is used by the contentACCESS Web services to
communicate with the contentACCESS server. If contentACCESS server is installed on the same

machine, you can use “localhost” as host name.

Hint: If the communication port with the contentACCESS server is changed, then the communication
between the given component and the contentACCESS service is ensured by the contentACCESS
Proxy. If the Proxy is not installed and the port is changed, then the service connection won't be
established. The same rule applies for the connection between the contentACCESS service and
another contentACCESS components as well (in the Central administration and Central login page

setup windows it is disabled to change the port number).
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7( contentACCESS

Steps contentACCESS Web Services (Proxy)

ULA On this page you can define the settings the contentACCESS Web Services (Proxy) will use.

contentACCESS components
Prerequisites

Base folder ﬂ @

Service settings - g
Fully qualified domain name

Database connection https v Itacatestos.ta.intemal
contentACCESS Central it

contentACCESS Web Services
contentACCESS service connection

http v|w llocalhost

Previous

contentWEB
On this page you can define the settings that contentWEB (contentACCESS archive user interface)

will use.

The same rules apply for contentWEB as for the contentACCESS Central Administration settings
above with one exception. contentWEB connection with the contentACCESS server supports

net.pipe connection as well.

Port: This port is the physical port of contentWEB used by the Internet Information Services (I1S) on

the current server.
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Fully qualified domain name: This URL must be accessible from everywhere where the user is coming
from. By double clicking the empty text field the wizard puts there the FQDN of that server. If you
want to enable a secure connection for the user, choose https.

The contentWEB FQDN that’s defined here is written to the Application settings (System tab—>
Client applications group - Application settings page) in the Central Administration, and can be
changed from there at any time. By the next update the setup will automatically read the value which

is defined in the Application settings.

contentACCESS service connection: This URL is used by contentWEB to communicate with the
contentACCESS server. If contentACCESS server is installed on the same machine, you can use
“localhost” as host name. There are 3 communication types that can be used between contentWEB
and the contentACCESS server:
= http - use this if you want to establish a direct connection with contentACCESS. If direct
connection should be used, do not change the port number that’s prefilled by the setup
package (8736), otherwise contentACCESS proxy connection will be used automatically.
= https - use this to establish a secure connection through the contentACCESS Proxy server
= npet.pipe - use this type if contentWEB and contentACCESS are installed on the same

machine; this is the fastest and most recommended connection type.
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Steps contentWEB

On this page you can define the settings the contentWEB will use.

ULA

contentACCESS components
Prerequisites
Base folder

Service settings s Y
Fully qualified domain name

Database connection http vl ItacatestOS.ta.intemal

contentACCESS Central

contentACCESS Web Services
contentACCESS service connection

contentWEB J#/  |localhost

Previous

Central login

On this page you can specify the settings that the Central login page will use. Same rules apply as for
the connection settings of components from above. The FQDN that’s first configured is written by
the setup to the System settings of the Central Administration (System tab = Services group =
System page, section External accessibility settings: Central login). It can be changed on the
respective page of the Central Administration at any time, and the new configuration will be then

read and prefilled by the setup when updating the product.
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/ contentACCESS your vision of technological evolution

Steps Central login
U On this page you can define the settings the Central login will use.

contentACCESS components

Prerequisites Port
Base folder

Service settings - ’
Fully qualified domain name

Database connection http v |ta(atest05.ta.internal ] : |80 : @

contentACCESS Central

contentACCESS Web Services

contentACCESS service connection

i/ |localhost ‘: e35 [ (@D

contentWEB

Central login

Previous

Next | |Cance| |

Virtual drive

Here you define the settings that Virtual drive will use:

Virtual drive fully qualified server name: this value is used to retrieve archived files from shortcuts
Virtual drive letter: drive for publishing the virtual drive content (the archive files)
contentACCESS service connection: URL used for the communication with the contentACCESS
server. There are 3 communication types that can be used:
= http - use this if you want to establish a direct connection with contentACCESS. If direct
connection should be used, do not change the port number that’s prefilled by the setup
package (8736), otherwise contentACCESS proxy connection will be used automatically.
= https - use this to establish a secure connection through the contentACCESS Proxy server
= net.pipe - use this typeif Virtual drive and contentACCESS are installed on the same machine;

this is the fastest and most recommended connection type.
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The installation package writes/reads these parameters into/from the Virtual drive configurations
page of Central Administration (System tab - Client applications group - Virtual drive

configurations page) during each install/product update.

Further specify the user credentials used to run the Virtual drive service. This can be either Local

system user, or an explicit user.

!’7 contentACCESS your vision of technological evolution

Steps Virtual drive

EULA On this page you can define the settings the Virtual drive will use.

Virtual drive fully qualified server name

contentACCESS components
‘ta catest05.ta.internal

Prerequisites
Virtual drive letter

®

Service settings
contentACCESS service connection

Database connection m J |localhost

contentACCESS Central net.pipe
http
https

contentACCESS Web Services = -
® Run service as Local System

contentWEB ) Run service as different user

Central login User name

Virtual drive
Password

Previous Cancel

Search service
To use Search service, Java must be installed on the computer where the user is installing the search

components (read more in section Prerequisites above).
Here you define the settings that search service will use:

Search service URL
URL used for the communication with the contentACCESS server. There are 3 communication types

that can be used:
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= http - use this if you want to establish a direct connection with contentACCESS. If direct
connection should be used, do not change the port number that’s prefilled by the setup
package (8736), otherwise contentACCESS Proxy connection will be used automatically.

= https - use this to establish a secure connection through the contentACCESS Proxy server

= net.tcp - use this type if Virtual drive and contentACCESS are installed on the same machine;

this is the fastest and most recommended connection type.

Theinstallation package writes/reads these parameters into/from the Search service settings section
of Central Administration (System -> Services group -> System page) during each install/product

update.

Elasticsearch index data path
The path where the indexes will be saved. This path must be filled unless you can’t continue the

installation process.

Elasticsearch maximum memory allocation

The maximum amount of memory in megabytes which can be used by the Elasticsearch service.
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¢ contentACCESS

Steps Search service

On this page you can define the settings the Search service will use.

E

V]
Search service URL

contentACCESS components nette <l l|gm|hgst ‘ . |3?32 g @

Prerequisites

Test
Base folder
Elasticsearch index data path

Lok Ch\IndexingData -

Database connection Elasticsearch maximum memory allocation
512 E MB

contentACCESS Central

contentACCESS Web Services

contentWEB
Central login

Virtual drive

Previous

SMTP server

The following options can be set on the SMTP server configuration page:

Server name: the name of the server that SMTP server will be listening on
Port: the port the SMTP server will be listening on for incoming emails
Enable encryption on incoming connections (TLS): this option enables the secure connection
between the sender and the recipient servers
Certificate: the .pfx certificate file has to be selected here if the user checked the Enable encryption
on incoming connections (TLS) checkbox
Certificate password: the password for the .pfx certificate. With the Test password button the user

can check whether the password he entered for the given .pfx certificate file is correct or not.
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Service parameters: The credentials for the service user, under which the SMTP server will run, can
be set here

SMTP data path: the location, where the system files regarding SMTP server will be stored

Fully qualified domain name (FQDN): a domain name that can be later used to create new SMTP
mappings. This domain will be usable as the domain for an incoming SMTP listener address and goes
to the SMTP domains list in Central Administration, where it is also possible to add more domains

later. The FQDN can be the same as the Server name.

Database server: SQL database can be configured for SMTP server. SMTP will store its data here.

Note: It is mandatory to set a SQL connection for the SMTP server, otherwise you won't be able to

continue the setup process.

e Enter the name of the database server into the Database server text box, or use the B button to
locate it.

¢ Type the Database name into the next textbox. An SMTP database will be created with the name
entered here.

e Type in a schema (with an optional name).

Note: If the use SQL option has been set up properly before and you are updating to a higher version,
then all these above mentioned settings will be preselected and you will not be allowed to change

them. If the option wasn’t set properly before, the fields will be enabled and you will need to fill them.

Continue with setting the user credentials to connect contentACCESS with SQL server. Enter the
SQL user name and password into the textboxes. You have multiple options here: a) You can use
either an SQL user, or b) you can use WIA (Integrated Windows Authentication) with checking the
“Use Windows integrated authentication” checkbox. In this second case, contentACCESS will

connect to SQL with the service credentials specified in step 6 above, in the service settings.

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 40/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /U vision of technological evolution A

¥ techarrow
¢ contentACCESS

SMTP server

On this page you can define the settings the SMTP server will use.

(]
m
LA
[
~
o
3
o
=]
3

Server name: |ta catest.ta.internal

-l
-
m
m

I:I Enable encryption on incoming connections (TLS)

Certificate: No certificate selected...
Service settings

Certificate password:

Database connection

® Run service as Local System
contentACCESS Central .

() Run service as different user

contentACCESS Web Services
User name

contentWEB

Password
Central login

Virtual drive

Search service SMTP data path

C\SMTP database

Specify FQDN you want to use as a listener address in the SMTP server.

Fully qualified domain name: |[tacatest.ta.internal

Database server
TACATEST
Database name
MMNEtestDB

Use Windows integrated authentification
User name
sa
Password

ARREAREAEN

Schema
dbo

Previous Cancel

After the installation, the SMTP server is automatically registered into contentACCESS and can be
used immediately after setting up some mappings. In case of updating the SMTP server from version
3.3, the server is automatically registered into contentACCESS as soon as the service starts up. The
previously specified mappings are injected into contentACCESS and the Available domains are filled

in based on the domains from the already existing domain mappings. The only case when the
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registration is not done automatically and requires some manual settings is when the 3.4 version is
installed from the .exe file (CA\TECH-
ARROW\contentACCESS_Package\Setups\contentACCESS.SMTPServer_x64.exe).

After the SMTP server has been successfully installed, the user will be able to use the SMTP server
configuration tool (the default location is C:\Program Files\TECH-
ARROW\contentACCESS.SMTPServer\EmailServer.exe). The configuration can be changed only

when the service is stopped (bottom right corner).

v SMTP Server -

Servername: |tacatest ta.intemal Port: |25 o

Maximum number of parallel incoming connections: 2047

Madmum number of archiving threads: 10 =

o
>
(=8
=
LN

SSL Configuration
[ ] Enable encryption on incoming connections (TLS)

Certificate:

Cerificate password:

contert ACCESS Configuration

Enable automatic forwarding to content ACCESS | Settings |

‘ Send test email ‘ | Save configuration ‘

Service is stopped

The options about the threads and the delete options are read-only and disabled in this tool - those
can be set only in Central Administration, section SMTP Servers. In case of manual configuration of
the SMTP or a change in the target contentACCESS server’s URL, the changes can be set under the
contentACCESS Configuration section’s Settings page:
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URL: URL of the contentACCESS server
Username: username used to connect to contentACCESS
Password: password for the specified user to connect to contentACCESS

Authentication type: authentication type for the specified user

contentACCESS configuration
Ud Ihttp:/Aocakhost 8736

Usemame |systarn

Password ‘-ooo-oooooto-

Authentication type | Forms

Windows
Bdemal AD

The Send test email button sends a test email to the first specified SMTP mapping that is set in

Central Administration. Any change that was made in this tool can be saved with the Save

configuration button.

With the Statistics button the user can see some statistics about the emails received and archived by
the SMTP server.

Received

Total emails received

Emails received in last 24 hours
Email receive failed

Archived
Total emails archived
Emails archived in last 24 hours

In Progress
ltems watting for archiving
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With the Start and Stop buttons, the underlying service, which is handling the incoming emails and

archiving them into contentACCESS, can be started or stopped.

Overview

In this step the contentACCESS setup gives a general overview about the components that you have

selected to install on server. Click NEXT.

¥ contentACCESS Setup

7 contentACCESS on of technolc

Steps Overview

The following components will be installed by contentACCESS setup

EULA

contentACCESS components

Prerequisites These components will be installed on the system:

contentACCESS
contentACCESS Central Administration
Base folder contentWEB
Central login
Service settings contentACCESS Web Services (Proxy)
Virtual drive
Database connection Search service
contentACCESS Central Base installation folder

C\Program Files\TECH-ARROW\contentACCESS

contentACCESS Web Services The following database server will host the database:

TACATESTOS\SQLEXPRESS

contentWEB Database name:
MNEtestDE using schema dbo

Login:

Central login <3

Virtual drive |

Search service

Overview

Previous Next Cancel

Note: In case that there are unwanted applications running in the background, the setup will warn the
user about this. Unwanted applications are: MS Outlook, Services and Internet Information Services.
It is possible (but not recommended!!) to kill these applications directly from this window by right
clicking on the application in the list and selecting “Kill”. The best approach is to close the running
applications manually. You can also skip closing the applications by clicking the “Ignore” button in the

pop-up window.
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Please close the following applications:

D Title Process name User
1916 Internet Information Services (I1S) Manager InetMgr TA\administrator
2296 Inbox - dne@ta.internal - Outlook (Unlicens...  OUTLOOK TA\administrator

| By ignoring the opened applications, the setup could require restart or
A could not complete successfully. Are you sure to continue?

Installation

Click Install and wait until the installation process is completed. Then click on NEXT.
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¢ contentACCESS

Steps Installation

Please wait while the installation is completed.

CESS components

Prerequisites

contentACCESS server
Base folder

Service settings contentACCESS Central Administration user interface

Database connection

contentACCESS Central CONFMRINER YA e

EULA

contentACCESS Web Services Central login

contentWEB
contentACCESS Web Services (Proxy)
Central login

Virtual drive Virtual drive

Search service

Search service

Overview

Installation

Previous

Summary

The window will give an overview for you about the already installed products:
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7 contentACCESS

Steps Summary

The following components were installed:

c
S

contentACCESS components

Prerequisites contentACCESS
Status: OK.

Base folder
contentACCESS Central Administration

Service settings Status: OK.

contentWEB
Status: OK.

Database connection

contentACCESS Central
Central login

contentACCESS Web Services Status: OK.

contentACCESS Web Services (Proxy)

contentWEB Status: OK.

Central login Virtual drive

Status: OK.
Virtual drive

Search service
Search service Status: OK.

Installation Open log file

Overview

Summary

Finish

Note: If any problem occurred during the installation process, click on Open log file option in the right
down corner of the last setup window (check above). The reason of unsuccessful installation might be

included in this log file

Click Finish to complete the whole installation process.

After installation is completed and you want to continue with further settings and configurations in
the contentACCESS Central Administration, click on Yes in the following popup window. This dialog
pops up if you have installed the component now or if you have already installed it on another server

(distributed environment).
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Would you like to set up and configure contentACCESS now? If yes, the
setup will start the Central Administration.
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contentACCESS components

contentACCESS has the following components that can be installed by the contentACCESS setup
package directly:

= the contentACCESS server

= contentACCESS Central Administration - the contentACCESS configuration interface

available for system administrators and tenant administrators

= contentWEB - the archive user interface also for the end users

= Central login page - used to log in to the respective application with forms provider or third-
part authentication providers

= contentACCESS Web services (Proxy) - to ensure secure connection for the end user and

enable email shortcut retrieve

= Virtual drive - adrive that’s used to display the contents of the File system archive; the drive is
also mandatory to retrieve the archived files from shortcuts

= Search service - allows the user to search in selected entities/folders

= SMTP server - a server used to process emails

contentACCESS Central Administration

contentACCESS is a modular product, with built-in or custom plugins. The built-in plugins are
available for on premise Exchange server, Office365, SharePoint and File servers. With these plugins
contentACCESS can combine several systems into one archive storage in the cloud or on premise.
There are many possibilities to visualize and work with the archived data: use officeGATE (Outlook
add-in) to see the data directly in Outlook, use a web browser to see the data using contentWEB, use
accessGATE Mobile application to see the data on your smartphones or use accessGATE to

interconnect your data with SharePoint.

contentACCESS is software which supports multiple-tenancy. Multi-tenancy is an architecture in
which a single instance of a software application serves multiple customers. Each customer is called
a tenant. Every tenant of contentACCESS has its own data management processes. This means that
every tenant uses its own plugin instances (jobs) and also has its own databases and storages. All
these data can be isolated from the data of other tenants. Even if these tenants are isolated from each
other, in case of need one or more users with system administrator permission can have the right to
manage the processes to more tenants.
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Multiple-tenancy might be very useful e.g. for those companies who have more affiliates and would
like to build a deeper administration structure for the company as a whole. Each affiliate could
become a tenant and could have its own administration. In this case other affiliates would not have a
right to manage the processes of another affiliate and everybody could build his own processes in a
way he wants. Dividing of tasks and responsibilities could be more transparent and the work would

be more effective using this method.

contentACCESS Central Administration is a user interface for administrators, over which they can
configure contentACCESS, create new automatically running jobs to process company data,
configure these jobs, adjust framework feature settings, set up schedulers, databases, storages,

create clusters etc..

Before you proceed to read the Central Administration, we advise for you to read section Terms of
use to understand the structure of the contentACCESS Central Administration user interface, and to

navigate easier on the ribbon.

Central administration login

The user can log in to the Central Administration of contentACCESS only in case that he has the
Manage tenant and/or Manage system permissions. Read the Roles section to learn more about

roles.

There are 4 possibilities how the contentACCESS Central Administration can be opened:

= Standard login: using the standard Central Administration URL, which is set and can be modified
in the Application settings:
http://[ServerNamel:.[PortNumberOfCentralAdministration]/CentralAdministration

* From the central login page -http://[Central LoginServerName]/contentACCESSLogin-which is
installed by the contentACCESS setup (read more in section Installation of contentACCESS). This

page URL is set/can be also modified on the System - Services = System page of Central
Administration (in the Application settings it’s read-only). The same page opens by opening the
Central Administration web page from the Start menu of the machine where Central

Administration is installed.
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/ ¥ contentACCESS Central Ad %\ |
& C | & htips://tanews.tech-arrow.com /contentACC ¥ |
¥ TECH-ARROW central login
%  contentACCESS account
Username:
Password:

%  Datengut

88  Windows as current user
] Windows as different user
G+  Google account

&  Microsoft account

~JRemember me

* With the “backdoor” Central Administration URL, which should be used in emergency cases
only:

http://[ServerName]:[PortNumberOfCentralAdministration]/CentralAdministration/Login.aspx;

On this page you can log in to the Central Administration with Forms login provider only, external

authentication providers are not allowed. Enter your contentACCESS credentials and sign in.

F— [ mareas [ [ [E] X ]
4/ % contentACCESS Central Ad X \\ \
& (&) @ tanews:3333/CentralAdministration/login.aspx Q ¥
% TECH-ARROW central login
4 contentACCESS account
User name;
Password:
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= Windows start menu: when working on Windows server 2013 - by typing “Central

Administration” in Windows start menu or by clicking on the selected icon

Search

' Central Administration

Log in either with:

e acontentACCESS account (Forms login provider) or
e any of your external login providers (Forms, Windows, Microsoft account etc.) if they are

configured in the Central Administration (more in section “Login providers”).

After a successful login the logged in user gets displayed. The applications allowed for the user are
featured on the page under the logged in user. Click “contentACCESS Central Administration” and
the central login page will redirect you to the Central Administration. By clicking contentWEB you

can log in to the archive, if you have the necessary permissions.
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/[ contentACCESS Central A X\
& C | & htips://tanews.tech-arrow.com/contentACCESSLogin/SuccessLogin.aspx Q ¥r

¥ TECH-ARROW central login

You are logged in as system via Forms authentication provider.
Please select the application you would like to use:

/v(contentWEB

/V(contentACCESS

Central Administration

Change user

Note: If you use Chrome, it is recommended to turn the password saving off. Learn more here about how to turn
it off.

When you log in to contentACCESS Central Administration for the very first time, use the internal

system account:

User name: system

Password: cOntent@ccess

Important: It is highly recommended to change this internal system account after the first login

immediately.

For more information how to enable further external login providers, please refer to section Login

providers.

Note: Central administration remembers the last accessed page of the user and will automatically
navigate back when logged on again. The same rule applies to tenant settings. Central Administration

will log in under the tenant which was last selected.
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contentACCESS Automated single sign on

Third-party login providers can be set for automatic login. Automated login providers sign in the user
into contentACCESS Central Administration (also into contentWEB) without any further interaction
with the selected provider. The following login providers can be automatized: Office 365, Google,
Windows and any other third-party authentication providers. Datengut and Forms providers cannot

be set to automatic. (Read more about login providers here.)

To automatize one of the above mentioned login providers, select it in the Auto login column on the

Login providers page (System tab - Security group - Login providers button)

e® Login providers
MRS system > Security > Login providers

+ new

Provider name Provider type Provider availability Create user Is enabled Auto login
Forms *** Forms All applications False Yes

Windows *** Windows All applications False Yes

External AD *** ExternalAD All applications False Yes

Office 365 ***  Office 365 All applications False Yes v —
Google "'t Google All applications False Yes

Please note, that only one login provider can be selected at the same time.

To change the user who is logged in with his auto login provider (e.g. edit.balazsy@tech-arrow.com in

this use case), open the user menu in the upper right corner and click option “Change user”.
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| gt | | = =] 352 |
/% contentACCESS Central A % |\
&« C | @ tanews.tainternal 3333/ Centralsdministration/Default aspxrp=AlUsers T
System File Archive Email Archive !
. MyCompAdmin g

1
E{]) E -,. '-.?; ;\.ﬁ :._9 silbi - edit.balazsy @tech-arrow.com
L bt~ : =, ——

Users  Invitations Roles Meonitoring  Statistics

contentWEB
About me
Edit Security Services
Sign out
& U
® USEelsS
System > Security > Users
+ add user
Display Mame 1D Roles
MyComphdmin s+ 3fbed8f5-1440-418b-9818-a64a47 b3 cf07 Tenant administrator

©) Online help [

Lanews, ta.internal: 3333 Centralddministration/Logout, aspxfautoLoginDisabled=true

Central Administration logout

The user who is logged in to the Central Administration can log out from the application using the

User menu in the upper right corner of the user interface:

=  Option “Sign out”

a) ifautologin provideris NOT used: the user is signed out from the application, and then he
is redirected to the central login page, where he can log in again;

b) if auto login provider is used: the user is signed out from the application, he is redirected to
the login page of the respective third-party provider and he is automatically logged in again
with the login provider selected for auto login.

=  Option “Change user” -the user is signed out from the application, and then he is redirected to

the central login page, where he can log in (also with another user) again.
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contentACCESS Central Administration user interface

After you have successfully logged in, the Central administration of contentACCESS page will load.
The ribbon is divided into 5 main tabs: System, File archive, Email Archive. SharePoint Archive and

Custom plugins. Each tab is divided into several groups, which also have several buttons.

T mm—~ I i F omal t f | k4

% contentACCESS Central Adr > W

L C | [ tanews; 3333/CentralAdministration/Default.aspx ?p =LegacyDataConfiguration Qe =
% contentACCESS Central Administration Tenant: MyCompany - & ‘7
System File Archive Email Archive SharePoint Archive Custom plugins 4— tabs
] ‘ [ 10) et @ =
BB S & B L & B = = L O
Datal System Provisioning Retentions  Shortcut  Storages Schedules User View address  Jobs Legacy data
settings settings configuration experience book configuration
groups of the
Edit Settings Archive Miscellaneous | €——— gplected tab

General system settings (application settings, security settings, system database settings, external
accessibility, license activation, clusters, statistics, setting up new databases etc. ) are accessible
under System tab (marked with red frame on the screenshot above). Configurations of File Archive,
Email Archive. SharePoint Archive and Custom plugins can be adjusted on the File Archive, Email

Archive, SharePoint Archive and Custom plugins tabs on the ribbon.

You can switch between the tenants in the right upper menu of the Central Administration user

interface.

In the user menu you can see the signed in user, the detailed information about the signed in user
(About me), or you can change the already logged in user. Also here you can sign out from the

Central Administration and log in to the contentWEB archive interface.

Click on the “?” question mark to roll down the help menu. Under About menu point you will find the
information about the contentACCESS version that you have installed, here you can check the
system uptime, and it also contains a link pointing to the company’s website. Under Documentation

menu point you can access all documentations related to contentACCESS software.
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[ Tenant: Tech-arrow [ & 7]

MyCompany Documentation ——
v TECH ® .
Tenants list 4——— ¥ TECH-ARROW Administrator 220
== System == system
contentWEB
About me
Change user
Sign out
i romatr M = T . .
. X
% contertACCESS Centralad % | contentACCESS information
o . a Version: 31210
< c | & https:/ftanews. tach-arrow.com /CentralAdministration/Defallt aspx rp=aboLtme Q {%‘ H y Branding: Teenimow
. - Server uptime: 2 hours
¥ contentACCESS Central Administration Tenant: TECH-ARROW - &- 9~
System File Archive Email Archive SharePoint Archive Custom plugins A refresh Information
=a o : — = —
" P - [ ‘eb: httpe//www.tech-arrow.com
BFREB B & ] e 858 2 &
Databases System Retentions Storages Root  Schedules Aliases Provisioning Jobs Close
settings folders settings
Edit Settings Archive

@ About Me

Display name: Administrator
Is system admin: Yes
Status: Online @
User name Role name Flags Description
System Administrator has System administrator rights on System (All items} on tenant Al
Administrator *e Y Manual ’ a . ! '
administrator tenants
. System L . "
Administrator  *** L Manual Administrator has System administrator rights on Tenant Unknown ‘0
administrator
+ new
Login type Login name External id
companyadmin@tech-
+ Azure Py =

arow.com

*  Forms system

*  Google techarrow.user@gmail.com (@) Online help ~

Note: In the About me menu under the Security information in the Role name column you can see
the role assignment(s) of the signed in user. The Flags show whether the rights were given by

provisioning job (flag name is Automatic) or manually (flag name is Manual).
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In contentACCESS, the back/forward button is also supported:

(' j ')'h tanews: 3333 CentralddministrationDef ault, aspx?p=aboutme c | | Q, Search
W contentAC ~entral Administration
System File Archive Email Archive SharePoint Archive Custom plugins
= 5
- - : - @ =
BB = & B fu @ = = & @
Databases System  Prowvisioning Retentions Shorkout Storages Schedules User “Wiew address  Johs Llegacy data
settings settings configuration experierice book configuration
Edit Settings Archive Mizcellaneaus

Important!!! Any changes made in the Central Administration must be saved via “Save” button, which

is accessible in the left upper corner of the ribbon.

ntral Administration

System File Archive Email Archive SharePoint Archive Custom plugins

BN o= & o L O M= s @B 6 @ B

Discard  Databases Swstem  Provisioning Retentions Shortcut  Starages Schedules User Rty lobs Reporting  legacy data
changes settings settings configuration i address canfiguration configuration
expetience baak
Edit Settings Archive Miscellaneous

If the user has any unsaved settings, the system will warn him about it:

The page at localhost 3333 says,

There are unsaved changes on the page, Would vou like to lzave

the page and lose your changes?

When you open contentACCESS Central Administration for the very first time, you need to create a

tenant first (check section Tenants in contentACCESS). Further you need to adjust the system

settings (refer to section General system configurations).
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contentWEB

What is contentWEB? contentWEB is a web user interface for the contentACCESS archive, which
ensures an over-simple read-only or full access to any items (files and emails), which have been
previously archived/processed by contentACCESS. For the end user these items are also accessible
from any mobile device. The searching, item listing, recovery and export functions of contentWEB

make the work with these archive items more comfortable and intuitive.

The only condition to access the content of mailboxes/folders is that the end user must have access
permissions to them. Such permissions must be granted by the system administrator. Email archive
access permissions can be granted in the contentACCESS address book (on page View address book,
more information here), File archive access permissions can be granted in the File archive’s

provisioning settings according to the steps described in this chapter.
The main advantages of using contentWEB are as follows:

v" Quick and easy access to the archived documents with the help of mobile devices.

v Ability to search between the archived items according to the certain parameters of an archived
item (To, From, Modified by, Subject).

v" Searching in the full text contents of the documents across multiple shares, using File Content

Extractor plugin.

Easy item sorting, item listing.

Zero term search, advanced search.

Active/inactive document view.

Option to view document versions in the file archive.

Recovery option in file archive.

Export function to PST and ZIP format.

One-click login with the help of external providers.

Saving the last view of the logged in user.

N N N N N

Ability to grant access to the archived documents for an explicit user.
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Logging in to contentWEB

System administrators can log in to contentWEB directly from the Central Administration using the
“Open contentWEB option” on the “contentWEB” page (System tab—> Client Applications group—>
contentWEB button). By clicking on “Open contentWEB” the login page opens. Enter your

credentials and log in.

e | | = | =] 2
% contentACCESS Central ad X (. [ contentACCESS documente X\

&« (& ‘ & https://tanews. tech-arrow.com /Centraltdministration/Defalt. aspx Pp=contentv/ER Q ﬁ‘ H
W contentACCESS Central Administration Tenant: TECH-ARROW - &- 7~
File Archive Email Archive SharePoint Archive Custom plugins -

= . ] [ ] ] ¥ F\ L—| ‘%‘ [ =] - —
. [~ . ¥ 3 e allis = b~ A A

KB & 85 &% £ & &2 4 HF G B de ff B | % | K ¥ % %

Connection User | Roles  Users Invitations Login  System Licensing Notfications Monitoring Cluster Statistics  Temants Al [contentWES | officeGATE accessGATE Virtual drive Applications
interface providers databases mobile  configuration  settings

Edit Application Settings Security Services Tenants Client Applications

%% contentWEB

System > Client Applications > contentWEB

Open contentWES g

T Online help

Tenant administrators (and also system administrators) can log in to contentWEB directly from the
Central Administration using the login menu in the upper right corner of the interface. Open the

menu, select “contentWEB” and the login page opens.

I omatrio | (=] %

% contentACCESS Central Adm x W %

&« C | [4 tanews:3333/Central Administration/Default.agpx ?p=Tenants Q7 =
5 Central Administration Tenant: TECH-ARRCW - - 2 -
System File Archive Ernail Archive Custom plugins ~

. Tenantddmin

::| allis
= E "‘
: - Tenantddmin
Monitoring  Statistics | Tenants

Services Tenants About me

Change user

1 Tenants Sgn out

Systemn > Tenants > Tenants

Tenant Marme

TECH-ARROWY

Online help

tanews,/contentWER
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The end users, who do not have an access to the contentACCESS Central Administration page, and
also the system and tenant administrators can log in to contentWEB using the central login page.
From this central login page the user with the necessary permissions (roles) is further redirected to

the contentWEB application:

Central login URL: https://[ServerName]/contentACCESSLogin/Login.aspx

[ fomeitns | [ | =] 5%

/% contentACCESS Central A %\

& > C | & htips:/ftanews.tech-arrow.com/contentACCESSLogin/Login.aspx ?ReturmUrl=%2fContentAccessLoginde 2fAuthorize. aspx 96 3fclient_id% 3d5BS 14B 22-57E8-4592-ACES- 250 38F6EE 7B % 26state 9% 3dkUZrCy Je-08YSA% 26 Y
g gn.asp: J P

* TECH-ARROW central login

%) contentACCESS account
Username: ArchiveViewer

Password:

%  Datengut

88 Windows as current user
88  Windows as different user
G+ Google account

&  Microsoft account

I Remember me

Once you are logged in centrally, click “contentWEB” to open the desired application:

/ \ [ itanee | | = [E1] 52
[3 contentACCESS Central Ad X \\
& C | & htips://tanews.tech-arrow.com/contentACCESSLogin/SuccessLogin.aspx Q %

% TECH-ARROW central login

You are logged in as ArchiveViewer via Forms authentication
provider. Please select the application you would like to use:

vcontentWEB

Change user
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[ Efaistue | [ = [=E1] 52

e e

/ ¥ contentwEE x \§

&« C | @ tanews/contentWER/Default. aspx Q ¥

7{ contentWEB £ Connectto - B ArchiveViewer -
# contentWEB | Email archive | jack.bolton@tech-amowcom Q, Advanced search - i English -
I=(lll 3]s = DR tems1/2 Q Private Equity Fund
. ) From “Gapinski Michael michael.gapinski@ubspw.com@ENRON" <IMCEANCTES-
Inbox
I o Subject +22Gapinski=2C+ 20Michagl+ 22+ 20=3Cmichael - 2Egapinski+40ubspw=2Ecom + 35+ 4DENRON@ENRON
I “Kitchen Louise” <Louise Kitchen@ENRON.com:» NETCO To "Amald John” <John.Arnold@ENRON.com:
&  "Capstone Trading Advisors capstone@iexasnet@ENAON" <IMCE  Mat Gas market analyss  Date 12/18/2001 4:42:27 PM
"Pop’s Wines & Spirits sales@popswine com@ENRON" <IMCEANC  Re: Address Change —
) Michael Gapinski (E-mail)vef (424 B)
@ "Wurlitzer Rick” R“'Vf""'":E'@EM?“"”‘ \‘m‘_e“ Povier and Gi | o0 1 want to confirm that you received the literature on the UBS PaineWebber Priva eEqn ty Fund Il and the
é rd Kim 5 (Houston)" <Kim.Ward@ENRON.com: FOOTBALL Tamarack Fund. The Private Equity Il literature refers to a December 17 closing da v
& “Puthigal Savita Puthigai @ENRON.com> TOP 50 GAS CPS that closing, so you W
& Puthigai @ENRON,com > TOPSOGASCPS. ¢  Gapinski = Account
& RON/OU=NA/CN=RECIPIENTS/CN=D ginby Commoe | 0363 > 800-553-311:
& ammy.R.Shepperd @ENRON.com >
] ENROM/OU=NA/CN=RECIFIENTS/CN=D
& ENRON/OU=NA/CN=RECIPIENT: s rivacy and Confidentiality:
P @ENRON,com> \: Top 50 Counterpart o all e-mail communications sent and/or
e - ey BENAO N com » URGENT - ENA Associat | "€ Michael Gapinski (£-mai EDRM Enron Email Data Set has been
S Tl R e | EVL =STandNS format by ZL Technologies, Inc. This Data Set is licensed under 2 Creat)
L4 s <Irismack@ENRON.com: RE: Spark Spread Optio itriasion 30 United Sites License. To prow e stiribution, piease cie fo “ZL Techmologies, Inc
&  “Thuraisingham Ravi™ <ravi_thuraisingham@enron.net> RE: Neural Networks
@  “Kitchen Louise” <Louise Kitchen@ENRON.com FW: Fantastic Friday/Sur
&  "MackIris” <irismack@ENRON.com> Mew Multi-commac
& Beaver Creek Settlemen
& FW: LNG deal summarie
& Bl
& « @ENRON.com> W: Robotrader/Autotra
&  “Performance Evaluation Process (PEP) perfmgmt@enron.com@EM  Superviser Evaluation Fe
. » J
7 Online help

To be able to log in to contentWEB and to access the desired content on this interface, the user must

have the necessary permissions. These must be granted for a user either

* inthe Email archive/File archive settings (earlier described), or
= on the Users page, by assigning the necessary role to the user (Standard user role, with

“Specific” rights in the archive)

Note: A system or tenant administrator can also create roles with specific permissions for a given
user. E.g. it is possible to create a role, which allows for the assigned user to view the archived emails

of x@domain.com, but the emails of y@domain.com won’t be available for the user in the archive.

contentWEB Automated single sign on

Third-party login providers can be set for automatic login. Automated login providers sign in the user
into the contentWEB archive interface without any further interaction with the selected provider.
The following login providers can be automatized: Office 365, Google, Windows and any other third-
party authentication providers. Datengut and Forms providers cannot be automatized. (Read more

about login providers here.)
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To automatize one of the above mentioned login providers, select it in the Auto login column on the
Login providers page (System tab - Security group - Login providers button in the Central
Administration).

¢® Login providers
“’3‘} System > Security > Login providers

+ new

Provider name Provider type Provider availability Create user Is enabled Auto login
Forms “** Forms All applications False Yes

Windows *** Windows All applications False Yes

External AD *** ExternalAD All applications False Yes

Office 365 ***  Office 365 All applications False Yes | —
Google ***  Google All applications False Yes

Please note, that only one login provider can be selected at the same time.

To change the user who is logged in to contentWEB with his auto login provider (e.g. with Offie 365

in this use case) open the user menu in the upper right corner and click option “Change user”.

/ \ Mt || = | (B 52
contentWES X
Vi A
< C | @ tanews/contentWER/Defallt. aspxPso=vertical a ¥
y( contentWEB ¥ Connect to - Administrator -
# contentWEB | File system archive | C:\Files2ArchivelFoldert Q Advanced search - Settings
Change user =
I; I“ EOe - E EI D ltems:1/280 W Active only 1
S I R | Logout
I BANKOMNE_PROFORMA_0820_estimate.xls 9/13/2016 9:28 AM 2011 4:15 PM 553 KB
BANKOMNE_PROFORMA_MODIFIED RIS 9/13/2016 928 AM 527 KB
Blank Bkgrd.gif 971372016 9:28 AM 143 B
Briefing-Apr25.pdf 971372016 %28 AM 2y 1.9 MB
Briefing-Feb10.pdf 9/13/2016 %28 AM 1 2,6 MB
Briefing-Jun27 pdf 9/13/2016 928 AM 1 14 ME
Briefing-Marz.pdf 2016 228 AM 1 3IME
Briefing-Mar21.pdf 2016 9:28 AM 1. 28 MB
CA_O7_27.pdf f13/2016 9:28 AM 1 14:17 PM 481 KB
California Summary Plus.doc 2016 .28 AM 1 1417 PM 4485 KB
California Summansdoc 937016 Q2R AM 122002001 447 PM 1.7 MR -
-
Title
brenda_k_stone.doc
Size
22KB
L Created -
tanews|contentWEE Logout, aspx? autologinDisabled=true

Logout from contentWEB works the same way as the logout from the contentACCESS Central

Administration.
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Virtual Drive

What is a virtual drive? It is a virtual file system that presents/virtualizes any data (files and folders
of an actual disk) to the end-user. Virtual drive is a non-existing drive that does not physically exist in
the computer, but it contains the exact structure of the items that have been processed by
contentACCESS.

The contentACCESS Virtual Drive was developed by TECH-ARROW and serves as a key access point
between the end user and the contentACCESS File Archive. Virtual Drive is a must have-tool for
customers who have contentACCESS File system archive, as it is used to retrieve the archived files

from the shortcuts. The archived items can be also viewed from this drive by the end users.

The Virtual drive configurations are accessible on the Virtual drive configurations page of Central

Administration.

contentACCESS Web Services (Proxy)

Most companies understand that sensitive information/data should be transmitted using a secure
connection. TECH-ARROW also reacted on this demand and offers a secure connection, i.e. HTTPS
connection to enable communication between the user and the contentACCESS server. To use the
HTTPS security, it is required to install a proxy server, which will enable for the user to communicate
with the contentACCESS server. The contentACCESS Proxy is one of the contentACCESS
components that are included in the contentACCESS setup package.

Note: Hyper Text Transfer Protocol Secure (HTTPS) is the secure version of HTTP the protocol over
which data are sent between client (as in our case the Outlook form) and the contentACCESS server
that you are connected to. The “S” at the end of HTTPS stands for “Secure”. It means all
communications between the client and the server are encrypted. HTTPS is often used to protect
highly confidential online transactions. HTTPS pages use one of two secure protocols to encrypt
communications - SSL (Secure Socket Layer) or TSL (Transport Layer Security)(proxy that we will

install uses SSL). Both of these protocols use what is known as asymmetric Public Key infrastucture
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(PKI) system. This PKI system uses two “keys” to encrypt communications, a “public key”, and a
“private key”. Anything encrypted by the public key can only be decrypted by the private key and vica-

versa.

HTTP vs HTTPS

Normal HTTP (80)

User

- .
Insecure connection

User

i

How to allow HTTPS secure connection between the proxy server and the contentACCESS in case

of need?

The contentACCESS setup package cannot configure the contentACCESS Proxy to use https on the
Internet Information Services (I1S), therefore this must be set manually. It is also necessary to
mention that the proxy server must be installed with the “https” connection from the content ACCESS
package, otherwise it is not possible to establish HTTPS connection between the proxy server and

contentACCESS.
Once the contentACCESS Proxy is installed, continue according to the next steps:

1. Open Internet Information Services (I1S) Manager on the computer where the proxy server is
installed.

2. Import the company’s SSL Certificate

a) Click onthe server name - “TANEWS(TANEWS\Administrator)” in our case - and under section

11S double click on Server Certificates:
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Import the certificate. In the upper right corner of the Actions pane click on Import and in the

Import certificate window browse for the company’s certificate, open it, then enter the password

to it and click on OK:

qgl Server Certificates

S5L.

Mame = | Issued Tao | Tssued B

Use this Feature ta request and manage certificates that the Web server can use with Web sites conFiguredFy

Irnport..,.
/'

i Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate. .,

WMSvC-TATEMPOL

Import Certificate

Cettificate file (. pFx):

WMSvC-TATEMPOL

Create Self-signed Certificate.. .

'@' Help

Online Help

K E3

IC:'I,Temp'l,tech-arrnw_wildcard_ssl.pr

Password;

L

¥ allow this certificate ta be expaorted

Cancel

o |

c) Bindings configuration. Now enable the access to the proxy from HTTPS. Search for the node

contentACCESSWS in the Connections pane. Double click on the Default Web Site in the pane,

and in the upper right corner of the Actions pane click on Bindings option.
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Screenshot A Screenshot B

In the Site Bindings window, click on Add. In the Add site binding window, under Type select “https”

from the dropdown list, enter the Host name and select the SSL certificate from the dropdown list.
Then click on OK.

Add Site Binding
Type: IP address: Part:
Ihttps j IF\II Unassigred j |443
Host name:

Itigrincs.tech—arrow.com|

S5L certificate:

* tech-arrow.com b Wi, .,
| [ |
Ok I Cancel |

Cancellation of HTTP-allowance
a) Ifyouwould like to stop usingthe HTTP connection, unfold the appropriate site in the Connections
pane and click on the proxy (contentACCESSWS), then double click on SSL Settings option under

1S section (Screenshot A). The SSL Settings page will open. Here check checkbox Require SSL
(Screenshot B).

Q- i |2 18 é@ feontentACCESSWS Home
& Start Page
-5 TANEWS (TANEWShadriristrator) L8 - Bse - Gshoual |
L5} Application Pools ASP.NET
5 ) shes

@

% &

JNET | NET
Authorizati,.,  Campilation Globalization

L &

Connection  MachineKey ~ Pages and  Session State
Cortrol

404
MET Error
Pages

B

& SSL Settings

HEl

- ~ This page lets you modify the S5L settings for the content of a Web site or application,
- @ M Rrequire 5L

fcation Acthorization  Compression
Rules

Client certificates:

. 2 s= o
) 3] = 1'9 @ Ignore
Handler HTTPRedirect HTTP IP Address r\-
Mappings Respo...  and Dom, Accept
2% = " Require
e = s
Qutput Request 5L Settings
Caching Filkering
Screenshot A

Screenshot B

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 67/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. | OUr vision of technological evolution GGG

¥ techarrow

b) Inthe right hand corner click on Apply to save these changes.

&3 SSL Settings
2

5/ Apely
¢ Cancel
@ Help

Criine Help

This page lets you modiy the 5L settings Far the contenk of & Web site or application,
[ Require 55

Client certificates:
@ lgrore
 Accept
€ Requre

To check, if the communication between the proxy and the contentACCESS is well established,

enter the following URL into the browser:

https://[HostName]/contentACCESSWS/MobilityService.svc/ping.

If the connection was well established, then the ping result will show OK.
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Central login page

The Central login page is a separate component that’s also a part of the contentACCESS installation
package. It can be deployed on the machine where the contentACCESS server is deployed, or also on

any other server, separately from other components.

The Central login page is a must-to component that enables to use the third-party login providers and
also social login providers like Windows, Google, Office 365 etc. - i.e. the user can log in to the

respective application using his Google, Office 365, Windows etc. account only from this page:

% TECH-ARROW central login
|

Welcome. Choose your login provider to login.

%) contentACCESS account
Username:

Password:

%) Kendox

%2 Windows as current user
22 Windows as different user
& Office 365 account

Remember me

The component is using a standard OAUTH protocol, i.e. any other client application, which is able

to authorize through the OAUTH, can be also authorized by contentACCESS.
Central login page features:

*= Long term login: using option “Remember me” the logged in user is remembered in the next
3 months - this ensures that the user is not forced to log in to the application every time

= Disabling application(s) by disabling login to contentACCESS from that/those application(s)
- e.g. by disabling officeGATE but leaving contentWEB enabled the company allows for the
end user to browse the contentACCESS archive through contentWEB only, but in officeGATE
the connection with contentACCESS will be disabled for that contentACCESS installation

(read more in section Application settings)
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= Social authentication support (Google, Facebook, O365/Live - Important!: You still need to

register yourself on these social providers; read more in External login provider

configuration)
= Automatic login provider (single sign on) -the central login page first tries to authenticate

the user who tries to log in with login provider which is set to automatic; the user is
automatically redirected to the desired application if the authentication was successful (read

more in contentACCESS Automated single sign on)

= User invitation support

Central login configuration

The Central login page is accessible at the following address:

http://[CentralLoginUrl]/contentACCESSLogin

The physical port of the page in IIS, the application URL settings of the Central login page and the
connection settings between the Central login page and the contentACCESS server are configured
at the first install of the product, and are written to the database by the setup package. These

values can be changed:
= by updating the product;

contentACCESS Setup [ x]

/( contentACCESS your vision of technological evolution

Central login

O this page you can define the settings the Central login will use.

Part

) 4@

Fully qualified domain name

[FEEFSEWE =] ¢ [rancws.cech-armowco m i HO
contentACCESS senvice connection

http I [ T (e 5@

Previous Cancel

Mext ‘

= onthe System page of the Central Administration;
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& System

—— System > Services > System

Is system configured: v

Flugins directary: CAPragrarm Files\TECH-ARROYA contentACCESSAG,

Disable user searching:

Database type: MssQL
Server name: TAHEWS

Database: CONTENTACCESSDE
Scherma: dbo

User: 5

Carfigure ..

) D notuse proxy
Use system default prosy settings

Use explicit prowy server settings

Proxy server LRL:
Usernarme:
Password:
Retrieve senver FODN: https + 4/ tanews.tech-arrow.com s 483 :
Enter an externally accessible alias for the contentCCESS server. This value is used for shorteut links too
Test
Central login:
https v f tanewstech-arrow.com 443 -

Provide necessary information, where central lagin is deployer.

@ Cornection successfull

Test

When configuring the application URL for the Central login page, it is highly recommended to create

an alias and to specify it in FQDN form to ensure a trouble free access from everywhere.

The Applications settings allow to configure certain Central login page settings as well, but the
Application URL cannot be changed from here. The URL is written here by the setup package as well,
but it can be changed only on the System page (System = Services = System):
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Edit application X
Application
Display name:* |Cenh’a| Login |
Application url: | http://szandra-no /ContentAccessLogin/ |
This URL can be changed on the page System > Services > System

Redirect url: | Default.aspx |
Mame:™ |Cenh’a| Legin |
Description:™ Central legin page for Contentfccess,

Enabled: [l

Application credentials

Application id: l2b484532-5bch-4bB3-8589-d95 1 2aadc5e

Application secret:

Save ‘ | Cancel
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The contentACCESS setup package is extended with the following tools:

= Legacy archive connectors (used to access the legacy email archives [MAM EE and ELM]; for

more information check section Legacy email archive connectors),

= MS Outlook Forms (further mentioned in section Email Archive)
=  TECH-ARROW'’s Winshortcutter (For more information click here.)

Here you can also read a short description about these extensions of the contentACCESS setup:

contentACCESS Setup

7 contentACCESS

lanning

Installation

- )

your vision of technological evolution

Tools

Leqacy archive connector for email archives

The legacy archive connector for ermail archives allows you to continue warking with existing
legacy shortcuts after the legacy email archive is turned off,

Dutlook forms

Microsoft Qutlook forms allows transparent wiew of your shortcutted emails.

TECH-ARRCW's WinShorteutter

WinShortcutter is a collection of small and useful utilities that are primarily focused at people
wearking in a Windows dominant office environment with a weak Mac suppart,

Installing Outlook forms

In Microsoft Outlook, each of the windows where you enter content — for example, a new email

message or a new calendar appointment—is called an Outlook form. These default forms are stored

in the Standard Forms Library for Outlook. There are additional libraries as well, including Personal

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 73/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/
http://www.tech-arrow.com/tech-arrows-winshortcutter/

. /oL vision of technological evolution N

¥ techarrow

Forms and Organizational Forms if you have an Exchange Account. Each folder within the Outlook
hierarchy has a default Outlook form associated with it. As you would expect, a mail folder such as
your Inbox has the Message form as the default, and the Contacts folder opens the Contact form as

its default.

When archiving MS Exchange content, the contentACCESS MS Outlook forms are used to open an
HTML shortcut - which replaces the archived email message - transparently with the original email
message. If the forms are installed, then the end user will not notice any change between the original

email and the archived (shortcutted) one.

There are 3 contentACCESS Outlook forms available. For the correct functionality all these forms

must be installed.

= CA_techarrow.oft - is used to transparently open the standard archive messages
= CA_R_techarrow.oft - is used to transparently open the replied archive messages
=  CA_F_techarrow.oft - is used to transparently open the forwarded archive messages from

the mailbox.

There are also available contentACCESS Outlook forms for legacy archives (both MAM and ELM).

Installations of Outlook forms and Outlook forms for legacy archives are very similar, differences

are explained below.

To install Outlook forms, open the Tools section in the contentACCESS installation wizard = click

Outlook forms option.
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7/ contentACCESS

Welcome TOOIS

Planning h; Legaqy archive connector for email archives
Af The legacy archive connector for email archives allows you to continue working with existing
legacy shortcuts after the legacy email archive is turned off.

Documentation

l? Outlook fOrms g
lf Microsoft Outlook forms allows transparent view of your shortcutted emails.

Installation

L? TECH-ARROW's WinShortcutter
tf WinShortcutter is a collection of small and useful utilities that are primarily focused at people
working in 2 Windi i office envi with a weak Mac support.

Products

Close

To install Outlook forms for legacy archives, open the Tools section in the contentACCESS

installation wizard - click Legacy archive connector for email archives option.

7( contentACCESS

Welcome TOOIS

Planni L»F Legacy archive connector for email archives g
L{ The legacy archive connector for email archives allows you to continue working with existing
legacy shortcuts after the legacy email archive is tuned off.

Documentation

{T Qutlook forms
Installation Lf Microsoft Outlook forms allows transparent view of your shortcutted emails.

Tools

L? TECH-ARROW's WinShortcutter

Ll) WinShortcutter is a collection of small and useful utilities that are primarily focused at people
working in a Windi domi office envil with a weak Mac support.

Products

Then click on Legacy forms for MAM or Legacy forms for ELM (depends on what you are using).
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¢ contentACCESS

Welcome TOOIS

Planning ?hi\ Legacy archive connector for MAM EE

The legacy archive connector for Metalogix Archive Manager Exchange Edition (MAM EE) allows
you to continue working with existing legacy shortcuts after the legacy MAM EE archive is turned
off.

Documentation

?—i Legacy archive connector for ELM

Installation The legacy archive connector for Email Lifecycle Manager (ELM) allows you to continue working

with existing legacy shortcuts after the legacy ELM archive is turned off.

Tools

LT Legacy Forms for MAM
tf Legacy forms for MAM allow transparent view of your shortcutted emails.

Legacy Forms for ELM

Products . i
Legacy forms for ELM allow transparent view of your shortcutted emails.

By clicking the selected option the Install Outlook forms, Install Outlook forms (Legacy MAM) or

Install Outlook forms (Legacy ELM) window opens:

V| 4! |tanews.tech-arrow.com | . |aa

“ B
[ Test ]

Publish to the whole organization

. Publish to mailbox only

d

@ Publish manually
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Server Url:
https v| Y |tanews.tech-arrow.com

Publish to the whole organization

Publish to mailbox only

Publish manually

Server Url:
https v| Y |tanews.tech-arrow.com

Publish to the whole organization

Publish to mailbox only

Publish manually

First the administrator needs to set the contentACCESS retrieve server (contentACCESS Proxy)
URL. This option allows to install the forms for HTTP and HTTPS Proxy, too. It is also recommended

to test the connection with the server.
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Test [x]]
o Successfully connected to server.

The application simplifies the Outlook form publishing by providing an automated way for publishing.
The application allows automatic publishing of the forms to the Organization forms library but also
publishing the forms into the user’s Personal forms library.

= Publish to the whole organization (Organizational forms library) - this is the recommended
method, because the forms must be published once and will be available for the whole
organization.

= Publish to mailbox only (Personal forms library) - if it's not allowed to publish to
Organizational forms library (Office 365 doesn’t have Organizational forms library), then this

optionis used.

By publishing to Organizational and/or personal forms library, Outlook starts automatically. If forms
were published successfully, the user is warned about this:

Dutlook forms E3 Dutlook forms E3

':0] [:;Ea?;ltlmk Forms were published to the Organizational Forms '0' The Outlook Forms were published ba the Personal Forms Library.

Requirements for automatic publishing are the following:

= OQOutlook x64 2013 and higher

= Theuser account running the application must have the necessary permissions

If the requirements for automatic publishing are not fulfilled, manual publishing is used:

= Publish manually: you need to select a folder, where the forms will be exported together with
the link pointing to the Outlook forms installation manual.
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:l The Outlook Forms were successFully exported,

Once exported, the folder will be opened and you can deploy the forms using the steps described in
the manual (click to get the link to the manual).

B outiook forms H[=]
i: ;“: ;; | .= Administrakor + My Documents + Outlook Forms - lmjl Search Outloak Forms )
Crganize *  Includeinlibrary + Sharewith +  Mew folder = - Ej .@.

- . - :
- Favorites HEIE | Date modified | Type | Size |
B Deskkop =] Ca_F_techarrow 1101002016 5:26 PM Cutlook Item Templ. .. TIKE
4 Downloads ] ca_R_techarrow 11/10/2016 S:26 PM Outlook Item Templ,. 7IKE
& Onelri
o LnebvE A ca_techarrow 11/10/2016 526 PM Outlook Ttem Templ, . 79 KB
=1 Recent Places
e [ﬁ‘ HowToInstalloutlookForm 11/10/2016 5:26 PM Internet Shorbeut 1KE
%# Drophox
El= | &
4 jtemns

During the email archive process, the archive job changes the message class of the email messages:
= Standard messages - get the IPM.Note.CA message class
= Replied messages - get the IPM.Note.CA.R message class

= Forwarded messages - get the IMP.Note.CA.F message class

Based on these message classes, the Outlook forms mark the archived emails with the following
icons:

= Standard messages -

= Replied messages -

A ALY

= Forwarded messages -
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= e - Archive - edit balazsy@tech-arrow. com - Dutloak 72 @ - O x
HOME SEND f RECEIVE FOLDER WY DEVELOPER
[ "_|'j Tgnore x 3 Fa £ Erectig T Archive 3 Ta Manager ¥ @ E & b B [Sesrch People
S5 3 an p - ted te B3 EI Tearn Email v Done =1 i 5 Address Book
Mew  Mew Deletz  Reply Reply Forward [y - Maove Rules OnelMote  Assign Unread/ Categorize Follow
. Kare =] :
Erail Temme e & lunk > ) g L Reply & Delete  # Create Mew - . Policy - Rend 7 Up e Eilter Ermail
Mew Delete Respond Quick Steps 5} Move Tags Find -
<
) All Unread Search Archive [Ctrl+E) £ | Curent Folder - €2 Reply [E2 Reply 1 3 Forwa
4 edit.balazsy@tech-arrow.com .
i il | FROM SU.. | RECEIWED SEE CATEGORIES MESSAGE CLASS k' - and 51~ /]
4 lnbox 3 —
4 B b
cRUM Imporiance: Normal: 3 item(s) officeGATE new ...
- % andraspalffyd.., Se.. Tue 9/13/2016 3:25 PM 45 KB D Green Category IPM.Mote, CAR
DEC This item was archived Green Category ‘
Documentations % | andraspalffys0.. co.. Tue 9/6/2016 11145 &M 44 KB [ Green Category IPM.Mote.CAF
Marketing_AP4 5 This item was archived + Get more apps
Testing | andras paltty80... off.. Mon 97573016 € 04 B S5 RE [ Ereen Categony TPkl te. L 3 ;
TFS 99 This item was archived
I TOARCHIVE 7 —
There are mare [tems in this falder an the server § Some People Pane feat... -
[0 sather -
Mail Calendar Pecple Tasks

ALL FOLDERS ARE LIP TO DATE.

Important!!! Outlook 2013 users will have access to the Organizational forms library but cannot

publish to it using Publish custom forms.
There are 2 possible ways how to solve this:
a) Use an earlier version of MS Outlook to publish the Outlook Forms;

b) Publish the Forms to your Personal Forms Library and then use the Outlook Options - Advanced
- Developers group > Custom Forms.. = Manage Forms functionality to copy the form

from Personal Forms to Organizational Forms.
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Legacy email archive connectors

Legacy retrieve services bring for the user the advantages of mixed archiving (connection to the
legacy archive and the new archive through contentACCESS).
With installing the given retrieve service and configuring it in the contentACCESS Central
Administration and on the legacy server, you will be able to retrieve the old email archive shortcuts
and to check your legacy archive using contentWEB. It is recommended to install the retrieve
service on the legacy archive server.
To be able to work with the existing legacy shortcuts, the legacy email archive should be turned off.
contentACCESS has two legacy archive connectors:

= Legacy archive connector for Metalogix Archive Manager Exchange Edition (MAM EE)

» Legacy archive connector for Email Lifecycle Manager (ELM)
In the following subchapters we will learn how to install the MAM EE and ELM retrieve services and

how to do necessary configurations in contentACCESS.

Legacy archive connector for Metalogix Archive Manager Exchange Edition (MAM EE)

Legacy MAM retrieve service is a replacement of the original Metalogix Archive Manager Exchange
Edition (MAM EE) retrieve service. This service is used to access archived files over the legacy
shortcuts, if you have uninstalled Metalogix Archive Manager (and Archive Web) from your

computer, and you need to check the archive contents.

Important! Do not uninstall HSM from the server. It will be needed to access the MAM shortcuts and

toretrieve the archived items.

Installing Legacy MAM retrieve service and its configuration on the MAM server

1. Inthe Tools of the contentACCESS setup package click on Legacy archive connector for email

archives/Legacy archive connector for MAM EE and run the setup package.
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ContentACCESS Setup

Y¢ contentACCESS

Welcome TOOIS

P|anning LW Leacy archive connector for email archives
il The legacy archive connectar for email archives allows you to continue working with existing
legacy shortcuts after the legacy email archive is tumed off,

Documentation

LW Qutloak forms
Installation i Microsoft Outiook forms allows transparent view of your shortcutted ermails,

LW TECH-ARROWY s WinSharteutter
i WinShortcutter is 3 collection of small and useful utilities that are primarily focused at people
warking in 3 VWindows dominant office environment with a weak Mac suppart,

Close

contentACCESS Setup [x]

evolution

7( contentACCESS your vision of tex

Welcome \ TOOIS
Planning Legacy archive connector for MAM EE
.
fﬁ The legacy archive connectar for Metalogix Archive Manager Exchange Edition (MANM EE} allows
youto continue warking with existing legacy shortcuts after the legacy MAM EE archive is
. turmed off,
Documentation

Leqacy archive connector for ELM

. @
Installation fﬁ The legacy archive connectar for Ermail Lifecycle Manager (ELM) allows you ta continue working
with existing legacy shortcuts after the legacy ELM archive s turned off

By default it unzips to C:\Program Files\TECH-ARROW\contentACCESS\LegacyMAMRetrieve
folder. Click “Unzip”. After the files have been successfully unzipped click “OK”.

WinZip Self-Extractor - contentACCESS_LegacyMAM_se... m

[eoticgs |

To unzip all files in thiz sel-extractar file ta the Unizip
specified falder press the Unzip buttan.

) Run/indip WinZip Self-Extractor | %]
Umzip to folder:

Browse... I Cloze I

[V Overwrite files without prompting About 41 file(s) unzipped successfully

¥ ‘wihen done unzipping oper;

AHowT alnstall bt il

0

2. Ashort HowTolnstall manual will automatically open to help you with installing the server. Follow

the next steps of this short step-by-step manual:

3. Open Internet Information Services (1IS) manager from the Start menu:
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Programs{11)
@ Inkernet Explorer
| qﬂ Internet Information Services ([15) Manager

{2 Internet Explorer {64-bit)

I nfoPath Designer 2013

I 1rfopath Filer 2013

@ Internet Explorer (Mo Add-ans)

& i5Csl Intistor

8 50L Server Business Inteligence Development Studia

Control Panel {106}
Internet Options
Install a program From the network
¥ Install or uninstall display languages
@ Change device installation settings
view installed updates
Show which programs are installed on your computer
How ko install 3 program
Change how web pages are displayed in tabs

[l Logoff |
| B B @ K& D

4. Navigate to the following node in the tree on the left side: [SERVER_NAME\Application Pools:

"'-!E Internet Information Services (I1S) Manager

@Fd [3 b TAPAMOL »  Application Pools

File Wiew Help

Q- |28

--lZ Start Page

Eﬁj TAPAMOL (TALadministrakor)
i *;* Application Poaols

#- & Sites

5. Right click on the node “Application Pools” and select “Add Application Pool”:

"’-E Internet Information Services (IIS) Manager
@ L= [ 3 » TAPAMO1 »  Application Poals

File  View Help

€-H =8
i @'ﬂ Start Page
E..ﬁj TAPAMOL (TAladministrator)
e [

Eaj Sites é:, &dd Application Poal, ..

i3 Refresh

6. The “Add Application Pool” window will open. Enter "LegacyMAMPool" as name and select the

.NET Framework version from the .NET Framework version dropdown list, then click OK.
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Add Application Pool

Marne:
ILegacyMAMPooI

.MET Framework version:

Managed pipeline mode:

IIntegrated - l

[V start application poal immediately

[ 1]

Cancel |

7. Right click on the newly created "LegacyMAMPool" in the grid, and select "Advanced Settings"

from its context menu.

Application Pools

This page lets you view and manage the lit of application packs on the server, Application pools are assodiated with worker processes,
contsin on or mors applications, and provids isolation amona different spplications.

Filter: - (G - (Syshow Al | Sroupby: Mo Grouping -
Mame_~ | Status [ WET Frome.... | Managed Pipeli... | tdentiy

2] ASPNET v4.0 Started w40 Integrated ApplicationPoclidentity
L AP MET 4.0 Classic Started w40 Classic ApplicationPoclidentity
L) awitppPool Started 2.0 Integrated MekworkService

L Classic NET AppPool Started 2.0 Classic ApplicationPoolldentity
=2 Defaultapprool Started  w2.0 Integrated ApplicationPoclidentity
LD Epamapprocl Started  w2.0 Classic Metworkservice

]

EPAMAppPociSuperUser

I MukiTensn
Dpamarsin

Start
B s

2 Reryce..

Started

‘Add Application ool :
Set Application Pocl Defaults. . I

2.0

Inteqrated

Localsystem

[=]  Basic settings...
Recycing. .

dvanced Settings .. ]

Rename

X remove

@ reb

orline Help

view Applications

8. Change “Identity” to “Local system” built in account in the “Application Pool identity” window,
then click “OK”.

Advanced Settings
Managed Fipeline Mods Integrated -
Marne LegacyMAMPaol
Quele Length 1000
Skart Aukomatically True
B cPu
Limit 0
Limit #ction Moéction
Limit Inkerwal (minwtes) 5
Processor AFfinity Enabled False
Processor AFfinity Mask 4294967295
= Process Madel \
ApplicationPoolIdentity
Idle Time-out {minutes) 20 |
Load User Profile False
Maximum Warker Processes 1
Ping Ensbled True Appl n Pool Identity EHE
Ping Maximum Response Time (seconc 90
Ping Period (seconds) a0 £ Built-in account:
Shutdown Time Limit (seconds) a0
Skartup Time Limit (seconds) a0 Inpplicatinnpnnlldentity j
El Pracess Orphaning Localservice
Enabled False i
Executah, = MetworkService
Identity ApplicationPoolldentit B |
[identityType, username, password] Configures the application poal ko run as
built-in account, i.e. Application Pool Identity (recommended), Network Service,
Local System, Lacal Service, or as a specific user identity.
oK @] [o]'4 I Cancel |
A

9. Navigate to the following node in the tree on the left side: [SERVER_NAME\Sites\Default Web
Site\ExchangePAMWS:
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- |# |8
i H}’ Start Page
E---aj TAPAMOL (TA\administratar)
L2} Application Paols
Sites
1) Default Web Site
: P archiveiwsh
| aspret_client
ErrorGatherer
ExchangePAMDirectArchive'w's
hangef 3
MultiTenantws
PAMAHSM
: 3 FaMArchiveAccessWs
- PAMAHSMWS

If the ExchangePAMWS is NOT found, then:

a) Right click on the “Default Web Site” and click on the "Add Application".

€-id|& |8

QH Start Page

@3 TAPAMOL (TA\administrator)
;2 Application Poals

@ | Sikes

=

Explore

Edit Permissions. ..

Add Application.. .

I add virtual Directory...
Edit Bindings ...
Manage Web Site 3

Refrash

Remove

Rename

Lz Swikch to Content View

b) Enter “ExchangePAMWS” into alias and “C:\Program files\TECH-

ARROW\contentACCESS\LegacyMAMRetrieve” as Physical path. Select the “LegacyMAMPool”
by clicking the “Select” button.

c) Click “OK”.

Add Application

[7]x]

Sike name:
Path:

Default Web Site
f

Blias:

Application pool:

IExchangePAMWS

| ILegacyMAMPool

Select...

Example: sales

Physical path:

|\TECH-ARROW content ACCESS|LegacyMAMRetrieve] ... |

Pass-through authentication

Conneck as...

Tesk Settings..

[ o |

Cancel

If the ExchangePAMWS is found, then:
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a) Select the "ExchangePAMWS" node by clicking on it.
Commections

had = Nl
Q_Ej Start Page
= _j TAPAMOL (TA\administrator)

J Application Pools

- &) Sites

43 Default web Site
¥ archiveweb
| aspriet_client
ErrorGatherer
ExchangePAMDirectArchiveins
e

MulkiTenantws
=¥ PAM4HSM
3 FaMarchivefocessWs
40 PAMHSMWS

b) Click "Basic Settings..." in the Actions pane (right side of the IIS Manager).

™E Internet Information Services (I15) Manager [_ ]

@,;‘ [ @ » 7apamoi v Stes » DefadkwebShe » ExchangePArws » |& -~ @~

Fie Wiew Help

Q- |z |8

&) jExchangePAMWS Home
[

2 Explore

5 Start Page = Edit Permissions. .
[ R —— Fiter: ~ [hgo - Gshow all | Groupby: Area “E-
2 application Pools ASP.NET (5 pasic settings... |
B-[8] Sites — > Yiew Wirtual Directories
2 Default iteh Site :E% A2 (W = \/ 9 é‘a
[ Archivetiteh A ) S5 LEf { Manage Application A~
1 aspnet_client HET MET JNET Error MET NETProfile  JMETRoles  METTrust  NET Users o
utharizati...  Compilation Pages Glabalization Levels Browse Application

rrorGatherer

Browse *:30 {http)

rhangePAMDirect Archiveds — N = = 9
— : = & ——
xchangePAMIIS ab) il? = & & I Advcelboline

MultiTenankws

Application  Cornection  Machine Key  Pagesand  Providers  Session State  SMTF E-mail @ rep

AM3HIM Settings Strings Controls
(¥ PamarchiveAccessws Onilne Help
- PAMAHSMWS
1s
2 4 o B @ & i
Authentication Compression  Default Directory  EmorPages  Handler HTTR Logging
Document  Browsing Mappings  Respo...
e " 24 &=t
= N o ' 8
MIME Types  Modues Qutput Request 55l Settings
Cathing Fitering
Management
Configuration
Editor

| =1 Features View |\ = Content View

Ready .

c) Inthe “Edit Application” dialog, select the "LegacyMAMPool" by clicking the "Select" button and
enter "C:\Program Files\TECH-ARROW\contentACCESS\LegacyMAMRetrieve" into the
Physical path textbox.
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Edit Application 7] |

Sike name:  Defaulk Web Site

Path: I}
Alias: Application poal:
IExchangeP.ﬂ.MWS IEPF\MF\ppPDDI Select. .. | Select Application Pool HE
Example: sales o
Application poal:
Pheysical path: \ EPAMApOPac] j
Il,TECH-.C\RROW'l,chtent.C\CCESS'l,LegacyMAMRetrieve | " |
Pass-through authentication MultiTenantPool
PAM4HSMARPPOOl
AAppPool
Conneck as... Tesk Settings... EPAMDPI.JDSPDDd
EPAMAppPoolSuperJser
ASP.MET w4.0 Classic
Of | Cancel | ASP.MET wa4.0
Classic \MET AppPool
~—DefaultdppPool o

10. Continue with setting up the MAM server in contentACCESS:

Configuration of the MAM server in contentACCESS Central Administration:

a)  Open contentACCESS Central Administration from your browser:
http://[contentACCESSServerName]:3333/CentralAdministration
b)  Navigate to Email Archive - Miscellaneous - Legacy data configuration on the ribbon:

c) Activate legacy archive support with clicking on the “Activate legacy archive support” option

in the warning box.

Infomatrix

% contentACCESS Central Adr 3¢\

1 < C' [ tanews: 3333/ CentralAdministration/Default.aspc?p =LegacyDataConfiguration Qe =
L | ¥ contentACCESS Central Administration Tenant: MyCompany - & 7
’ System File Archive SharePoint Archive Custom plugins o]

=a i ~ -
] 7 |~} @ r—
O > I s w B8 &% B 4| @
Databases System Provisioning Retentions  Shortcut  Storages Schedules  User View address  Jobs Legacy data
settings settings configuration experience book configuration

Edit Settings Archive Miscellaneous

M Legacy data configuration

Email Archive > Miscellaneous > Legacy data configuration

i, Legacy Metslogic Archive Managsr suDoort iz not activatad. [Activate legacy archive support

=d. Activate legacy archive support

il Online help
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d) Database settings: go to Email Archive - Settings - Databases button on the ribbon, and

configure the connection with the old Metalogix database on the MAM server. In this use case

the MAM database is on TAPAMO1.

System File Ar SharePoint Archive Custom plugins
[ =} I o 0] ~ P &
R B B¢ B B L @B = = e &

Databases| System Provisioning Retentions
settings  settings

Shortcut  Storages Schedules User
configuration experience

Viewaddress Jobs  Legacy data

configuration

Edit Settings Archive Miscellaneaus

»a
£2 Databases

Ermail Archive » Settings » Databases

Database repository

Connedion name:

Type:

Server name:

Database:

Schema:

7 Use explicit credentials
User:

Passward:

LegaryDB

MESQL
TAPAMDL
EXCHANGEDE
dbo

5

Confirm passward:

° Test database connection

+ configure existing manage access

Sawe Cancel

e) Navigate back to the Legacy data configuration page on the ribbon, and select the created

database connection from the database dropdown list.

Database connection: LlegacyDE | @

Now you can configure the URL’s for the MAM retrieve server.

f) Under Retrieve settings, enter the MAM retrieve service URL using the server name (in our

case “TAPAMO01”), where the Legacy MAM retrieve service was installed.

Use the following sample: http.//[MAMServerName]/exchangePAMWS

Click “Configure”. In this step, the contentACCESS will configure the retrieve proxy with the

correct parameters.

MAAM retrieve service url: httpe/ftapariilfexchangeP A4S

@ Retrieve senvice suecessfully configured

Configure

g) HSMserver settings: Enter the HSM server name into the text field using the following sample:

http://[HSMServerName]/PAM4HSM/PAM4HSMWS.asmx
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HEM Server narne: httpidftaparnlLta internal PARAHEMPAMAHSMWS 3¢

& Cornsction successfull

Once the retrieve service installation and its configuration is ready, it will be possible to retrieve the
old MAM shortcuts from Outlook/OWA and browse the legacy archive through contentWEB.
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Legacy archive connector for Email Lifecycle Manager (ELM)
This service is used to access archived files from the legacy ELM shortcuts, if you have uninstalled

Email Lifecycle Manager from your computer, and you need to check the archive contents.

Installing Legacy ELM retrieve service on the ELM server and its configuration
In this use case the ELM is installed on server taelm01. The retrieve service will be installed on the

same server as it is recommended by us.

1. Inthe Tools of the contentACCESS setup package click on Legacy archive connector for

email archives/Legacy archive connector for ELM and run the setup package.

ContentACCESS Setup

7( contentACCESS your vision of technc

Welcome TO o} I S

P|,3nning lT Legacy archive connector for email archives
i The legacy archive connector for email archives allows you to continue working with existing
legacy shortcuts after the legacy email archive is tumed off.

Documentation

IT utlook forms
Installation it Mictosoft Cutlook forms allows transparent view of your shortcutted emails,

?T TECH-ARROW's WinShorteutter

WinShorteutter is a collection of small and useful utilities that are primarily focused ot people

Products working in a Windows dominant office environment with a weak Mac support.
O CTS

Close

contentACCESS Setup [x]

/( contentACCESS your vision of technological evolution

Welcome TOOIS

Planning P Legacy archive connector for MaM EE
i)

Documentation \

. Legacy archive connector for ELM.
]

The legacy archive connector for Metalogix Archive Manager Exchange Edition (MAM EE) allows
you to continue working with existing legacy shortcuts after the legacy MM EE archive is
turned off.

Installation

The legacy archive connector for Email Lifecycle Manager (ELM) allows you ta continue working
with existing legacy shortcuts after the legacy ELM archive is tumed off,

By default it unzips to C:\Program Files\TECH-ARROW\contentACCESS\LegacyELMRetrieve
folder. Click “Unzip”. After the files have been successfully unzipped click “OK”.
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WinZip Self-Extractor - contentACCESS_LegacyELM_ser... E4

To unzip all files in thiz zelf-extractor file to the Unzip
zpecified folder prezs the Unzip button, —

0

Run Wirip

Unzip to folder:

WinZip Self-Extractor m

473 File(s) unzipped successFully

sqacyE LMBetrieve Browse. . | Cloze

¥ Ovenwrite files without prompting Abaut

¥ ‘when done unzipping oper:
Help

i

AHowT olnstall bt

2. Ashort HowTolnstall manual will automatically open to help you with installing the server.

Follow the next steps of this short step-by-step manual:
3. Open Internet Information Services (1IS) manager from the Start menu:

4. Navigate to the following node in the tree on the left side: [SERVER_NAME]\Application

Pools:

'!Elnternet Information Services (IIS) Manager

@ & [ (v TAELMOL b Application Fodls

File  Wwiew  Help

€-|7 |8
o '{5] Start Page
g...ﬁi_s_' TAELMO1 (TAYadministratar)

: Q Application Pools
[ @] Sikes

5. Rightclick on the node “Application Pools” and select “Add Application Pool”:

"'-!Elnternet Information Services (I15) Manager

@ "= [_;' b TAELMO1 » Application Pools

File  Wiew Help

Q- |78
o 5 Start Page
E.--Hj TAELMO1 (T&Yadrinistratar)

Add Application Poal, ..

&£  Refresh

6. The “Add Application Pool” window will open. Enter "LegacyELMPool" as name and select

the .NET Framework version from the .NET Framework version dropdown list, then click OK.
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Add Application Pool HE

Marne:
ILegacyELMPDDI

MET Framesork version:

Managed pipeline mode:

IIntegrated ﬂ

¥ Start application poal immediately

o4 I Zancel |

7. Right click on the newly created "LegacyELMPool" in the grid, and select "Advanced

Settings" from its context menu.

ggl Application Pools

This page lets vou view and manage the lisk of application pools on the |
isolation among different applications,

Filter: - Goo- g; Show ol |Gr|:|up =
Marme = | Status | .MET Frame... | Managed Pipeli. .
P ASPNET v4.0 Started w40 Integrated
_;"ASF‘.NET v4.0ClL,,  Started w40 Classic
QAWADDPDDI Started w0 Integrated
_;"Classic MET App... Started vz.0 Classic
QDeFaultAppPool Started w20 Integrated
QELMAppPDDISupe... Started w40 Classic

tLegacyEL 0

L= Add Application Pool..,
Set Application Pool Defaults, .,

B Start
B Stop
Recycle, .

D Basic Settings...
Recycling. ..

Advanced Settings. ..

Rename

x Remaoyve

Wiew Applications

& Help

Zinline Help

8. Change “ldentity” to “Local system” built in account in the “Application Pool identity”

window, then click “OK”.
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Advanced Settings n m
E {General) ]
MET Framewark Yersion ¥4.0
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Iarne LegavELMPool
Queue Length 1000
Start Automatically True
= CrPU
Limit u]
Limit &ckion Modckion
Limit Interval {minutes) 5
Processar Affinity Enabled False .
Processor AFfinity Mask 4294967295
E Process Model
|Identity ApplicationPoolldentity |
Idle Time-out {minutes) 20
Load User Profile False
Maxinium \Worker Processes 1
Ping Enabled True Application Pool Identity ﬂ m
Ping Mazximum Response Time {seconc 90 \
Fing Period (secands) 30 \‘ & Buit-in account:
Shutdown Time Limit (seconds) a0
Faebon Tirna Liraik mde an i
Identity " Cuskom account:
[identity Tvpe, username, password] Configures the application poaol ko run as I Set...
built-in account, i.e. Application Pool Identity {recommended), Metwork Service,
Local System, Local Service, or as a specific user idenkity,
K | Cancel | ok I Cancel |
A

9. Navigate to the following node in the tree on the left side: [SERVER_NAMENSites\Default
Web Site\MCSWS:

If the MCSWS is NOT found, then:

a) Right click on the “Default Web Site” and click on the "Add Application".
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€| |&
o Q'_='_| Stark Page

Eaj TAELMOL (TAYadministrator)
Q Application Pools

=-[&] Sites
ER*OYDcfault web Site
,: &) Esplore

Edit Permissions. ..

add Application. .. I
add Virtual Direckary, ..

Edit Bindings...

Manage ‘Weh Site >

Refresh

Rermone

Install Application From Gallery

» X

Deploy 3

Renarne

{2 Switch to Content View

b) Enter “MCSWS” into alias and “C:\Program files\TECH-
ARROW\contentACCESS\LegacyELMRetrieve” as Physical path. Select the “LegacyELMPool”
by clicking the “Select” button.

c) Click “OK”.

Aadd Application

Sike name:  Defadlk Web Site
Path: !

Alias: Application pool:

IMCSWS ILegacyELMF‘nnl Select. .. I

Example: sales

Phyysical path:
I'l,TECH— ARAOWYCcontent AT CESS LegacvELMRetrieve L., |

Pass-through authentication

Connect as... Test Settings...

oK Cancel

If the MCSWS is found, then:

a) Select the "MCSWS" node by clicking on it.
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- id | & |8
o '{5] Start Page
E|H__='_| TAELMO1 (TAladministrakor)
_;_? Application Poals
Bl &) Sites
=& Default veb Site
' ? Archivelteb
| aspret_dlient
? Errorizatherer
? MCSArchiveAccessWa
¥ MCSDirectarchivews

LE)

b) Click "Basic Settings..." in the Actions pane (right side of the IIS Manager).

™EInternet Information Services (II5) Manager M=l
@ o | @ thEmMaL > Stes » Defautwebsie » MCSWS > & < M@ -
File  ‘iew Help
[Gommetone” &) /MCSWS Home (oo ]
- |7 |8 =] [ o) Explore
. ({ﬂ Start Page T Edit Permissions. ..
=183 TAELMOI (TAladministrator) Al v e - Gshowdl | —=
o[ F Application Pools ASP.NET = [=] Basic settings...
Er-[a] sites N Wiew Virtual Directoties
=& Default web Site i= {&/
% U 404 S
¥ archivetweh | N Manage Application L)
" aspnet client MET NET JMET Errar I
ErforGa_therer Autharizati...  Compilakion Pages Browse Application
:‘D MCSarchivelccessws Browse *:60 (hitp)
¥ MCSDireckArchivews G o5 é?( Advanced Settings. ..
k. MET .MET Profile MET Trust 4% A
=" Install Application From Galler
Globalization Levels — EE 4

c) In the “Edit Application” dialog, select the "LegacyELMPool" by clicking the "Select" button and

enter "C:\Program Files\TECH-ARROW\contentACCESS\LegacyELMRetrieve" into the
Physical path textbox.
Edit Application x|
Sike name:  Defadlk Web Site
Path: !
Alias: Application pool:
[z |LegacyELMPaol Select, ., I
Example: sales
Phyysical path:
IC:'I,Program Filest TECH-ARROW content ACCESS Leg. ... |
Pass-through authentication
Connect as... Test Settings...
oK | Cancel
10. Continue with setting up the ELM server in contentACCESS:
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Configuration of the ELM server in contentACCESS Central Administration:

a.  Open contentACCESS Central Administration from your browser:
[ServerName]:3333/CentralAdministration
b.  Navigate to Email Archive > Miscellaneous - Legacy data configuration on the ribbon:

c. Activate legacy ELM archive support with clicking on the “Activate legacy archive support”

option in the warnings box.

Tnfomatrie | (=] g

% contentACCESS Central Adm % W

& C [ tamews: 3333/Central Administration/Default. aspx ?p =LegacyDataCorfiguration w =

% contentACCESS Central Administration Tenant: MyCompany ~ &~ 2~
System File Archive Email Archive SharePoint Archive Custom plugins ~

[ & ] ® o =
5 ¢ | i 2 =
B 5 & B w = s B 4 @2
Databases System Provisioning Retentions  Shortcut  Storages Schedules User View address  Jobs Legacy data
settings settings configuration experience book configuration
Edit Settings Archive Miscellaneous

M Legacy data configuration

Email Archive > Miscellaneous > Legacy data configuration

A, Legacy Metalogix Archive Manager cupport is not activated. Activate legacy archive support

& Legacy Lexmark ELM supgort is not a-:t'va:fd.lAchvatE legacy archive support

1) Online help

d. Database settings: go to Email Archive - Settings > Databases button on the ribbon, and

configure the connection with the old ELM database on the ELM server (in our case with
taelm0O1).

. Database repository X
System File Archive Email Archive SharePoint Archive Custom plugins
p— —~ Connection name: ELMDB
) -
—_ 7 1 (] @ =
RB|B¢ B L & =3 = @ ¢
Databases| System Provisioning Retentions Shortcut  Starages Schedules User Wiew address  Jobs Leg
settings  settings canfiguration experience ook conf Use system database server (TANEWS)
Type: MSSQL -
Edit Settings Archive Misc P Q
Server name: TAELMOL
= a
Database: ELMDB
— 0
me Dafabases Schem: dho

Email Archive » Settings » Databases .
¥ Use explicit credentials

User: s
+ configure existing ? manage access Passward: | sessssssss
Confirm password: ~ sssessssss

Test database connection

Save Cancel
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e. Go back to the Legacy data configuration page on the ribbon, and set the connection with the
ELM database (ELMDB from step d) above) in the Database settings section.
f. Insection Saperion server settings set the connection with the Saperion server. Set the values
based on your configurations on the Saperion server. The connector has some prerequisites:
» JRE x64 on the contentACCESS server (Check if folder exists: "C:\Program Files\Java\jre
X.X") - to be configured in section JAVA Home directory
= Need the ELM references, but it could be also referenced directly from the ELM machine.
This is the path on which the Classic Connector jar files can be reached, e.g. c:\Program
Files\SAPERION\Application\scr\scr-classicconnector\lib - to be configured in section
CClibrary path.

Also run a test connection to verify the connection with the Saperion server.

g. In section Retrieve settings enter the ELM retrieve service URL using the following sample:
http://[ELMServerName/MCSWS]/ and click on Configure.
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Infarmatrix:

% contentACCESS Central adn X W Y

€ — C  [Jtanews 3333/ CentralAdministration/Default. aspx *p=LegacyDataConfiguration QP97 =
I caohtental Central Administration Tenant: TECH-ARROWY - & - - =
System File Archive Email Archive SharePoint Archive Custom plugins .
| S [ & ] u . —— ®
o W =2 L5 B L M o= LS )
S Discard  Databases System Prowisioning Retentions  Shortcut Starages Schedules User Wieww lobs legacy data
e changes settings settings configuratior experience address canfiguratior
baoak
Edit Settings Archiwe Miscellaneous

W) Legacy data configuration

Email Archive > Miscellaneous > Legacy data configuration

e)
Databasze connection: ELMDE N -]
f)
SErVEr name: taelmiltainternal
Server tenant:
Connectar type: Classic Connedtor ol
Lagin type: ELR .
User authentication: Lser name »
User name: administrator
User passwiord:
Canfirm passwoard:
CC library path: whaelmlltainternallib
JANWS Home directony: ChProgram Files\awaijrelg.0_91
Test
gl
ELM retrieve service url: httpeftaelmilta.internal /M WS
Configure

@) Online help

Once the installation of the service and its configuration is ready, it will be possible to

= retrieve the old ELM shortcuts in Outlook/OWA (necessary MS Outlook/OWA integration
need to be also installed, see more here) and

* browse the legacy archive using contentWEB.
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Installing TECH-ARROW'’s WinShortcutter

What is TECH-ARROW'’s WinShortcutter? It is a collection of small and useful utilities that are
primarily focused on people working in a Windows dominant office environment with a weak MAC
support. With this application you can open Windows shortcut files (.Ink files) on Apple OS X

operating system and also shortcut files created by contentACCESS File Archive.

Toinstallit,open the Tools in the contentACCESS setup window, and click on option WinShortcutter.

contentACCESS Setup [=]

/( contentACCESS your vision of technological evolution

Welcome TOO I S

Planning l_-F Legacy archive connector for email archives
j The legacy archive connectar for ernail archives allows you to continue warking with existing
legacy shortcuts after the legacy email archive is turned off,

Documentation

l«f Qutlook forms
]nsta”atic)n L? Microsoft Qutlook farms allows transparent view of your shortcutted emails,

?-F TECH-ARRCHA"s Winshortoutter

WinShortcutter is a collection of small and useful utilities that are primarily focused at peaple
wotking in a Windows dominant office ervironment with 3 weak Mac support,

For further information about the application please refer to the TECH-ARROW'’s WinShortcutter

Manual here.
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contentACCESS Outlook add-in

What is contentACCESS Outlook add-in? Outlook add-in is an application that allows the user to
retrieve items from the archive, to capture actions as forwarding or replying retrieved items, and
update changes in the archive database and also in the shortcut item. Currently there are supported

only message class changes when retrieved item is sent away (forward or reply).
There are some terms which may need further explanation:

= Message class - type of the item in the mailbox. The message class defines which kind of
form will be used to render the item in Outlook, OWA and other clients

= OQOutlook form - each message in Outlook is rendered using a form. There are standard
forms (Note, Post, etc.) and there are custom forms. The custom forms are derived from
the standard ones and are extending the standard functionality

= contentACCESS Outlook form - custom Outlook form belonging to contentACCESS

= Standard shortcut - type of archiving when the message class of the item is changed by
contentACCESS

=  Primary mailbox - the main mailbox in the Outlook profile

= Additional mailbox - the user can load additional mailboxes to Outlook profile next to the
primary mailbox. Select Account settings in Outlook, change existing profile and add the
next mailbox to the profile (you need to have permission to access the selected mailbox)

= Shared Folder - one Exchange account can share folders in his account with other people

on the same Exchange server

Installation of contentACCESS Outlook add-in

First, follow this guide to help you with installing contentACCESS.

Note: To use the add-in, the user must install the Outlook forms as well.

The following prerequisites should be present on the machine(s) where you want to use the Outlook

add-in to make it work correctly:

= NET45.2
= Visual Studio 2010 Tools for Office Runtime 10.0.60724 (can be downloaded here)
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Next, you need to go to C:\TECH-ARROW\contentACCESS_Package\Setups or locate the folder to
which you unzipped contentACCESS_Package when installing contentACCESS. Find and run the file
with name contentACCESS.OutlookAddin_x64 (if using 64bit Outlook) or
contentACCESS.OutlookAddin_x86 (if using 86bit Outlook).

Note: Outlook add-in is installed using an Administrator account and doesn’t have to be installed for

every user profile separately.

1. Choose the language that you will be using - English or German.

contentACCESS.OutlookAddin - InstallShield ... -

y’( Select the language for the installation from the choices below.

|Eng|ish (United States) v|

2. Click Next.

12 contentACCESS.OutlookAddin - InstallShield Wizard -

Welcome to the InstallShield Wizard for
contentACCESS.OutlookAddin

The InstallShield(R) Wizard will install
contentACCESS.OutlookAddin on your computer. To continue, click
Next.

V

WARNING: This program is protected by copyright law and
international treaties.

< Back Next = ‘ | Cancel
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3. Choose | accept the terms in the license agreement an click Next.

12 contentACCESS.OutlookAddin - InstallShield Wizard -

License Agreement

!’7 contentACCESS

Please read the following license agreement carefully.

Software License Agreement

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT
CAREFULLY BEFORE DOWNLOADING OR USING THE
SOFTWARE.

Hnij >

BY CLICKING ON THE "ACCEPT" BUTTON, OPENING THE
PACKAGE, DOWNLOADING THE PRODUCT, OR USING THE
EQUIPMENT THAT CONTAINS THIS PRODUCT, YOU ARE
CONSENTING TO BE BOUND BY THIS AGREEMENT. IF YOU '~

(@)1 accept the terms in the license agreement

{)1do not accept the terms in the license agreement

InstallShield

< Back ” Next = ‘ | Cancel ‘

4. Here you can choose the folder, to which Outlook add-in will be installed. We
recommend to leave it like this. Click Next.
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Destination Folder

Y& contentACCESS

Click Next, or click Change to install to a different folder.

EE? Install contentACCESS. CutlookAddin to:
C:\Program Files\TECH-ARROW'\contentACCESS.OutlookAddin',

InstallShield

5. Type the name of contentACCESS server you are using (in this case we used
TACATESTO5).

Base Settings
Configure contentACCESS., OutiookAddin settings

Y¢ contentACCESS

Select contentACCESS server:

TACATESTOS

Test contentACCESS Server

Configure contentACCESS Proxy

[Juse Secure Communication

Installshield
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Click on Test Server. This will show you if the connection with contentACCESS server was

established.

15 contentACCESS.QutlookAddin - InstallShield Wizard -

Base Settings
Configure contentACCESS. OutlookAddin settings

?’7 contentACCESS

Select contentACCESS server:

TACATESTOS

Change...
Test contentACCESS Server

Information: The setup successfully established a connection with the
contentACCESS server

Configure contentACCESS Proxy

[ ]Use Secure Communication Advanced

Installshield

< Back H Next > l Cancel |

When clicking on Advanced, you can specify the TCP port number. If you check the Use Secure
Communication option, the port number will be 443, if not, the port number will be 80. You can also

specify a custom port number. Click on OK and then Next.

Note: These settings must match the settings that you used when configuring contentACCESS Proxy

settings. So if you used HTTPS, then the option Use Secure Communication must be checked. If you
specify a custom port number here, you also have to change it in System settings (System tab ->
Services group = System page, section External accessibility settings: Retrieve server FQDN) in the

Central Administration, otherwise contentACCESS Outlook add-in won’t work.
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Configure contentACCESS Proxy

Y¢ contentACCESS

InstallShield

6. Click on Install.

Ready to Install the Program

Y& contentACCESS

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

InstallShield

7. Click on Finish to complete the installation process.
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12 contentACCESS.OutlookAddin - InstallShield Wizard -

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed
contentACCESS. OutlookAddin. Click Finish to exit the wizard.

y

Note: If you have repaired or updated the contentACCESS Outlook add-in, always restart Outlook

under each profile. The new features will be available only after Outlook restart.

Note: contentACCESS Outlook add-in can be also installed via silent installation. The silent
installation command is:

contentACCESS.OutlookAddin.exe /v"USESECURE=1 CASERVER="[SERVERNAME]"
CASERVERPORT="[CUSTOMNUMBER]" /I*v log.txt /gqn

Parameters:

- USESECURE - with or without SSL

- CASERVER - contentACCESS server name

- CASERVERPORT - not mandatory, the defaults are the 80 (if USESECURE = 0) or 443
(USESECURE = 1) ports

- /gn is for the silent installation

- /I*v log.tx - logging
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If nothing is defined, then setup will be installed with default values.

How to use contentACCESS Outlook add-in

Important: For now, contentACCESS Outlook add-in works only with Windows authentication. It

means that Windows authentication should be set up correctly and Windows user should be present
in contentACCESS.

When a user forwards or replies a message archived using HTML or Normal shortcut, the records are
updated in the archive database with the appropriate changes, and also the shortcuts are updated in

the owner’s mailbox.
Some possible scenarios are:

1. Shotcut is in the primary mailbox - add-in updates shortcut in the primary mailbox

Ba % = Archi_Test - Outlook
FILE HOME SEND / RECEIVE FOLDER VIEW DEVELOPER Bitdefender Antispam
=1 ’:‘lj xTgnore x 7\1 Ei\ﬂ ﬁi} 2 Meeting P Archi_Test 3 To Manager ¥ B & [ | B [Search People
é - & — —
y ‘N" ToCenupr ¥ N S (I' . -).1 Ed TeamEmail v/ Done y R‘D e U ol ol | LiAderess Baok
ew  New elete  Reply Reply Forward [ . o . ove Rules ssign Unread/ Categorize Follow §
Email Ttems - | &t Junk~ Al WMorer |2 Reply &Delete ¥ Create New © = Poliyr Resd -  Up- Y FilterEmailr
MNew Delete Respand Quick Steps [F] Move Tags Find
<
4 Favorites All Unread Search Archi_Test (Ctrl+E) A2 | Current Folder ~
Inbox D0 |FROM SUBJECT RECEIVED SIZE MESSAGE CLASS | CATEGORIES| CONTENTACCES... C|CONTENTACCE...|%
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Deleted Items
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pac This item was archived
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Drafts This item was archived
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This item was archived x;

Deleted Items i
Archi Test FW: New office GATE setup 2.8.31.0 is ready st23.11.2.. T1KB IPM.Note
race Karameli §

ke A210A Rraticlaua Slauakis

Screenshot.1. Shortcut in primary mailbox (message class IPM.Note.CA)
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Screenshot.2. Shortcut in primary mailbox after retrieve and forward (message class IPM.Note.CA.F)

2. Shortcut is in the additional mailbox or shared folder - add-in updates shortcut in the
shortcut’s owner mailbox
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Screenshot.3 Shortcut is in additional mailbox (org. message class is IPM.Note.CA.R)
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Screenshot.5. Shortcut in the additional mailbox after forwarding (message class is IPM.Note.CA.F)

3. Shortcut is in the public folder - add-in updates shortcut in the Public Folder
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Screenshot.6. Shortcut is in Public Folders (original message class is IPM.Note.CA.R)
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Screenshot.7. Shortcut’s changed message class to IPM.Note.CA.F
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Tenants in contentACCESS

contentACCESS supports multi-tenancy. This section will provide you with information about how to
create a new tenant in contentACCESS. If you have a single tenant license, then your default tenant

is already created and you can skip this section.

How to create a new tenant

In contentACCESS, only a user with Manage tenant and Manage system permissions has the right
to create a new tenant. If these permissions are not granted, the + new option (i.e. to create a tenant)
is unavailable for the logged on user. The default system administrator role contains both these
permissions. To create a new tenant, open the Tenants page in the Central Administration (System
- Tenants - Tenants button). On this page you see the list of all tenants, which are present in
contentACCESS. If you have not added a tenant to contentACCESS vyet, the list is obviously empty.

To add a new tenant to the list, click on + new. The Add new tenant dialog will open.

Tenants

' ' System = Tenants > Tenants

+ new ? manage access & manage tenant roles

Tenant name Tenant database Search server url Cluster group Is enabled
"8l RFA test === RFAtestDB Default True

TECH-ARROW *=*  MMNEtestDB Default True

In this window you need to name your tenant. Pick a Cluster group from the dropdown list, to which
this tenant will belong. Set the Time zone and Date format. The time zone can be picked from the
dropdown list; the date format can be picked from the dropdown list or specified manually - Custom

date format option. These settings are on tenant level. Click Next.

Note: If atenant doesn't have a configuration or if the user’s default tenant is the System tenant, then

the System’s globalization settings will be used.
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Create new tenant
Tenant name: TA Documentation
Cluster group: Default v
Time zone: (UTC) Coordinated Universal Time v
Date format: 31/01/2019 5:50:50 (24h) v

Mext

When you are creating a new tenant, you need to assign a user as tenant administrator toit. You have

now multiple choices how to create a tenant administrator:

A) With selecting Use existing user as an administrator for this tenant radio button — select an
existing contentACCESS user from the Select user dropdown list and click Next. This user already

has contentACCESS credentials which he will use to log into contentACCESS Central Administration;

Create new tenant

Administrator role™ Tenant configuration administrator v

=) Use existing user as an administrator for this tenant

Create new tenant administrator

Select usen TA archive user v

Mext

B) If you choose option Create new tenant administrator radio button:

Select a login provider configuration from the Login provider dropdown list (Forms, Windows etc.).

Only a provider configured in Login providers control (System tab - Security - Login providers) can

be selected here. Forms and Windows are enabled by default. Login name and Login password are
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needed only in case that the Forms type has been selected from the list. In case of Windows, only the

login name must be filled in. Click Next.

Create new tenant

Administrator role® Tenant configuration administrator

Use existing user as an administrator for this tenant

= Create new tenant administrator

Display name: Documentation admin

Login provider: Forms -
Login name: DocAdmin

Login password:

Confirm password:

Mext
Select if you want to create a new database or use an existing one. Click Next.
Create new tenant
Tenant database connection parameters
Create new database | lse existing database
Mext

Specify the required database parameters, test the connection and if everything is alright, click

Create.

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 113/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /oL vision of technological evolution N

¥ techarrow
Create new tenant
Connection name: MMEtestDB

v Use system database server (TACATEST)
Type:
Server name:
Database: MMEtestDB
Schema: dbo

v Use explicit credentials

sar: 53
Password:
Confirm password:
€9 Database connection is successfull!

Test database connaction

Create Cancel

The already created tenant will appear in the tenant list on the Tenants page. With a left click on the
ellipsis (...) the tenant context menu can be opened. The menu allows to edit the tenant name or tenant
limitations, to delete the tenant, disable it, manage access to it (manage access = create new tenant
administrator), manage the roles of the tenant (manage roles of tenant = add custom roles that will

be available for the selected tenant; see more in chapter Roles) and specify the search server URL.
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Tenants

System = Tenants = Tenants

+ new ? manage access & manage tenant roles
Tenant name Tenant database Search server url Cluster group |s enabled
RFA test ***  RFAtestDBE Default True
TECH-ARROW === MMNEtestDB Default True
TA Documentation === MMNEtestDB Default True
Edit tenant

Edit tenant limits

Delete

Disable

Manage access to tenant
Manage roles of tenant

Set search server url

How to edit and disable a tenant

Edit a tenant

To edit a tenant, click on the ellipses and the context menu will open. Select Edit tenant.

Tenants

System = Tenants » Tenants

+ new ? manage access & manage tenant roles
Tenant name Tenant database Search server url Cluster group Is enabled
RFA test ***  RFAtestDB Default True
TECH-ARROW ***  MMEtestDB Default True
TA Documentation **=  MMNEtestDB Default True

Edit tenant

Edit tenant limits

Delete

Disable

Manage access to tenant
Manage roles of tenant

Set search server url
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The Update tenant window will open. Here it is possible to change the tenant name, cluster group,

database, time zone and date format.

Update tenant X

Tenant name: TA Documentation
Cluster group: :p Change

Database connection:

Globalization settings

Time zone: (UTC) Coordinated Universal Time v

Date format: 31/01/2019 5:50:50 (24h) b

Save Cancel

If the user tries to change the cluster group and/or database, a warning pop-up window will open.

tacatest:3333 says

Are you sure you want to change the cluster group?

Warning: The changes will be applied on next task schedules.

Screenshot: Cluster group change warning

tacatest:3333 says

Are you sure you want to change the database?

Warning: Changing the database might lead to retrieve problems for

the already archived items.
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Screenshot: Database change warning

Disable a tenant

To disable a tenant, click on the ellipses and the context menu will open. Select Disable.

n Tenants
System = Tenants > Tenants

+ new ? manage access & manage tenant roles
Tenant name Tenant database Search server url Cluster group |s enabled
RFA test =**  RFAtestDB Default True
TA Documentation === MNEtestDB Default True
TECH-ARROW Edit tenant Default True

Edit tenant limits

Delste

Manage access to tenant
Manage roles of tenant

Set search server url

A warning window will pop up, saying that the tenant won’t be accessible by client applications and

its jobs will be disabled, too. If you agree, click OK.

tacatest:3333 says

WARNING: If you disable the tenant, it won't be accessible by the client ‘
applications and its jobs will be disabled also. Are you sure you want to

disable the tenant? |

Note: If you want to enable the tenant again, you can do it by selecting Enable from its context menu.
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Tenant limitations

Each tenant in contentACCESS can manage only processes to which he has got the necessary rights.
E.g. while one tenant has the right to archive emails only, another tenant can archive both files and
emails using contentACCESS. The tenant rights can be restricted/extended on the Tenant limitations
page of the respective tenant. Only a system administrator has the necessary right to manage tenant

limitations. The administrator may set on this page the:

= System limitations - plugins and stores that the given tenant will be able to use
= Limitations related to the allowed plugins - e.g. if Email archive plugin is allowed, then the
maximum email count, mailbox count and email size that the given plugin can process can be

defined

The Tenant limitations page can be opened from the context menu of the given tenant. Open the

context menu and select “Edit tenant limits”:

Tenants
n System = Tenants = Tenants
+ new ? manage access & manage tenant roles
Tenant name Tenant database Search server url Cluster group |s enabled
RFA test ***  RFAtestDB Default True
TA Documentation === MNEtestDB Default True
TECH-ARROW Edit tenant Default True
Delete
Disable

Manage access to tenant
Manage roles of tenant

Set search server url

The Tenant limitation page is divided into 6 sections:

= System limitations - Plugins and stores available for the given tenant may be limited in this

section.

By unchecking the “Unlimited” checkbox you open the list of plugins/stores. Check the plugins/stores

that the tenant should be allowed to use.
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Plugins: Unlimited Stores: Unlimited
Sharing ~ Datengut A
Datengut DMS plugin Azure
Mailbox move Disk
Email archive EASY
Email recovery ELM
Email restore HybridStore
Gradient OCR plugin > inPoint ~
PAMAExchanae connector iTernity

= Tenant limitations - The administrator may limit the maximum number of jobs processed by

the tenant at a time.

| 2

lob count: -

= Email archive limitations - If the Email archive plugin is allowed, the administrator may limit
the active/deactivated mailbox count, email(s) size, email(s) count that the given tenant will
be able to archive. It is also possible to allow public folders here, by checking the Public

Folders allowed checkbox.

Active mailbox count: = Email(s) size in archive: S
Deactivated mailbox count: = Email(s) count in archive: =

Public Folders allowed: v Hide deactivated mailboxes:

= PST import limitations - If the PST import is allowed, the administrator may limit the count

of mailboxes with imported PSTs and the size of emails imported from PSTs.

PST import allowed: v/ Imported email(s) size from PST: - B v

» File archive limitations - If the File archive plugin is allowed, the administrator may limit the
root folder count, file(s) count, file(s) size that the given tenant will be able to archive.

Root count: File(s) size: -~ ||B v

File(s) count:

= SharePoint archive limitations - If the SharePoint archive plugin is allowed, the

administrator may limit the count of connections, file(s) and the size of processed file(s).

Connection count: = File(s) size: =

File(s) count: -
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If the limitations text boxes are empty, this means that the allowed count and size is unlimited.

The tenant administrator may see his own limitations only in read only view.

How to provide access to a tenant (adding new tenant administrators)

A tenant can have one or more tenant administrators. If you want to provide access to a tenant for
one or more users except of the tenant administrator, open the Tenants page (System - Tenants 2>
11 Tenants), select the tenant from the list, with a left click on ellipsis ( - ) open the context menu

and choose option Manage access to tenant.
It is also possible to manage access to the tenant with clicking on the ¥ manage access option on the
same page. The button is active if the tenant is selected in the grid.

W contentACCESS Central Administration Tenant: TA Documentation - &~ 9

System File Archive Email Archive SharePoint Archive BackMailz Custom plugins

A ] o L] o V=] % = : ‘% ’7\ — ‘g. * — v \ )~ )7 )~
> .5 . VE v - willie = - L’ -
R S & &£ @ 5B O B K de 2B R ohH B AE W O ¥ " %
Roles  Users Invitations Login System Licensing Notifications Monitoring Auditing Cluster Statistics Legal Task  Indexing SMTP  SMTP Tenants All contentWEB officeGATE contentACCESS  Virtual drive Applications
providers hold  runner Servers Mappings databases mobile  configuration  settings
Edit Security Services Tenants Client Applications

Tenants
n System > Tenants > Tenants

+ new ?  manage access & manage tenant roles

Tenant name Tenant database Search server url Cluster group Is enabled
RFA test = RFAtestDB Default True

TA Documentation == | MNEtestDB Default True
TECH-ARROW Edit tenant Default True

Edit tenant limits
Delete
Disable

Manage roles of tenant

Set search server url

With this action you will be redirected to the manage access page of the selected tenant. All currently
existing tenant administrators of this selected tenant can be seen on this page. To add a new tenant

administrator to the list, click on + new on this page.

W contentACCESS Central Administration Tenant: TA Documentation -~ &~ 9

System File Archive Email Archive SharePoint Archive BackMailz Custom plugins
o 'Y o [ 3 = -~ r\ A S%& ’ﬁ - ‘g. . — v v v L~ v
= .5 . VE v -, wilie = v = b A
B R S s &2 &6 O B & d = b R A &2 AE B K M O %
Roles  Users Invitations Login System Licensing Notifications Monitoring Auditing Cluster Statistics Legal Task  Indexing SMTP  SMTP Tenants All contentWEB officeGATE contentACCESS  Virtual drive  Applications
providers hold  runner Servers Mappings databases mobile  configuration  settings
Edit Security Services Tenants Client Applications

» Manage Access to System > Tenants > tenant: TA Documentation

System > Tenants > tenant: TA Documentation > Manage access

User name Role name Flags Description

++ Tenant administrator - Manual or has Tenant rights on Tenant TA Documentation
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The Create new role association window will open. There are multiple options how to add a new

tenant administrator.

Create new role association

Raole Tenant configuration administrator v
Invitation type Invitation v
E-mail address* mne@tech-arrow.com
Additional message Please, accept this invitation.
OK Cancel

Tenant administrator invitation types

There are multiple options how to add a new tenant administrator in the Create new role association
window. You can Create new user, you can Search for existing worker from the company or you can
also Send an invitation to somebody who is not a contentACCESS user yet. Select the Tenant

administrator role type from the Role dropdown list.
»Create new

If you select Create new, insert a Display name into the dialog first. Select the default tenant from
the Default tenant dropdown list. From Login type list select the authentication provider
configuration that this user will use when logging in to the system. Then fill the credentials (if Forms

type was chosen then both Login name and Password) and click OK.
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Create new role association

Role Tenant configuration administrator v

Invitation type Create naw M

Create new user

Display name: Documentor

Default tenant: TA Documentation A

Login type: I |
Office 365

Google Cancel
Forms
Windows

External AD -

Note: Only a provider configuration set up in Login providers control (System tab - Security = Login

providers) can be selected from the list of login types. Forms and Windows are enabled by default.

»Search for existing/Assign to existing user

To the Search for existing user*field fill in part of name of the person you want to find. After you have
selected the user click OK. This user will use his already existing credentials to log into Central

Administration.

Note: The invitation type can be used if user searching is enabled in the User search settings (more

information here).

Create new role association

Role Tenant configuration administrator M
Invitation type Search for existing v
Search for existing user® an M
ana ZMNE
An AME. Cancel
ana ZMNE
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Screenshot: Granting tenant administrator rights if user searching is enabled

> Send invitation

This option enables you to invite a person (who is not a contentACCESS user yet) to be a tenant
administrator on your tenant. Select the Tenant administrator role type, enter the E-mail address*
of the new user you wish to invite, and fill the Additional message* textbox which will be included in

the email message that the invited user will receive from you. Then click OK.

Create new role association

Role Tenant configuration administrator v
Invitation type Invitation M
E-mail address* mne@tech-arrow.com
Additional message Please, accept this invitation.
OK Cancel

The invited person will get an invitation message from you. If the user accepts your invitation, he/she
will be redirected automatically to the login page of contentACCESS. Here he can configure his
authentication provider that he prefers to use for future logins into the system (this can be adjusted

with navigating to System = Security = Login providers).

Tenant associations

Tenant - database association
The Task runner plugin and Indexing plugin use the tenant database. This database is associated

with the tenant on the tenant creation.

First, the tenant name must be specified. Pick a Cluster group from the dropdown list, to which this
tenant will belong. Set the Time zone and Date format. The time zone can be picked from the
dropdown list; the date format can be picked from the dropdown list or specified manually - Custom

date format option. These settings are on tenant level. Click Next.
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Create new tenant
Tenant name: Arrow
Cluster group: Default v
Time zone: (UTC) Coordinated Universal Time b
Date format: 31/01/2019 5:50:50 (24h) v
Mext
Then the tenant administrator must be added:
Create new tenant X
Administrator rale® Tenant configuration administrator .
® Use existing user as an administrator for this tenant
Create new tenant administrator
Select usen MMNE v
Mext

The user has to select then if he wants to create a new database on the SQL server or if he wants to

use an existing one:

Create new tenant X

Tenant database connection parameters

e Create new database lze existing database

Mext

Database parameters must be specified:
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Create new tenant X
Connection name: MMEdatabase

| Use system database server (TACATESTOS\SOLEXPRESS)

Type:

Server name:

Database: MMEdatabase
Schema: dbo

IUse explicit user

Mew or existing user:

Password:

Confirm password:

|| Use explicit credentials

Jser; ==
Password:
Confirm password:

Test database connection

Create Cancel

After tenant creation, the database scripts create tables for the Task runner and Indexing jobs. The

tenant database column can be seen in the table of the tenants:
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Tenants

System = Tenants = Tenants

+ new ? manage access & manage tenant roles

Tenant name Tenant database Search server url Cluster group Is enabled

RFA test ***  RFAtestDBE Default True
TA Documentation === MMNEtestDB Default True
TECH-ARROW === MMNEtestDB Default True
Arrow === MMNEdatabase Default True

The user can change the tenant database from the context menu:

Tenants

System = Tenants » Tenants

+ new ? manage access & manage tenant roles
Tenant name Tenant database Search server url Cluster group Is enabled
RFA test ***  RFAtestDB Default True
TA Documentation *** MNEtestDB Default True
TECH-ARROW *** MNEtestDB Default True
Arrow ***  MMNEdatabase Default True

Edittenant ey

Edit tenant limits

Delete

Disable

Manage access to tenant
Manage roles of tenant

Set search server url
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Update tenant
Tenant name: Arrow
Cluster group: & Change
Database connaction: & Change @
Time zons: (UTC) Coordinated Universal Time b
Date format: 31/01,/2019 5:50:50 (24h) d
Save Cancel

For the existing tenants, the update will run the necessary database scripts on the default database

and set it as tenant database.

Tenant - user association
Every user belongs to at least one tenant. When creating or inviting a user, a tenant must also be

selected. The default tenant here is the same tenant as selected in the upper right corner in Central

Administration.
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Create / Invite a user X
® Create new user Invite user

Display name:

Default tenant:

Login type: Please choose an authentication type -
Assign role

Role: Select a role v

Tenant: Select a tenant -

Globally allowed permissions of the selected role will be assigned to the user on the selected tenant.

Show details

* Mote: If you select 3 tenant and the role has specific permissions, you will be redirected to the Specific
permission assignment page.

Create Cancel
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Create / Invite a user
Create new user Invite user
Tenant:
E-mail address*
Additional message Please enter addition comment, what will be
included in the email.
Assign role
Role: Select a role -
Tenant: Select a tenant d

Globally allowed permissions of the selected role will be assigned to the user on the selectad tenant.

show details

= Mote: If you select a tenant and the role has specific permissions, you will be redirected to the Specific
permission assignment page.

Invite Cancel

Show users

From the dropdown list on the Users page (after clicking the Users button on the ribbon), the user

can choose one of the following filters:

=

Show current tenant users - users with current tenant assigned as default
Show linked users - users who have a role associated with the current tenant

Show all users - users who have access to the selected tenant

2 LD e

N

Show global administrators - users with a role associated with all tenants (visible only for
system administrators)

5) Show users without tenant - users associated with no tenants (visible only for system

administrators)
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&% Users

System > Security > Users

. . L
+ Create or invite user Show all users -+

Show current tenant users

Display Name - Default tenant| Show linked users loles

Show global administrators
admin - Show users without tenant
AS50EQ00-1588-423C-AD83-

Administrator " 088D4CEOTTSE System administrator

aho _ B3cb4cob-dede-44f6-biel- Standard user
b74528604384

ed4579d=-9d56-dede-accf-
9efab9993757
014d1417-4aba-4923-5698-

David User " 83f702680927

. 36a66d27-01ee-4240-b01hb-
davidkatest01 ~ 9b0A0f43b5

_ 0e917e38-471b-45139-8973- Standard user
70cBed5a1d19

_ 1abd2583-e7dd-4fae-8523- ctandard user
512c6340e1b7

e1b1cle3-b196-43d3-9954- Configuration administrator, Tenant
ca385e0c7b44 administrater,Standard user,System administrator

3b898bcc-3b3f-4704-937d-
d133eb704fa%

aleb5bcd-12c7-4c12-9657-
1aedB86238fb2

291a33cd-8070-4469-85af-
94382edada34

MNE )

Change the default tenant

Go to user details (User -> pick Edit from its context menu). If you have manage tenant permission

on the default tenant of the user, you can change his tenant.

@ User details

System > Security > Users > User details

Display name: MMNE

Tenant: Select a tenant v
Iz system admin: es \
Status: Offline @
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Tenant deletion

., Tenants
System = Tenants = Tenants

+ new ? manage access & manage tenant roles
Tenant name Tenant database Search server url Cluster group Is enabled
RFA test =**  RFAtestDB Default True
TA Documentation === MNEtestDB Default True
TECH-ARROW Edit tenant Default True
Arrow Edit tenant limits Default True
Disable

Manage access to tenant
Manage roles of tenant

Set search server url

If you want to delete a tenant, go to its context menu and choose the Delete option. All the plugins,

settings, repository objects, Schedulers, Role associations and Users, who have no access to another

tenant, will be deleted.

What happenes with the existing users?

If the user had the permission to manage system, the system tenant was assigned.

If user had associated roles on the tenant, the first tenant found in role association was assigned.

If user had associated roles on all tenants, the first tenant found in the system was assigned.
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General system configurations

General system settings of contentACCESS are available in the respective configuration groups

Ttz (= [2] 5]
T contentACCESS Central A X
& C | & hitps://tanews.tech-arrow.com/CentralAdministration/Default aspxPp=Tenants Q&
¥ contsntACCESS Central Administration Tt == = - Oy -
System
fm— . ) . . & =] ‘ ] Ea 10} L - - - s
—| b Y o, Aty ¥ by v = willis - A = - 4 - - -
R B S & 8 8B g B O 5 de 4 B OB % O W O %
Connection  User Roles  Users Invitations  login  System Llicensing Nefifications Monitoring Cluster Statistics | Tenants Al Schedules  contentWEB officeGATE accessGATE Virtus| drive  Anplications
interface providers databases mobile  configurstion  settings
Edit Application Settings Security Services Tenants Client &pplications

Only auser with Manage system permissions has the right to configure system settings. The user may

find here all general system settings.

The Application settings are set by default, but can be changed (not recommended). Under Security
settings the administrator can find all users of contentACCESS and the default system roles. He can
also configure new custom roles for the users and new authentication providers from here. The list
of invitations can be found here as well. Under Services it is possible to activate the license key, set
up external accessibility settings, change system database connections, set default values for the
clustering etc. Under Tenants the administrator may create new tenants and create databases for
these tenants. The notification schedulers can be defined on the “Schedules” page, which is also
accessible from here. Under Client Applications group the contentACCESS client applications are

accessible. Virtual drive must be configured if File system archive is used.

Note: If you do not use Email Archive based plugins and also do not use accessGATE Mobile, the

FQDN settings (accessible under System - Services = System) are irrelevant.

In the following subchapters we will go through each of these settings:

Connection

Navigate to System = Application settings > \;l’ Connection button. Here the service connection
settings such as contentACCESS URL, plugins, plugin controls and storage controls directories can be
found and edited. Plugins, plugin controls and storage controls directories are set by default as on the
screenshot below, but in case you need to place them somewhere else on your computer, you can

change the destinations right here (not recommended):
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Plugins directory: ChPrograrm Files\TECH-2RROWMAcontentACCESSNGATE contentdecess\Plugins
Storage controls directony CihProgram FileshTECH-ARROMM content&CCESE Central&dministrationyStorages
Plugin contrals directang: ChProgram Files\TECH-2RROWMAcomtentACCESS Centralddministration\PluginControls

User interface

Navigate to System - Application settings > @ User interface button. Here you can choose the

Date-time format.

1 User interface

System > Application Settings > User interface

Date-time format: yyyy.MM.dd HH:mm
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Users in contentACCESS

All users of the current tenant are listed on the Users page (open it with navigating to System =

Security = Users button).

This list is visible for users, who have manage users and roles permission on the selected
tenant. Tenant administrator is able see all current tenant users (default tenant of the user is the
current tenant) and linked users - the users who have roles associated with the current tenant.
System administrator can also see the list of global administrators - administrators who have roles
associated on all tenants, and also list of users without default tenant. For more information about

user filtering on the Users page, please check this section.

Note: If you remove a tenant, the users with roles only on this tenant will also be removed.

Note: Because of security reasons, it is highly recommended to change the above mentioned default
system administrator’s login password after the very first login to the Central Administration. This
can be done on the User details page of the Administrator user, in section User logins, Forms login

provider’s context menu:
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Tenant: TECH-ARROW -~ &~ P~

% contentACCESS Central Administration
System File Archive Email Archive BackMailz SharePoint Archive Custom plugins
®, [ = M= 2 5‘ alli ) | Indexing Tenants )~ v Virtual drive configuration
& S S oo [ % & db [z [ ®
X SMTP Servers | All databases Applications settings
Roles  Users Invitations  Legin System Licensing Notifications Monitoring Auditing Cluster Statistics ~ Legal Task cantentWEB officeGATE contentACCESS.
providers hold  runner  SMTP Mappings mobile
Edit Security Services Tenants Client Applications
User details
System > Security > Users > User details
Display name: Administrator
Tenant: == System == -
Is system admin: Yes
Status: Online @
+ Assign role
User name Role name Flags Description
Administrator =+ System administrator Manual Administrator has System administrator rights on System All items on tenant All tenants
Administrator  ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder C: on tenant TECH-ARROW
Administrator Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\Tacatest\test02 on tenant TECH-ARROW
Administrator ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\tacatest05\test03 on tenant TECH-ARROW
Administrator ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\tacatest05\tacatest05 on tenant TECH-ARROW
Administrator ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\tacatest\tacatest on tenant TECH-ARROW
Administrator Tenant configuration administrater Manual has Tenant configuration i rights on Tenant RFA test
Administrator ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder C: on tenant RFA test
Administrator ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder C: on tenant RFA test
Administrator Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\tacatest on tenant TECH-ARROW
Administrator =+ Tenant configuration administrator Manual has Tenant configuration i rights on Tenant TA Documentation
+ new
Login type Login name Externalid
. Bl
Delete
Change password
Resat password
Login type Login name Last access date Expiration 1P Address User agent
§ § . . Platform: Desktop, Browser: Internet
Forms system S/01943433PM  5/9/2019 53433 P feb0icddcbod6306e6235%12 ¢ oty o it
gy y Platform: Desktop, Browser: Chrome
Forms system 5/9/201943437PM  5/9/201953437PM  192.168.190.96 (72.0579.131) 0% Windows
Go back
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Users’ context menu
% contentACCESS Central Administration
System File Archive Email Archive SharePoint Archive Custom plugins
fr— [ ® - - ¥ = <,
Ll [ — -, [ L) -, o o y
e B & &S o &% % g [ %
Connection  User Roles Users Invitations Login System Licensing MNotifications M
interface providers
Edit Application Settings Security
% U
® USEers
System > Security > Users
+ Create or invite user Show all users -
Display Mame - Default tenant % ID Roles
. AS50EQ00-1588-423C-AD83- L
Administrator == System == 088DACFOTT58 System administrator,Standard user
Assign role ac44b546-04d0-4bea-8636- Standiard wser
Edit role assignment 2a00f037e53b
Edit f1f2bfdf-bb0c-4e5c-Bebf- Standard
f9f4223d27a0 andarc user
Delete 92c26b29-2fff-4fed-b05
c - 2fff-dfed-b05c-
nevl Default 5h70b5a1cda Standard user

The users’ context menu allows the following operations:

= Assignrole - assign arole to an already existing user; read more in section “Roles”

Note: If the logged on administrator has specific permissions on schedulers, repository items, jobs
and/or to view the archive, he cannot assign roles containing these permissions for second users. E.g.
If the logged user has specific permission to Edit job, then he cannot assign a role which contains Edit

job permission. Read more about roles and permissions in chapter “Roles”.

» Edit role assignment - edit permissions of the user’s assigned role
= Edit - view the user details; add user logins; view user’s login session(s); log off the user

= Delete - delete the user from the system
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Note: It is good to know that for security reasons it is impossible to delete all system administrators
from the list of users. It is possible to delete users with system admin permissions except of the

default system administrator.

User details
The detailed user information can be accessed by selecting option “Edit” in the user’s context menu
(the logged on user can access his own user details by clicking “About me” in the upper right user

menu). With this option the User details (or About me) page opens.

% contentACCESS Central Administration Tenant: TECH-ARROW - & - 9P~

System File Archive Email Archive BackMailz SharePoint Archive Custom plugins
® [ L ® = = : ‘% E Indexi Tenant: v v % Virtual dri figurati
o! o. o . p ") = e [2 - ndexing enants v v . irtual drive configuration
& o Sk &% o [ i & de |z e 5 & *
X SMTP Servers | All databases Applications settings
Roles  Users Invitations Login | System Licensing Notifications Monitoring Auditing Cluster Statisties Legal  Task CoMentWEB officeGATE  contentACCESS
providers hold  runner  SMTP Mappings mobile
Edit Security Services Tenants Client Applications

User details

System > Security > Users > User details

Display name: Administrator
Tenant: == System == -
Is system admin: Ves

Status: Online @

+ Assign role

User name Role name Flags Description
Administrator  ***  System administrator Manual Administrator has System administrator rights on System All items on tenant Al tenants

Administrator  ***  Standard user Automatic (780) Administrator has Standard user rights on File archive root folder C: on tenant TECH-ARROW

Administrator  ***  Standard user Automatic (780) Administrator has Standard user rights on File archive root folder \\Tacatest\test02 on tenant TECH-ARROW
Administrator =+ Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\tacatest05\test03 on tenant TECH-ARROW
Administrator  ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\tacatest05\tacatest05 on tenant TECH-ARROW
Administrator ***  Standard user Automatic (780) Administrator has Standard user rights on File archive root folder \\tacatest\tacatest on tenant TECH-ARROW
Administrator  ***  Tenant configuration administrator Manual has Tenant configuration i rights on Tenant RFA test

Administrator  ***  Standard user Automatic (780) Administrator has Standard user rights on File archive root folder C: on tenant RFA test

Administrator =+ Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder C: on tenant RFA test

Administrator  ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\tacatest on tenant TECH-ARROW
Administrator  ***  Tenant configuration administrator Manual has Tenant configuration i rights on Tenant TA Documentation

+ new

Login type Login name External id

= 5 e

Login type Login name Last access date Expiration 1P Address User agent

Platform: Desktop, Browser: Internet

Forms =t system 5/9/2019 4:34:33 PM 5/9/20195:3433 PM  feB0:cd8cbbd6:306€:8235%12 Explorer (7.0), O: Windows
. . Platform: Desktop, Browser: Chrome
Forms system 5/9/2019434:37PM  5/9/2019 5:3437 PM  192.168.190.95 (7403729131), O5: Windows
Go back

i Online help .

Screenshot A: Details of the selected contentACCESS user
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% contentACCESS Central Ad Tenant: TECH-ARROW - & - P~

System File Archive Email Archive BackMailz SharePoint Archive Custom plugins
* o -3 = s ‘g‘ E\ Indexin Tenant > V7 % Virtual dri figurati
. = e 2 - 9 enants v > . irtual drive configuration
S S & [ % RS de = ke © < ¥
) ) o o ) - ) SMTP Servers | All databases Applications settings
Roles  Users Invitations Login System Licensing Notifications Menitoring Auditing Cluster Statistics ~ Legal Task contentWEB officeGATE contentACCESS.
providers hold  runner SMTP Mappings mobile
Edit Security Services Tenants Client Applications
@ About Me
Display name: Administrator
Tenant: —= System == -
Is system admin: Yes
Status: Online @
+ Assign role
User name Role name Flags Description
Administrator =+ System administrator Manual Administrator has System administrator rights on System Al items on tenant All tenants
Administrator =+ Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder C: on tenant TECH-ARROW
Administrator  ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\Tacatest\test02 on tenant TECH-ARROW
Administrator  ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\tacatest05\test03 on tenant TECH-ARROW
Administrator =+ Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\tacatest05\tacatest05 on tenant TECH-ARROW
Administrator =+ Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\tacatest\tacatest on tenant TECH-ARROW
Administrator =+ Tenant configuration administrator Manual i has Tenant configuration admini rights on Tenant RFA test
Administrator  ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder C; on tenant RFA test
Administrator  ***  Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder C: on tenant RFA test
Administrator =+ Standard user Automatic (780)  Administrator has Standard user rights on File archive root folder \\tacatest on tenant TECH-ARROW
Administrator =+ Tenant configuration administrator Manual has Tenant configuration admin rights on Tenant TA Documentation
+ new
Login type Login name External id
Forms = system
Login type Login name Las fate Expiration 1P Address User agent
. . o e 16 a0gmayaces o PIETTOMM: Desktop, Browser: Internet
Forms system S/S/201045235PM  5/5/2019 55235 M fe80:caBebbaEateesassta [ BT EN P o0
Forms = gystem 5/9/201945238 PM  5/9/20195:5238 PM  192.168.190.95 Platform: Desktop. Browser: Chrome

(74.0.3729.131), OS: Windows

Online help -

Screenshot B: Details of the logged on user

Section “User details”

In this section you can find the given user’s display name (i.e. his name in contentACCESS), and the
information about the user’s status. To change the display name, rewrite the current display name

and save your settings.

@ About Me

Display name: Administrator

Tenant: == Systemn =

Yes

Is system admi

Status: Online ™
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The user’s status signalizes if the user is:

*= Online (green): means there was an interaction in the last 5 minutes
= Away (yellow): the user is logged in, but inactive in the last 5 minutes. If the user has clicked
the Remember me when logging in, then he will be displayed as Away until his token expires

= Offline (red): the user does not have any login session

Section “Security information”
Here you find the user’s display name, the role(s) assigned to the given user and a description about
the user’s rights. It is possible to assign a previously configured role for the user from here. After

clicking on + Assign role, a pop-up window, where the role can be specified, appears.

Role assignment

User: Administrator
Role: Select a role -
Tenant: Select a tenant v

Globally allowed permissions of the selected role will be assigned to the user on the selected tenant.

Show details

* Mote: If you select a tenant and the role has specific permissions, you will be redirected to the Specific
permission assignment page.

Save Cancel

Eachrole assignment has a flag. Manual flag means that the given role was assigned manually. Manual
permissions are not changed/removed by the automatism. Automatic flag means that the role was

assigned by the provisioning job. Automatic flag is marked with “(100)”.

Section “User logins”

New user logins can be assigned to a user in the User logins section. By clicking “+new” in this section

the “Add new login” window opens.
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Add new login
Login provider: Windows -
Login name: TANadministrator

& User name is valid

OK Cancel

In the Add new login window, select a provider configuration that the given user will use when
logging into the given application. The providers, that where configured on the Login providers page

(for more information check “Login providers”) can be selected here. Windows and Forms

authentications are enabled by default. Multiple user logins are not enabled for Forms and Windows

login providers.

Change password, Reset password context menu options:

+ new
Login Type Login narme External id
szure companyadmin@tech-
RIurg
BITOW.Com
=== Forms system
Delete techarrow.user@gmail.com
Change password TAVAdministrator 5-1-53-21-1454735840-2720631597-1747903052-500

Reset password

The administrator can change the user’s password for the Forms type login. The administrator must

have Manage tenant permissions to change, and/ or to reset the password of a user.

To change the password, just select this option and enter the old, new, and confirm the new, desired

password in the pop-up window:

| Change Password

Old password: srsssrsnsanes
Mew password: | cesessssnanes

Confirm new
password:

BEREEREEREEEE

614 Cance
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If the password has been lost or forgotten, use the Reset password option to create a new one. Enter

the email address where the password should be sent.

Reset Password

v Send email notification

Email address: demo@tech-arrow.com

rd will be sent to this email address.

m

m

passwo

' Generate new password

Add new password manually

QK Cancel

The user has now two options: to generate the password or to add the password manually. If the user
selects Generate new password, he first needs to click on the Generate password button, then he

will see the generated password in the textbox.

Reset Password X

v Send email notification

Email address: demo®@tech-arrow.com

new password will be sent to this email address.

m

® Generate new password

Add new password manually

Generated password: Z9x3sTfeuu?
Generate password

OK Cancel

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 141/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /oL vision of technological evolution N

¥ techarrow

If the user selects Add new password manually, he needs to type in two times his new password.

Reset Password

v Send email notification

Email address: demo@tech-arrow.com

' Generate new password

® Add new password manually

Mew password: ssssssssssse

Confirm password: ssssssssssse -

QK Cancel

At the next notification job run the new password will be sent to the email address specified in the

dialog.

Section “User login sessions”

At the bottom of the User details page, there is a list of active login sessions (if the user logged in in
officeGATE, contentWEB etc., then all these apps will have a separate login session; if the user is
logged in from different browsers, there will be separate login sessions for each browser as well).
From that page, the administrator can also log off an existing user. Once the logoff is done, the user

will be redirected to the login page on the next click in the given application.

Creating/inviting contentACCESS users

When you create/invite user(s) in contentACCESS, always follow these steps:

a) Prepare a role with the permissions that will be assigned to the user(s) - this step can be
skipped if you want to assign an already existing, default global role to the user(s); more info
in section “Roles”

b) Create/Invite the user(s) and assign the role in the Create/Invite a user dialog
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c) Edit the specific permissions of the assignment - only if specific permissions were defined in

the assigned role (read more in “Roles”)

Any new users/existing users (with new roles/permissions) can be added to contentACCESS on the
Users page. To create/invite a user, click “Create or invite user” on the Users page (System tab->

Security group—> Users page).

% contentACCESS Central Administration

System File Archive Email Archive SharePoint Archive Custom plugins
= e [ @ @ +F =
] — @, . . v =
EG E =" 4 @ O &S & | O l » i
Connection ~ User Roles  Users Invitations Legin System Licensing Notifications Mg
interface providers
Edit Application Settings Security

2% Users

System > Security > Users

+ Create or invite user Show all users -
Display Mame a Default tenant ¥ ID Roles
Administrator e == System == AS50E00D-T588-423C-AD83- System administrator,Standard user

0868D4CFOTT58

The Create/Invite user dialog pops up, where you need to choose one of the user adding methods

(Create new user/Invite user) and fill the necessary parameters into the dialog.

a) “Create new user” - use this option to add a new user (with the necessary roles) to
contentACCESS without invitation. “Without invitation” means that the newly added user
will not get a notification email message, that he was invited to contentACCESS.

b) “Invite user” - with this option a new user and/or an already existing contentACCESS user
with the necessary role(s) can be invited. “Will be invited” means that the new/existing user
will get a notification email, that he/she was invited into contentACCESS. Notification
messages are sent by the notification job in specific time slots defined in the Notification

settings. Read more about invitations in section Invitations.
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Create / Invite a user
= Create new user Invite user

Display name:
Default tenant:

Legin provider: Please choose an authentication type v

Assign role

Raole: Select a role -

Tenant: Select a tenant -

Globally allowed permissions of the selected role will be assigned to the user on the selected tenant.

Show details

* Mote: If you select 3 tenant and the role has specific permissions, you will be redirected to the Specific
permission assignment page.

Create Cancel

Note: contentACCESS Email Archive/File archive standard users (and user permissions) can be
automatically added to contentACCESS by the File system archive provisioning job and/or by the
Email archive provisioning job. On the provisioning settings pages of Central Administration the
administrator defines the role that the provisioning job will assign for the given Exchange user/group
or for the users of the entire Exchange server. The provisioning job evaluates the user rights on the
Exchange, creates the contentACCESS user(s) and assigns the permissions for these newly added

contentACCESS user(s). Read more in Provisioning settings and managing access to contentWEB

(File Archive) and Email archive Provisioning settings (Email Archive).

Option “Create new user”

Choose the “Create user” option in the Create/Invite user dialog and continue with the following

settings:
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Typeintheuser’s nameinto the dialog box, and choose an authentication provider configuration from
the Login provider dropdown list. Forms and Windows providers can be selected by default. (Other

provider configurations need to be set on the Login providers page first.) If you select the Forms

provider (as in this use case), then the login credentials must be also entered into the dialog. The

current tenant will be selected as the default tenant for the user.

Further select a (default or predefined) role that will be assigned to the given user - in this use case
we are creating a tenant administrator, so we select this role from the list. The globally allowed

permissions of the selected role get displayed in the window. These can be shown/hidden.

Save your settings. In case that you have assigned a role containing at least one “Specific” permission,
you will be automatically redirected to the Assign specific permissions page, where you can further
specify these specific permissions of the role assignment. This will be described later in section

“Roles”.
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Create / Invite a user .
rY
*| Create new user Invite user
Display name: Jack Bolton
Default tenant:
Legin provider: Forms v
Login name: J.bolton
Login password:
Confirm password:
Assign role
Role: Tenant administrator -
Tenant: TECH-ARROW -

Globally allowed permissions of the selected role will be assigned to the user on the selected tenant.

Scheduler: Edit scheduler, Remove scheduler, Add scheduler,
EmailArchive: Preview, View mailboxes, Manual restore, Manual recovery, Export, Manual
archive,

LegacyEmailArchive: View mailboxes,

Repository: Remove repository item, Add repository item, Edit repository item,
LegalHold: IManage legal hold cases, View legal hold cases,
BackMailz: Use BackMailz Service,

GradientFiles: View folder,

Categorization: View mailboxes,

EPOSAP: \View EFO SAP,

Plugin: Add job, Remove job, Edit job,

DatengutDMS: View Datengut DDCs,

Data: Customize GDPR search, Delete from archive,
KendoxDMS: View Kendox DDCs,

AdvancedSharing: View shared documents,

Hierarchy: View mailboxes, View mailboxes,

FSArchive: Manage remote file servers, View folders,
System: Manage users and roles,

SharePointArchive: View SharePoint sites, Manual recovery,
Tenant: Manage tenant,

PerceptiveDMS: View Perceptive DDCs,

FCEFiles: \View folder,

Hide details

* Note: If you select a tenant and the role has specific permissions, you will be redirected to the Specific
permission assignment page.

Create Cancel
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Note: If you Create new user login with Microsoft Exchange login provider, only tenants with

licensed Email archive are listed.

Create / Invite a user

*| Create new user Invite user

Display name: Admin test

Default tenant:

Legin provider: Exchange v
Email address: admin@tech.internal
Domain: tech
SAM account name: admin
Tenant: TECH-ARROW v
Assign role
Role: Tenant administrator -
[Tenant: TECH ARRO
Arrow
RFA test i v

Zlakalhe allrssnAd marmnirciome ~Ff Hhe o ol Frmmnt

TA Documentation

TECH-ARROW - .
\Note: If vou select 2 tenant and thie R et ey e e cocdto the Specific
permission assignment pags.

Create Cancel

Option “Invite user”
Invitation is another way of how to

a) create new users with a given role or

b) assign role to an existing user.

To send an invitation for an already existing or potential contentACCESS user, click the “Invite user”

option.

The pop up dialog requires to fill the email address, where the invitation will be sent and the role that
should be assigned to this user. The tenant of the user is automatically filled in with the current

tenant. If you are ready with the necessary configurations, click “Save”. In case that you have assigned

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 147/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /oL vision of technological evolution N

¥ techarrow

a role having at least one “Specific” permission, you will be automatically redirected to the Assign
specific permissions page, where you can further specify these specific permissions of the role

assignment. This will be described later in section “Roles”.

Create / Invite a user

Create new user (®| Invite user fa)
Tenant:
E-mail address™ dne@ta.internal
Additional message Please join contentACCESS.
Assign role
Role: Tenant administrator v
Tenant: Default v

Globally allowed permissions of the selected role will be assigned to the user on the selected tenant.

Show details LV

* MNote: If you select a tenant and the role has specific permissions, you will be redirected to the Specific
permission assignment page.

Invite Cancel

The next running notification job (must be configured in System - Services = Notifications) will

send the invitation for the respective user. You can start this job manually as well.

Invitations
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Invitation is a way of how to add

a) new users (with certain roles/permissions) and

b) already existing users with new permissions to contentACCESS.

Tosend aninvitation for an already existing or potential contentACCESS user, select the “Invite user”
optionin the Create/Invite user dialog. Further fill the email address, where the invitation will be sent

and select the role that should be assigned to this user.
When a user is created with invitation:

a) If the role does not contain specific permissions, the invitation is sent when the user clicks the

Invite button

Create / Invite a user

Create new user (®) Invite user

E-mail address* demo@tech-arrow.com

Additional message

Assign role
Role: Standard user v
Tenant: MMETEST v

Globally allowed permissions of the selected role will be assigned to the user on the selected tenant.

Show details

* Mote: If you select a tenant and the role has specific permissions, you will be redirected to the Specific
permission assignment page.

Invite Cancel

b) If the role contains specific permissions (read more in section Defining specific permissions of

arole assignment), the Save button is not active, but is replaced by the Invite button. The invitation

is sent when the user clicks the Send invitation button.
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System File Archive Email Archive SharePaint Archive Custom plugins A
=] . . [ . & |«—\ ‘%‘ L7 - -
El { -, . o . v - alliy A b4
(1] n W e S S S O D Li 2 alli ?. LA % % 7
Connection  User Roles  Users Invitations Login | System Licensing Notifications Monitoring Cluster Statistics Tenants Al officeGATE TE Virtual
interface providers databases mobile  drive  settings
Edit Application Settings Security Senvices Tenants Client Applications
A Yourimvitstio e sent only i you ciick the Send invitation button on the bottom of t
& Invited person's permissions
System > Security > Users > Role assignment
Tenant: MNETEST
Role: Standard user
User: monika.nevicka@tech-arrow.com
Email archive File Archive
Assign the following permissions on the selected mailboxes: Manual restore, Export, Preview, Manual  Assign the following permissions on the whole tenant: View folders
recovery, View mailboxes
Name Type Assign file archive permissians to the user.
Mailbox
Mailbox v
Mailbox

Page 1of 1 (7 items)

Tao finish the invitation process click the button

Send invitation —

<< Go back to All users page

After clicking the Send invitation button, the user is notified that his invitation was successfully sent.
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&« Invited person's permissions

System > Security > Users > Role assignment

Tenant: MNETEST
Role: Standard user

User: monika.nevicka@gmail.com

Your invitation was successfully sent.

Ta finish the invitation process click the button:

Send invitation

After the notification job has run, the invited user gets an invitation message, that he was invited to

contentACCESS. To accept this invitation, he clicks “Finish your invitation”.

(o 2R s Inbox - monika.nevicka@gmail.com - Outlook

HOME | SEND/RECEVE FOLDER  VIEW

5 > [ P earch People
5 2L | Bignore x 7 N} [ Meeting ¥ ﬁﬂ B> yi V
- % Clean Up ~ € = ctm- = [} Address Book .
New New " L Delete Reply Reply Forward 3 N e Move Rules OneNote Unread/ Follow R 2 Send/Receive  Hide Share with
Email ftems - | ¥9unk Al FlgMore - CrEneficw - - Read Up- | Y FilterEmail All Folders | panel contentACCESS
New Delete Respond Quick Steps 5 Move Tags Find Send/Recenve officeGATE A~
< v =
4Favorites earch Current Mailbox (Cri+E pel = (G Reply (3 Reply All (3 Forward 5 1M officeGATE 2
Dorucend poita All Unread SyDate = Newestd = Mon 13-Mar-17 12:54 PM _EP e
Odoslana poita “ = LA < = 2 - - =
i oy Monika Nevicka <monika.nevicka@tech-arr Favorites
Koncepsy Monika Nevick 3% contentACCESS
contentACCESS invitation 12:54 PM contentACCESS invitation 4~ P/ Perceptive Workplace
4monika.nevicka@tech-arro THeACCESS invtation Dea o LlMooika Hevcks A 5 ¥ My Computer
Dorutens posta | Monika Nevicks 8 Onerive
Koncepty | contentACCESS invitation 12:54 PM contentACCESS invitation : B My SharePoint Sites

Odoslana poita
Odstranené polozky
Archiv

contentWEB
Conversation History
NevyZiadana posta
Poita na odoslanie
RSS Feeds

Search Folders

4 monika.nevicka@gmail.com
Inbox 4529
[Gmail)
Cestovné
Notes
Osobné
Outbox
Potvrdenia
Praca
RSS Feeds
Testfolder1

Searh Fnldere

Mail Calendar People lasks <

Dear monika.nevicka@gmail.com,

Administrator has invited you to create a new contentACCESS account. To
finish your invitation process, please click the link below. You will be redirected
to the webpage, where you can finish your invitation process and set up a
password for your account.

Finish your invitation

Comment from Administrator, who invited you: Please accept my invitation.

By accepting this invitation, the role Standard user will be assigned to your
account.

Sincerely, your contentACCESS Team

7

He is now redirected to the webpage where he can finish the invitation process. Depending on if the
invited user already exists/doesn’t exist in contentACCESS, or if the user is already signed in to

contentACCESS, he has multiple options how to finish the invitation process. He can
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= use already signed in user - as the user is already logged in, he is not required to log in again

= sign in with the existing user, with the existing contentACCESS account, if he has a
contentACCESS account already, but currently he is not signed in to contentACCESS (option
“Use another contentACCESS account”)

» sign up for a contentACCESS account, if he’s not a contentACCESS user yet (option “Sign up
for contentACCESS account”) - the user logs in with any login provider to contentACCESS.
He can either create his own contentACCESS account (Forms authentication) and sign in with
it, or he can use any of his available authentication providers to sign in. After successful login
the new user will be created and role will be assigned. The user login that he used at first will

be saved in the User details

[ Central login x - o X

C | ® tacatest05.ta.internal/contentACCESSLogin/Invitation.aspx?ticket=0Dk5Y TIzMDUtMDMyNS00YTZhLWEyZDgtNzM4MDJjM2YxMzUy % @
i3 Aplikcie [ TFS timetable

¥ TECH-ARROW invitation

To finish your invitation you can create new contentACCESS account
or use an existing one:

@  Log in with my existing
@B  contentACCESS account

@, Signup for
"" contentACCESS account

After successful login, the new user is created / the respective role defined in the invitation will be

automatically assigned for the new/existing user.

The list of invitations, so the list of already invited users can be viewed on the Invitations page

accessible at: System = Security = Invitations. The following columns are displayed in the grid:

=  Email: the email address where the invitation was sent
= Created: the date when the invitation was sent to the user

= State: here can be viewed if the invitation was sent or not finished
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= |s accepted: here can be viewed if the invited user has accepted the invitation, or it is still a
pending invitation
= Assigned user: the user with the assigned role(s)

= Accepted at: the date when the invitation was accepted by the user

'.- . .
w2 Invitations

System > Security > Invitations

Email Created State s Accepted Assigned user Accepted at

monika‘nevicka@gmai\.com === 371372017 Sent No
Delete

Send again

The context menu option of the respective invitation allows to delete it from the list or to resend it, if

it was not accepted yet.

Roles

contentACCESS role(s) define the permissions that a certain contentACCESS user has in the entire
system. Every contentACCESS user has an assigned role. The user roles can be extended, and a user
can also have multiple roles assigned. There are 6 default (system level) roles in contentACCESS, but
new roles with specific permissions can also be created. The default role types are visible for all
tenants, on the system level. It is not possible to edit or delete them, and they have a different color

on the user interface. These default roles are the following:

= A system administrator user has permissions to configure everything in contentACCESS

Central Administration, and he has access to all processed data in contentWEB.

o A tenant administrator can configure his own tenant in Central Administrator and see all

processed data of this tenant.

o Astandard user is a client application user, who has specific permissions - from this reason,
it is necessary to associate him with specific contentACCESS objects - e.g. with archived
mailbox.

Standard user role is typically created for end users, who have access to their assigned

archives in contentWEB.
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o Arepository editor has the permissions to create/edit/delete repository items (i.e. databases,

storages).

o A configuration administrator has the same permissions as the system administrator with

one exception: he doesn’t have the access to the archived data, so to contentWEB.

o Atenant configuration administrator has the same permissions as the tenant administrator

with one exception: he doesn’t have the access to the archived data, so to contentWEB.

Creating roles

It is possible to create

= custom roles in Central Administration on the Roles page (System tab = Security group—>

Roles page) - option “+ new role”:

® Roles
%

System > Security > Roles

[+ new r'ole]

Display name - Tenant name -
Configuration administrator ***  All tenants

Repository editor ***  All tenants

Standard user ***  All tenants

System administrator ***  All tenants

Tenant administrator ***  All tenants

Tenant configuration administrator ***  All tenants

Limited user ***  All tenants

Full_EAUser ***  TECH-ARROW

* or you can create tenant level roles on the Tenants page (System tab - Tenants group—>

Tenants page) using the Manage tenant roles option, too.
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A Tenants
System > Tenants > Tenants
+ new ® manage access [:.& manage tenant roles]
Tenant name Tenant database Search server url Cluster group Is enabled
y " RFAtestDB Default True
TECH-ARROW " MNEtestDB Default True

Role details

Based on availability, a role can be:

= System level role - which is available for all tenants in the system; the grid’s “Tenant name”
column contains “All tenants”;
= Tenant level role - which is available only for the selected tenant; the grid’s “Tenant name”

column contains the name of the selected tenant

The role’s availability is set in the Role details window, when creating it:
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Role details
Role display name:
Permissions
fanage system; # notallowed Al allowed ?
Manage tenant: ® Motallowed Al allowed . specific allowed ?
Manage users and roles: ® Motallowed Al allowed ?
Add job: | Mot allowed Al alloweed ?
Add repository item: © | Motallowed _ Allallowed ?
Add scheduler: | Mot allowed _ Al allowed ?
Edit job: © | Mot allowed _ Al allowed _ spedific allowed ?
Edit repaository item: © | Mot allowed _ Al allowed _ spedific allowed ?
Edit scheduler ~ | Motallowed _ Al allowed _ Specific allowed ?
Remowe job: ~ | Mot allowed _ Allallowed _ Specific allowed ?
Remowe repositony item: © | Mot allowed _ Allallowed _ Specific allowed ?
Remowe scheduler: ~ | Motallowed _ Allallowed _ Specific allowed ?
“iewr Datengut DO0Cs: ® Motallowed Al allowed ? -
Select a tenant, where the role will be available
Tenant:
MuCompany Save Cancel

TECH-SRRCW

All tenants

Aroleis a collection of permissions that will be assigned for the user when associating the given role

with him.
The permissions can be divided into certain permission groups:

= System level permissions - Allow to manage the system settings, (Manage system: “All
allowed”); all tenants (Manage tenant: “All allowed”) or specific tenants in the system
(Manage tenant: “Specific allowed”), and to manage users and roles in the system. If the
“Manage tenant” is specificin the role, then the given role will be available for a specific tenant
only. Only a user with “Manage system” and/or “Manage tenant” permissions has the right to

log in to the Central Administration.
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Warning: Manage system permission does not allow to manage the entire system. A user with
this permission has access to client applications settings, system-,license-,notification-, cluster-,
login provider settings and to the notification scheduler. Such a user cannot create tenants or

databases, this requires to have Manage tenants permission.

Note: Roles with Manage system and/or Manage tenant permissions cannot be assigned

automatically (by contentACCESS email and file archive provisioning job).

Note: If the Manage users and roles permission is not assigned to a tenant administrator, then

this tenant administrator will be able to view the roles only on the Roles page.

= Tenant level permissions - Allow to manage all jobs/repository items/schedulers (“All
allowed”), and/or to manage only specific jobs/repository items/schedulers (“Specific

allowed”) of the selected tenants.

Note: The Edit, Delete and + new options on the Schedulers, Jobs, Storages, Databases, Aliases,
Retentions, Shortcuts and Exchange connections pages/context menus are enabled based on the

permissions defined in the Role details.

If the logged in user has got the Edit “All allowed” permission on the repository item and/or job
and/or scheduler on the assigned tenant, and also has the Manage users and roles permission,

then he can manage access to the selected object(s) on this tenant.

[ iffaeite | [ = [[=] 52
% contentACCESS Central AC X
&« C | & https:/tanews.tech-arrow.com/Centralbdministration/Defallt aspx Pp=SchedulesF A a %
W contentACCESS Central Adrministration Tenant: TECH-ARROW - &- -
System File Archive Email Archive SharePoint Archive Custem plugins
wa -3 = 0 2
E(I) m = B b S Ew &= = &)

Dalsbases System Retentions Storages Root  Schedules Aliases Provisioning  Jobs
settings folders settings

Edit Settings Archive

F% Schedules

File Archive > Settings > Schedules

+  new f  manage access ¢———

Name Type Description

S — Running based on the

v prowisionia s WeekMapWithRepeat weekmap and continuously
Edit repeatin every X minutes

—p
Boery o | pagete 3R Ay rumning in every

Hever e OneTime Running on 8/8/2014 12:00:00

@ ontine neip R
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= Permissions to manage the respective plugins of the selected tenant(s) - Allow to manage
all or specific plugins (email archive, file archive, SharePoint archive plugins etc.) on all
tenants if Manage tenant is “All allowed” and you assign this role to user on all tenants.; allow

to manage all or specific plugins of the selected tenant if Manage tenant is “Specific allowed”.

When you move your mouse over the question mark in the Role details dialog, the permission
description gets displayed in a tooltip. Select the permissions that you want to assign for an already

existing or for a newly created contentACCESS user, name your role, and save it.

Role assignment

Only user with "Manage users and roles" permissions can assign rolesto users, edit role
assignments and manage access to certain contentACCESS objects for second users on his own
tenant. Otherwise the pages and options related to these settings (Roles and Users pages, and
"manage access to“ option on the respective pages) are not available for the logged on user in Central
Administration.

The logged on user's own permissions define, which roles this user will be able to assign, and which

role assignments he will be able to edit.

Note: In case that the logged on administrator has specific permissions on schedulers, repository
items, jobs and/or to view the archive, he cannot assign roles containing these permissions for second
users. E.g. If the logged user has specific permission to Edit job, then he cannot assign a role which

contains Edit job permission.

The logged on user must have equivalent or more permissions on the tenant than the role to be
assigned for the second user includes. E.g. if the logged on user has only "Edit all" repository items
permission assigned on tenant "X", but he is not allowed to delete these repository items, then he is
not allowed to assign a role for a second user with "Delete all" repository items permissions on this X

tenant.
Or if the logged on user is tenant administrator on tenant "Y", but cannot view the archive mailboxes

on his tenant (View mailboxes- not allowed), then he cannot assign a role (and also cannot edit a role

assignment) containing permissions to view the archive mailboxes of this tenant.

The administrator can assign arole:
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* For anewly created/invited user in the Create/Invite user dialog directly

Create / Invite a user *

& Create news user | Inwite user

Dizplay name:

Login type: Please choose an authentication type v
Assign role

Rale: Select a rale -

Tenant: Select a tenant -

Glabally allowed permissions of the selected role will be assigned to the user,

Shiowy details

Save Cancel

= for an already existing contentACCESS user using the given user’s “Assign role” context

menu option

tentACCESS Central &
J/'/V conten entral Ac x\\ \

&< C | & htps:/ftanews. tech-arrow,com/Centralddministration/Default aspxPp=Alllsers

¥ contentACCESS Central Admini

System File Archive Email Archive SharePaint Archive Custom plugins
Pl p— e ® o [ £ = ,_| ‘%;
t @, e L v = V=

BB & 8 &% & & & 4 3 6 [
Connection  User Roles Users  Inwitations  Legin System  Licensing Motifications Monitoring  Cluster

interface providers

Edit Application Settings Security Services

'.

w» Users

System = Security = Users

+ Create or invite user

Dizply Mare jin] Roles
Jack Boltan s=s  FdS5009b6-3bib-4208-9b8f-8e0dcd¥23676 Tenant administrator
Administratar i JC-ADEI-08804CFOTTEE System administrator
BEdit Edit rale assignment  14-bdal-TE7ded6dcTod Standard wser Tenant administrator
Edit
Delete
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Role assignment

Rale: Select a rale -

Tenant: Select a tenant -

Glabally allowed permissions of the selected role will be assigned to the user,

Showy details

Save Cancel

Important: If you are assigning a role containing both specific permissions and Manage tenant “All
allowed” permissions and you have selected one specific tenant in the Role assignment/Create
/invite user dialog, then every tenant will automatically get the Manage all tenants permission as it is
defined in the role itself, and then you will be redirected to the Assign specific permissions page. If
“All tenants” is selected in one of the above mentioned dialogs, then Manage all tenants permissions
are assigned, but the user is not redirected to the Assign specific permissions page. These specific

ermissions can be assigned later usin e user’s it role assignment” context menu option.
b dlat th “Edit rol t text t

Defining specific permissions of a role assignment

Definition of terms:

Specific permissions = user permissions which allow to manage only certain (specific) objects of the

selected tenant (e.g. certain jobs of TECH-ARROW tenant only)

Objects = specific objects (databases, schedulers, jobs etc.) of the selected tenant

Specific permissions can be granted to various objects of the selected tenant(s): jobs, repository items
(databases, storages, aliases, retentions, shortcuts and Exchange connections), schedulers and also
to the processed contentACCESS data (e.g. permission to manage the archive mailbox). The
administrator decides, which objects of which tenants will the user (with the given permissions) be
able to manage. Specific permissions of a role assignment can be granted on the Assign specific
permissions page. Only the objects with “Specific allowed” permissions are listed on this page (e.g. if
TECH-ARROW tenant was selected, then TECH-ARROW's jobs, repositories etc. with “Specific

allowed” permissions are displayed).
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To define specific permissions open the Assign specific permissions page. The page can be opened:
» From the Create/invite user dialog when creating/inviting a user;

Create / Invite a user

* Create new user Invite user

Dizplay name:

Lagin type: Pleaze choose an authentication tvpe -
Assign role

Raole: Select a rale -

Tenant: Select a tenant -

Globally allowed permissions of the selected role will be assigned to the user,

Showy details

Save Cancel

* From the Role assignment dialog (user’s “Assign role” context menu option) when assigning

arole to an already existing user.

Role assignment

Raole: Select a rale -
Tenant: Select a tenant -

Globally allowed permissions of the selected role will be assigned to the user,

Shiowy details

Save Cancel

In one of the above mentioned dialogs, select the predefined role with the specific permissions, and
then select a tenant, of which specific objects the user will be allowed to manage. When a given role
is assigned to a user, the “All allowed” permissions and the manage tenant specific permission is
assigned to the user. contentACCESS verifies, if there are any specific permissions defined in the
respective role. If any specific permissions are found, the user is automatically redirected to the
Assign specific permissions page (see below), where he can select the objects that the given user will

be allowed to manage:

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 161/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /oL vision of technological evolution N

¥ techarrow

[ Mo | | = [ =) | 52
/% conkerbaCCESS Central AC X\
&« C | & hitps://tanews.tech-arrow.com/Cantraltdministraton Default aspx fp=managespecificper missions Q ¥
Tenant: TECH-ARROVY * M= P~
System File Email Archive SharePaint Archive Custam plugins A
. - ] . & [ . [\ =a - - =, v
FRE v 5 S 8 B @8 B &+« A B % %W ¥ =2 %
save Disard | Connect| = Roles  Users Inwitations Login System Licensing Motifications Monitoring Cluster Statistics | Temants Al COMtentWER officeGATE accessGATE Virtual drive Applications
ges intart providrs databases mobile  configuration  settings
Edit Application Settings Security Senvices Tenants

Client Appiications

e Assign specific permissions

System > Security > Users » Role assignment

Tenant: TECH-ARROW/
Role: All_tenant_admin_spec_archive_view
User: TAAdmin_SpecRights

Email archive

Assign the next permissions an the selected mailboxes: Preview, View mailboxes, Manual
restore, Wiew all public folders, Export, Manual recoveny

= Mame

L) Type

¥ davidcollins Mailbcosc
7 e e
| pckbohon Mailko:c

Fage1af L (3 itemsl

<< Go back to All users page

Tenant administrator role with specific permissions on the selected archive mailboxes

Important: If the user selects “All tenants” in the dialog (option is available if “Manage all tenants”

permission is defined in the given role), then specific permissions page won’t be opened. The “All

allowed” permissions (global permissions) will be granted to All tenants automatically.

Editing roles, editing role assignments

Roles can be edited in the Role details window. Open it using the given role’s context menu (option
“Edit”).
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/ % contentACCESS Central Ad 3¢\
&« C | & htps://ftanews, tech-arraw.com /Cenfraladministation/Default aspxtp=Roles
W contentACCESS Central Administration
System File Archive Email Archive SharePoint Archive Custom plugins
{ LA [ ] ] ] L+ = =|
EI L -, @, b byt y - v =
Caonnection  User Roles Users Inwvitations  Login System  Licensing Motifications Manitaring
interface providers
Edit Application Settings Security Services
o
«% Roles

Swstermn = Security = Roles

+ newrale

Dizply nare 4 Tenant nams -
Configuration ad ministrator All tenants Lol
Repository editor All tenants 0=
Standard user All tenants =
System administrator All tenants 0=
Tenant administrator All tenants =
All_tenant_admin_spec_archive_wiew All tenants '-

i s

Delete

The rule is that the logged on user cannot edit a role already assigned to himself, i.e. he cannot

extend his rights.

Role assignments are roles already assigned to a given user, with or without specific permissions.
These role assignments can be edited from the user’s context menu, using option “Edit role
assignment”. The Role assighment window opens, where you select the role to be edited (you may
have multiple roles assigned). If the role has any specific permissions defined, the Assign specific

permissions page opens, where you can change your settings.
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/% contentACCESS Central Ad %\
&« C | & htps://tanews tech-arrow. com/Centraldministration/Default aspcp=AlUsers

W contentACCESS Central Administration

System File Archive Email Archive SharePaoint Archive Custom plugins
| f— [ ] . [ ] [ ] ¥ = =] ‘%;
k ! @, b L, . = < sillis
Eﬂ!‘- E W O | @ S S @& g [ % =79 e
Connection  User Roles Users Invitations  Login System  Licensing Metifications Monitoring  Cluster  Statistics
interface providers
Edit Application Settings Security Services
e®
w» Users

Swstern = Security = Users

+ Create orinvite user

Dizply Mams jinl Roles
Jack Bolton wer 3d5009b6-3bdb-4209-9b8f-Ge0dcdT 23676 Tenant administrator
TAAdmin_SpecRights se0 BdEdEge0-69fd-4bedbiT2-d42d73ebbcll All_tenant_admin_spec_archive_view
Administrator ses ARSOENOND-1588-423C-ADS3-05504CF0FFSE Swstem administratar
EEdit ss=  he53¥edl-edcl-4204-bdai-T87ded6dcycd Standard user,Tenant administratar
Aszigh role

Edit role assignment
Edit
Drelete

Only users with "Manage users and roles" permissions can edit role assignments, otherwise the Users
page is not available for them. It depends on the logged on user's own permissions, which role
assignments he will be able to edit. The logged on user must have equivalent or more permissions
than the role assignment that he/she would like to edit has. E.g. if the logged on user has no
permissions to edit jobs of his associated tenant, then he cannot edit arole assignment with

permissions to edit the jobs of this tenant.

Role cloning
With this feature it is easy to clone and customize (not only) the roles defined by the system. Click on

the context menu of the selected role -> Clone.
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® Roles
@,
Y\
“} System > Security > Roles

4+ newrole

Display name « Tenant name -
Configuration administrator All tenants e
Repository editor All tenants e
Standard user All tenants
System administrator All tenants View
Tenant administrator All tenants

Tenant configuration administrator All tenants

Here you can add arole name, modify the permissions and select a tenant. After you made the desired

changes, save your settings.
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Role details
Role display name: Repository editor modified
Permissions
Manage tenant: Mot allowed All allowed ) Specific allowed ? A
Manage users and roles: =) Not allowed All allowed ?
Add job: =) Not allowed All allowed ?
Add repository item: Mot allowed = All allowed ?
Add scheduler: +) Not allowed All allowed ?
Edit job: « Not allowed All allowed Specific allowed ?
Edit repository item: Not allowed ) All allowed Specific allowed ?
Edit scheduler: +) Not allowed All allowed Specific allowed ?
Remove job: =) Not allowed All allowed Specific allowed ?
Remove repository item: Mot allowed = All allowed Specific allowed ?
Remove scheduler: +) Not allowed All allowed Specific allowed ?
v
Select a tenant, where the role will be available
Tenant: All tenants -
Save Cancel

General use cases of how to create/assign roles

In this chapter we will demonstrate general use cases of how to work with roles. We will create 3

contentACCESS users with the following roles/permissions:

1. System administrator (name: “SysAdmin”) with the default “system administrator” role
2. Tenant administrator (name: “TAAdmin”) of all tenants without a right to edit/delete the jobs,

repository items and schedulers and to manage the processed (archived) data.
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3. Email archive user (name: “EAUser”) of TECH-ARROW tenants with rights to view all archive
mailboxes, but with limited permissions to work with archive mailboxes (recover, export allowed

on specific mailboxes of the selected tenant only).

A) Prepareroles for your future users first:

1. For the System administrator the default role is already created, so here this step can be skipped.

_.
% Roles

Swstermn = Security = Roles

+ newrale

Dizply nare 4 Tenant nams -

Configuration ad ministrator All tenants

Repository editor All tenants

Standard user All tenants

System administrator All tenants e —
Tenant administrator All tenants

2. For the second user the role must be created so open the Roles page, click +new role and set the

following in the Role details window:

Role display name: optional (“2"_user_role” in this use case)

Manage system permission: “Not allowed”

Manage tenants: “All allowed” - so the associated user will have permissions to manage all
tenants

Manage users and roles: “All allowed” - without this permissions user and role creation,
association is not allowed

Under section Tenants: set the “Add job” “Add repository item” and “Add scheduler” to “All
allowed” - the user will be able to create these objects for every tenant, but set the Edit and
Delete of the same objects to “Not allowed” - the user won't be allowed to edit/delete these
objects

Under each Plugin section select option “Not allowed” - the user won’t be able to view and/or

manage the processed data.

Save your changes and the role will be added to the Roles grid.

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 167/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

.  \/oUr vision of technological evolution A

techarrow

Role details -
Raole display name: 2nd_user_rale

Permissions
Manage system: ENot alloweed L Al allowed ?
Manage tenant: L Motallowed 80 alloweed L Spedfic allowed ?
Manage users and roles: L Motallowed a0 alloweed ?
Add job: L Mot allowed & fall allowed ?
Add repository item: . Motallowed &80 allowed ?
Add scheduler: L Motallowed Al alloweed ?
Edit job: ® ot allowed L Al allowed L Spedficallowed ?
Edit repositarny item: ® Mot allowed L &l allowed L Spedficallowed ?
Edit schedulen ® Mot allowed L Al allowed L Spedfic allowed ?
Remowe job: ® Mot allowed L &l allowed L Spedficallowed ?
Remowe repositony itemn: & Mot allowed L Al allowed L Spedfic allowed ?
Remove scheduler: ® Irotallowed L Al allowed L Spedfic allowed ?
“Wiews Datengut DDCs: ® Irotallowed L Al allowed ?
“Wiews mailboxe s & Mot allowed L Al allowed L Spedfic allowed ?
Export: - ||Mat allowed _ Al allowed _ Specificallowed ?
Manual recove _||Mot allowed _ Al allowed _ Gpedficallowed ?
Previews: | |Mot alloweed _ Al allowed _ Spedficallowed ?
“Wiew all public folders: _||Mot alloweed _ &l allowed _ Spedficallowed ?
Wiews folders: ® Irotallowed L Al allowed L Spedfic allowed ?
“Wiews mailboxe s ® Mot allowed L &l alloweed L Spedficallowed ?
“Wiew Perceptive DDCs: ® Mot allowed L &l allowed L Spedficallowed ?
Wiews SharePoint sites: ® Irotallowed L Al allowed L Spedfic allowed ?
Select a tenant, where the rale will be available

Tenant:

Save Cancel
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3. For the third user the role must be prepared, too. Create a new role and define the following

settings in the Role details window:

Role display name: optional (“3"_user_role” in this use case)

Tenant dropdown list at the bottom of the window: select “TECH-ARROW”

Everything must be set to “Not allowed” except of the Plugin.EmailArchive section, where:

View mailboxes, Preview and View all public folders are “All allowed”

Export, Manual recovery are “Specific allowed” - i.e. only specific mailboxes can be recovered and
/or exported from contentWEB. The exact mailboxes will be set later on the Assign specific

permissions page.

Save your changes.
Role details
Role display name: 3rd_user_role
Permissions
LLLLLL pusiioy e e e IR TR  epmm mnes s
rEs
Edit scheduler | Mot allowed Al alloweed _ Spedific allowed ?
Remowve job: ~ | Mot allowed _ Allalloweed _ Gpedific allowed ?
Remowve repasitory item: | Mot allowed Al alloweed _ Spedific allowed ?
Remove scheduler: ~ | Mot allowed _ Allalloweed _ Gpedific allowed ?
Wiew Datengut DDCs: ® Mot allowed Al allowed ?
“iewe mailbioxes: Mot allowed & Allalloweed . Spedfic allowed ?
Export: Mot allowed Al allowed & Spedfic allowed ?
Manual recovery: Mot allowed Al allowed & Gpedfic allowed ?
Presi g Mot allowed )i . Spedfic allowed ?
“ieww all public folders: Mot allowed & Allalloweed _ Specific allowed ?
“iews folders: ® Mot allowed Al allowed . Spedfic allowed ?
-
Select a tenant, where the rale will be available
Tenant: TECH-ARROWY v | A—
Sawe Cancel
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B) Create your users and assign roles to them

Now the roles for all three users are ready. We just have to create users and assign the roles to them,
and to set specific permissions for our 3 (Email Archive) user. In these use cases we will create users

with Forms provider. Go to Users page (System = Security = Users) and click “create or invite user”.

1. Create a system administrator, set his credentials and assign the default “system

administrator” role to him. Save the user.

Create / Invite a user

® Create new user Irwite user
Display name: Switern administrator
Login type: Forms -
Login name: Sysddmin|
Login passward: LLLLITITET)
Confirm passward: LLLLITITET)
Assignrole
Rale: Swstem administrator =

Tenant:

Save Cancel

2. Create your TAAdmin tenant administrator user and assign “2nd_user_role” to him. Select
“Alltenants” from the tenants dropdown list. The Add job, scheduler, repository item, Manage
tenants and Manage users and roles permissions will be assigned for the user on all tenants.
Other permissions that we set to not allowed won’t be granted for the user. Save your user

and use it.
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Create / Invite a user
* Create new user Thwite user
Dizplay name: Tasdrnin
Login type: Farms -
Login name: TaAdmin

Login password:

Confirm password:

Assign role
Raole: 2nd_user_rale -
Tenant: All tenants -

Glabally allowed permissions of the selected role will be assigned to the user on the selected tenant,

Plugin: &dd jab,

Scheduler: Add scheduler,
Repository: &dd repoasitory item,
Tenant: Manage tenant,
System: Manage users and rales,

Hide details

Save Cancel

3. Create your EAuser email archive standard user and assign “3rd_user_role” to him.“TECH-
ARROW” will be automatically selected in tenants dropdown list, as this role was created for
this specific tenant only.

In the details part of the window you can see the global permissions allowed for the user on
this TECH-ARROW tenant - the user is able to view all archive mailboxes and public folders

and also to use the email archive’s preview function in content WEB.
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Create / Invite a user

ﬂ Create news user J Invite user

Display name: E&llser
Login type: Farms -
Login name: Eallser

Login passward:

Confirm password:

Assign role

Role: 3rd_user_role -

Tenant:

Glabally allowed permissions of the selected role will be assigned to the user on the selected tenant,
EmailArchive: Preview, Wiew all public folders, Wiew mailboxes,

Hide details

Save Cancel

The role assigned to the EAUser has also specific email archive recovery and export permissions on
the TECH-ARROW tenant. As there are specific permissions defined in the role, the admin is
automatically redirected to the Assign specific permissions page, were he can set the mailboxes that
the EAUser will be able to recover and export. In this use case this permission is granted on

mary.harper’s and jack.bolton’s mailboxes. Save your changes and use your EAUser.

[ttt | (= | =] 58

T
/% contentACCESS Certral Ad x|\

& C | @ hipsiftanews tech-arow.com/Centralidmiristration Defauit. aspx?p=managespecicpermissions a ¥l

Tensnt: == Sytem == © & P

= | oo o . &= O b > =

e M O ] & & S & oo [k % g M % E 7

Save  Discard | Connection  User Reles  Usrs I s Legin System  Licansing MNotifi nts. All Schedules  comemWER officeGATE sccessGATE Virtualdrive Af ations
— s s et donureuon

E Appication satings secuty services Terants Clent Aplications

&y Assign specific permissions

Systern > Security > Users > Role assignment

Tenant; TECH-ARROW
Role: 3rd_user_role

User: EAUSser

Email archive

Assign the next permissions on the selected mailbaxes: Export, Manual recovery

| name Type

|| davizeiing Maiker
U3 many harper Maiber
2 pekboken Maiber

Pege 11 (3 e [ 1]

<< Go back to Al users page
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Managing access to contentACCESS objects

Definition of terms:

Logged on user - the user logged in to the Central Adminisration, who has the permissions to manage
access to contentACCESS objects;

Second user - the explicit user, who gets the rights (involved in the assigned role) to manage certain
contentACCESS objects;

Tenant objects - objects like jobs, repositories, schedulers, archive mailboxes etc. of the given tenant;
Tenant repositories - databases, storages, retentions, shortcuts, Exchange connections, aliases of

the tenant.

contentACCESS allows to manage access to the contentACCESS objects for second users. These

objects are the following:

= schedulers and repositories of tenants (database, storage, retention, shortcut, Exchange
connection, alias)

= jobs of tenants

= archive mailboxes of a given tenant

= thefile archive of the tenant

= thetenantitself

In case of schedulers, repositories and jobs the “manage access“ means that the logged on user (with

the necessary permissions) assigns for a second user a role containing permissions to

= editand/or

= delete
the assigned tenant’s

= schedules and/or
= repositories and/or

= jobs.

In case of tenants “manage access” means that the logged on user grants rights for a second user to
manage the tenant assigned for him, i.e. he gives tenant administrator permissions for this user. The

second user’s exact permissions on the given tenant are defined in the assigned role.
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In case of archive mailboxes and file archive “manage access” means that the logged on user grants
for the second user access rights to the archive mailboxes and file system archive on the assigned

tenant.

The permissions of the role assignment define what the second user will be allowed to manage. E.g. if
my user called "Job manager” has got “Edit job - All allowed” permission on the TECH-ARROW, but
the “Delete job” permission is not allowed in his role assignment, then he will be able to edit the jobs

of this tenant, but won'’t be able to delete any jobs of the tenant.

The user logged on to the Central Administration, who is able to give access e.g. to TECH-ARROW
tenant's objects for second users, must have “Manage users and roles” permissions and “Manage

tenant” permissions on the TECH-ARROW tenant and also

= Edit repositories - “All allowed” permission to be able to manage access to the repository
items on the TECH-ARROW tenant;

= Edit jobs - “All allowed” permission to be able to manage access to the jobs of the TECH-
ARROW tenant;

= Editschedules - “All allowed” permission to be able to manage access to the schedules of the
associated tenant

= Manage tenant -permission on the TECH-ARROW tenant to be able to add tenant
administrator rights on the TECH-ARROW tenant for a second user

*= View mailboxes/View folders/View public folders - “All allowed” permissions on the TECH-
ARROW tenant to be able to give access to the archive mailboxes/file system root

folders/public folders for second user(s)on the tenant.

The rule is that the logged on user must have equivalent or more permissions than the role to be
assigned for a second explicit user. E.g. the logged on user is not allowed to assign a role for a second

user containing permission “Delete job”, if this permission is not granted for him as well.

Manage access option is available for the logged on user on the respective pages of the Central

Administration.

In case of repository items, schedules, jobs and tenants the option is available above the list of items:
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ilfemeis | (= | B 2

/V conkentACCESS Central Ad \<v conkentWEE * \§ \
&« &) | & htps:/ftanews, tech-arrow,com/Centraltdministration/Default, aspx rp=FAlobs Q 1'.‘r| H
W contentACCESS Central Administration Tenant: TECH-ARROW - &- 9?- =
System File Archive Email Archive SharePoint Archive Custom plugins A

E 1 ¥ = =
3 * _— [—N
BB B & [ d =5 8B O
Databases System Retentions Storages Root  Schedules Aliases  Provisioning lobs
settings folders settings
Edit Settings Archive

% Jobs

File Archive > Archive > Jobs

+ new = refresh 2 disable auto refresh ?  manage access
Filter: | Show all jobs -
o Dizplay Mame Type ¥ Status ¥ LastStart Last Duration Progress Summary Mext Start [s active Cluster node ¥ Running on
1 folders
_— processed 185
o File system - P— P
8 Archive job archive Idle Bweeks ago 25 seconds 100 % deocuments Mever Yes Ary available -

processed (185
newly archived)

Screesnhot A: Manage access to the TECH-ARROW tenant’s file archive jobs

In case of archive mailboxes the option is available in the Address book, in the context menu of the

given Exchange mailbox:

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 175/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /U vision of technological evolution A

¥ techarrow

% contentACCESS Central & x

< cC ‘G)tacatest.ta.internal,"CentralAdministration,"Defau\t.aspx?p:AddressBook Q¥ i

Apps For quick access, place your boockmarks here on the bookmarks bar. Import bookmarks now...

I ¥ contentACCESS Central Administration Tenant: MNE Tenant - &~ ?‘

System File Archive Email Archive BackMailz SharePoint Archive Custom plugins
ma = 17 1
=R e S I =
BB E & B H W R D
Databases System Provisioning Retentions Shortcut  Storages Schedules User View address Legacy data
settings settings configuration experience book configuration
Edit Settings Archive Miscellaneous

iy View address book

Email Archive > Archive > View address book

Public folders Groups Servers

© import mailboxes manually + add mailbox manually
Name - Email Create contentWEB access Associate with role Archive database  Store Active Server,
v . ANE. B ANE@ta.internal No MNEtestDB TestingStorage Yes TADC

Show mailbox details
Automatically create contentWEB user No MNEtestDB TestingStorage Yes TADC
Do not create contentWEB user

ENE. Assign database, storage and index zone Yes Standard user Yes TADC

Deactivate mailbox license

ONE. No Yes TADC
Mawve mailbo:
Disconnect mailbox
PNE. Process as normal mailbox Yes Inherited es TADC

Screenshot B: Manage access to ane’s archive mailbox

In case of file system archive the option is available in the File archive’s Provisioning settings:

contentACCESS Manual | Version 3.8 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 176/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

.  \/oUr vision of technological evolution A

¥ techarrow

% contentACCESS Central Ad 3¢ \<v contentWEE

x \L\

=

TnfameEs | | = | 5

&« 5> C | & htips://tanews.tech-arrow.com /CentralAdministration,Defallt. aspx Pp=FSPravisioning

Q | i

W contentACCESS Central Administration Tenant: TECH-ARROW - &- 9- *

System File Archive Email Archive SharePoint Archive Custom plugins [a]
[ ] i . = =
- y == %
REB B J L Ed =S| B8 |%HK
Databases System Retentions Storages Root  Schedules  Aliases | Provisioning Jobs
settings folders settings
Edit Settings Archive

£ Provisioning settings

File Archive > Settings > Provisioning settings

v refresh e disable auto refresh @ deactivate job ul edit A

start immediately fs]

logs 7

Created user role: Standard user -
Scheduled in: Never -
+ new % import ?  manage access for a single user *——

(i) Online help o

Screenshot C: Manage access to the file system archive folders

First, the user needs to select an item (a given job, database, retention, mailbox etc.) from the list.

% Jobs

Filz Archive > Archive > Jobs

+ new e
Filter: | Show all jobs -
] Display Mame Type ¥ Status
Wl :  Archivejob e Fllesystem o,
archive

¥ LastStart

6 weeks ago

refresh 2 disable auto refresh ?

Last Duration Progress Summary Mewxt Start I= active
1 folders processed
25 seconds 100 % LEERENETLE Mever Yes

processed (185
newly archived)

MivaneRs | | = [ B 22
% contentACCESS Central Ad X \§ \
&« C | & htips://tanews. tech-arrow.com/Centraladministation/Default. aspxFp=FAJobs Q 1'.‘(| :
¥ contentACCESS Central Administration Tenant: TECH-ARROW - &- 9 -
System File Archive Email Archive SharePoint Archive Custom plugins Lo
[ | i 5 = =
= * —_— [——N
BREB 8 ¢ [ ds =38 B &K
Databases System Retentions Storages Root  Schedules Aliases Provisioning Jobs
settings folders settings
Edit Settings Archive

Cluster mode ¥ Running on

Any available -
(L) Online help =4
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In any case, by clicking the “manage access” option, the logged on user is redirected to the Manage
access to Object page. Here he can manage access to the contentACCESS object. He clicks +new and

the Create role association window opens.

The Role dropdown list lists only the roles that the logged on user is allowed to assign, and those that
contain specific permissions on that object (in this case the object is the job). Roles containing “All
allowed“ permissions (e.g. “Edit job -All allowed“ or “View mailboxes - All allowed”) cannot be
granted on the "Manage access to Object page”. The user selects the role with the necessary

permissions and assigns it to a new or an existing contentACCESS user.

In this use case we grant access for Jack Bolton to edit the Archive job of TECH-ARROW tenant.
The TAAdmin_job_editor role is already prepared and contains permission to edit specific job(s) of

this tenant (“Edit job - Specific allowed”):

Role details
Role display name: TAAdmin_job_editor
Permissions
Manage system: ®) Mot allowed All allowed ?
Manage tenant: . Mot allowed All allowed == ) Specific allowed ?
Manage users and roles: ® Mot allowed Al allowed ?
Add job: & Mot allowed Al allowed ?
Add repository item: ® Mot allowed . Al allowed ?
Add scheduler ® Mot allowed . Al allowed ?
Edit jeb: . Mot allowed J All allowed ?
Edit repository item: ®) Not allowed J All allowed J Specific allowed ?
Edit scheduler: ®) Mot allowed 2 Al allowed . Specific allowed ?
Remove job: ®) Mot allowed Al allowed . 5pecific allowed ?
Remove repository item: & Mot allowed . Al allowed ) Specific allowed ?
Remove schedulern ®) Mot allowed . Al allowed . Specific allowed ?
-
Select a tenant, where the role will be available
Tenant: ——pp | TECH-ARROW -
Save Cancel
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Onthe File Archive’s Jobs page of TECH-ARROW tenant we locate the Archive job, select it and click

“manage acces”.

Infonatr-RRR=a e S
/ % contentACCESS Central Ad \D
& C [ & htps:/ftanews, tech-arrow.com /Centralddministration/Default aspscp =FAJobs Q -ﬁ" (4]
¥ contentACCESS Central Administration Tenant: TECH-ARROW - &- 9 -
System File Archive Email Archive SharePoint Archive Custom plugins Lo
- a‘ — r_
E') B 2 g s 5 =
card Databases System  Retentions Storages Root  Schedules  Aligses  Provisioning Jobs
settings folders settings
Edit Settings Archive
r :
File Archive = Archive = lobs /
+ new 2 refresh 2 disable auto refresh ?  manage access
Filter: | Show all jobs -
D Display Name Type ¥ Status ¥ LastStart Last Duration Progress  Summary Mext Start [= active Cluster node ¥ Running on
1 folders
processed 185
8 Archivejob ;fhs‘m'ftem Idie :g“:e"s ?5seconds  100% s;'o‘jc”er:;:'fms Never Yes Any available
newly
archived) i) Online help -

On the “Manage access to Object” page, we select the “TAAdmin_job_editor” role, and assign it to our

existing user, Jack Bolton:

% contentACCESS Central ad ¢

&« C | & https://tanews.tech-arrow com /Centraladministr ation/Default aspxsp=managesacLrity

Create new role association

Tenant information

Role [TAsdmin_job_editor

Invitation type |Search for existing

Search for existing user® [ s2ck Boiton

i) Online help
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Our Jack Bolton user has now rights to edit the “Archive job” on the TECH-ARROW tenant, but he

cannot delete this job from the list.

| mafemetre | [ = [E1] 3 |

tentACCESS Central A NN
J/Vconen entral Ad x\\ \

&« C | & htps:franews tech-arrow.corm /Centraladministration/Defallt aspyp=managesecyUrity a0
%W contentACCESS Central Administration Tenant: TECH-ARROW - &- 9
System File Archive Email Archive SharePoint Archive Custom plugins L]

B R 2 & [ & 8 & B £

Databases System  Retentions Storages Root  Schedules Aliases  Prowisioning Jobs
settings folders settings
Edit Settings Archive

2% Manage Access to Object

Object » Manage access

+ new

Jzer name Role name Flags Description

Jack Bolton  **+  TAAdmin_job_editor Manual Jack Bolton has TAAdmin_job_editor rights on Plugin (#8) on tenant TECH-ARROW
G0 back

(i) Online help -

Login providers

A contentACCESS user may log into contentACCESS (and/or into client application “contentWEB”)
with an external user account (using third-party providers) or internal (“Forms” provider) user

account.
The following external authentication providers are available in contentACCESS:

= Windows

= Office 365

= Google

= Datengut

= Perceptive

= Microsoft Exchange

= External AD
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If you use a third party provider, then this third party authentication provider will authenticate you

when logging into the system.

Note: When using Microsoft Exchange login provider, email address is used as username and

Exchange password as password.

It's also possible to set Office 365, Google and Windows providers as automated single sign on
providers (column option Auto login), and to use them as default providers to sign in to the Central
Administration (read more here) and/or into contentWEB (read more here). The configuration steps
required for third-party providers are detailed in the External login provider configuration chapter.

The Forms type requires to enter credentials when logging in.

When setting up auser account, alogin type must be always selected. Users can only use login types
which have been enabled in “Login providers”. “Windows” and “Forms” login providers are enabled
by default. Other providers are available only after they have been configured. The configuration
settings of a login provider allow to define, if the login provider can be used to log in to the

contentACCESS Central Administration only, to contentWEB only, or to both of them.

Login providers’ context menu options

The list of enabled providers can be found on the Login providers page. To open it, navigate to the

System tab = Security group on the ribbon and click on the Login providers button.

To edit or enable/disable/delete providers, open its context menu on the Logins provider page, and

click on the desired item in the dropdown list.

= Option “edit”: Use this option to edit/modify the current login provider configurations. Here you
can set the provider availability, i.e. to define, if the appropriate login provider can be used to log
in to:
= contentACCESS Central administration only - option “contentACCESS only”
= contentWEB only- option “contentWEB only”
= both contentACCESS and contentWEB - option “All applications”
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Login providers

Provider name: Windows
Provider type:

Provider availability: omtentACCESS anl bl |

All applications

comtentACCESS only

contentWEB only
Client applications only Cance
= Option “disable”: If a provider is disabled, it will not be possible to log in to contentACCESS with it.
For security reasons, the user can't disable “Forms” authentication.
= Option “delete”: For security reasons, the user can't delete “Windows” and “Forms” login
providers. Those login providers, which are already associated with a user login, also can’t be

deleted, only disabled.

[ terets | [ = [E1] 52
/ Y contentACCESS Central Ad % ([ contentACCESS documents %\
& C | & htps:/tanews.tech-arrow.com Centraltdministration/Default aspx Pp=LoginProviders Q| o
% contentACCESS Central Administration Tenant: TECH-ARROW - &- 7~
System File Archive Email Archive SharePoint Archive Custom plugins -
=] . . . ) & = ., L\ 5‘ ] v v - v v
| S . LAY s v = aillis A L~ . b~ b
o W @ O & &8 &S| & | ¢ B % = ue | fy £ @ “ W E *
Save Discard Comnection User | Roles Users Invitations| Login | System Licensing Notifications Monitoring Cluster Statistics Tenants Al | contentWES officeGATE accessGATE Virtual drive Applications
changes interface providers databases mobile  configuration  settings
Edit Application Settings Security Services Tenants Client Applications

[ ] . .
&2 Login providers

System > Security > Login providers

+ new

Provider name Providertype  Provider availability Createuser Isenabled  Auto login

Azure = Azure All applications False Yes |

contentACCESS
Google “t Google Fase Yes
< < only u |

Forms st Forms All applications  False Yes a

Windows == Windows ;"_Ee”"‘cc‘ss False Yes 17l
Edt

Datengut jaut All applications False Yes a
Disab

(i) Online help

External login provider configuration
To configure a new login provider, click on +new on the Logins provider page. The Login providers

dialog will open. It requires to:

= pame the provider,

= choose a supported external provider from the Provider type list,

= set the provider availability - here you may set the applications that will use the given provider
= fill the required fields - detailed below for the provider types
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= and click on OK to save the settings.

allolBE] R
% contentACCESS Central - x

<« c l®tacatest(]S.ta.internal/Cemra\Admm\stration/DefauIt.aspx?p:Longrovwders Q ﬁl n =

Login providers

Login Provider settings

Provider name: [

Provider type: [ ease choose one provider type

Provider availability: [ Prease choose provider availability

0 Online help

Configuring Google OAuth

contentACCESS supports Google authentication as well. If you would like to use it, you need to apply
for a Client ID and Client Secret by registering the contentACCESS application on the Google
Developers Console page first. Open the page, sign in with your Google account and follow these

steps:

1) Click Select a project in the upper left corner of the menu:
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H - [m] X

E .
/ G AP Library x
< C l @ Zabezpecené | https://console.developers.google.com/apis/library B ¥ ‘ (1o} H
=-= Like our APIs? Check out our infrastructure. Sign up to get $300 in credit and 12 months to explore Google Cloud Platform. Learn more DISMISS SIGN UP FOR FREE TRIAL
= Google APIs Q » 0 a '
API API Manager Library
o,
3+  Dashboard Google APIs
i Library
[ @ search all 100+ APIs
o+  Credentials
Popular APIs
Google Cloud APIs Google Cloud Machine Learning Google Maps APls
Compute Engine API Vision API | Google Maps Android API
BigQuery API Natural Language API Google Maps SDK for i0S
Cloud Storage Service Speech API Google Maps JavaScript API
Cloud Datastere API Translation APl Google Places API for Android
Cloud Deployment Manager API Machine Learning Engine API Google Places API for i0S
Cloud DNS API Google Maps Roads API
¥ More ¥ More
G Suite APIs “ Mobile APIs Social APls
M Drive API l'l Google Cloud Messaging [ Googlet API
Calendar API Google Play Game Services Blogger API
Gmail API Google Play Developer API Google+ Pages API
Sheets API Google Places API for Android Google+ Domains API
Google Apps Marketplace SDK
a Admin SDK
< More

2) Click on Create project in the upper right corner:

r \ = - o x
/ G API Library x \
& C I @ Zabezpetené | https:/console.developers.google.com/apis/library

B @ 0

DISMISS SIGN UP FOR FREE TRIAL

Like our APIs? Check out our infrastructure. Sign up to get $300 in credit and 12 months to explore Google Cloud Platform. Learn more

Select

‘ "= Search projects and folders

Create project
|

Recent  All

Name

[ Noorganization

CANCEL  OPEN

3) Name your project and create it:
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a X
G Google Cloud Platform %
< C | @ Zabezpeené | https://console.developers.google.com/projectcreate? previousPage=%2Fapis%2F library&organizationld=0 B @ B
i'i Like our APIs? Check out our infrastructure. Sign up to get $300 in credit and 12 months to explore Google Cloud Platform. Learn more DISMISS SIGN UP FOR FREE TRL
= Google APls Q P 0 2 : §

New Project

@ VYou have 12 projects remaining in your quota. Learn more.

Project name

contentACCESS
‘Your project ID will be contentaccess-173616 © Edit
Please email me updates regarding feature announcements, performance
suggestions, feedback surveys and special offers.

Yes @ No

1 agree that my use of any services and related APIs is subject to my compliance with
the applicable Terms of Service.
® Yes No

4) If the APl Manager page isn't already open, open the console menu and select “APl manager”. On

the left, click “Credentials” and then select your project.

- a X
G Credentials - contentACC %
& C' | @ Zabezpetené | https://console.developers.google.com/apis/credentials?project=contentaccess-173616 B @ E
Like our APIs? Check out our infrastructure. Sign up to get $300 in credit and 12 months to explore Google Cloud Platform. Learn more DISMISS SIGN UP FOR FREE TRIAL
= Google APls  contentACCESS ~ Q P 0 a :
API API Manager Credentials

%
&

* Dashboard Credentials OAuth consent screen Domain verification

Library

EE

O  Credentials

APls
Credentials

You need credentials to access APls. Enable the APIs you plan to

use and then create the credentials they require. Depending on the
API, you need an API key, a service account, or an OAuth 2.0 client
ID. Refer to the APl documentation for details.

Create credentials ~

<l
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5) Click “Create credentials”, then select “OAuth client ID”.

- [m] X
& Credentials - contentACC %

& C' | @ Zabezpecené | https://console.developers.google.com/apis/credentials?project=contentaccess-173616 FEY D E
iﬁ Like our APIs? Check out our infrastructure. Sign up to get $300 in credit and 12 months to explore Google Cloud Platform. Learn more DISMISS SIGN UP FOR FREE TRIAL
= Google APlIs  contentACCESS ~ Q O 0 a a

API API Manager Credentials

Py
“ Dashinoard Credentials OAuth consent screen Domain verification

T Library

O+  Credentials APl key
Identifies your project using a simple API key to check quota and access

- » OAuthclientiD
Requests user consent so your app can access the user's data
Service account key

Enables server-to-server, app-level authentication using robet accounts

Help me choose
Asks a few questions to help you decide which type of credential to use

Create credentials ~

<l

6) If this is your first time creating a client ID, configure your consent screen by clicking “Configure

»
consent screen’.
- a X
G Create client ID - conten X
<« C' | @ Zabezpetené | https://console.developers.google.com/apis/credentials/oauthclient?project=contentaccess-173616 LI i
Like our APIs? Check out our infrastructure. Sign up to get $300 in credit and 12 months te explore Google Cloud Platform. Learn more DISMISS SIGN UP FOR FREE TRIAL
= Google APIs  contentACCESS ~ Q O 0 a 3
API API Manager & Create client ID

«»  Dashboard

Library To create an OAuth client ID, you must first set a product name on the consent screen
O+  Credentials
Application type

Web applicat

Android Learn more
Chrome App Learn more
0S5 Learn more
PlayStation 4

Othe

<l

7) Enter the product name and fill the optional fields if you want. Save your settings.
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n - [m] X

G Consent screen - conten %

<« C' | @ Zabezpetené | https://console.developers.google.com/apis/credentials/consent?createClient&project=contentaccess-173616 T @ 5
Like our APIs? Check out our infrastructure. Sign up to get $300 in credit and 12 months to explore Google Cloud Platform. Learn more DISMISS SIGN UP FOR FREE TRIAI
= Google APls  contentACCESS ~ Q D 6 a =
API API Manager Credentials

*
«»  Dashboard Credentials ~ OAuth consent screen  Domain verification

T Library
Email address

O Credentials @gmail.com - v
— -—
Product name shown to users — -

-
———+ contemaCCESS

Homepage URL (Options
https:// or http://

The consent screen will be shown to

users whenever you request access

to their private data using your client
onal) ID. It will be shown for all
applications registered in this
project

Product logo URL (©
http://www.example.com/logo.png

This is how your logo will look to end users

May size: 120x120 px You must provide an email address

and product name for OAuth to
work.

Privacy policy URL

Optional until you deploy your app

https:// or http://

Terms of service URL [ ptional

https:// or http://

<l m Cancel

8) Select the WEB application type for your project and enter JavaScript Origins, redirect URLs or
both to the appropriate text fields.
n - m] X

& Create client ID - conten %

< C' | @ Zabezpetené | https://console.developers.google.com/apis/credentials/oauthclient? project=contentaccess-173616 LIS E
=_= Like our APIs? Check out our infrastructure. Sign up to get $300 in credit and 12 months to explore Google Cloud Platform. Learn more DISMISS SIGN UP FOR FREE TR
= Google APls  contentACCESS ~ Q o e a a
API API Manager & Create client ID

«»  Dashboard

Application type
o Library —> @ Web application
Android Learn more
Chrome App Learn more
i0S Learn more
PlayStation 4
Other

O+  Credentials

Name

Web client 1

Restrictions

Enter JavaScript origins, redirect URIs, or both
Authorized JavaScript origins
For use with requests from a browser. This is the origin URI of the client application. It can't contain a wildcard
(http:/r*.example.com) or a path (http://example.camy/subdir). If you're using a nonstandard pert, you must include it in

the origin URI
——— http://tacatest05.ta.internal X
http://www.example.com

Authorized redirect URIs

For use with requests from a web server. This is the path in your application that users are redirected to after they have
authenticated with Google. The path will be appended with the authorization code for access. Must have a protocol.
Cannet contain URL fragments or relative paths. Cannot be a public IP address.

=" http://tacatest05.ta.internal:80/contentACCESSLogin/LoginOAuth2.aspx/oauth2callback X

l http://www.example.com/oauth2c
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Use the URLs accessible in the Google login provider’s window in contentACCESS Central

Administration, like in the blue frame on the picture below.

| Important: The URLs are case sensitive! |

alloB] 8
% contentACCESS Central - x

<« e l®tacatestOS.ta.internal/CemraIAdministration/Default.aspx?p:LoginProviders Q ‘ﬂ" o=

Login providers

Login Provider settings

Provider name: |Google

Provider type:

Provider availability:

Client ID:

ClientSecret:

Details to be filled while creating social authentication

1) Authorized redirect Url:
1a.

(CCESSLogin/LoginOAuth?
2) Authorized JavaScript origin: hitpy//tacatest0S ta.internal

D Online help

9) Click “Create” on the Google developers console and the Client ID and Client Secret will be

created automatically. Save these values somewhere on your computer:

OAuth client

Here is your client ID
680 |
Here is your client secret

8717 |

Now configure your Login provider in contentACCESS Central Administration. Open the Login
providers page (System - Security = Login providers), click here on “+new”. In the Login
providers window name your provider, select Google provider type and choose the application that
should use this authentication type. Further enter the Client ID and Client Secret from step 9) to

the respective text fields, and click OK.
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¥ contentACCESS Central - %
< (&) l®tacatest(]S.ta.internal/CentraIAdm\mstration/Default.aspx?p:Longrowders Q 1}‘ '+ I _

Login providers

Login Provider settings

Provider name: |Goegle

Provider type:

Provider availability:

Client ID:

ClientSecret: 7

Details to be filled while creating social authentication

1) Authorized redirect Ur:

tp: \CCESSLogin/LoginOAuth?
2) Authorized JavaScript origin: hittpy//tacatest0S ta.internal

D Online help

Configuring Office 365 login provider
The Office 365 login provider supports both API versions (v1.0 and v2.0). German cloud (dedicated
and isolated Microsoft Azure version for Germany) unfortunately does not support v2.0, only v1.0.

Here are the differences between versions:

a) Thelogin application for APl version 1.0 is registered through the Azure management portal
(requires Microsoft Azure subscription) and does not support logins through Microsoft

personal accounts, only Work and School accounts.

The login application for APl version 2.0 is registered through apps.dev.microsoft.com and supports

all Microsoft logins (Personal, Work and School).

APl version 1.0 registration

When configuring Office 365 login provider, if Germany is selected in the Region dropdown list,
version 1 is automatically preselected in the API version dropdown list. Do not change it, as the

German cloud does not support APl v2.0.
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Login providers

Provider name: Office 365

Provider type:

Provider availability: All applications -
Client ID:

ClientSecret:

Region: Germany -
API version: Version 1 -

Details to be filled while creating social authentication

1) Authorized redirect Url:
http:/y JcontentACCESSLogin/LoginOAuth2.aspx/oauthZcallback

2) Authorized JavaScript origin: http://

Ok Cancel

Here is how to register the API version 1.0:

1. On the Microsoft Azure portal, click on Azure Active Directory -> App registrations -> New

application registration.

App regatrations - Micr X

€ C @ Secure | https)/portalazure.com/#bis A A/ActiveDirectoryMer RegisteredApp
@ ZECH - Citrix TS & Feedly Microsoft Anure rosoft Portal OTRS P ASPANET Controks s P Demo|DevExpress il Moqups [ License mansgement 03 GroupMail - Outicok  $) Lead registration $) TAProjects [ WieniT JIRA 1§ Volume Licensie

(default d App registrations

(default directory) - App registrations
ints K Troubleshoot

Dashboard
o erged applications,

DISPLAY NAME APPUCATION TYPE  APPLICATION 10

@ Azure Active Directory
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2. Enter the name, application type (API) and sign-on URL
(https://SERVER_NAME/contentACCESSLogin).

@ Secure | https//portalazure.ct

TFS & Feedly a Microsoft A

urity Center
© siling

& Help ¢ support

App regatrations - Micr- X N § - oIl
€« C @ Secure | https//portalazure.com, 4 A e

@ ZECH-Ciix  TFS 4 Feedly ‘& Microsoft Anre softPortal - OTRS P ASPNET Controlsar. P Demo | Devépress Bl Moqups [} License management 03 GroupMsil - Outiook  $3 Lead registiation $3 TAProjects [ WienlTJIRA 2§ Vokume Licensing 5
(default d App registrations L Search resource ® >

(default directory) - App registrations

o New sppiicato

To view and m

DISPLAY NAME APPUCATION TYPE  APPLICATION 10

nw o e

contentACCESS Azure loginapp  Web app / API 1d091913-cc5b-453¢-5092-b12...

2 v
R
L
A
*
©
L
o]

4. Copy the necessary IDs and enter them to the respective fields in Settings -> Properties. Set

the app as multi-tenanted.
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Properties - Microsoft A X ¥ ¥
11-406b-9bc2-39726 7019168 /appld/ 1409

€ C @ Secure | https//portalazure.com/#tlace/M o5
@ ZECH-Caix TS @ Feedly & MicrosohtAnwe [§ MicrosoftPortsl ' OTRS P ASPNET Controls a

P Demo|Devixpress W8 Mogqups [} License management 03 GroupMsi -Outlook $) Lesd registration §) TAProjects [ WienlT ARA [§ Volume Licensing Se
contentACCESS Settings Properties
# Monitest [ Delete X Discard
oAl

i Properties

AppDURI®

htps
Logo

CA

[mp———

O siling
% Help + support

A

5. In Settings -> Reply URLs, enter the reply URL
(https://SERVER_NAME/contentACCESSLogin/LoginOAuth2.aspx/oauth2callback).  This
URL canalso be found in contentACCESS Central administration -> System -> Login providers

-> Office 365 -> Authorized redirect URL.

Reply URLs - Microsoft © %

€« C @ Secure | https//portalazure.com/#biade/M
@ ZECH-Cmx  TFS 4 Feedly & Microsoft Anure s P Demo|Devexpress 1l Moqups [} mansgement 03 GroupMail - Outiook  $ Lead registation §) TAProjects [ WienlT IRA 1§
Reply URLS 0 Seari

o x Reply URLs

(defaut
contentACCESS Azure | Settings
s o Manifest
e—.
Il Propertes

Web app / API Reply URLs
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Login providers

Provider name: Office 365

Provider type:

Provider availability: All applications -
Client ID:

ClientSecret:
Region: Germany -

APl version: Version 1 -

Details to be filled while creating social authentication

1) Authorized redirect Url:
hitp:// fcontentACCESSLogin/LoginOAuth2. aspx/oauth2callback #=—————
2) Authorized JavaScript origin: http://

Ok Cancel

6. InRequired permissions, click on +Add -> Select an API -> Microsoft Graph.

Select an AP - Miroscit X X § - o IEl

€« C @ Secure | https//portalazure.com/#biade/Microsoft AAD_IAM/ApplicationBilade
@ ZECH-Ctx  TFS & Feedly & MicrosoftAnwe 1§ Microsoft Portal - OTRS P ASPNETControksar P Demo | Devexpress Wl Moqups mansgement 03 GroupMal - Outiook  $ Lead registration $3 TAProjects [ WienlT JRA 1§ Volume

sy ) Selfigs > Raquied parmisioes 3 Add APt scces 'y, Selictan AR D sacira x @ >

o x Required permissions x Add API access o x Select an API

ok ©G
1 Select an APV
Microsoft Graph

"

Billing

& Help + support

More services >

7. Click on Select permissions and check the options Sign in and read user profile and Read all

users’ basic profiles.
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OTRS P® ASPNET Controlsar P Dem | Devi

8. InSettings -> Keys, add the key name/description and select the option Never expires. Click

Save.

Keys - Microsoe e % N ¥ - s lEN
<« © @ Secure | https./portalazur M/Appiic
B ZEH-Cix TR 4 Feedy oTEs P Ase

9. Copy the key value and save it somewhere, because you won't be able to retrieve it

afterwards. This value must be entered in the Office 365 login provider as the ClientSecret.
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APl version 2.0 registration

contentACCESS supports log in using your Microsoft account. The first thing you need to do is to

register an application (contentACCESS) under your Microsoft account.

1. Loginto Azure portal: https://portal.azure.com

2. Goto Azure Active Directory -> App registrations

< C @ portalazure.com/#blade,

o B TAProRcts % Time Zone Comerier

» TECH-ARROW a.5. - App registrations
HE TECH-ARROW as. - App registrations 2 %

€ Newregstation @ Endpoints K Trovbleshooting | W Got feedback

APPUCATION (CUENT) ID cREATED ON CERTIFICATES & SECRETS.

3. Create anew application registration

1. Name the application (this will be displayed for users while approving the access to
their details on first login)

2. Select the preferred account types to allow logging in

3. Entertheredirect URL (thisinfois providedin contentACCESS in O365 login provider

configuration)
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€« C @ portalazure.com/*

Microsoft Azure

Home

Create a resource
Home
Dashboard

Al servi

FromiTES, Azore TA

n uss this 3

Virtusl m

L ]
L
L]
-

Virtusl machines O
W sQL databases
@ coud
et
& nzure Active

well retun

:
© woritor hanged et bt

W security Center Web
) Cost Management + Billing

& Help + support

Register an application

Supported account types

it in this organizational directory
w organizational directory (Any Azure AD direct

w organizationsl directory (Any Azure AD

Redirect URI (optional)

¥ techarrow

@ Lcense management b Lead

& TR X TC-WI0

B search re

Register an application

{this can be changed later)

£ AP

a5. oy - Single tenany

ory

15 (24

Skype. Xbax

‘authenticating the user. Providing this now is optional and it can be

LeginOhuth2.a

4. Goto Certificates & secrets and generate a new client secret

€« C @ portalazure.com/*

Microsoft Azure

Create a resource

Manage

B Branding

Rales &
B nanifest

Suppert + Troubleshooting

) TSintem € TeSindis € TFSkop @ Techarow-Home A b

* 00™mobCBO O

re TA - Certificates & sex

nify themselves to the
a certificate (instead of

ity when requesting a token. Also can be referrey

Upload certificate

Mo certificates have been added for this application

THunPRINT START DATE oo

Client secrets
2 secret string tha the application uses lo prove it identity when requesting  token. Alsc can b referred to as application password
T Hew client secrer_| 4+———

DEscaIPTION expines wawwe

n created for this
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€ 5 C @ poralazrecom/ebiadelhs " fer : v ; M. * O@MObLCBO O
; €Y TFSintern ) TFS India ‘

Home a 3 e Th - Certficates & secrets

Azure TA - Certificates & secrets £ X
Add a client secret
Dashboard
B Overview
Quickstart
rce groups: Manage

All resources

Centificates & sacrats

B3 virtual machines (classic)

B virtual machines

o5

W sQL databases B Cuners Client secrets

ring that the application uses

assword
& coud s Roles and 3d: ’

+ Mew client seeret

¥ subscriptio M Manifest

@ Acure Active Divectory S
Support + Troubleshooting

No client sec

X Troubleshoct ts have been created for this 3

3 New support

2 velp + support

5. Copy the client secret

€ (s} & portalazure.com/#
<RI R ome cense management (@ Lesd T -
Microsoft Azure
Home Was. - A s > Azure TA - Certificates &
Azure TA - Certificates & secrets & X
«
(_
PP B ovendew Credential Ives to the authentication servi ing tokens 3t 8 web addressable location (using an HTTPS scheme). For 3
FAVORITES Quickstart high
Manage Certificates
B Bcnd Certiicates can be used a5 atoken. Also can be refenred 1o as public key

D Aauthentication d certificate

& spp services Certificates & secrets

I virtual machines (ck
THUMEFRIT sTaRT OATE ExFRes
I virtual machines

F sou database

4 Cloud services (das:

Client secrets

¥ subscriptions B Manifest Asacrat s lication pa
Y S— oot Tt [Frmam ]
© Honior X sescmmon e
Help + support
6. Goto Overview and copy the Application ID
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P search resources, services, and docs [G+/)

Home > TECH-ARROW ass. - App registrations > Azure TA

I“ Azure TA %
| osete @ engponts
™ - @ Welcome to the new and improved jaraians. Looki P {rom App registrati o
. Quickstart Display name Azure Ta Supported zccount types : All Microsoft account users
(Ceppication ent 10 - 73717622~ ) Redirect URls 1 web, 0 public cient
Mansge Directory (tenant) I : 4bOeddf1- Application ID URI + Add an Agplication ID URI
& erending Object D : THe0eT7s- Managed applicstion in .+ Azura T4
D authentication #

© Centficates & secrets .
e e Call APIs Documentation

-
AP! permissions a . Microsoft identity platform
© Epose an AP Ei s @ Authentication scenarios
. Authentcation ibraries
PR @ Cods samples
w =] Microsoft Graph
& Roles and administrators (Previ.. Glossar
Help and support

Build ‘with rich user and by dat;
M
B Manifest oM Microsoft services and your own company's data
sources:
Suppart + Troubleshooting

X Troubleshooting

@ New support request L . .
Sign in users in 5 minutes

S [T | [T |
L | L
Use our SOKs te sign in users and call APl in a few steps

View all quickstart guides

7. Enter the Application ID and Client Secret into O365 login provider configuration in Central

Administration

e e @ N oryDetauttaspapaLog % O@™mMOohbLCBO O:

es @ TECH-Carie € TSintem CJ TSindia O TiSlop [ Techamow-Home A M

gement @ Lesd regiswation @ TaProjects < Time Zome Comerter @ TC-JRA 3 TC-WIKI e OTRS g ASPNET Controis s | (] Other boskmarks

Login providers
attings
Provider rame asure uantication IVE
Provider type
Provider avaisbiity: A1l spplications
CientID- 737176
CientSecret: awTol
Ragion: Giobal
APl version: Version 2.0

1) Authorized redirecs Uik hitps/azure tech
el

Exchange login provider

The Microsoft Exchange login provider is one of the external authentication providers. It will allow

the users to use their email address and mailbox password to log into contentACCESS. With this
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method, contentACCESS will use the entered credentials and will try to open the user’s mailbox
through Exchange Web Services (EWS). If it succeeds, then the user will be logged into
contentACCESS. The user’s password is not stored inside contentACCESS, it is managed only by
Exchange. The only prerequisite for this login type is that there should be Email archive configured

for atenant. It is also possible to create users with Microsoft Exchange login types manually.

1. Creation of a Microsoft Exchange login provider (for more info please refer to section Login
providers)
Login providers

Provider name: Microsoft Exchange|
Provider type: Microsoft Exchange d
Provider availability: All applications d

Ok Cancel

2. Configuring the Exchange settings in Email archive System settings

&5 System settings

Email Archive > Settings > System settings

Database connection: MMEtestDB v V]
Exchange server type: (Hosted Exchange ')
Exchange server interface version: | Exchange 2010 SP2 M

EWS Url: https://tadc01/EWS/Exchange.asmx

PowerShell Url: https://tadc01/PowerShell

If you want the Email archive Provisioning job to create contentWEB users with Microsoft Exchange

login provider, Hosted Exchange needs to be selected in Exchange server type.

3. Automatic creation of contentWEB users with Microsoft Exchange login provider

Go to Address book and select Automatically create contentWEB user
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View address book

Email Archive > Archive > View address book

© import servers manually © import groups manually © import mailboxes manually

TADCO1 *** Exchange2010_5P2 /o=First Organization/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Configuration/cn=Servers/cn=TADCO1 No

Nt

roup DN

#%8 CN=NevickiCN=Users,DC=ta,DCxintemnal

Yes #——— Inherited Yes
Nevicki3 Do not create co EB user iternal No Yes
Assign database and storage
Activate/Deactivate mailboxes

contentWEB user role

The user will be created with Microsoft Exchange login provider.

#) Use the role defined in the provisioning job

Select a custom role you want to assign to the created useri(s)

Save Cancel

4. Manual creation of contentWEB users with Microsoft Exchange login provider

Go to System => Security => Users and click on Create or invite users (read more in section Users in
contentACCESS)
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Create / Invite a user
= Create new user Invite user
Display name: Test exchange user
Default tenant:
Login Erovider: I Exchange v I
Email address: demo@ta.internal
Domain: tech
SAM account name: demo
Tenant: TECH-ARROW v
Assign role
Role: Standard user v
Tenant: TECH-ARROW v

Globally allowed permissions of the selected role will be assigned to the user on the selected tenant.

Show details
* Note: If you select a tenant and the role has specific permissions, you will be redirected to the Specific
permission assignment page.

Create Cancel

External AD login provider

This provider is used for logging in with remote Active Directory credentials into the contentACCESS.
It communicates with a WCF service, which is part of the contentACCESS proxy
(Web/contentACCESSWS/ADService.svc). The proxy searches the Active directory for the user’s

name and allows him to log in to the contentACCESS it is connected with.

Note: The communication between the external active directory and contentACCESS will work
correctly only if the contentACCESS proxy is installed on the same machine as the Remote File

archive agent.
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This provider can be assigned to the user by two ways: 1) Running the provisioning in Remote File

archive agent or 2) manually adding it in Central Administration:

= click on Edit in the user’s context menu

)
S Users

System > Security > Users
4+ Create or invite user Show all users v

Display Name - Default tenant ¥ ID Roles

AS550E000-1585-423C-ADB3-

Administrator s == System == 0B8DACFOTT58 System administrator,Standard user
s acd44b546-04d0-4bea-8636-
Default >200f037e53b Standard user
f1f2bfdf-bblc-4a5c-8ebf-
Default £9§4223d27a0 Standard user
92c26b29-2fif-dfed-b05c-
J e
l nevl Default 5b70b5a1cda Standard user
Assign role o Dae27dad-lee9-494fBast-
Edit role assignment | 206db1eféda?
page 1001 sitems) | ———
Delete

= click on +new, choose External AD from the Login provider dropdown list and enter your

credentials
Add new login
Login provider: External AD A
User name: TAYNev]
SID:
OK Cancel
= click OK

How does the external AD login work?

1. User provides his credentials on the login page.

2. Wefind the user in our database by his login name.
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We find all Remote agents on the users default tenant.
4. If the Remote agent has enabled Remote Active Directory (File archive -> Archive -> Remote
agents, Active directory in the agent’s context menu), we call the ADService and try to login

with the user’s credentials to the remote Active Directory.

s Remote agents

File Archive > Archive > Remote agents

¥ download agent ¥ download proxy

Status Server name  Server IP Enabled Last ping
W Onpline TACATEST  192.168.190.96 *** Yes 11/7/2017 10:25:24 AM

RuleID Name Disable

1 Rule04 " | Create rule

Yo Active Directory configuration

File Archive > Archive > Remote agent > TACATEST

Scheduled in: Manual -
LDAP Server name: LDAP;//192.168.190.91 +——
Enter the LDAP server name or IP address if you are out of the domain. This value is used for user name
resolving.
Authentication type: None v
¥ Use explicit credentials
User name: ta\administrator
Password:
Confirm password:
Test
Enabled: |i
Praoxy FQDMN: http = :f/ tacatestta.internal ;80 -
Test

(i) Online help
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5. If the login to the Remote Active Directory was successful, we allow the user to log in to the

contentACCESS. The content shown for him is evaluated based on SDDL permissions.

Associating an enabled provider with a user login:

It depends on the provider type if it supports multiple configurations or not. You can create only one
Windows and Forms login provider configuration for a user login, but can create multiple e.g. for
Office 365.

Once the desired provider is enabled and configured, you have to create a new user login for the user,
who will use the provider. Navigate to System = Security > Users button on the ribbon. Click on it

and the Users page will open. Select the desired user and double click on it.

The User details page will open. Click on +new under User logins section.

[ oaetaits | | = | 1] 32
/ % contentACCESS Central Ad 3\ [7 contentACCESS documents X\
<« C | @ https://tanews.tech-arrow.com/Centraladministration/Default. aspx Pp =Userdetails; AS50E000- 1558-423C-AD8 3-08804CF07 758 Q|
W contentACCESS Central Administration Tenant: TECH-ARROW - &~ 7 -
System File Archive Email Archive SharePoint Archive Custom plugins -
[ ] e . ] & [= - L\ 6%; =1 > v L~ > L,
kB @ 5 &% s & & 7§56 6 & A E ¥ K W " X
Connection  User Roles  Users Invitations Login | System Licensing Notifications Monitoring Cluster Statistics | Tenants Al contentWEB officeGATE accessGATE Virtual drive  Applications
interface providers databases mobile  configuration  settings
Edit Application Settings Security Services Tenants Client Applications

@ User details

System > Security > Users > User details

Display name: Administrator
Is system acmin: Yes
Status: Ornline @
Role name Flags Description
Administrator **+  System administrator Manual Administrator has System administrator rights on System (All items) on tenant All tenants
Administrator **+  System administrator Manual Administrator has System administrator rights on Tenant Unknown ‘0"

+ new &——————

[ ER—

@ online heip  [NR .
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In the Add new login dialog select the desired provider configuration from the Login provider:

dropdown list, fill in the required credentials and click OK.

Add new login

Login provider: Windows -

Login name: TA\administrator

& User name is valid

0K Cancel

The external provider gets available in the login window of the selected applications.

contentACCESS users in third party systems

Datengut Baueakte and Perceptive DMS can be interconnected with officeGATE, which is an
MS Outlook add-in used for collaborating on documents residing in different data management
systems (DMS). officeGATE is a client application of contentACCESS, and it requires a
contentACCESS user to signinto the particular data management system that is interconnected with
contentACCESS. To simplify this login process into these third party systems (DMS like Datengut,
Perceptive), it is possible to automatically create a contentACCESS user from the particular
provider’s configuration dialog, in contentACCESS Central Administration. This ensures single sign

on into the particular DMS providers in officeGATE.

Login providers

Provider name: Datengut
Provider type:
Provider availability: Al applications

Create contentACCESS wser autamatically: ../|

Endpoint URL: bty

Api key: opticnal

Ok Cancel

To achieve this, check the “Create contentACCESS user automatically” checkbox (and fill the
required credentials). When you are logging in to Datengut or Perceptive DMS in officeGATE with
your personal account, the contentACCESS user will be created automatically at the moment of
logging in.
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If the “Create contentACCESS user automatically” function is not enabled in the provider’s
configuration dialog, then the administrator is forced to create contentACCESS users manually.
Automated user creation helps to save much time for the administrator, as he does not need to create

contentACCESS users for each user of the third party application (like Datengut or Perceptive).
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System

The System page (System = Services 2> & System) consists of 12 configuration sections: General
settings, Globalization settings, User search settings, Tenant level resource settings, Resource
storage settings, Database settings, Proxy settings, Search server settings, Monitoring log storage
settings, External accessibility settings, Active directory integration settings and Cluster settings.

The first two sections are configured by the setup by default.

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 207/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /U vision of technological evolution A

¥ techarrow

ration Tenant: TECH-ARROW - &- 9 -

W contentACCESS Central Admi

System File Archive Email Archive BackMailz SharePoint Archive Custom plugins A

= B & B o ? & & ods RBEAE B E WV E %

Roles  Users Invitations Login System Licensing Notifications Monitoring Auditing Cluster Statistics Legal Task  Indexing SMTP  SMTP Tenants All contentWEB officeGATE contentACCESS  Virtual drive  Applications
providers hold  runner Servers Mappings databases mobile  configuration  settings
Edit Security Services Tenants Client Applications

& System

LE e - servies » sysem

=P General settings

Is system configured: v

Plugins directory: C\Program Files\TECH-ARROWA\contentACCESS\GA
—PGlobalization settings

Time zone: (UTC) Coordinated Universal Time -

Date format: 31/01/2019 5:50:50 (24h) -
=P User search settings
Disable user searching:
—PTenant level resource settings
Disable resource settings:
—P Resource storage settings

Storage path: CiTestingStorage
Use explicit credentials:

User name:

Password:

Confirm password:

Test
—PDatabase settings
Database type: MssQL
Server name: TACATEST
Database: MNEtestDB
Schema: dbo
User: sa
Configure ..
—PProxy settings
%) Do not use proxy
Use system default proxy settings
Use explicit proxy server settings
Proxy server URL:
Username:
Password:
= Search server settings
Search server url: nettcp ~ |3// | localhost :|8732 -
Test
= Monitoring log storage settings
<) Use the system database
Use the default search server
Use a different search server
=P External accessibility settings
Retrieve server FQDN: https ~ |:// | tacatest ta.internal 1443 =

Enter an externally accessible alias for the contentACCESS server.This value is used for shortcut links toa.

Test
Enable link security: v

Central login:
http. ~ 1/ tacatesttainternal : 80 -
Provide necessary information, where central login is deployad.

Test
—®Active Directory integration settings

LDAP Server name: LDAP://192168.19091
Enter the LDAP server name or IP address if you are out of the domain. This value is used for user name resolving.
Authentication type: None -
v Use explicit credentials
User name: ta\administrator
Password:

Confirm password:

Test
=P Cluster settings
Node update interval (sec): 30 -
Node auto logoff tima (sec): 120 -
Events retention time (sec): 1800 >
Events distribution interval (sec) |60 -
Task auto disable time (sec): 30 -
Stop task after ping failures {count): |2 <
Node selection strategy: First wins -
Default nade role: Universal -

Enabled by default: v/

-
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= General settings

If the 1%t checkbox is checked it means that the system is configured, thus connection to SQL Server
database is well configured and the plugins directory is pointing to a correct folder. If this checkbox

is not checked, the contentACCESS will run in a so called “zombie” mode.
Plugins directory textbox contains the path, where the processing plugins are stored on the server.

= Globalization settings

In this section, it is possible to set the Time zone and Date format. The time zone can be picked from
the dropdown list; the date format can be picked from the dropdown list or specified manually -

Custom date format option. These settings are on system level.

Note: If a tenant doesn't have a configuration or if the user’s default tenant is the System tenant, then

the System’s globalization settings will be used.

= User search settings

By default this option is turned off. The feature is used to disable / enable user searching when

assigning

= tenant administrator rights,

= File Archive access rights

= access rights to a certain Exchange mailboxes

= access rights to jobs, schedulers, retentions, databases, root connections, email archive

shortcuts, storages, file archive aliases
for a contentACCESS user already existing in contentACCESS.

If the option is turned off, all the existing contentACCESS users are listed in the respective dialog
when assigning the access rights (like on Screenshot B below). If the option is turned on, then the
rights can be granted only in case if the correct contentACCESS User name is manually entered in the
dialog (like on Screenshot A below). This configuration option is used if you have contentACCESS in
a hosted environment and you want to hide the users of one customer from the users of other

customer.
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Create new role assodation

Create new role assodiation
Role Tenant administrator

Irwitation type Search for existing

Rale Tenant administratar

Invitation type Assign to existing user

Search for existing user* Co

CONTENTACCESSUSERL ancel
Uboreme Jane Callins CONTENTACCESSUSERS

@ Useris founa CONTENTACCESSUSERZ
CONTENTACCESSUSERS
ok Cancel Jane Collins
Screenshot A: Granting tenant administrator rights Screenshot B: Granting tenant administrator rights for
for Jane Collins if user searching is disabled Jane Collins if user searching is enabled

= Tenant level resource settings

Resource settings can be disabled on tenant level by checking the checkbox in this section.

= Resource storage settings

The resource storage must be accessible from every contentACCESS node. Files created by
contentACCESS that should be further accessible (for example files exported to PST or ZiP) are
automatically stored in this folder. If more contentACCESS nodes are installed, a UNC path has to be

set here, otherwise it can be any common folder as shown on screenshot.

= Database settings

Under Database settings the system database configurations, which are filled in by the setup by
default, can be found. If you need to edit these settings (not recommended), click on the Configure

button and fill the fields in the Database connection settings window:

Database connection settings

Database type: Database type: SOL Server -
Server name: Sepser name: TAMEWS
Database:
———p Database: COMTEMTACCESIDE
Schema: sch
chema:
User: dbo
v Use explicit credentials
Password: ...
Test Ok Cancel

By default contentACCESS is connected to the database with the credentials of the user, under whom
contentACCESS is running. If you want to use SQL credentials which differ from these credentials

data, then check checkbox Use explicit credentials and enter the User and Password that you want
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to use for connecting to database. You can also run a test connection with the Test button in the left

corner of the window.

= Proxy settings
In this section the user can configure (or change already configured) URL and user credentials to the

proxy server The licensing component will use this proxy in order to reach the licensing server. The
user has multiple options. He can:
= Use default proxy settings - based on the Proxy settings on the contentACCESS server
machine (Control panel - Internet options - Connection tab - LAN settings > Proxy
server section) or
= Use explicit proxy server settings (explicit proxy server URL and user)

* “Do not use proxy” option is used to disable proxy usage.

= Search server settings

In this section the URL of the Search server can be specified. It is also possible to test the connection

by clicking on the Test button.

=  Monitoring log storage settings

Here it's possible to set where the logs from Monitoring will be stored.

= External accessibility settings

Under Retrieve server FQDN: enter the externally accessible, fully qualified domain name for the
contentACCESS proxy server into the Server FQDN textbox (in case the contentACCESS proxy is not
installed, then the domain name of contentACCESS server needs to be entered here). The
contentACCESS proxy server ensures the communication between the user and the contentACCESS,
and forwards user requests to the contentACCESS server. These external accessibility settings are
used by the shortcut links in the Email Archive system. If you have contentACCESS Email Archive
and/or accessGATE Mobile, then this setting is mandatory. In all other cases this setting is also

highly recommended.

Important: If the contentACCESS Server ID is changed, then the HTML shortcuts pointing to the
archived mailbox items will not work. The solution is to update the contentACCESS Server ID in the

Outlook forms, too. For more information refer to the Outlook form installation manual.
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Under Retrieve server FQDN is the option to enable link security:

i

Retrieve server FQDN: http = | if{ | tacatest05.ta.internal 1180 -
Enter an externally accessible alias for the contentACCESS server.This value is used for shortcut links too.
Test
Enable link security: J -

Central login:

http » | :// tacatestO5.ta.internal : 80 -
Provide necessary information, where central login is deployed.

Test

If you would like to protect the links in your mailbox pointing to archived items from unauthorized

access, it is recommended to have this option turned on.

If this option is checked and you try to download some files, you will need to authenticate via
CentralLogin. That means if you click on a link (download email, attachment, shared files), at first you

will get to login page, then after successful login you can download your file.
The following parts are affected:

= MailApp for archivation

= ShareApp links

» Email shortcuts

= contentACCESS Outlook add-in

= Alldownload links for files, emails, attachments

Under Central login: the Central login page URL and communication port configurations (previously
specified in the setup package by installing the product) are accessible here. The package writes
here/reads from here the Central login page URL if it's changed. Read more in Installation of

contentACCESS.

= Active directory integration settings

Some contentACCESS functionalities [like contentWEB access for mailboxes or Virtual Drive]
require LDAP connection. Enter the required data and the user/administrator credentials into the
user name and password textboxes over which you would like to connect to the active directory. It is

not necessary to fill in these fields in case that you use an online Exchange server.
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= Cluster settings

contentACCESS supports clustering, which enables to run contentACCESS and its jobs on multiple
nodes, and thus improve performance. To adjust default cluster settings, scroll down on the System

page. At the bottom of page, the following can be adjusted:

Node update interval (sec): in time intervals, which is set here (in our case in every 30 seconds) each

node will “ping” the central database and will update his state init.

Node auto logoff time (sec): if an input has not been received by a node during the time period set

here, the node will automatically switch to offline.

Events retention time (sec): events (i.e. commands to run a job, added/changed/removed job
configurations, changes in already set schedulers etc.) that are shared and distributed between nodes

will be stored in the database during this retention time.

Events distribution interval (sec): events to be distributed between nodes are written into the
system database. These events are periodically checked by each node in time periods, which are set

here.

Task auto disable time (sec): if any failure occurred during the run of a node (server shutdown,
hardware problems etc.), the task(s) performed by this specific node (job running, retrieving contents

etc.) will be automatically disabled within the time set here.

Stop task after ping failures (count): the value which is set here will determine, after how many ping
failures will be the task stopped. After the ping failure count reaches this value, all the tasks running

on a node will be stopped.

Node selection strategy: the administrator can select here, how the nodes will be automatically
selected for processing. A node that is picked up for a task can be selected according to one of these

strategies:
“First wins” strategy - using this strategy the first running node will be picked for the task.

"Balanced" strategy - by this strategy type the CPU- and memory usage, and the number of running

jobs will be considered before picking up the node for a task.

Default node role: the administrator can select here the default role type of a node added to the

system. It is recommended to set here “Universal”, i.e. when the node can be used both for processing
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and retrieving data. Later on, the role type of a node can be adjusted with navigating to System >
Services = Cluster on the Central Administration ribbon, in the nodes’ grid, from the nodes’ context

menu.

Enabled by default: by default all nodes are enabled (the checkbox is checked), i.e. if contentACCESS
service starts up, the nodes start the processing (to run jobs, publish models etc.), too. In case the user
will install contentACCESS components on next nodes, it is recommended to disable the nodes
(uncheck this checkbox). The reason for this is that a node must be fully configured before it picks up
any job for processing. Enabled status of a node is marked with green color, disabled status is marked

with yellow color in the nodes’ grid.

Licensing

A new license can be activated on the Licensing page, which is reachable with navigating to System

- Services > B Licensing button on the ribbon. The administrator can also update the telemetry
job (further described in chapter Statistics) on this page. The license restrictions and the current
usage may be checked in the corresponding sections of the Licensing page.

The page is divided into the following sections:

= General information - the actually used license details are shown here. Here you can also
check the date when your license has been activated and the expiration date.

= Customer information - displays information about the owner of the license

= Contact information -the contact person responsible for software-related issues, usually a
contact person between the TECH-ARROW and the customer

= System limitations - in this section you may see the plugins and storages available in the
activated license, and the maximally allowed tenant and node count (currently used count is

in brackets)

The contentACCESS license system allows to set limits for the File archive plugins and for the
Email archive plugins. The user will be allowed to archive emails and files in a given range only,
which is defined in the respective license. The currently archived item count and size is displayed
in brackets.

= Email archive limitations - the maximally allowed and currently archived mailbox count

(both active and deactivated mailboxes, read more here), email(s) count and size is displayed

here
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= File archive limitations - the maximally allowed and currently archived root folder count,

file(s) count and size is displayed here

Infomatrix (=] x

% contentACCESS Central Adn X

% contentWER x4 Y

« C [ tanews:3333/Central Administration/Default. aspx ?p=Licensing Qe =
&

| Adrinistration Tenant: TECH-2RROWY -

File Archive Email Archive SharePoint Archive

— .
¥ O &
Connection  User

interface

= B

Custom plugins

Bl B & ft 8

Licensing |Notifications Monitoring  Cluster Statistics | Tenants

Services

.ot % W % 7 %

[ [ = f A

L @ = (] = (]

contentWEB officeGATE accessGATE Virtual drive  Applications
mobile  configuration  settings

ailliy
b

& o

System

Roles  Users Invitations Login

providers

databases

Edit Application Settings Tenants

Ijb Licensing

System > Services > Licensing

Security Client Applications

3 activate license = update telemetry

Key: Hame: Customer Name: Helmut i,
Status: ok State: Germany Email: helmutn@domain.com
Activation: 6242016 Streets Unter den Linden Fhone; 123456
Expiration: 6302050 Tips 0117
Plugins: Mailbox mawe - Stores: Datengut

Email archive Disk

Email recovery EASY

Ermail restore HylbridStore

Shorteut synchrorization Perceptive

File system recovery

Remote shortcutting

File system restare

File system archive

PaMdExchange connector
Tenant count; 4(2 used) Hode count: unlimited (1 used)
Active mailbox count: 20 [1 used] Email[s] size in archive: 2.27TB (9.6 MB used)

Deactivated mailbox count:

Root count:

Fileis) count:

unlimited 0 used)

40 [0 used)
200000 (0 used)

Emaills) count in archive:

Filels) size:

200000 23 used]

2.2TE [0 used)

How to activate your license key

If you want to activate a new license, click on option “activate license” below the breadcrumbs.

B Licensing

Systemn » Services » Licensing

$  activate license = update telemetry

Insert your license key into the License key textbox of License activation wizard dialog and choose

from 2 methods of license activation and follow the steps described below:
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License activation wizard X

License key

Activation type

® Online activation

Offline activation

et

1) Online activation (requires internet access on the contentACCESS server) - click Next = Finish

and your license will be activated automatically.

License activation wizard X

License successfully activated!

License key:
License for Techarrow presentation
Status: Valid till 2015-07-18T00:00:00

2) Offline activation (doesn’t require internet access on the contentACCESS server)

a) Open the offline license activation page of contentACCESS using the link in the dialog:

License activation wizard X

Activation request

sjvBdnP5455AgZ 2jaed5pSkGbeDCzAL28) DvuikZ 29 5whNR/53G8ic2ebSpbGlos
JPpEnO5durmYpDKCx7QudYWeFOrQeeRoiE/2dGE2GRNCvOWdAKxbbIDEvx 2
YQYYOImJAn8IUvsS/BMTzI97zrVIXWSBGuLYdzasLDmgrihVoqNrMuESYV/u
AtIVIUIlZQThFK3uCfZaNS4Te2z8p3gWBisiAFiKkdycdoeiSYLIb/EgmPVjlem
L7CleoicATAUGREHRLAi14apPvhM1KVF7 2LVywEcadfmFM3/2GWvRXOriXrg
XD9D6qYY2QdMbciGeR30NZTSWgmnlb3ETy0iX0c2KIu91x7TgNISNELUIm
FBy/ TuXJ58NvkiyiaEWxH2E6PKEASTNyxrIPSZUWOOS0VRHIPsPAKTgb0OCTS
BQEYSp01RChvX +STKAPKMMAVEMIEQONwWDKVXWhnpkcp2UkwX/eoGOief

Copy

Please activate your product on https://license.tech-arrow.com/OfflineActivation/

Activation response

Please enter the activation response.

Paste

Previous Next

b) Copy&paste the Activation request from the above dialog to the appropriate field and click

“Activate now” to generate an activation response.
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_E Activate your license - Internet Explorer

Ié https:/license. tech-arra... pj % +3 . contentACCESS Central Adminis, .. '\g Activate your license x | |

/( TECH-ARROW | OFFLINE LICENSE

Welcome to the Offline Activation Application

Please add your activation source

provide your client generated data by browsing the activation file, or pasting the activation string

Choose activation file:

or paste your activation string: | sjve4nPS4554g72jae45pSkGheDCzAL28DV
uikZ2g5wNR/s3G9ic2ebSpbGIoSIPRBn0S5d
urmYpDKCx7QuaYWcFOrQesRoiE/ 2dGE
RNCvOWdAKxbbIEEWY QY YOImIANBILVSS
[BMTZI97zrv1XWSBGULYdzasLDmgrihvsgN
rMUEEYV/uALLV3uilZQThFK3UCfZaNS4Te2
Z8p3gWEBxsiAFiKkdycdosiSYLIb/EqmPVide
mL7CIeoicAFAUGREHRL4i14apPvhM1kVF72
LVywEca4fmFM3/2GWvRXOrtXraxXDaDegy
Y2QdMbciGER30NZTSWgmn1b3E7yOiX0c2
Klu91x7TgNISNEIUImFBy/ TuXJS9VvkiyiaE
WxH26PKEDS7NyxrIPSZuWOO50VRHIPsVP
dK7gb00CTSBOEYSpO1RChVX+6TKAPKMM %
AVEMIFOONWDKXWnnken?LUkwX/ enGOief

Activate now

c) Copy&paste the activation response from the web page (1%t picture below) to the license

activation dialog (2" screenshot below).

ﬁ Activate your license - Internet Explorer !E E

https:/{license. kech-arro, . Dj 5| +» | [ contentACCESS Central Adminis... | (2 Activate your icense x

/v( TECH-ARROW | OFFLINE LICENSE A

Your license was activated successfully
Please

Download activation file

tion code below in
your licensed

/ation response W

XPotkfLPpOt1CrgjwtSKxih+cmugwa Fok3WaiPKyOTyrNOzZEJNOLApbmMPDYPAS7c4U2b2 Vv
FrahQuw7mLBk3V/ON2CEQNYANDUG1Fq/3m8eDdw/pC TYTRTATXZ0bka+mN1Ka/HIZIVG 7™
0Q9+L67XDVWIxoKTFETKdrwulgLkoodkFZf3MPkhPdp/5JiIMXHIgMEinbdraWs/nduH3viS+
0Obj5z+0IHWDOKBsoAZGNVWIITMT/Zv+0omUYFHBY 1 paddpa3XLepPzlISVSPDWZABFETKIG
ohCgeqBSrbLu20IG3fr/a6myYSigaMO4Wxn8022IQPZwiQ5zZawv LPZIV0XmATIZf37y7 Spr
qG63bdx++wCbIrb7igIOrwdKEV3pkMW, te5ulloMat\V/10G8385n+GnOfvSysAIGUHCOXG7Q
GCG2VbgnTBSIOSrMBRNKfSLCOSXscSLOyWrmRBZd0L0eeFakhhwijBB4WeDHOvUASKe6fyn1
NII6ICEGH3IhSEUAEXplkUa+neOtLDuty T7qAr2 5i2LXpGNbYNEIdXD3pf/xFZQ4kaivarSUva
ObPCNSp6+nMUC+o6nhBSCRTCVAewofvBsp7sUVdDi2sY7giQbjyDAYCvZINI9sdLanf/ajaKG
weshlch4kbA78YoeMVol ToD/wSYVST2vii1Yo0 7MUUwWIBNMRAXTOVIMb1gAaH8T 7icR7c93
SwiyZPILP11D7fiCpVYT/3SLHBHMVKMESI6+jy+17LRXIAQrU0To0qegB8 X FuIL31dLULVNrm
usW1Qk/QHMnfgHAMNLIBTedLotEruBqonfy0iFjO1PRI/41LX7t/OVd1/pvEvBnsxgBoVEO/IFi
mPQ/X1evvS05NplelvbnVimHIxQ31VOBEIO9ZzucvGxIxrg 1 GAsWZYdOjX5IYThP2IUGGxzP v
Na0B&ahbUowPBzOHINITFEOCAX/vm1IU-+6YCKFDaY che4Ax7omLma/ nWikhXDVYT20LL7L

Key:

Customer: Techarrow presentation

Go to License management page!

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 217/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. | Our vision of technological evolution GGG
\ =
¢ techarrow

License activation wizard

Activation request
svB4nP5455Ag7 2jaed5pSkGbeDCzAL28]DvuikZ 2 SwiNR/s3G%ic2ebSpbGloS
JPpEnO5durm¥pDKCxTQuaYWeFOrQeeRoiE/2dGE2GRNCvOWdAK bbb Eve
YQYYOImJAnESUvsS/BMT2I972rV IXWSEBGuLY dzasLDmgrihVagMrMuEEYV/u
AtIVIUILZQThFKIuCTZaN54Te2z8p3gWEBxsiAFiKkdycdoeiSYLIb/EgmPVjlem
L7ClecicAfAUGREHRLA14apPyh M1kVFT 2LVywEcadfmFM3/2GWWRXOrtXrg
XD9DEqYY2QdMbaGxRIONZTSWgmnlb3ETyOiX0c2KIug1x7 TgNIGNEIUIm
FBy/ TuX)S 0V vkiyiaEWxH26PKEST MynrlPSZUWOOS0VRHIPsvPdKTgb00cTS w0
BQEY5p01RChvX+ETKAPKMMAVKMIEQQMNwDKVXWnpkop2UkwiX/eoG0ief
Copy

Please activate your product on https//license.tech-arrow.com/OfflineActivation/

~

Activaticon response

wijBB4WeilHOvU AsKebfyn1 NIBICEGH3IhSEUAEXplkUa+neOtLDut TT7qAr25i
21X pGMBYNEIdXD3pfFZQdkgivIrSUvIObPCnSpE+ nMUC+ 0BnhBScRjTeVA 2
ewofvBspTsUVdDi3sYTgiQbjyDAYCVZINIGsd L gnf/ajdKGwesh) cbadkbATEY oe
MVolTgO/wsYvST2vij1Yo07MUuwEBnMRAxTDvIMb1gAsHET icR7c 93 Swfy
TRILP11D7HCoVYL/35LHEHmMYEMtS16+jy+ 17LRXIAQrU0To0geg BE/XFull 31d
LULvMNrmu6W1Qk/QHMnfgHAMRNLfbTeOlotEruBgdnfyQiFjO1PRI/41LXTH/OV
d1/pvEvBnsxgBoVEO/IFimPQ/X1evV3a5NplelVonVimHIxQ31IVOBEIO97zuc W
wiEkry 1GASWZY dOPEIVThPZ)UBGxzPNaOBeahbUowPEzQHINmFh QCAX v

Paste

Previous Mext

d) Click Next and the license key will be successfully activated.

License activation wizard

License successfully activated!

License key:
License for: Techarrow presentation
Status: “alid till 2015-07-18T00:00:00

After successful license activation all Allowed plugins, stores and limitations within this license will

be updated on the page.

Notifications

To increase efficiency of the troubleshooting process, contentACCESS uses notification plugins.
These plugins are wused to send notification emails to the wuser about the
errors/warnings/misconfigurations or possible system or job failures in contentACCESS. Based on
the settings in the Central Administration, the transport server of these notifications can be either
an Exchange server, or an SMTP server. If the organization doesn’t have Exchange Server, SMTP

server can be used instead.

For Notification settings open the Notifications page (System tab—> Services group ->

%" Notifications button) on the Central Administration ribbon.
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% contentACCESS Certral Al X
€« C | & htips://tanews.tech-arrow.com/Centralidministraton/Default.aspxFp=GeneralotificationSettings QaQ

% contentACCESS Central Administration Tenant: == System == - &- 7
| = [ XA *
BB o L

Connection  User | Roles  Users Invitations  Login | System Li
interface providers

=a 10} - - - - -
F 0 | ¥ % 7 % >
= = @ = = % .
S Al Schedules ntentWEB officeGATE accessGATE Virtual drive Applications
databases mobile  configuration  settings

Edit Application Settings Security Tenants Cient Applications

%. Notifications

System > Services > Notifications

»

v startimmediately 2 refresh e disable auto refresh @ deactivate job ul  logs 7 edit

In the status bar of notifications there are 6 control buttons:

o With the “start immediately/stop” button it is possible to manually start/stop the sending of

notification emails;
o “refresh” control button serves to reload (manually refresh) the current state of notification plugin;

o “enable auto refresh”/“disable auto refresh”: serves for activating/deactivating the auto refresh of
notification plugin status information; if enabled, then the current state will be refreshed in every

5 seconds;

o “deactivate job/activate job” button is used to deactivate/activate the job if it should not run; a

deactivated job will not be started automatically, nor can be started manually.

o “logs”: in case that you want to check the notifications plugin events, or if any problem occurred
during the sending of notifications emails, click on this control button and you will be redirected to
the corresponding monitoring page, where the last run of the plugin will be pre-selected, and the

corresponding run events will be displayed.

o “edit” control button is used to change the name of the notification job and to specify the node

where the job should run;

o With the arrows mark ( A ) at the right side of the status bar the user may collapse or expand the
progress information about the job’s running. The status bar’s last state is always stored, and the

last state will be opened by navigating to the page again.
Under the status bar the following sections are configured:

» Scheduling settings: This configuration option is common both for SMTP and Exchange server
transport types. The administrator can choose here an already existing notification scheduler

from the list, or create a new one. Notification emails will be sent at time, which is set here. New
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notification schedulers can be also created (or edited) by selecting the “system” tenant in the right
upper menu of the Central Administration user interface, and configuring the schedulers on the
Schedules page (System tab - Tenants group - option Schedules on the ribbon, refer to

screenshot below).

[ itfaetnz | [ = | =] 28

% contentACCESS Centrdl Ad X
<« C | @ htips:/ftanews.techrarrow, com/CeniralAdministration/Default.aspx Fp=SchedulingsT Qe ¢

¥ contentACCESS Central Administration Tenant: == System == - & P~

Ec'»ﬂ\l’ﬁ-'-*'ﬁ;\‘--'-%-'-‘%u”@%‘If:‘?ézu'.‘--ni-i’«‘n’(-.%%’*f T
S

Conmection User | Roles  Users Invitations login | System Licensing Notifications Monitoring Cluster Statistics | Tenants ANl | Schedules| contentWEB officeGATE access GATE Virtual drive Applications
intes providers databas mobile guration

settings

Edit Application Settings Security Services Client Applications

> Notification settings: The administrator can choose right here, if the SMTP server or Exchange

provider will be used to transfer notification emails.

- e Evrhamee e
Fansport server type: hange Server
V. TF zerver
From address Btech-arrow.com
Administrator addresses companyadmin@tech-arrow.com
& Tect emad was zud cezzfully semt
Send test email

In both cases, the
From address - the email address of the real sender
Administrator addresses - the recipient addresses

text boxes must be filled. It is also a possible to send notification emails on behalf of somebody
else. The condition for that is to have on behalf permissions on the mailbox of this second user. It
isrecommended to send a test email via the “Send test email” button to check, if everything works

correctly.

The page displays different configuration sections based on which transport type is selected in
the Notification settings section. If “Use Exchange Server” is selected, then the EWS settings
must be configured; if “Use SMTP server” is set, then the SMTP server settings must be

configured. SMTP server is used if the organization doesn’t have Exchange Server.
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R | | = | =] 5%

Y contentACCESS Central A0 x |\

&« C ‘ & https:/tanews tech-arrow.com/Centraladministr ation/Default aspx Fp=Gener alotificationSettings H
W contentACCESS Central Ad: ?
System A
=R . . . & Ea o) b -
W v O & & & & o 4L 5 de 4 B R % W OV % %
Sawe Discard | Conmection User | Roles  Users Inviations login | System Licensing Notifications Momitoring Cluster Statistics | Tenants Al Schedules | contentWWEB officeGATE accessGATE Virtual drive  Appiications
changes interface providers databa: mobile  configuration  settings.
S Application Settings. Security Services Tenants Cliert Applications
System > Services > Notifications
v startimmediately @ refresh e disableautorefresh @ deactivatejob Wl logs 4 edit ¥
Scheduled in: ahways -
Transport server type: Use Exchange Server "
| Use SMITP server
From address: Btech-arrow.com
~arroucom
Send test emai
Zuchange server type- Exchange Online (0365) -
Exchange server interface version:
Ews Ut
Keep connection alive: 1=}
User name:
Passwer:
Confirm password:
@
Test connection
Worker thread count z N
-
e | | — | =] 3%
% contentACCESS Central A x|\ |
&« < ‘ @ htips:/ftanews.tech-arrow.com/CentralAdministration/Default. aspx Pp =GeneraltotificationSetings Q 1‘.‘(|
W contentACCESS Central Administration & ?
Systam A
=) =R . . . ] 1 ) - b~
R EH 2 8 %8 &8 & 5 B 0 ode ft B OB R T WM O®E
Save Discard | Connection User Roles Users Invitations  Legin System Licensing Notifications Monitoring Cluster Statistics | Tenants All Schedules | contemtWEB officeGATE accessGATE Virtual drive  Applications.
changes interface providers databases mobile  configuration  sertings
Edit. Application Settings Security Services Tenants Client Applications.
System > Services > Notifications
+  start immediately g refresh e disable auto refresh @ deactivate job ul logs #  edit ¥

Seheduled in hways

] Use Exchange Server

Transport senver type:
)] Use SMITP server
From adciress: Drech-arrow.com
i arrow.com
Send test email
Host smtp.office365.com
rore: 587 =
Enable SSL =
User name: @tachesrrom com
Password e
Confirm password: S

Worker thrasd count: z :

Screenshot B: SMTP server used
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» EWS settings: The following parameters are needed for EWS connection:

Exchange server type, Exchange server interface version: the type and version of the Exchange
provider which will send the notification emails.
EWS URL (received from the Exchange provider)
Keep connection alive: If it is turned on, then the connection between contentACCESS and the
Exchange server is cached, which increases the performance. If the Exchange is load balanced,
some requests can land on another Exchange which causes errors in contentACCESS. In these
cases unchecking the keep alive option will destroy the connection after each request and will
rebuild it on the next request.
= |If you are communicating with one Exchange server: turn it on to increase the
performance
= If you have a load balanced Exchange environment and there are communication
problems with the Exchange: it is recommended to turn it off
User name, Password: Finally enter the User name (email address) and password of the EWS user

that can be applied to connect to the Exchange server.
» SMPT server settings: the following parameters are needed for the STMP connection:

Host - name of the SMTP server (like: smtp.gmail.com, smtp.office365.com, ...)

Port - the SMTP port of the SMTP server. There are some recommendations and standards.
Usually the port 25 is used for SMTP (or 2525). But because this protocol is vulnerable, the port is
usually blocked by firewall. The secure SMTP port is either 465 or 587. The port 587 is usually
using TLS (Transport layer security).

Enable SSL - based on the SMTP server it is possible to enable SSL (recommended)

User name, password: authenticated user on the SMTP server (required)
Use the Send test email button to verify if the notification emails are working properly.

> Resource settings: under worker thread count, at the bottom of the page you can set the count

of simultaneously sent notifications.
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Monitoring — how to find out possible misconfigurations / reasons of potential

system/job failures

Navigate to System - Services > = Monitoring button.

[t | [ = [ 3¢ ]

% contentACCESS Central Ad %

& C | & https://tanews.tech-arrow.com /Centr alAdministration/Defallt. aspx ?p=rmonitering Qi

W contentACCESS Central Administration Tenant: == System == & 7

=) Monitoring

System > Services > Monitoring

The monitoring feature enables to check the currently running or in the past run system or job related
events very easily. The user can check here all desired system events such as system updates,
shutdowns, startups, system component updates, or possible system errors etc. In monitoring
feature, the user also has the chance to check all possible failure details that might happen during the

running of the jobs, so it makes the troubleshooting easier.

If you first open monitoring, you can see the following basic parts on the interface: Runs of the jobs
or system on the left side (red frame); system and job events on the right side (green frame). With
clicking on the Refresh button (purple arrow) you can also check the real-time running jobs. With this
button it is possible to reload the current runs/event from the database. With a single click on the
collapse all/expand all buttons (indicated with blue arrows) you can expand or collapse all sessions
for all jobs. It is also enabled to list among the events at the bottom of the monitoring page (

frame).
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=2 Monitoring

System > Services > Monitoring

Type Jobs Svart Dt End Date Event types

@iy + ok (40 eventy) - Export Settings

\“s Ay System events Or Job events \\,.
- Enddate / I Date

43142015 12:30 M

e skipped from
jisioning Job
1/31/2015 12:30 M

14312015 12:33 P

131/2015 12:39 PM Mailba Pravisianin

T31/2015 1230 P

14312015 12:39 P

14312015 12:38 P

T/31/2015 12:3 P

1A1/2015 12:3 P

/3142015 12:30 PM

Li]
L]
L]
i}
@ svaszaiem
o
i}
L]
L]

Sorting in monitoring: sorting option is enabled both in the Runs and Events tables. Click on the
particular column name (Start date, End date by the runs, Date, Title, Description, Job by the events),

and the items will be displayed in the reverse order.

5 Monitoring

s Jobs: statDate End Date: Evenittypes
i pes) = ijobs) - = [ eventy) ot settings

l oAy R i Wit Proisomine biv’.’dwﬁ&kfkw

Start date - End date - Date Title u.-.;JL; jon

Setting of maximum history count of the runs: With this option it is possible to set, how many job
runs the user would like to keep. If the value is set to 10 for example, and a job has run 20 times, then
only the last 10 runs can be viewed, remaining 10 will be deleted and the user will not have an access
to them. It is recommended to set a higher value here, if a job is running too often, or during the
weekends, and the user needs to view the events retroactively.

This value is always inherited from the higher level. There are three levels altogether, where the
history counter can be adjusted; the system is the highest level, the next is tenant level and the last
one is the level of jobs.

= System level settings are accessible with right mouse click on a system related job in the column of

Runs; here click on Settings, and adjust these settings in the System level monitoring setting dialog.
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# Start date = | End date -

Job: [system] right click on the system job

74372015 11,01 AM /772015 11:01 AM
Expand Detail
74872015 10:20 2 15 10:20 A
11420151159 4 K Delete 15 12:00 FM
7/13/2015 11,04 h1s 1104 40
7/13/2015 2:00 PM 7/13/2015 201 PM
7/13/2015 3:12 PM 7/13/2015 3:13 PM . . .
System level monitoring settings

7/14/2015 9:37 AM 7/14/2015 3:38 AM
/152015 1:47 PM TA15/2015 1:47 PM Max histary count: nm =
7416720115 5:21 PM 7/16/2015 5:72 P
7/30/2015 11:54 At 7/30/2015 11:54 A0 Save Clase

= Tenant level monitoring settings are inherited from the system, i.e. if maximum history count is set
on “10” on system level, then the same value will apply for the tenant level monitoring settings, too.
Nevertheless it is possible to configure the tenant level settings independently from the system
settings. Click on the Settings button and set the required value into the Tenant level monitoring
settings dialog. If the tenant level settings are set independently, it can be still adjusted to the

system settings with a click on the “inherit from system” option in the Tenant level monitoring

settings dialog.

E—'; Monitoring

Swystem » Services » Manitaring

Type: Jobs: Start Date: End Date: Event types; \
(Al types) - (A1l jobs) - - - (Al events) - Export

Tenant level monitoring settings

Max history count: q 4| inherit from systern

Sawe Claose

= Job level monitoring settings can be adjusted with clicking on the particular job running in the
column of Runs and configuring these settings in the Job level monitoring setting dialog. These
settings are inherited from the tenant by default. Nevertheless it is still possible to set another

value with a right click on the particular job in the Runs column, select here Settings and set the
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maximum history count in the dialog. This value can be adjusted to the default value inherited from

tenant with clicking on the “inherit from tenant” option in the same dialog.

CAY
# | Start date v  End date -
3 lob: [system]
) Job: Mailbox Provisioning Job
———p AT AR e 743172015 12:39 PrA
Expand Detail
2 B3/ 8/3/2015 1:39 PM
: W Delete
2 715 7/15/2015 10:52 AbA
Settings
3 7/15/2015 10:54 Ak4 771572015 10:54 AkA Job Ievel mon ItO”ng Settlngs b4
3 T/2/2015 5:39 Ak 14272015 9:40 AkA
® lob:i7) Max history count: 5 4 inherit from tenant
3 Job:(59)
) Job: EMP job Save Close
=) Job: (64)

Filtration in monitoring: If the user would like to check details of a certain system/job running, then
he can also filter among the jobs under Filtration - Jobs: dropdown list. If it is necessary to check the
system/job events that runin a certain period of time, then it is possible to further filter among these
items with setting the Start date and the End date under filtering options. Under Event types it is
allowed to filter among event types occurred in the actually selected events. An event type filter is
also available at the bottom of the Event types dropdown list. Using this filter it is possible to sort out
all events which belong to one of the 3 event groups [1. error ( &), 2. warning () or 3. note (®)].
Click on the mark of the particular event group next to “Select”, and the selected events will be

displayed. On screenshot below, we sorted out all the notes (with a click on “ Li B mark).

SuccassTully upaited OF Esent = tugia Event - ok et

Iob
0130166104 registered. [system)
[ysterm)

Ervstam

fvitem)

r 0 Oatabase 44 i5 Up 1o date

Ervstam)
Eoystem]
Ervstem)
Eysterm]

COOOCOOOOOCOeOO O O OO

Page 107 § (140 tems)

Ll

Fage 10t 31 (904 iters) 2
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Note: If the logged in user is a system administrator, then he will be allowed to see the system related
events, if he has tenant administrator rights, then he will be allowed to check the tenant related

events using monitoring feature.

The Export function makes it easy to save the reviewed events into XML, CVS or HTML. The report
contains all necessary information (date, job ID, Message, Details) which enable to have a look at the
desired information, and also identify possible failures very quickly. This enables a very quick access
to the system/job processing information and also ensures a very quick troubleshooting in case of

need.

Type: Jobsi Start Diate: End Date: Event types:

On the below displayed screenshot we have filtered out Mailbox Provisioning Job and TA_ Email
Archive job and set 1%t of July 2015 as Start date, and 8th of July as End date. Among event types we
have also set All events. This filter will find all the events related to these 2 jobs, which happened in

this time interval.

E,l, Monitoring

Swstem = Services = Monitaring

Type: Jobs: Start Date: End Date: Event types:
Job - visioning Joby TA_Ernail archive jobjig T/L/2015 12:00 AN s 74972015 12:00 &k - &l events) M Export
(&l jobs)
\ | Job is Mailbox Provisioning Job Or Job is TA_Email archive job And (Date »= 7/1/2015 12:00:00 AM And Dale == 7/9/2015 12:00:00 AM) |
} v job
# Start date - Date - Title Description
TA_EAZ
@  Job: Mailbox Provisioning Job 015 12 2 s finis ; Plugin.Email&rchive
FAjob n
77272015 930 AN k A 14142015 12217 P Mailbox processing infortnation Processing uwas finished
EMP job "
Job: TA_Emall archive job b ! ettt a4 7472015 12:17 P Mailbox processing information Mailbeox processing finished
e rontent edroctor O ronis 1T em Mailhox pracessing surcessed Plugin Emailfrchive
T/ 822 M Ernail archive new job
[ 74172015 12:16 PM Mailbox processing information Processing was started. Mumber of mailboxes: 1,
/372015 10:56 AM restore O 2018 s A Flugin was finished successfully Plugin.Emailarchive
1015 11308 A Hew email archive job Ay 112015 1118 A Mailhox pracessing infarmation Mailbo pracessing finished
Email Archive ~ A 14172015 1118 AM Mailbox processing information Processing was finished
TS LL15 M Close © 2018 11 A Wailbox pracessing successed Plugin.Ermail&rchive
7/3/2015 11:15 Ah 743/2015 1116 AM Ay 112015 1116 AM Wailbox processing infarmation Pracessing was started, Number of mailboxes: 1,
o 74372015 11:10 Ak Plugin was finished successfully Plugin.Emailfrchive
T/3f2015 11:10 AM TF3/2015 1119 M .
a 74372015 1119 AW Mailbox processing inforrmation Processing was finished
TAEF2015 1116 AN TAT/2015 1118 AM Ay T/3/2015 11:19 AM Mailbox processing infarmation Mailbox processing finished
[i BRRE YL RERLYY Wailbox processing successed Plugin.Email&rchive
T/EF2015 12:16 PR TAAA015 1817 P R
Y 74372015 1110 AW Mailbox processing infortnation Processing was started, Nurnber of mailboxes: 1,

Under Runs section click on the arrow mark next to the job and the last run times will be opened. In
the table of Events at the right side of the screenshot you can see all the events related to these 2

jobs, in time period 15t of July - 8" of July. With a click on the certain run of the job instance (for
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example with a click on the Mailbox Provisioning job that run at 7/2/2015 at 9:39-9:40) you can open
further details about this run. In our case we can see that Mailbox provisioning job has processed in
this time 98 mailboxes, of which 25 mailboxes added, 71 mailboxes skipped, 2 mailboxes updated etc.

(red arrows).

If you check the checkbox next to this run of the job, then the right hand table will display all events,
all event types related to this run at 9:39-9:40, on 2™ of July.

Stort date

312015 10:56 A

/32015 1108 AM

/30151115 AM

/32015 1115 AM /32015 1115 AM

/372015 1119 AM 3015 1119 AM

T/T/915 1115 AM 1L18AM

T/T/2015 12:15 P

72

LR N NN XN N-N-X- NI

1242015 3:40 AM

Note: The exact details of a job/system running can be opened/collapsed with a right click on the

particular session and selecting Expand Details/Collapse Details from the context menu.

5 Job: Mailbox Provisioning Job

@
5
@

5)

8/3/2015 1:39 PM

T/31/2015 12:39 PM

71572015 10:54 A

T415/2015 10:52 26

8/3/2015 1:39 PM

73172015 12:39 PM

7/15/2015 10:54 And

7415/2015 10:52 Ap

— TI2/2015 8:39 AM /272015 3:40 AM
- Expand Detail
5 Job: (57
5 Job: (59)
K Delete
2! Job: EMP job
- Settings
5 Job: (64)

Note: The user can open/close additional details related the selected event with a right mouse click

on a particular event and selecting Expand Detail/Collapse Detail from the context menu.

R is Mailbox Pravishoning Job F12/7015 #3932 AN

&
»
«

TS 1233 P

S73/2015 139 P

/2015 139 M

TA/2015 0:40 b

TIS/205 1052 AM THS/Z0I5 1052 A
015 9,40 AM

TAS/TUS 10454 AM /25 1058 A

TAAE015 0:40 AN

v TS 30 A T2/2015 540 AM
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Now, if you want to visualize only information about Plugin was finished successfully type of event,
then set this filter in the Event types checkbox. As result, only this type of event will be displayed in
the table of Events.

Type Inbs St Date: i Date Event types
Iob | [Mailbo Provisioning lobTA,_Email =| /2008 1M0AM = | 3/3/2015 1200 A i s

" Sardate - | Enddate
Job: Mailbox Pravisioning Job

With the Export function you can save this report in one of the file types, for example in HTML:

F? Monitoring

vices > Monitoring

Ty Jobs Start Date End Date Eventypes
Mailbo Pravsioning JobiT4,_Email =| /U215 1200AM =] [5/420151200AM = | Pluginwas fnished successtuly -
o R s Malllox Proviskoning Job 71242015 53912 AN And (Dale =~ 77172015 12:10:88 AM And Date <= 741 it = Plugin was finished successtully)
L
B Srdae | End date - Date - Tide Dascription 5
Job: Maithos Provisionis IR

TA2/2015 9,40 A

99 mailboes processed (25 mailboses added, T1mailbases skipped, 2
emilbores updated. 18 araup: sdded. 11 aroua: skipoed)

The report will contain all necessary information that might be very useful for a user to identify any

failure, or just check the last event(s) of this job at the time period that was filtered out.

| Type | Title  lDate | JobID I I
Filter: Run is Mailoo Prowisioning Job 7/2/2015 %:39:32 AM' And (Date >= 7/1/2015 1200:00 AM And Date <= 7/3/2015 12:00:00 AM) Ancl Exent = Phugin was finlshed successfull)
Plugin was P ;
) " <l t="MeRtOringSTADetalls™s €598 madbenes precesseel (25 mallbaxes aeted, 71 malbexes skipped, 2 mallsexes updated,
150 13103 Info Z.;z:.:mw /242015 3:40:23 AM 56 PluginMallboiravisioning e T e o

How to manually remove system/job runs and system/job related events from monitoring:

= To delete system/job runs right click on the particular system/job run in column Runs and select
Delete from the context menu (Screenshot A).
= To delete a particular event right click on the particular event and select Delete from the context

menu (Screenshot B)
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cAy
# Start date = | End date -
=) Job: [system]
@ v | 7/7/2015 1101 AM TF1F2015 1101 &M
€] 79521 /952015 10:29 AN
& Expand Detail i
© 71 74172015 12:00 PR
€] T3 7713/2015 1104 Abd
Settings
€] 74132015 2:00 P 7/13/2015 201 PM Rum i “system 27772015 110153 AN
€] 74132015 3112 Pt 7/13/2015 313 PM Date - Deseription
@ 771472015 9:37 &M 77142015 9:38 BM 3 o /2015 111 Ak Systern update successfully finished  Updated to version 2.5.26.0
5 @ 100 Bpand bkl Systern component successfully | gy oot archive
3 T/15/2015 1,47 PM 7715/2015 1:47 PMA updated
5 @ 7f7f201 i):;:;:dmmpunentsumssfuuy Ermil archive
€] 741672015 5:21 Pt T716/2015 5:32 PM ) s companent successfuly
5@ 172005 1101 A oated Systern
@ 743072015 1134 AM /3042015 1134 AM 2 @ 12015 1001 AM Systern update started Updating to version 2.5,5.0 ...
Screenshot A: Deleting system/job runs Screenshot B: Deleting system/job events

What to do if more space is needed on the monitoring page? If there are too many events and the user
would like to have more space on the monitoring page, it’s a good idea to hide the ribbon with clicking

on the arrow sign at the upper right corner of the user interface, under the About menu.

Auditing
The Auditing feature allows logging every file access, executed search queries, user log in/log out

actions and actions about legal hold creation and deletion.
Configuration

The Auditing feature has to be configured and enabled in order to function properly. (System ->

Services 2> Auditing)

% contentACCESS Central Administration

System File Archive Email Archive SharePoint Archive Custom plugins
f— - - - ® i = E\ -
[ 3 [ ) @, [ A~ y \
BB O E S & & & g B 0 5|«
Connection  User Roles Users Invitations Login System Licensing Notifications Monitoring | Auditing
interface providers
Edit Application Settings Security Services

<, Auditing

System > Services > Auditing

£ Auditing is not activated. Activate auditing
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% contentACCESS Central Administration
System File Archive Email Archive SharePoint Archive Custom plugins
v f— - ° - ® e V= = -
| [l 3 [ Y [ ] [ E ’ v
o W | & O & & S & & [ WM K
Save Discard | Connection User Roles  Users Invitations Login System Licensing Motifications Monitoring Auditing
changes interface providers
Edit Application Settings Security Services
] s
)
<, Auditing
System > Services > Auditing
Enable auditing: v
Database connaction: EAdBMMNED2 - (V]
Options

= Enable auditing: the auditing functionality can be enabled or disabled anytime. If the
auditing is disabled, then no new auditing entries will be added to the auditing log.

= Database connection: the database where the log entries will be saved. The database
shouldn’t be changed. If the database is changed, then the previously created Auditing logs

will not be accessible.

After the page is saved, the user is automatically redirected to the Auditing logs browse mode.

% contentACCESS Central Administration Tenant: INDEX TEST2 - &~
System File Archive Email Archive SharePoint Archive Custom plugins
1 m =R . My 2 o 3 / s = =a - » — -
ks y B S & & & J B O B & & W E R B % % % % %
Connection  User Roles  Users Invitations Login  System Licensing Motifications Monitoring Auditing Cluster Statistics  Legal  Indexing | Tenants All contentWEB officeGATE accessGATE Virtual drive  Applications
interface providers hold databases mobile  configuration  settings
Edit Application Settings Security Services Tenants Client Apphications
- .ps
-
<, Auditing

System > Services > Auditing

Users Start Date: End Date

Event types:
(8l users) . . . - Eport Settings
User - All users \

Date - Tile Description User

Q

To modify the settings, the click on the Settings button on the Auditing logs browse view.

Auditing log browsing
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The Auditing view is similar to the Monitoring. The user can filter the Auditing logs by user, date
range or different event types. The grid that contains the Auditing logs can also be sorted by clicking

on the column headers.

W contentACCESS Central Administration Tenant: contentGATE Journal = &= 9

ioo0oco0o000000QCS

Column description
The columns contain the following information:

= Date: The exact date when the logged event happened

= Title: The title of the auditing event

= Description: A short description of the auditing event

= User: The user, who has done the action, which was logged into the Auditing. There are 2
special users - System and Anonymous. An Auditing event has the System user when a
document is accessed by a job. The Anonymous user is used when the ,Link security” option

is disabled in the System settings and a document is downloaded from an external source

(for example with an URL).
Auditing log details

By clicking on the arrow icon left of the Auditing entry, a detailed view will appear where the user

can see more data about the action that caused the Auditing event.
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€, Auditing

User = Allusers o

If the item was viewed, there will be a Download link and an Open in contentWEB option. If the item

was downloaded, there will be only the Download link.

Date = | Title Description
o 6/12/2017 4:37:49 PM Item was downloaded auditing mail
o 6/12/2017 4:37:48 PM Item was viewed auditing mail
Model type: EmailArchive
Model Id: Merged|4|Email Archive]0
Entity name: drne@ta.internal
Entity Id: 21|a39ad7c2-3957-47b8-8cd6-d91f8a0bbbad
Folder Id: 15
—Download link: auditing mail.msg
——p Open in contentWEB: auditing mail.msg

Distributed environment in contentACCESS — Clusters

Why is it efficient to use clusters? A server cluster is a group of independent servers (nodes) working
together as a single system to provide high availability of services for clients. When a failure occurs
on one computer in a cluster, resources are redirected and the workload is redistributed to another
computer (node) in the cluster. It can happen that one processing job is currently running on a
processing node, but a server failure occurs and the server will shut down. In this case a second,
alternative node (either with “Job runner” or “Universal” role) can pick the task up to finish the
archiving process. To achieve this, the running of this particular job should be allowed on any

available node.

contentACCESS'’s cluster technology guard against the following types of failure:
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v" System and hardware failures, which affect hardware components such as CPUs, drives,
memory, network adapters, and power supplies.
v" contentACCESS’s application and service failures, which affect the software, its applications

and essential services.

Thanks to clustering in contentACCESS, the user can make the job processes scalable, and thus
increase the performance. The user may decide how the nodes should be used, and how the work
processes should be divided between them. The jobs can be run on a specific or any available node.
It is also possible to install the full contentACCESS on one node and the contentACCESS server part
on another nodes to ensure a better performance for job processing and for contentACCESS as a
whole. It is also possible to use the nodes in a balanced mode; in this case the nodes are selected
according to their Memory and CPU usage. The actually running jobs on the node will be considered

as well.

There are 3 main node roles available in contentACCESS (can be adjusted from the context menu of

the particular node).
v Universal: this type can be used for all operations performed in contentACCESS;

v" Model provider (retriever) type can be used to publish models, i.e. this type is used to connect
client applications with contentACCESS and to retrieve items through these client

applications;
v Job runner (processing) type was developed to run jobs (plugin instances) in contentACCESS.

The user must decide, which role type he assigns to a particular node, how he divides work processes
between the nodes, and how he makes the work processes more effective. A typical use case is when
acustomer installs the contentACCESS server, Central Administration and contentWEB on one node
and contentACCESS server on a second node. Then he sets the first node to “Universal”, the second
to “Job runner”, assigns File system archive jobs to the first node and the Email archive jobs to the

second node.

Now, let’s assume that contentACCESS is already installed one the first “main” node (TANEWS),
where the file system archive jobs are running. Our customer has decided to buy TECH-ARROWS'’s
Email archive and he would like to run email archive jobs on a second node. To achieve this, he needs

to install the contentACCESS server on a second node (e.g. TECHNBO0002).
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Before the user starts to install any contentACCESS component on a second node, it is always
recommended to set the node to disabled (to prevent the new node from picking up new tasks before
itis fully configured). We set now the default role type to “Job processing”, as we will use it to run the
email archive jobs. For more information about these default cluster settings please refer to section

System, section “Cluster settings”.

Mode update interval {sec): 30 -
Mode auto logoff time (sech 10 -
Ewents retention time {sec): 1800 -
Events distribution interval (sech: 1] -
Task auto disable time (sec): 30 :

Stop task after ping failures (count): 2

1

Mode selection strategy: Firstwins

1

Default node role: Job runner (processing)

Enabled by default:

To install any contentACCESS component on a second node, start to run the contentACCESS setup
package on the selected server (TECHNBOOO?2). First, you will be required to select the installation
type. As we are now installing a contentACCESS component (a node) in an existing contentACCESS

environment, we select the “Additional component” option:

contentACCESS Setup

/( contentACCESS your vision of technological evolution

Steps Installation type

Choose the contentACCESS installation type.

" Firsk server

Chaose this option if you are installing a standalane server ar if you are installing the first
contentACCESS server of a future cluster,

¥ Additional server or component

Choose this option if you are installing an additional server or component in an existing
contentACCESS installation or cluster.

Previous

Next | |Cance\
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In the next step you will be asked to specify the central database connection that is already used.
Enter the server name, where the database is already installed (in our case it is installed on our 15t
node called “TANEWS”), enter the name of the already existing system database (in this case it is
“CONTENTACCESSDB”; can be checked on the SQL server), type here the database user credentials

and the database schema.

contentACCESS Setup

/( contentACCESS your vision of technological evolution

Central database connection

Please specify the contentACCESS central database connection parameters, This is the database you've specified when
installing the first server,

Database server

ITAN EWS\SQLEXPRESS -
Database name

ICONTENTACCESSDE

[T Use Windows integrated authentification [ TA\administratar)
User name

B

Passward

Schema
[abo

Previous Next ‘ |Cance\

Important!!! In the Database connection settings either a domain user must be specified (if Windows

authentication is used), or an SQL user’s credentials must be added to connect to the database.

Further you need to select the components to be installed. As mentioned above, in this use case we

select the contentACCESS server to install on this second node:
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contentACCESS Setup [ x]

/( contentACCESS your vision of technolc volution

Steps contentACCESS components

Select the components which you would like ta install,

contentACCESS components

¥ contentacCEsS

License key I - I - - - [TarsE

Pravey settings

™ contentacCESS Central Administration
" contentwies

[T central lagin

™ contentacCESS Web Services (Proxy
™ wirtual drive

Previous

Mext ‘ |Cance|

Finish the installation process of this second node. Now, let’s check the available nodes in the Central

Administration.

Status pane of nodes, grid of nodes, available operation from the nodes’ context menu: Nodes, where
contentACCESS components are installed, can be viewed with navigating to System tab = Services

- Cluster, in the nodes’ grid below the status bar (displayed with green color on the below displayed

W contentACCESS Central Administration Tenant: TECH-ARROW - &~ P~
File Archive r( BackMailz SharePoint Archive Custom plugins ~
. . . & = = = . e - 2
- o8 & .. 4 b4
o B |3 & 82 & ¢ [ € » & & RS &2 AEB % % % z %
Roles  Users Invitations Login  System Licensing Notfications Monitoring Auditing| Cluster [Statistics Legal  Task  indesing SMTP  SMTP | Tenants Al contentWEB officeGATE comtentACCESS Virtual drive Applications
providers hold  runner Servers Mappings databasss mablle  configuration  seftings
Eait Security Services Tenants Client Applications
Cluster
System > Services > Cluster
+ New cluster group & refresh e disable auto refresh
Default 1 No af750499-81fb-409d-833e-524c301d6475
® oniine Tacatest 15216810056 [l | = O Universal  Unlimited  Yes  1/15/2019 5:11:51PM 1/15/2019 5:00:54 PM 1/15/2018 5:26:12 PM No

Screenshot: Nodes’ grid

There are 3 control buttons available in the status pane of the available nodes:

v “+ New cluster group” button allows the administrator to create new cluster groups;
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v “refresh” button serves to reload the last cluster status from the database;

v' “disable auto refresh”/"enable auto refresh” buttons serve to disable/enable auto refresh (in

every 5 seconds) of the last state from the database.

After clicking on the + New cluster group, a pop-up window will open. Here the administrator can

specify the name of the group and also description (not necessary). Click OK.

Change cluster group
Group name: | TECH-ARROW Bratislava

Description:

QK Cancel

Nodes can be added to the cluster group using the Manage nodes option from the context menu.

4+ New cluster group = refresh
Group name Number of nodes  Delets
Default e 1
Edit
Status Server Dalate
W Online TACA] Shutdown 096 -
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Select nodes for cluster group

Drag a column header here to group by that column

v | Name IP address

v | TACATEST 192.168.190.96

+ Reset job to 'Any available' if the job is assigned to one of the removed nodes

0K Cancel

The cluster group can be then assigned to tenants, where the tenant's jobs will run only on the nodes
assigned to the tenant’s cluster group. This feature is wuseful for hosting
solutions, where contentACCESS nodes are located in multiple data centers. In such cases, the
tenant’s data will be processed by the nodes, which are geographically the closest to the tenant’s

resources.

The node, where contentACCESS Central Administration is installed, is marked with a bold black

Status Servername  Serierlp Memory usage  CPU usage  Owerall Inad  RUAAing jobs count  Role Maxjob count  Erabled  Last start Last stap Last ping
5 @ Online TANEWS 10216819063 - -1% ‘ 1% .nﬁr% 0 Universal Unlimited ~ ¥es  O/17/2015 10:20:20 AM  Never 9172015 1:45:14 FM
S onine Techmeonz wzassser - R [P U Jobrunner (processing)  Unlimited Mo 9/17/2015L45.08PM 971772015 L3356 P 941772015 1idS:08 P
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How can a node be configured? Node configurations are available for the user from the node’s context

menu, by clicking on “Edit” in the dropdown list and configuring it in the “Change node” dialog.

Cluster

System = Services » Cluster

4+ New cluster group = refresh e disable auto refresh
Group name - Mumber of nodes  Deleted Id
"l Default L0 1 Mo af754
Status Server name a Server [P Memory usage  CPU usage  Owverall
M @ oniine TacATEST 10216810096 = [ | = =
Edit
Shutdown

Set to maintenance

Change node

Enabled: v

Role: Universal v
Max job count: v Unlimited

Description:

Capabilities:

Maintenance mode:
OK Cancel

In this dialog it is possible to set up the following node configurations:
v'Enable/disable a node with checking/unchecking the Enable checkbox;

v'Change the role assignment of the selected node with selecting the role type from the Role

dropdown list;

v'Set the maximum count of jobs that can parallel run on the node (option Max. job count)

v'Set the mode to Maintenance by checking the Maintenance mode checkbox.
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The following information are available in the nodes’ grid, when reading from left to right:

Status: This column marks if the selected node is online or offline, i.e. if it is ready to process tasks or

not.

Status Servername  ServerIP Memory usage  CPUusage  Owerall load  Running jobs count  Role Max job count  Enabled  Last start Last stop Last ping
@ Online |TANEWS — 192.168.190.63 = lg% | 1% lau% 0 Universal Unlimited ~ Yes  9/17/201510:20:20 AM Never 9/17/2015 3:36:55 PM
Anline | TECHNBO00Z 192.168.30.1 - .6% .3% I Job runner (pracessing) Unlimited Mo 0/17/2015 23613 PM 071742015 23035 P 0/17/2015 3:36:4 PR

The node can have one of these 3 statuses:

v' The green () spot means, that the node is enabled, i.e. its service is running and the node is
ready for processing;

v" The yellow () spot means, that the node is disabled, i.e. its service is stopped and the user
cannot run any plugin on it. However, the server is still running. The yellow spot appears also
for Maintenance mode.

v" The red spot (®) means that the contentACCESS server on the selected node is currently
turned off. A node in offline status can be started again with starting up its service

(“GATE.contentACCESS” windows service must be started).

Our TECHNBOO0O2 node was installed in disabled mode, which is indicated with a yellow spot in the

status column:

Status Servername  ServerIP Memory usage  CPUusage  Overall load  Running jobs count  Role Maxjob count  Enabled  Laststart Laststop  Last ping
\- Online TANEWS 192.168.190.63 - . % | 1% .7‘33% 0 Universal Unlimited Yes 971772015 10:20:20 AM  Mever 941742015 11:17:40 AM
Online  TECHMBOODZ 192,168,301 -% I 1% .‘33% 0 Job runner (processing) Unlirited  No 9/17/2015 10:20:37 AWM Mever  9/17/2015 111745 AM

A node can be enabled/disabled with opening the node’s context menu, clicking on “Edit” and

checking/unchecking the “Enabled” checkbox in the “Change node” dialog:

Group name - MNumber of nodes  Deleted Ch d
ange node
Default (D 1 No 9
Enabled:
Status Servername « Server [P Memory usage C B
Role: Universal v
Online TACATEST 192.168.190.96 *** -3% Max job count: 7| Unlimited

’
Description:

Shutdown Capabilities:

Set to maintenance

Maintenance mode:

oK Cancel
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Server name: The server name, where the contentACCESS node is installed, is displayed here. Our

first node is installed on server “TANEWS”, and the second node installed on “TECHNBO0002".

Status Server mame | Server TP Memory usage  CPU usage  Owerall load  Running jobs count  Role Maxjob count  Enabled  Last start Last stop Last ping
@ Onfine | TANEWS | 192.168.100.63  «= .9% | 154 .30% 0 Universal Unlimited ~ ¥es  0/17/201510:20:20 AM Never /1712015 3:36:55 PM
nline | TECHNBO00Z | 152258, 30.1 - '6% .3% 0 Job runner (processing) Unlimites Mo 9/17/2015 23613 PM 9/17/2015 23135 PM 9/17/2015 3:36:48 PR

Server IP: The IP of the server, where the node is installed, is displayed here.

Statys Semvername | Server I Memoryusage  CPUusage  Overallload  Running jobs count  Role Maxjob count  Enabled  Last start Last stop Last ping
@ Online  TANEWS | 192.168.190.63 | - lg% ‘ 1% lan% 0 Universal Unlimited ~ Yes  9/17/201510:20:20 AM Never 91712015 3:36:55 PM
Qnline  TECHNBO00Z | 102.168,30.1 - .6% .3% 0 Job runner (processing) Unlirited Mo 9/17/2015 23613 PM 9/L7/2015 23135 P 9/17/2015 3:36:49 PM

Memory usage, CPU usage, Overall load: Displays actual information about the load balance of the
selected node. If the cluster selection strategy is set to “Balanced”, then the nodes will be selected for
the tasks and they should perform according to these values. If the node is in offline status, the value

will be “0”. If the value is more than 70%, then the value will get a red background color.

Status Servername  Server[P Memory usage  CPU usage  Overall load | Running jobs count  Role Maxjob count  Enabled  Last start Last stop Last ping
@ Online TANEWS  192.168190.63 - lg% ‘ 1% lan% 0 Universal Unlimited  Yes  9/17/201510:20:20 AM Never 9/17/2015 3:36:55 PM
onine Techmzonz wzacez: - ([ e B 0 Jobrunner(processing)  Unlimited Mo 0/1/2015 236:3PM 9/17/2015 23135 M 9/17/2015 3:36:49 PM

Running job count: Informs the user about the currently running job count on a specific node. On the
screenshot below we can see that two file system archive jobs are running on node “TANEWS”. The

user may open the details of these 2 job runs by clicking on the arrow sign at the left side of the row:

l Status Servername  ServerIP Memory usage  CPU usage  Overall load | Running jobs count: | Rale Maxjob count  Enabled  Last stark laststop  Last ping
® oniine TANEWs 10216810063 - [ | = [P 2| Universal Unlimited ~ Yes  O/17/201510:20:20 AM Never  9/17/2015 12:42:43 PM
jin} Tenant Display Mame Status Last Duration Progress  Summary
1 TECH-ARROW  File archive job Running T seconds 1% 0 falders processed 28 documents processed (7 versions created, 21 newly archived)
139 TECH-SRROW  File archive with DELETE method Running  seconds 1% 0 falders processed 21 documents processed (21 newly archived)
Online  TECHMBOO0Z 192,168,301 e ' l24°/n -4% 2 lob runner iprocessing) Unlimited Mo 941772015 10:20:37 AhA Mewver 971772015 12:42:59 PM

Role: A node can be either universal, job runner or model provider; the role type of the particular
node can be viewed here. As we can see, our “TANEWS” node has “Universal” role assigned and
“TECHNBOOO” has “Job runner” role assigned.
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Status Servername  ServerIP Memory usage  CPUusage  Owersllload  Running jobs count | Rele Maxjob count  Enabled  Last start Last stop Last ping
@onine Tanews 19210810003 - [ | = e 0 | Universal Unlimited ~ Yes  9/17/201510:20:20AM Never 971742015 3:36:55 PM
5 Online TECHNBO00Z 192158301 - '6% .3% 1t | Job runner tarocessing) Unlimited Mo 97201523613 P 0/17/2015 23135 PM 071772015 3:36:40 P

The assigned roles can be edited by clicking on “Edit” in the node’s context menu and setting the

desired node in the “Change node” dialog.

Group name - Number of nodes  Deleted
Default i 1 No Change mOde
Enabled: v
Status Servername & Server IP Memory usage ¢ [7oB rummer (processing]
& Online TACATEST 192.168.100.96 =+ -33% ‘ Max job count: Model provider (retrieve)
Universal
Shutdown Capabilities:

Set to maintenance

Maintenance mode:

OK Cancel

If we are planning to use a node for multiple tasks in the future, we can modify its role to “Universal”.

Max. job count: The maximum count of jobs, that can run in parallel on a node, can be viewed right

here. The number of jobs that can run on a node can be limited. In case of our nodes this job count is

Status Servername  ServerIP Memoryusage  CPUusage  Owerall load  Rurning jobs count  Role Maxjob count  Frabled  Last start Last stop Last ping
@ Online  TANEWS 19216819063 == .9% | % .30% 0 Universal Unlimited | Yes  9/17/201510:20:20AM Never 9/17/2015 3:36:55 PM
e Anline TECHMBO0OZ 132.168,30.1 - .s% .3% I Jab runner {processing) Unlimited | Mo 9/7/2015 23613 P 072015 23135 P 8/17/2015 336140 PM

This value can be adjusted by opening the “Change node” dialog from the node’s context menu. Click
on “Edit” in the node’s context menu, and set the desired value in the dialog. Now we set this value to

« 10)):

Change node

Enabled: v

Role: Universal v
Max job count: 10 - Unlimited

Description:

Capabilities:

Maintenance mode:

OK Cancel

If 10 jobs are running in parallel on this node and we want to start up a new (11%) job on this node, the

job will be in waiting status until the processing node is available again.
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139 File archive with DELETE method :i":hs‘i“’” 2 hours age 12 seconds = Waiting for 1second - Ves TANEWS [102.168.100.63]

If our 11" job can run on any available node, then another node will pick it up for processing. The
node, where the job should run, depends on the job settings. For more information check section

“Jobs’ page, jobs’ context menu “.

Enabled: A node can either be enabled (it is online, and its service is currently running) or disabled. A
node is disabled when it is running, but it is unavailable for further processing tasks. By default, the
nodes are in enabled state, but it is recommended to set them here as disabled in case of planned

system updates, or if any failure occurred and the problem must be fixed.

Status Servername  ServerIP Memory ussge  CPU usage  Owerall load  Running jobs count  Rale Macjob count |Enabled | Last start Last stop Last ping
©onine TamEws 19210310003 - [ | e o 0 Universal Unlimited | Yes | 9/17/201510:20:20 AM Never 971712015 3:36:55PM
Anline TECHNBOO0Z 182168.30.1 - .ﬁ% .3% 0 lob runner (pracessing) Unlirited | Mo | 9/17/2015 23603 P 87072015 23135 P 9/17/2015 3:35:4 PM

To enable/disable nodes - open the “Change node” dialog by clicking on “Edit” in the node’s context

menu, and check/uncheck the “Enabled” checkbox in the dialog.

Change node

IEnabIed: VI

Role: Universal -
Max job count: 10 - Unlimited

Description:

Capabilities:

Maintenance mode:

OK Cancel

The times of Last start/Last stop and Last ping are available in the right part of the grid.

Group name - Number of nodes  Deleted Id

Default 1 No af754499-8ffb-409d-83ae -524cd01d6d75
Status  Servername a Server P Memory usage  CPUusage  Overall load  Running jobs count  Role Maxjob count  Enabled | Last start Last stop Last ping Maintenance mode
. . 1/25/2019 1/15/2019 1/25/2019
oOnline  TACATEST  192.168.190.96 ‘7% | 3% .30% 0 Universal  Unlimited  Yes | , o -iC0 0 G [ e No

Maintenance mode: This column shows if the selected node is in Maintenance mode. When a node

is in Maintenance mode, no new jobs can be started on it, but the running jobs continue to run.

Once the running jobs are finished, the administrator can do a maintenance on the node:
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- update
- patch
- restart

- or other necessary actions.

The node in maintenance can serve the clients further. Once the maintenance is finished, the

Maintenance mode should be reset (i.e. back to normal).

The node can be put to/out of Maintenance mode by two ways:

1. Context menu -> Edit -> check the Maintenance mode checkbox

2. Context menu -> Set to maintenance/Reset maintenance

Group name - Mumber of nodes  Deleted Id

Default 1 No af754459-8ffb-409d-83a2-524cd01d6d75

Status Servername a  Server IP Memory usage  CPUusage Overall load  Running jobs count  Role Max job count  Enabled  Last start Last stop Last ping Maintenance mode

- e n - 1/25/2019 1/15/2019 1/25/2019
Online TACATEST 192.168.190.96 -36% | 3% .9.57% 0 Universal Unlimited Yes 4:55:11 PM 5:00:54 PM 5:37:17 PM No

How to assign a job to the selected node? Now we will assign an Email archive job to the “TECHNB0002”
node. We navigate to the Email Archive tab = Archive - Jobs on theribbon, and open the Jobs’ page.
Here we click on + new to create an email archive job, which will be assigned to this node.

% contentACCESS Central Administration

System File Archive Email Archive BackMailz SharePoint Archive Custom plugins

HRB S & B 0 W e s B &6 &% &

Databases System Provisioning Retentions  Shortcut  Storages Schedules User View address  Johs Remote PST Legacy data
settings settings configuration experience book agents import | configuration
Edit Settings Archive Remote agents Miscellaneous
‘.t Jobs

Email Archive = Archive > Jobs

+  new 2 refresh e disable auto refresh ?  manage access Show all jobs M

The “Add new job instance” dialog will open. Here we set up the desired job, and select

“TECHNBO0O002” from the “Run on node” dropdown list. Then we click on “Add”.
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Add new job instance

Luvailable jobs: Ermail archive -
Run on node: | ECHMNBONDZ [192.168.30.1] -
Display narme: EBA_older than Lwveek

Description: Flugin for ermail archiving,

Add Cancel

We need to configure the newly added job on its job configuration page. For more information about

how to configure processing jobs, please refer to the respective sections.

Now we can enable the TECHNBOOO2 node.

Status Servername  ServerIP Memory usage Chaﬂge ﬂOde
v @onine TANEWS 10216810063 - [

Online  TECHNBOONZ 182.166.30.1 -
Role: Universal
Max job count:

Enabled: v

v'| Unlimited
Shutdown Description:
Set to maintenance »
Capabilities:
Maintenance mode:
—_—

OK Cancel

The node will start to run the assigned job at the time, which is configured in the job’s scheduler

settings.

Important!!! When configuring a job that may run in a cluster, the system the administrator must
specify a storage and a database that is accessible by all the nodes in the cluster. If a node, which
picks up the job, can’t access the configured storage or database, the job will fail and will not execute
the task:

¢ |[n the database repository settings of the database (selected for the job) the administrator must
establish the connection with SQL user credentials. If an explicit user is not specified, the
contentACCESS service user will be used and the service must run under the same domain user. This

ensures that the database can be accessed by the job, regardless of where it is running.

e The administrator must specify the storage as a network share (eg.

\\ServerName\RootFolder\Subfolder) in the storage repository settings of the storage (specified for

the job), so it can be later accessible by the job from anywhere.
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How to shut down a node? In certain cases it might happen that a node should be turned off. This
operation can be done from the context menu of the selected node. Click on the ellipses (...) and select
“Shutdown” option from the dropdown list. With this action the contentACCESS service on the
selected node will be turned off, and the node will get a red color (offline). Node shutdown is a

deferred action and it might take 1 minute.

Status  Servername a ServerlP Memoryusage  CPUusage Overallload  Running jobs count  Role Maxjobcount  Enabled  Last start Last stop Last ping Maintenance mode

- . _ o 1/22/2019 1/15/2019 1/23/2019
Online TACATEST 192.168.190.96 lg% 1% .30% 0 Universal Unlimited Yes 1:44-06 PM 5:00:54 PM 5:27:27 PM No
Edit

Set to maintenance

If you are quite sure that you want to shut down the node, answer “OK” for the following pop-up

window:

tacatest:3333 says

Are you sure to shut down the node?

Note: If you are about to turn off the node where Central Administration is running, a next pop-up

window will warn you about this again.

tacatest:3333 says

Are you sure to shut down the node to which the central admin is

connected?

How can a node be deleted? With this action the user may delete a node from the node list. Only nodes
with offline status can be deleted. When the contentACCESS service is started up again, the node will

appear on the list. To delete it, click on it, open its context menu by clicking on the ellipses (...), then

select “Delete”.

Status Servernsme a Server IP Memory usage  CPUusage  Owerallload  Running jobs count  Rele Max job count  Enabled  Last start Last stop Last ping Maintenance mode

- e a _— 1/22/2019 1/15/2019 1/23/2019
Online TACATEST 192.168.190.96 -10% | 3% .3'\% 0 Universal Unlimited Yes 1:44:06 PM 5:00:54 PM 6:18:40 PM No
Edit

Shutdown
Set to maintenance

Reset maintenance
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contentACCESS will ask the user again, if he is sure about deleting the node.

The page at tanews:3333 says:

Are you sure you want ko delete the node?

oK Cancel

Statistics

The telemetry service of contentACCESS permanently collects data from the

a) contentACCESS system as a whole,
b) email archive and

c) file archive jobs

and makes a record of the collected data. The data changes are summarized into telemetry graphs.
These graphs give a simple and quick overview about the actual data usage during the last 10 days.
The graphs can be viewed on the Statistics page, which is reachable by navigating to System >
Services > Statistics on the ribbon. The values displayed on this page are permanently updated by
the telemetry job, which runs and collects the necessary data every night between 1 AM to 2 AM. If
you want to see the actual data usage immediately, you can run the telemetry updater, which will

actualize it for you immediately.

The telemetry job’s configuration page can be opened by clicking on the “update telemetry” option.
Only a user with manage tenant permissions has access to the telemetry job. By clicking the option,

the telemetry job is automatically triggered, too.

/% rontentACCESS Central Ad %\

—J

&< C | & htps://ftanews. tech-arrow,com/Centralsdministraton/Default aspxrp=telemetry
¥ contentACCESS Central Administration
System
— e @ o [ e = v |
L} [} L ;
EQ E =7 4 L | % oo & o8 @ &3 i - |¢? {!; LT
Connection  User Roles Users  Inwitations  Login Systern Licensing Motifications Monitoring Cluster  Statistics
interface providers
Edit Application Settings Security Services

Al Statistics

System = Services = Statistics

= update telemetry
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A new scheduler may be created and resource settings may be changed for the telemetry job on this

page. The job can be started/stopped or activated/deactivated from the same page’s status bar, too.
v startimmediately = refresh & disable auto refresh & deactivate job nl  logs #  edit A
Status Idle
Progress: 4 Plugins updated [completed 34 seconds agao)

Scheduled in: TelemetryScheduler hd

Wharker thread count: 2 -

The telemetry information may be checked to the

= system as a whole- if the system tenant is selected

= given tenant - if the given tenant is selected in the upper right menu:

[ Tifamenie | [= [=1] 38

% conkentACCESS Central A X\

€« C | & htips:/ftanews.tech-arrow.com/Centraladministration/Default. aspx ?p=telemetry
Tenant: == System == -
System MyCompany
. . & = . L\ — o = - = - > TECH-ARROW
s =2 ; il = % 7 . > -
BRB o 8 3% S g B £ e Y 22 B G ¥ W HE i
Connection Roles U login | System Licensing Notifications Monitoring Cluster Statistics | Tenants Al Schedules | contentWEB. officeGATE access( GATE Virtual drive Applications

interface providers databases mobile  configuration  settings
Edit Application Settings Security Services Tenants Client Applications
allis  Statisti
al Statistics
System > Services > Statistics

= update telemetry

The given page is divided into 3 sections/4 charts. Any growth or reduction in the count of tenants,

archived emails, databases and/or root folders can be checked here using the respective graph.
1. Email archive statistics
Left axis: displays the number of the archived emails (blue line) and mailboxes (green line)

Right axis: displays the total size of the archived emails (red line)

2. File archive statistics
Left axis: displays the number of the archived files (blue line) and root folders (green line)

Right axis: displays the total size of the archived files (red line)
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3. System statistics

The 1%t chart displays the actual count of tenants (blue line), plugins (red line), stores (green line),
databases (purple line) and users (light blue line) depending on the selected day. Move with your

cursor over the grid to view the exact values in the given time period.

The 2" chart displays the size of the configured databases. Each database is marked with a different

T g a
[ m = LR Y o8 o = o 2 ] o] %= “ L7 = 4
) £ | & S S S 4 (A ] i =3 = ® 1 (] =
Rebs  Users Inwilations  Login | System Licensing Notifications Monitoning Cluster SWatistics Tenants Al Scwedules  COMMeNtWEB OMICEGATE ScressGATE Virtusd drive
providers datavises mdile  configuration

acprestion Settings Security Senviess Tenants Cient Appications

& Statistics

System > Services > Statistic:

= update telemetry

Lo | @ Emeicourt
10 -®-Enai sze
.-e—— B0V |- Malbox counic
wore
0 |
A0E
. - a

100

&~ Flo counk
e
& Root count
o 10M8

- *— ® sme

Z6-ar-15 a5 -Mar-16 O-AEe-16 L

0 "
enants col -
Phagn et & storede & Finarchive
2018 ® EnsifechiveDB2 @ General
8- TAPAMD legacy D& 9 Fledrdiived

Leve ® ek

10M8  Matsync

— . 8- TAPAMDL legacy D
- 4 Ll ¥ .
-

. - . . — P . . - & iPait
a1Febris 15 Feb16 23Feb16 116 February 2016 Merch 2016

The actual information is displayed when you move the cursor over a given date in the chart.

. ® [=:) —@— Email count
100 —- Email size
2;‘18;"2016 SOO0ME | @ Mailbox counk
| Ema!l c_ount : 82 P
10 M Email size : 995.14 MB
Mailbox count : 3 400 ME
e hd o *— 200 ME
1 o

01-Feb-16 15-Feb-16 29-Feb-16 14-Mar-16

Legal hold

The legal hold feature allows to create a legal hold case, where the user can put documents

afterwards. Documents which are under a legal hold case can’t be deleted from the system until the
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legal hold case expires. Legal hold has the same functionality in File, Email and also SharePoint
archive.
Configuration

From the configuration side, the Legal hold management is asynchronous, all the operations
regarding the Legal hold are asynchronous and are managed by the Task runner (System -> Task

runner). The Legal hold feature can be activated and configured per tenant.

|/ ¥ contentacCess Central - x oy

€« C | O tacatest05.tainteral/CentralAdministrat fault jalHol a »

W contentACCESS Central Administration Tenant: TECH-ARROW a- 7 -
System File Archive Email Archive SharePoint Archive Custom plugins
= e . e o, o . B ® = wa - -
KRB & B % &8 & > % B & & &£ @ B R A5 % %

Connection  User | Roles  Users Inwitations Login  System Licensing Nofifications Monitoring Augiting Cluster Statisics Legal  Task  Indexing Tenants Al contentWEB officeGATE drive
interface providers hold  runner databases mobile  configuration  settings

Edit Application Settings Security Services Tenants Chent Applications
|za Legal hold
System > Services > Legal hold

Enabe legal hold

Database connection:

The following settings are available:
v" Legal hold

The Legal hold must be enabled here if the user wants to use it. If this option is checked, the Task

runner will process also create/update legal hold cases tasks from contentWEB.

v' Database

For database settings select an already configured connection from the dropdown list, where the
Legal hold metadata will be stored. (For further information about how to set database connections

please refer to section Databases.)

Legal hold needs an additional storage, where all the exported files will be stored. It should be set in
central administration under “System”. Here the UNC path can be provided, where all the exported

files will be stored by Legal hold plugin.
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System File Archive Email Archive SharePoint Archive Custom plugins
. == [ ] ® [ ] [ Lk = = .
) N & x [
Save Discard | Connection User Roles  Users Invitations Login System | Licensing Motifications Monitoring Auditing
changes interface providers
Edit Application Settings Security Services

Storage path: C\LH_Storage

Use explicit credentials:
User name:
Password:

Confirm password:

Test

User experience

To see how Legal hold can be used, please read this section.

Task runner

The Task runner plugin is processing server tasks created from contentWEB, for example:

=  ExporttoZip
=  ExporttoPST
= Recovery

=  Mark/unmark for/from delete

= Legalhold

During the installation of contentACCESS, Task runner plugin is automatically deployed for all
tenants. It uses tenant database to store the tasks, so the tenant must have a tenant database

configured.
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1 Tenants

System > Tenants > Tenants

+ new

Tenant name Tenant database Search server url
David *** | DavidDB

INDEX TEST2 =t |EAdbMNEQ2

MMETEST == | MMEtestDB

TECH-ARROW == |EAdbMNED1

Test tenant *** |MNEdatabase

In System -> Services -> System, the user must set the Resource storage.

L System

System > Services > System

Is system configured: v |

Plugins directory: C\Program Files\TECH-ARROW\contentACCESS\col

Disable user searching:

Storage path: C\LH_Storage

Scheduler for Task runner is set to 2 minutes as default, but it’s possible to change it. The user can

choose a previously configured schedule or create a new one.
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%W contentACCESS Central Ad

stration

Tenant: TECH-ARROW * &+ P~

System File Archive Email Archive SharePoint Archive Custom plugins

B & B S & & & o B O

Save Discard | Comnection User Roles  Users Invitations Login System  Licensing Notifications Monitoring Auditing Cluster Statistics ~ Legal Indexing = Tenants All contentWEB officeGATE accessGATE Virtual drive  Applications.
changes interface providers hold databases mobile  configuration  settings
Edit Application Settings Security Services Tenants Client Applications

o lask runner

System > Services > Task runner

v startimmediately 2 refresh e disable auto refresh @ deactivate job ul logs /£  edit

»

Idle
rogress: O tasks under processing (completed 4 seconds ago)

Seheduling settings

Scheduled in: He—
Create new ..

Notification settings MANUAL

Send when: TaskRunnerScheduler

Recipient st john. mp ple.com,

Resource settings

Worker thread count: 2 <

Online help v
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Indexing

The content indexing jobs

= assign the previously created index zones to files/emails of the selected entities

= use Elasticsearch as back end server (3" party index server) to manage and store indexes and
to perform search

= crawl the contentACCESS archive and send document text and metadata to Elasticsearch

server

Note: Document text is extracted from various document formats through IFilter components. The
appropriate IFilter pack should be installed on the server, where contentACCESS is also installed

(filters are used to get plain text content from binary formats such as .doc, .pdf etc.).

On the configuration page of the given job the user is required to specify the following settings:
v" Scheduling settings

In this step the running time(s) of the job must be selected. It is possible either to select a scheduler
from the list or to create a new scheduler via create new ... option from the dropdown list. Using
schedulers the administrator may automatize the running times of the given job. The mailboxes are
periodically synchronized with the categories written into the queue in time intervals, which are set

here. For more information how to set schedulers refer to section Schedules above.
v" Resource settings

Set the values, which will determine how many items will be processed simultaneously by the job. The

recommended value is “2”.
v Filtering settings

Set here the file types that should and shouldn’t be processed.
v Entities to index

Set here the entities that will be processed by the indexing job.
v"Index zone settings

Set the index zone that will be assigned to items by the indexing job.
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W contentACCESS Central Administration Tenant: TECH-ARROW - & - 9
System File Archive Email Archive BackMailz SharePoint Archive Custom plugins
1 o - e LA [+ " - & [ .. =a - - - - -
o S &S g o % > A &l L b|R|A B AE W O WM R %
Roles Users Invitations Login | System Licensing Notifications Monitoring Auditing Cluster Statistics Legal  Task [indexing | SMTP  SMIP | Tenants  All | contemtWEB officeGATE contentACCESS Virtual drive Applications
providers hold  runner Servers Mappings databases mobile  configuration  settings
Edit Security Services Tenants Client Applications
_— . .
&= EA content indexing
—
Q stem > Services > Indexing > EA content indexing
v start immediately & refresh e disable auto refresh @ deactivate job ul logs # edit A

St dle
P 0 entities processed (1 failed) 0 items processed (1 failed) (completed 10 months aga (une 2018))

Scheduled in Manual
Wiorker thread count 2 =

White listed file types: Process ONLY the selected file types

Black listed file types DO NOT process the selected file types

+ select

You can group the data by Model type’ or Entity type'. Drag the column headers here to group by the columns

TECH-ARROW EmailArchive Mailbox

ndex zone: Default index zone

:

Index zones

Index zones can be defined as a set of one or more Elasticsearch indexes, which are used for logical
and physical separation of indexed documents. They were introduced to keep Elasticsearch indexes

small, since smaller indexes are easier to move and distribute on multiple Elasticsearch servers.

Index zones can be assigned to entites directly or can be assigned and then overwritten by indexing

jobs.

The Maximum entities per group column shows the amount of entities that will use the same indexes
on Elasticsearch. The grouping is done automatically by the indexing job. By default, the maximum
number of entities per group is 10. The recommended value for File archive is 2, for Email archive 10.

If the limit is reached, then a new zone is opened and the rest of entities is included in it.

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 256/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. | OUr vision of technological evolution GGG

W contentACCESS Central Administration Tenant: TECH-ARROW - &- 2+
System File Archive Email Archive BackMailz SharePoint Archive Custom plugins
1 “® o8 s o o “ s == e ] v, > A > >
(%) S oS S & oo [ % ? A & dm bR|A 2 AE W OE M B X
Roles  Users Invitations Login System Licensing Notifications Monitoring Auditing Cluster Statistics Legal Task lindexing] SMTP  SMTP Tenants All contentWEB officeGATE contentACCESS Virtual drive  Applications.
providers hold  runner Servers Mappings databases mobile  configuration  settings
Edit Security Services Tenants Client Applications
& [ndexing
=Q
System > Services > Indexing
+ new 2 refresh e disable auto refresh ? manage access Show all jobs
19 SPAindexing Idle Never Yes Any available
51 XY Nev la
ing Nev
Ne
Jexing Nev labl
+ new ? manage access
Default index zone 10 Yes m d

Index zone name and Maximum entities per group value can be changed by selecting Edit from the

context menu of the index zone. Specify the desired name and value and then click on Save.

Index zone
Index zone name: Default index zone
Maximum entities per group: 10 -
Save Cancel
SMTP Servers

The SMTP (Simple Mail Transfer Protocol) server is a server used to process emails. The SMTP
servers are tenant independent, all the SMTP servers are getting the same settings, therefore any of

them can process incoming emails and archive them into contentACCESS.

The SMTP Servers page can be found under System -> Services section in Central Administration.

The page consists of 4 sections:

- SMTP servers
- SMTP domains
- Blacklisted domains

- SMTP mappings
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SMTP servers

Inthis sectionalist of all the SMTP servers that have been registered in contentACCESS can be found.
There are some basic info displayed about the servers. 2 different statuses are available - Online and
Offline. In case an SMTP server didn’t ping contentACCESS in the last 15 minutes, it is automatically
treated as Offline. If the server is disabled, then it will not process any newly acquired emails,
however, it will remain Online, because it is polling the contentACCESS to see whether the server has

been re-enabled.

There are 2 different options available in the context menu - Edit (to edit some SMTP server related

configuration) and Disable (to disable the selected SMTP server).

Status Display name Server name P address ls enabled Server 1D

® ofiine tacatest.tainternal | *** " tacatesttainternal 192.168.190.96 Yes 24C8CDAB-EA1C-4C8E-AF00-C2196CDT06GES
Edit
Disable

On this page it is possible to edit the parameters and settings that were read-only/disabled in the

SMTP server configuration tool.

‘% tacatest ta.internal

System = Client Applications = SMTP Servers > tacatest.ta.internal

Deletition types: v Delete files automatically after archive if they are older than | 3 days

LR IE N )

Delete files automatically if they are stored for more than |5 days

3

Maximum number of parallel incoming connections: | 2047 -

Maximum number of archiving threads: 10

Delete settings

Delete files automatically after archive if they are older than X days: Enabling this option will allow
the SMTP server to delete the locally saved emails after archiving, when the number of the given days

has expired
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Delete files automatically if they are stored for more than X days: Enabling this option will allow the
SMTP server to delete the locally saved emails when they’re not archived after the given number of

days. This option is disabled by default.

Resource settings

Maximum number of parallel incoming connections: The SMTP server will listen for the incoming

emails on that many threads as the number specified in this option.

Maximum number of archiving threads: This option is setting the number of the threads that are

used to archive the incoming emails into contentACCESS.

When the page is saved the options are immediately sent to the SMTP server.

SMTP domains

In this section the user can see and define a list of domains, which can be used later to create SMTP
mappings. The listening email addresses for the incoming emails can only be configured in SMTP
mappings if they have been previously set here in this section. The SMTP domains can be edited and

deleted as well from their context menu.

+ new smtp domain

Domain name

tacatest.ta.internal
tech-arrow.com

microsoft.com

Page 1 of 1 (3 items) n

To add another SMTP domain, simply click on the + new smtp domain, enter the name and click Save.

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 259/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /oL vision of technological evolution N

¥ techarrow
Add smtp domain

Domain name: | edgewave.com

Save Cancel

Blacklisted domains

In this section the user can define a list of domains, which will act as a forbid list - any of the incoming
emails that has any of these domains in any of the recipient addresses will be rejected from the

archiving process. The blacklisted domains can be edited and deleted as well from their context menu.

+ new blacklisted domain

Domain name

gmail.com

Page 1 of 1 (1 items) “

To add another blacklisted domain, simply click on the + new blacklisted domain, enter the name and

click Save.

Add blacklisted domain

Domain name: |yahoo.com

Save Cancel

SMTP mappings

In this section the user can see a read-only list of the created SMTP mappings for overview purposes.
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SMTP mappings

Email address Folder name Model name Entity name Tenant name

mne.testing@tech-
arrow.com

Page 1 of 1 (1 items)

SMTP Email archive dne@ta.internal MMNE Tenant
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SMTP Mappings

The SMTP mappings page can be found under System -> Services section in Central Administration.
On this page the user can define new SMTP mappings, edit the existing ones (the listening address
cannot be changed) and/or delete them using their context menu. Upon adding a new mapping,
editing or deleting an existing one, the new list of the mappings is synchronized to the SMTP servers

immediately.

The columns in the grid are the following:

Email address: the address the SMTP server listening on for incoming emails
Folder name: the name of the folder in the target mailbox, to which the emails archived by the SMTP
server will be saved
Model name: the name of the model, where the selected target entity lives (the Email archive model
enabled for SMTP based archiving)

Entity name: name of the target entity - the email address of the target mailbox

«® SMIP Mappings

Wsmre System > Services > SMTP Mappings

4+ new smtp mapping

Email address Folder name Medel name Entity name

mne.testing@tech-arrow.com ver SMTP Email archive dne@ta.internal
Jjohn.smith@microsoft.com ***  SMTPmapping Email archive SNE@tainternal
andrew.tech@tech-arrow.com ***  Mappings Email archive ANE@ta.internal

Page 1 of 1 (3 items) _

To add a new SMTP mapping, click on the + new smtp mapping and specify the following:

Email address: the address that the SMTP server is listening on for incoming emails. The domain part
is a dropdown list and contains the domains specified in the SMTP domains section in the SMTP
Servers page
Folder name: the name of the folder in the target mailbox, to which the emails archived by the SMTP
server will be saved

Model name: the name of the model, where the selected target entity lives (the Email archive model
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enabled for SMTP based archiving)
Entity name: name of the target entity - the email address of the target mailbox. For a mailbox to

show up here, it must have an archive database and an index zone assigned.

SMTP Mapping

Email address: jack.bolton @ tech-arrow.col =
Folder: SMTP mails
Madel:
Entity: dne@ta.internal -
oK Cancel

Note: If the email address is not specified in any of the mappings, it cannot be processed by the
SMTP server.

Important: One Email address can be associated only with one Entity! However, one Entity can be

associated with multiple Email addresses.

How to create/configure databases — All databases

Processing plugins of a tenant write the metadata into the selected SQL database, which was
formerly created by the administrator. The system database is always created during the installation
process of contentACCESS, but it is not associated with a tenant. Databases associated with specific

tenants are set up by the system administrator on the All databases page.
Factors to be considered before creating databases:

v"The number of users expected for your database - if the company (tenant) has more than 2,000
mailboxes, it is recommended to create more archive databases (e.g. for storage, email archive,
provisioning, or to set separate databases for the Exchange groups) to ensure a better transparency

of data.
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v'The amount of expected data in the database - always estimate how much space your data will
require.

v'Itis also worth to consider the retrieving capacities of the database.

To open All databases page in contentACCESS, navigate to System tab > Tenants > All databases
control on the Central Administration ribbon. On this page you may find all databases created for all
tenants. The server, where the tenant databases are installed, the database name, schema, user

details and the associated tenants are also displayed in the grid:

[ Dfameais | [ = | =] 22

- ST )

/ W contentACCESS Central Ad %\

&« C | & htps://tanews. tech-arrow.com/Centraladminisration/Default aspxp=Databases Q|
W contentACCESS Central Administration Tenant: == System == - &~ P- =
.

i = L} . LA o = = . I’\\ 5‘ =a L~ - = L~ -
! @. L2y S. v : v williy < s 2 <

BR & 85 $ & & & & B & &) w A|IE|( R W O W R OE

Connection User  Roles  Users Invitations Llogin  Systsm Licensing Notifications Monitoring Cluster Statistics Tenants| Al [Schedules  contentWES officeGATE accessGATE Virtual drive Applications
interface providers databases mobile  configuration  settings

Eat Aoplication Settings Security Services Cilent Appiications

E{% All databases

System > Tenants > All databases

+ configure existing + create new 2 update all databases

onnection name Server Type Database Schema User Tenant

Email Archive DB e+ TANEWS [ Email Archive DB o D8Admin TECH-ARROW
&imD2 e+ taeim0L 0 &mD3 dbo s TECH-ARROW
File Archive D8 e+ TANEWS [ File Archive D3 dbo TECH-ARROW

SharePoint_archive_DB st TANEWS 0 SharePoint_archive_DB dbo MyCompany @ Online help -
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+ create new

To be able to run processing jobs in contentACCESS, a new database must be created. This database
must be then selected on the job’s configuration page, or in case of archiving the Exchange, it can be
also associated with a mailbox from the address book. Click on + create new option and fill required

datain the Database repository window.

Database repository

Connecdtion name: Email archive DB

o Use system database server TANEWSE]

Type:

SErvEr name:

Database: COMNTENTACCESSDE_TA_EMAIL
Schema: dbo

¥ Use explicit user
Mew or existing user: DB Admin

Fasswrard:

Confirm password:

Generate user and password

T Use explicit credentials
User:
Fasswrard:

Coanfirm password:

& Datahawe conrection is successfull

Test database connection

Tenant: TECH-ARROW

Sawve Cancel

Connection name: Enter a display name for the newly created database. This will be the name of the

database in contentACCESS Central Administration.

If you want to use system database server check the “Use system database server” checkbox as it is
shown on the screenshot above. This will populate the server settings. Type the database name into
the “Database” field. This will be the name of the database on the SQL server. If you want to use

database server that differs from the system database server, then follow the next steps:
a) Type: choose the type of database from the dropdown list (MSSQL is supported by default)
b) Server name: enter the name of the database server (where MSSQL is installed) here

c) Database: the database will be created on SQL server under this name
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d) Schema: type in the database schema (optional)

Under Database user configurations you may create a database user. There are multiply options
how to create a database user: 1) You can use an already existing user to connect to the database, or
2) you can create a new database user. 3) It is also possible to use the service user credentials to
connect to the database, or 4) you may create a database user with random credentials (the user

name can be edited).

1) If you want to use an already existing user, check the Use explicit user checkbox and enter

the user credentials into the New or existing user/Password/Confirm password textboxes.

|v! Use explicit user
Mew or existing user: 1AM

Password: | asseesses

Confirm password: | ssessmeses

Generate user and password

2) If you want to create a new database user with custom credentials, type them into the New
or existing user/Password/Confirm password textboxes. Do NOT click on the Generate user

and password button.

[v Use explicit user

Mew or existing user: MEW DB USER

Password: | sisssesems

Confirm password: | sewesesem

Generate user and password

3) To connect with the service account, leave the Use explicit user checkbox unchecked and

leave all the fields empty.

Use explicit user

Mew or existing user:

Password;

Confirm password:

4) Tocreate a new user with a random password check the Use explicit user checkbox, and

click on the Generate user and password button. The user name can be edited directly here.

[V Use explicit user
Mew or existing user: Databaselser

Pazsword: rlDeFar+
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A newly created database user will have access permissions only to the currently created database.

Under Connect with user enter the credentials of the database user, who has the right to create a
new database on the SQL server. If the Use explicit credentials checkbox is not checked, then
contentACCESS will automatically connect to the database (MSSQL) under the contentACCESS
service account. If you want to connect with an explicit user, check this checkbox, then enter the login

data.

Test database connection: with a click on this button, you can run a test connection to check if
contentACCESS managed to connect to the selected database server (MSSQL).
Tenants: select a tenant from the dropdown list with which the database will be associated.

Click on Save and the New database will turn up in the list of databases.

Note: When we are archiving from the Exchange server, the database must be associated with the
mailbox from the address book, or the first running email archive job will associate the configured
database to the archived mailbox(es). In case of file system archive, a database must be selected

during the configuration process of the job.

+ configure existing

If you need to establish a connection between an already existing SQL database and contentACCESS,
click on + configure existing and configure the required data in the Database repository window. In

this case, you do not create a new database - an already existing database from the SQL server is used.
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Database repository

Connection narme: COMTEMTACCESSDE_config

v Use system database server (TANEWS)
Type:
Servernarme:
Diatabase: COMTEMTACCESSDE_config
Schema: dbo
Use explicit credentials
User;
Password:

Confirm password:

@ Database connection is successhll

Test database connection

Tenant: TECH-ARROWY 3.5,

Save Cancel

Connection name: Enter a display name for the database. This will be the name of the database in

contentACCESS.

If you want to use system database server check the “Use system database server” checkbox as it is
shown on the screenshot above. This will populate the server settings. Type the database name into
the “Database” field. This will be the name of the database on the SQL server. If you want to use

database server which differs from the system database server, follow the next steps:

a) Type: choose the type of database from the dropdown list (MSSQL is supported by default)

b) Server name: enter the name of the database server here (where MSSQL is installed)
c) Database: type here the name of an already existing database on the SQL server
d) Schema: type in the database schema (optional)

Use explicit credentials: if this checkbox is not checked, then contentACCESS will automatically
connect to the database (MSSQL) under the contentACCESS service account. If you want to use an

explicit database user, check the checkbox and enter the user credentials.

Test database connection: with a click on this button, you can run a test connection to check if

contentACCESS managed to connect to the selected database server (MSSQL).
Tenants: select a tenant from the dropdown list - the database will belong to this tenant

Click on Save and the New database will turn up in the list of databases.
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Note: The “create new” and “configure existing” options are unavailable for the logged on user, if the
Add repository item permission on the tenant is not allowed in his role assignment. Read more in Role

details.

= Update all databases

With a click on this option it is possible to update the structure of all databases. Click this button and
the status bar of the updating plugin will appear. In this status bar, the following operations are
accessible; start/stop running, manual refresh, enable/disable auto refresh and logs (this will redirect

the user to the last run session of the database updating plugin):

Efs All databases

System > Tenants > All databases

+ configure existing + create new 2 update all databases
A
v start immediately & refresh @ disable auto refresh & deactivate job & edit A

Status: Idle
Progress: 11 databases processed (11 skipped) (completed 3 minutes ago)
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Common features

To crawl mailbox and folder contents, contentACCESS uses plugins. A plugin in contentACCESS is a
component of the software that adds specific features to the application. Each type of plugin has its
own specific use-case, but its features can be simply extended, depending on the process that it

should implement.

Depending on the implemented process, the administrator creates certain instances from these
plugins, which we call “jobs”. Even these jobs differ from each other concerning their settings, but
there are certain features that are common to all of these jobs: all jobs use a database, where they
write metadata, they have a storage where they store binaries, they have a scheduler, which specifies
their running times, they have a retention which determines the period for how long the data
(documents, emails, etc.) processed by a job must be accessible etc. These settings are configurable

in the following groups:

= File Archive tab - Settings group by the File Archive;

W contentACCESS Central Administration

System | File Archive | Email Archive Custom plugins
— & g e e © "
[ o —— z )
E B & & & Hses 2 B 1%
Databases System Retentions Storages FRoot Aliases  Schedules Provisioning Jobs
settings folders settings
Edit Archive

= Email Archive tab = Settings group by Email Archive;

W contentACCESS Central Administration

Systern File Archive Ermnail Archive Custorn plugins

| | 31O ~

= - % I @ =
BB S & B [ W B 8 B & @

Databases Systern  Provisioning Retentions  Shortcut  Storages Schedules User Wiew address  Jobs Legacy data
settings settings configuration experience book configuration
Edit Archive Miscellaneous
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= Custom plugins tab > General group by Custom plugins.

W contentACCESS Central Administration

System File Archive Ermail &rchive | Custom plugins |
i - | = | - T
L —O A ; o E].
kﬂjﬁ m “ ] mis; : J M € )
labs  Schedules Databases Retentions Storages  Exchange | Datengut Datengut 5P archive  ECS0 mail Store
connections | test job job manhagernent replication job

= SharePoint Archive tab > Settings group by the SharePoint Archive;

/ % contentACCESS Central Ad 3¢\

_

&« C | & htps://ftanews. tech-arrow,com /Centraladministation/Default aspx Pp =DBRepository 5P

W contentACCESS Central Administration

Systern File Archive Ernail Archive | SharePoint Archive | Custarn plugins

Bk BB & B H & &= 1%

Databases Systern  Retentions Storages Root Schedules Johs
settings connections

Edit Archive

Only the features configured in these settings can be selected on the processing job’s configuration

page.

In this section we will explain how to adjust these framework features. These configurations can be
done the same way for all plugin types - by navigating to the appropriate control button on the
Central Administration ribbon. The configuration logic is from left to right. If you follow this logic,

then all necessary configuration will be done for the next step.

Databases

(Email Archive - Settings - Databases button;

File Archive - Settings = Databases button;
SharePoint Archive - Settings - Databases button;
Custom plugins - General - Databases button)

Open the Databases page from the & Databases button. The databases configured for your selected
tenant are displayed in the database grid on this page. The grid contains the following database
information: the server name, where the database is installed, the type of database (MSSQL), the
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database name on SQL, the schema and the database user name. The administrator can configure a
connection on this page, where the processed metadata of this particular tenant will be stored. If
such adatabase needs to be configured, click on the + configure new button and fill the required fields
inthe Database repository window. If the system database server will be used, check the Use system
database server checkbox. Type the already existing SQL database name (if such a database has not

been created yet, refer to “+ create new” in section “SMTP Mappings

The SMTP mappings page can be found under System -> Services section in Central Administration.

On this page the user can define new SMTP mappings, edit the existing ones (the listening address
cannot be changed) and/or delete them using their context menu. Upon adding a new mapping,
editing or deleting an existing one, the new list of the mappings is synchronized to the SMTP servers

immediately.

The columns in the grid are the following:

Email address: the address the SMTP server |listening on for incoming emails
Folder name: the name of the folder in the target mailbox, to which the emails archived by the SMTP
server will be saved
Model name: the name of the model, where the selected target entity lives (the Email archive model
enabled for SMTP based archiving)
Entity name: name of the target entity - the email address of the target mailbox

® SMTP Mappings

-
vy ) .
SMTEl  System > Services > SMTP Mappings

+ new smtp mapping

Email address Folder name Maodel name Entity name

mne.testing@tech-arrow.com v SMTP Email archive dne@ta.internal
John.smith@microsoft.com ***  SMTPmapping Email archive SNE@ta.internal
andrew.tech@tech-arrow.com ***  Mappings Email archive ANE@ta.internal

Page 1 of 1 (3 items) _

To add a new SMTP mapping, click on the + new smtp mapping and specify the following:
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Email address: the address that the SMTP server is listening on for incoming emails. The domain part
is a dropdown list and contains the domains specified in the SMTP domains section in the SMTP
Servers page
Folder name: the name of the folder in the target mailbox, to which the emails archived by the SMTP
server will be saved
Model name: the name of the model, where the selected target entity lives (the Email archive model
enabled for SMTP based archiving)
Entity name: name of the target entity - the email address of the target mailbox. For a mailbox to

show up here, it must have an archive database and an index zone assigned.

SMTP Mapping

Email address: jack.bolton @ tech-arrow.col =
Folder: SMTP mails
Madel:
Entity: dne@ta.internal -
oK Cancel

Note: If the email address is not specified in any of the mappings, it cannot be processed by the

SMTP server.

Important: One Email address can be associated only with one Entity! However, one Entity can be

associated with multiple Email addresses.

How to create/configure databases — All databases”) into the Database textbox

By default, contentACCESS is connected to the database with the credentials of the user, under
whom contentACCESS is running. If you want to use other credentials, which differ from these
credentials data, then check the checkbox Use explicit credentials and enter the User and Password
that you want to use for connecting to the tenant database. You can also run a test connection with

the Test database connection button in the left corner of the window.
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Database repository

Connection name: Email Archive DB

W Use system database server (TANEWS)

Type:

Server name:
Database: Email Archive DB
Schema: dbo

Use explicit credentials
User:
Password:
Confirm password:

Test database connection

Save Cancel

It is possible to modify the settings, delete the database or set the database as default on the

Databases page, from the database’s context menu, as it is shown on the screenshot below:

it om At = T e
/V contentACCESS Central Ad x\\
&« C | 8 htps:/ftanews.tech-arrow.com/CentralhdministrationDefault. aspx Pp=0BR.epositoryFA QW
System File Archive Email Archive

SharePoint Archive Custom plugins

E B B & [ s =& B &6

Databases System Retentions Storages Root  Schedules Aliases  Provisioning Jobs

settings folders settings
Edit Settings Archive
I A
s Datab
e Databases
File Archive > Settings > Databases

+ configure existing ?  manage access

Connecticn name Server Type Database Schema User Is default
Email Archive OB === TAMEWS MSSQL Email Archive OB dbo No
elmDB Edit MSSQL elmDB dbo 53 Mo
File Archive DB Delete 5 MSSQL File Archive DB dbo Yes

Set default

(i) Online help

Note: The “configure existing” option (i.e. to configure an existing database connection) is unavailable

for the logged on user, if the Add repository item permission on the tenant is not allowed in his role
assignment.
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The “manage access” option allows to grant access permissions on the selected database connection
for a second user. This “manage access” option is available for the logged on administrator, if his role
assignment contains the Edit repository item - All allowed permission on the tenant. Read more in

Managing access to contentACCESS obijects.

Schedules

(Email Archive - Settings = Schedules button;

File Archive - Settings - Schedules button;
SharePoint Archive - Settings 2 Schedules button;
Custom plugins - General - Schedules button)

How to use schedulers in contentACCESS? Jobs in contentACCESS can be automatically triggered with
the help of schedules. Schedules are used to define, when a processing task should start automatically
and when the processing should end and restart again. In other words, administrator may schedule
jobs which will automatically run at times, which are configured in the given job’s scheduler settings.
It is possible to set numberless schedulers and then select the appropriate one when configuring an
exact job. Schedules help the users to work more efficiently, so they won’t have to waste their time

by logging into the software and starting the processing manually.

©)
Navigate to the Schedules page from the " Schedules button on the ribbon. Here click on + new
option. In the Add new scheduler dialog window enter the scheduler Name, select the Type of
scheduler from the dropdown list. In contentACCESS, there are 3 types of schedulers which can be

set: One time, Always run and Week schedule with repeat.

One time will run only once; by this type of scheduler we specify the start date only; the job will end
when it finished the processing. One time schedulers are often used by restore or recovery jobs, i.e.
by jobs which are run occasionally. The schedule that we set up now will start to run on 7t of

September at 6 PM, and will end once the job finished its task:

Add new scheduler

Marme Tth of Sept

Type One tirme -
Date 07/09/2015 06:00 PrA v

Ok Cancel
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Always run will run always without interruption. The job that uses this scheduler type will be started
immediately after being configured and saved. With the use of Frequency in minutes function the
user may set the time intervals, when the scheduler should check if the job is running. In case of our
“Non-stop” scheduler (check the screenshot below), the running frequency is set to 1 minute, so the
scheduler will wake up each minute to check if the job is still running. If it is running, then it will check
the running after 1 minute again; if it is not running, then the job will be started again. This scheduler

type is typically used by archiving from journal mailboxes.

Add new scheduler

Marme Man-stop

Type Alivays run -

Frequency in minutes 1 -

QK Cancel

Week schedule with repeat will run at the same hours every week, repeatedly. In the scheduling tab
click on the fields to set the days and hours, when the processing should start. One cell represents
one hour. By using the Running frequency in minutes option the user may set the time intervals,
when the scheduler should check if the job is running. If running frequency is set e.g. to 5 minutes,
then the scheduler will check in every 5 minutes, if the job is still running. If it is running, then it will
check the running after 5 minutes again: if it is not running, then the job will be started again. It is
worth to use this option if the processing should run continuously, e.g. from morning to evening, and
new tasks are continuously added that should be processed. If we check the Run only once per
interval checkbox, then the running frequency will be automatically deactivated and the job will run
only once during this time period. It is recommended to run a process once in an interval, if the
processing should be performed e.g. at the end of each working day. With checking the Stop job at
interval end checkbox the user may stop a job after the set time interval. You don’t have to mind any
unfinished processing, the job will be forcibly stopped and started again, according to the scheduler
settings. The red color of the Add new scheduler’s cells mark the time intervals, when the job is not

running.

Our “Every night” scheduler (its setting can be viewed on the screenshot below) will run the job from
7 PM till midnight, will stop processing at midnight, even if the process is not finished. It will run only
once during this interval. We can use a similar scheduler to archive the old company documents. It
makes no sense to select running frequency in this case, because during the night nobody will add

new files to archive into the file location.
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Add new scheduler X
Mame Ewery night
Type Week schedule with repeat -
Wieek schedule with repeat i 3 12
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday
[Clear]
Run only once per interval v
Running frequency in minutes
Stop job oninterval end ¢
0K Cancel

Setting the Running frequency in minutes option might be useful when the user is archiving from an
Exchange journal mailbox for example, or from any location, where the tasks to be performed are
accumulating continuously during a time period. If the job has processed all the items, the schedule
should be also periodically checking if there is anything new to archive. The “Every working day”
scheduler (on the screenshot below) is set to process the email records from 7 AM till 6 PM. The first
archive process will run from 7 AM until it has finished all current tasks, and the scheduler will check
each 5 minutes if any new tasks (email records) were added to process. The archiving will end at 6 PM
each day, even if there is something left unfinished. A scheduler similar to this may be set to archive

journal mailboxes on the Exchange:

Add new scheduler X

Narne Eweryworking day
Type Wizek schedule with repeat -

Week schedule with repeat; 0 6 12 18

Monday

Tuesday

Wednesday
Thursday

Friday

Saturday

Sunday

[Clear]
Run only once per interval

Running frequency in minutes

Stap job on interval end ]

K Cancel

This scheduler type is often used to run provisioning jobs, too.

If the user would not like to end the processing at 7 PM, he should uncheck the “Stop job at interval

end” option.
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Tip: When the user is setting a desired time range or just moves the cursor over the selected time
range, the Weekmap scheduler highlights this time range and displays the exact start and end times

beneath the calendar:

Add new scheduler

Name Every working day

Type Week schedule with repeat

Week schedule with repeat

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday ;

i

From Friday 7:00 to Friday 17:59 ¢— [Clear]
Run only once per interval 2

Running frequency in minutes

Stop job on interval end 2

OK Cancel

Itis possible to edit or delete a scheduler’s configuration using its context menu (left click on ==+ next
to its name) if any modifications must be implemented. The scheduler type and its description can be

also viewed in the grid.

[ Mtanete | = [ ] 52

/% contentACCESS Central A %\
&« C & htps://tanews, tech-arrow.com/Centraladmiristration/Default aspx Fp=SchedulesF A Q ¥
W contentACCESS Central Administration Tenant: TECH-ARROW - &- 9~
System File Archive Email Archive SharePoint Archive Custom plugins L

= a i . - O] = o

E A = =
R B =5 ¢ M Cp = B W
Databases System Retentions Storages Root Schedules Aliases Provisioning Jobs

settings folders settings

Edit Settings Archive

i:‘;% Schedules

File Archive > Settings > Schedules

+ new ? manage access

Mame Edit Description

En"a.l tarcr‘lve Delete  kMapWithRepeat Running pased on the weekmap and continuously repeat in
provisionig every X minutes

Every hour ses AlwaysRun Always running in every X minutes @ Online help -

Note: The “+ new” option above the item list is unavailable for the logged on user if the “Add

scheduler” permission is not allowed in his role assignment on the tenant.
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The “manage access” option allows to grant access permissions on the selected scheduler for a second
user. This “manage access” option is available for the logged on administrator if his role assignment
contains the Edit scheduler - All allowed permission on the tenant. Read more in Managing access

to contentACCESS obijects.

Retentions

(Email Archive - Settings - Retentions button;

File Archive - Settings - Retentions button;
SharePoint Archive - Settings 2 Retentions button;

Custom plugins - General - Retentions button)

What is retention time? It represents the period of time for which a document should be kept or
"retained" electronically. Each country has different retention times required, so it is recommended
to set a time, which is required by the competent organization in your country or by the internal

regulations of the company.

The documents can’t be deleted by the Delete job nor manually from the archive during this period
of time. After the retention time expires, the documents can be deleted by the Delete job, but first

they must be marked for delete in contentWEB.

What is unprotected retention time? It represents the period of time when the document will not be

deleted automatically by the Delete job, but can be deleted manually.

When the unprotected retention time expires, the item can be deleted by the Delete job without the

need to be marked for delete in contentWEB.

What is reference date and where to set it?
Email archive

System settings: the reference date can be only Sent date
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File archive
System settings: creation date, modification date, last date
SharePoint archive

System settings: creation date, modification date, last date

On the Retentions page the administrator may see all already configured retentions and set up new
retention times, which will be used by a processing job. Only retentions configured on the Retentions
page can be selected when configuring a processing job. To set up a new retention, click on + new
option. In the Retention repository dialog enter the Retention name, fill the Description, choose if
the retention will be calculated from Archivation date or Reference date and set the Retention time
in months. If you check the Has unprotected retention time checkbox, you will need to set the time

in months. Click Save.

Retention repository

Retention name: 2 years

Description:

Calculated from: Reference date o
Protected retention time in months: 24 .

3

Unprotected retention time in months: 0 -

Save Cancel

Itis possible to modify the settings, delete the item or set the retention as default from the retention’s

context menu (left click on ... next to its name), as it is shown on the screenshot below:
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[ mofaemte | [ = [=1] 52
¥ contentACCESS Central Ad 3¢
& C & htps:/ftanews. tech-arrow.com/Centralidministration,/Default. aspex o =R.etentionRepositoryF Q|
W contentACCESS Central Administration Tenant TECH-ARROW - &- 7 -
System File Archive Email Archive SharePoint Archive Custom plugins
= o =) 0] = L
EJ) B = I v IJ M O | =} Rl
Databases System Retentions Storages Root  Schedules Aliases  Provisioning Jobs
settings folders settings
Edit Settings Archive
| Retentions
File Archive > Settings > Retantions
+ new 0 manage access
10 years === 120 Yes
Edit
Delete

Default retentions are used by manual archiving/manual restoring of emails directly from the

mailbox.

Note: The “+ new” option above the item list is unavailable for the logged on user if the “Add

scheduler” permission is not allowed in his role assignment on the tenant.

The “manage access” option allows to grant access permissions on the selected scheduler for a second
user. This “manage access” option is available for the logged on administrator if his role assignment
contains the Edit scheduler - All allowed permission on the tenant. Read more in Managing access

to contentACCESS obijects.

Storages

(Email Archive = Settings = Storages button;

File Archive - Settings > Storages button;
SharePoint Archive - Settings - Storages button;
Custom plugins - General - Storages button)

For storage configurations, open the Storages page (navigate to k4 Storages button on your ribbon).
The storages configured on this page can be selected as a destination for the processed binaries when
configuring a certain contentACCESS job. contentACCESS supports Disk storage (most frequently
used type), H&S Hybrid Store, Perceptive, Datengut storage etc. The table of storages is initially empty.
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To configure a new storage, click on + new on the Storages page. The Storage repository window will
open. Type in the Store name and select a Store type from the list. The required storage settings

depend on the storage type that you have selected.

Configurations of the most frequently used storage types will be detailed in the following sections of

this chapter:
v" Disk store type

This store type is used if the user would like to store the binaries on a single local or remote disk. This
is the most frequently used store type from the types listed above. After this store type has been

selected, fill in the Path (the target destination for the binaries) and enter credentials if required.

The user also has the possibility to decide if he wants to use the Compression function. With checking
this checkboyx, all files larger than 4 kilobytes will be compressed, except of already compressed file
formats such as JPG, MP3 etc. This feature may slow down the store functionality, but on the other

hand it will spare storage space.

It is also possible to enable SnapLock for disk store. To do this, check the Enable SnapLock checkbox
- thanks to this the storage system can prevent deletion of the files until the specified retention is
expired. This feature can be used for storage systems which support this function, for example

NetApp.

If you wish to keep only one copy of the physical file in the store, check the Use single instancing

checkbox.

To enhance the storage security, it is possible to store files in encrypted form in the disk storage by
checking the Use file encryption checkbox. This way the files will be encrypted (using the AES
encryption algorithm) and stored in one go. The encryption key must be stored in case of database
failure, without it the stored files will be unreadable. Download it by clicking on the Download link in
this section. If the user tries to save storage configuration without downloading the encryption key,

system will warn about this.

tacatest:3333 says

Please download the encryption key and store on a safe place before

finishing the configuration.
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Note: The file encryption option may be slowing down the storage functionality, both for archive and

retrieve.

Under Database settings select a Database connection. This configuration will play an important

role when using the Storage replication plugin. We recommend NOT to change the already

configured database that the disk storage uses (however, it can be changed using the “Change”

button if it is needed).
We also advise to verify the connection using the Test button. The test is checking if the right

credentials have been specified, and if the connection with the database has been established.

Storage repository

Store name: Encrypted storage
Store type: Disk v
Path: CAEncryptedStorage

Use explicit credentials:

v

Username: ta\administrator
Password:
Confirm password:
Compression: v
{Compresses all files larger than 4KB except already compressed
formats like JPG, AVI, MP3 etc. This feature might slow down the
store functionalify, but can spare storage space.)
Enable Snaplock: v
Use single instancing: v
Only one instance of the physical file will be present on the store.
Use file encryption: v
Files will be stored in encrypted form.
Download the encryption key and store on a safe place.
Database connection: MIMEtestDB - (/]
Test Save Cancel

When using Disk store type, please consider requirements for data deduplication. Data

deduplication finds and removes duplication within data on a volume while ensuring that the data
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remains correct and complete. This makes it possible to store more file data in less space on the

volume. Deduplication is not supported on:

v" System or boot volumes;

v Remote mapped or remote mounted drives;

v" Cluster shared volume file system (CSVFS) for non-VDI workloads or any workloads on
Windows Server 2012;

v Files approaching or larger than 1 TB in size;

v" Volumes approaching or larger than 64 TB in size.

What to consider before a previously configured disk storage is changed?

In some cases, it may happen that the administrator needs to move the already configured storage
to a new location (e.g. if “C” disk got full and the storage should be moved to disk “D”). In this case,
the following steps must be executed to ensure an access to the already archived data and to

continue with archiving the new data:

Stop all running jobs!!!

2. Move your old storage location manually into the new storage location (e.g. the folder of “C”
disk into a new location on “D” disk);

3. Open the Storages page on the contentACCESS Central Administration ribbon, locate your
old storage in the list and double click on it to open the Storage repository window for that
storage;

4. In the Storage repository window specify the new storage path (where you moved your old

storage location);
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Storage repository
Store name: Encrypted storage
Store type:
Path: —_— 1]
Use explicit credentials: v
Username: ta\administrator
Password:
Confirm password:
Compression: v

{Compresses all files larger than 4KB except already compressed
formats like JPG, AVI, MP3 etc. This feature might slow down the
store functionality, but can spare storage space.)

Enable Snaplock: v

Use single instancing: v
Only one instance of the physical file will be present on the stare.

Use file encryption: v

Files will be stored in encrypted form.
Download the encryption key and store on a safe place.

Database connection: & Change [V}

Test Save Cancel

These settings will ensure, that the archive and restore jobs will automatically use this new storage
path. The administrator will not be required to change the storage settings on the jobs’ configuration
page, too. The new value will be automatically used by the jobs, where the “old” storage was already

configured.
v" HybridStore

contentACCESS supports the connection with the Hybrid Store. This connection allows
contentACCESS to connect to any third-party storage that is supported by this store type. If you want
to store the binaries in the Hybrid Store, select it from the Store type dropdown list and specify the

required connection settings. The following storage settings are required:
Store name: optional name for the Hybrid Store that contentACCESS will use
Store type: HybridStore

Server name: the server, where the Hybrid Store is installed
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Binding: http - universal protocol

net.tcp -can be used only in case that the Hybrid Store and contentACCESS are in the

same domain

net.pipe - the fastest and recommended protocol; can be used only in case that the

Hybrid Store and contentACCESS are installed on the same machine

Use secure connection: Check this option to allow a secure connection with the Hybrid Store. The
communication will be secured by a Windows authentication (the contentACCESS service user will

be used).

Hybrid store tenant: Click on “Load” to load the list of available tenants based on your Hybrid Store
configurations and select the one that should be applied. There are some requirements to load the

tenants:

> NET.TCP or NET.PIPE connection must be used (on HTTP the loading is not
supported)
» the contentACCESS service user must be a local system administrator on the

HybridStore machine

If the tenants are not loaded, then the user needs to enter the HybridStore tenant ID (GUID)
manually.

Scheme: Click on “Load” to load the available Hybrid Store schemes and select the one that should be
applied. If Hybrid Store uses secure connection and the option is not checked in the dialog, the

schemes will not be loaded.

Database settings: Select here an already created database that contentACCESS will use to store the
necessary data. It is NOT recommended to change the already configured database that the Hybrid

store uses. However, it can be changed using the “Change” button if it is really necessary.

It is recommended to verify the database connection using the “Test” button at the bottom of the

dialog.
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Storage repository
store name: Hybridstore
Store type:
SEREr name: tahs0l
Birding: http
® nettcp
L net.pipe
Use secure connection: v
Hybrid store tenant: TecharrawmiHybriditaore r
Load
Scheme: Local -
Load
Database connection: & Change
Test Sawe Carncel

v' Datengut

This storage type is currently used when synchronizing emails in multiple mailboxes. For more

information please refer to Email synchronizer plugin.

After this store type has been selected in Storage settings, name your storage. contentACCESS will
use this name to display the storage on the Storages page. Further configure the following sections

in the dialog:
Connection configuration: necessary settings to establish a connection with the Datengut storage

= Endpoint URL: Datengut service URL
= Api key: optional setting, any value can be entered here
= Email archive default folder id: during the archiving process Datengut storage saves the datainto

a specific storage folder; the ID of this folder must be set here
User credentials: set the Username and Password that can be used to connect to the storage

Plugin configuration: The email synchronizer job(s) that are already created in Custom plugins >
General > Jobs will be listed in the dropdown list. Select from the dropdown list the Email
synchronizer job that will collect the metadata of the archived emails in a queue. This job is used to
synchronize the email message categories in multiple mailboxes based on the metadata that are
saved into its queue.
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Note: For more information refer to chapter Email synchronizer plugin.

Database settings: select an already created database that Datengut storage will use to store the

necessary data

Storage repository X
Store name: Datengut Sterage
Store type:
Endpeoint URL: https://officegate.datengut.de/DaguWeb/services/dagn
Api key: not_used
Email archive default folder id: MzljNTcBRGFOZWSndXOgTGVpcHppdy M1 0TowMjITMNA
Username: username
Password:
Plugin job: Email synchronizer plugin -
Database connection: Datengut - 6

Test Save Cancel

v" Perceptive

After this store type has been selected, name your storage. contentACCESS will use this name for the
given storage on the Storages page. The user is further required to specify the following connection

parameters:

= Server name: the server name where the storage is installed
= CClibrary path: path on which the Classic Connector jar files can be reached, e.g. C:\Program

Files\SAPERION\Application\scr\scr-classicconnector\lib
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= JAVA_HOME: JAVA home directory must be set depending on the application bitness, x64
or x86, e.g.: c:\Program Files\Java\jre1.8.0_66

= Tenant: in case of non-multitenant system this fields is blank, otherwise the Perceptive
tenant should be specified

= Logintype: “INDEX”, “ADMIN” or “ELM” can be used, the recommended type is “INDEX”

= Authentication: choose the applicable authentication from the dropdown list; the
recommended is “UserName”

= User, Password: specify the applicable user and credentials to be applied for the connection
with the storage

= DDC: the DDC name where the files will be packed

Storage repository

Store name: Perceptive storage

Store type: Perceptive v
SEPEF NAME: Saperion-01

CC lib path: chProgram Fileshiaperiontapplicationhsorscr-classi
lava home: CProgram Files'avaijrel,5.0_51

Tenant:

Lagin type: Index -
Authentication: Usertlame pl
User: administrator

Password: rrrrserree

DD elmd

Test Sawe Cancel

v" Kendox storage

Kendox storage can be used for various operations like email and file archiving, SharePoint archiving
and publishing data into SharePoint libraries and custom lists as well. In the Storage repository

window, select the Kendox store type, name your storage and configure the connection as follows:

Connection configuration section:

Endpoint URL: Kendox service URL
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Culture: The names of folders, properties will be shown in the language specified here. The

language can be a country-code (e.g. de) or both the language and country-code (e.g. de-CH).

Authentication configuration:

Username and password: Specify the Username and Password that can be applied to connect

to the storage.

Use empty password: Use empty password. If this is checked, in a password empty string is

saved. Otherwise - if the username was not changed - the old password is saved.

Default folder path: During the archiving or publishing process the data will be
saved/published from the folder, which is specified in the path.

Mobile Web Client URL: This configuration option needs to be set only in case that the

storage is used in a SharePoint Publishing job, and the job is configured to create custom lists

with links pointing to the source documents. The URL must be the Kendox Mobile Web
Client’s URL, where the published documents can be accessed. The URL is used to generate

the retrieve URL of the published document.

Import template configuration:

Inthe archiving process, import template is used to map the metadata between the source document
and the newly created document in the Kendox store. Click the “Get available import templates”
button to get the available import templates. This import template is only used if the target folder

doesn’t have any default import template, otherwise it is ignored.
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Storage repository X
Store name: Kendox
Store type: Kendox -
Endpoint URL: httpsi/fdemo.kendax.com/infaShareservice TechArrg
Culture: de
Username: @tech-arrow.com

Use empty password: |

Passwiond: ErERERRERY

Default folder path: FolderSystemRoot\Project_documents

Mobile Web Client URL: httpsy//demo.kendox.com/mwe_techarrow
KMU_Allgemein v

{ Get avallable import templates |

Test Save Cancel

From the given storage’s context menu, on the Storages page, you can modify (Edit/Delete/Set

default) the storage settings by clicking on ellipsis (...). The configurations set in the Storage

repository window can be viewed in the grid.

iroEiE | | = | B 52
¥ conkentACCESS Central Ad X \\ \
&« c | & httrs:/franews. tech-arrow . com /Centralsdminist ation/Defalt asp e p=StorageR epository = A [SH + 4 | :
W contentACCESS Central Administration Tenant: TECH-ARROW - &- 9~
System File Archive Email Archive SharePoint Archive Custom plugins o]

[ ] = =
= P [ [
REB S & L ESs =S B 6
Databases System Retentions Storages Root  Schedules Aliases  Provisioning Jobs
settings folders settings
Edit settings Archive

w4 Storages

File Archive = Settings > Storages

+ new ?  manage access

Storage Mame Storage Type I default

Email Archive storage s=s | Store.Disk Yes

File Archive storage Edit ik Ne
Delete

Set default (I} Online help -

contentACCESS Manual | Version 3.8 | ALLRIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 291/753


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /U vision of technological evolution A

¥ techarrow

Note: The “+ new” option above the item list is unavailable for the logged on user, if the “Add

repository items” permission on the tenant is not allowed in his role assignment.

The “manage access” option allows to grant access permissions on the selected storage for a second
user. This “manage access” option is available for the logged on administrator, if his role assignment
contains the Edit repository items - All allowed permission on the tenant. Read more in Managing

access to contentACCESS objects.

v' Azure storage

Azure Storage is a cloud storage solution. It also provides the storage foundation for Azure Virtual
Machines and is accessible from anywhere in the world, from any type of application and any type of

device. Azure storage is using blob store to store its metadata.

In case of the user having/using a German cloud (dedicated and isolated Microsoft Azure version for
Germany), the Azure storage account name must contain the.core.cloudapi.de suffix. This is

displayed in Azure configuration, when the user creates the storage.

Storage repository

Store name: Azure store HOT

Store type

Account: testtecharrog.

Key: Om+IWj . | 8u;

Compression:
(Compresses all files larger than 4KB except already compressed
formats like JPG, AVI, MP3 etc. This feature might slow down the
store functionalify, but can spare storage space.)

Use single instancing: L4

Only one instance of the physical file will be present on the store,

Database connection: Lg Change

Test Save Cance
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Microsoft Azure WNew > Storage > Create storage account

Create storage account O X

The cost of your storage account depends on the
usage and the options you choose below.
Learn more

* Name &

| yourstoragename W

«corecloudapide

Deployment mode| @

| Rescurce manager| Classic

Account kand @

General purpose

Performance @

Premium

Google drive storage

1. Create a Google account.

2. Logonto https://console.developers.google.com with your Google account.

3. Create new project with an arbitrary name:
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~
= Google APls MyPraject ~ qQ o @ 0 : L
Create project
API API Manager
RECENT
& Dashboard + MyProject  robust-charge-163012
Storage storage-162411
i Library Storage2 storage2-162413
or  Credentials
View more projects
Fopular APIs
Google Cloud APls Google Cloud Machine Leaming Google Maps APls
Compute Engine APl Vision API ~ Google Maps Android API
BigQuery AP Matural Language API Google Maps SDK for i0S
Cloud Storage Service Speech APl Google Maps JavaScript API
Cloud Datastore APl Translation API Google Places API for Android
Cloud Deployment Manager AP Machine Learning Engine API Google Places API for i0S
Cloud DNS API Google Maps Roads API
? More More
Google Apps APls A5 Mobile APIs Social APls
Drive API l'l Google Cloud Messaging Google+ API
Calendar API Google Play Game Services Blogger API
Gmail API Google Play Developer API Google+ Pages API
Sheets API Google Places API for Android Google+ Domains AP
Google Apps Marketplace SDK
Admin SDK
¢ More
YouTube APIs Advertising APls Other popular APls
YouTube Data API AdSense Management APl Analytics API
YouTube Analytics AP DCM/DFA Reporting And Trafficking AP Custom Search APl
YouTube Reporting API Ad Exchange Seller API URL Shortener API .
4. Enable the required (Drive) API for this service:
= Google APIs My Project ~ [} oD e © ;
API API Manager Dashboard
«»  Dashboard Enabled APls
No APls are enabled
1 Lbrary
or  Credentials
<l
~
= Google APls MyProject ~ Q # o @ 0O ;
API API Manager Library
«»  Dashboard Google APl
i Library
Q_ Search all 100+ APls
o Credentials
Popular APls
Google Cloud APls Google Cloud Machine Learning Google Maps APls
Compute Engine API Vision API Google Maps Android API
BigQuery API Natural Language AP Google Maps SDK for i0S
Cloud Storage Service Speech API Google Maps JavaScript API
Cloud Datastore APl Translation API Google Places AP! for Android
Cloud Deployment Manager AFI Machine Learning Engine API Google Places AP! for i0S
Cloud DNS API Google Maps Roads API
Y More Y More
455  Mobile APIs Social APls
I'l Google Cloud Messaging Google+ API
Google Play Game Services Blogger API
Gmail API Google Play Developer API Google+ Pages API
Sheets API Google Places AP! for Android Google+ Domains APl
Google Apps Marketplace SDK
Admin SDK v
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= Google APIs MyProject = qQ # o 0 0 : Q
API API Manager < Google Drive API » ENABLE
«»  Dashboard
About this API Documentation  Try this APl in APls Explorer
M Library
The Google Drive API allows clients to access resources from Google Drive.
ov  Credentials

Using credentials with this APl

Accessing user data with OAuth 2.0

You can access user data with this APL On the Credentials page, create an OAuth 2.0 client 1D. A
client ID requests user consent so that your app can access user data. Include that client ID when
making your AP call to Google. Learn more

Your app User consent User data

Server-to-server interaction
Youcon v e APt et et srvernracton,or eamplebetween awt spicoron R % (- =]
and a Google service. You'll need a service account, which enables app-level authentication. You'll
also need a service account key, which is used to authorize your APl call to Google. Learn more - -
Your service Authorization Google service
<
5. Create service account and credentials:
~
= Google APls myProject ~ Q i ®» e 0O : §
API APIManager Credentials
«»  Dashboard i i
E Add credentials to your project
M Library
1 Find out what kind of credentials you need
O Credentials We'll help you set up the correct credentials
If you wish you can skip this step and create an AP key, client ID, o
Which API are you using?
Determines what kind of credentials you need.
Google Drive API -
Where will you be calling the APl from?
Determines which settings you'll need to configure.
Other non-Ul (e.g. cron job, daemon) -
What data will you be accessing?
User data
Access data belonging to a Goegle user, with their permission
® Application data
Access data belonging to your own application
Are you using Google App Engine or Google Compute Engine?
Yes, I'm using one er both
(® Mo, I'm not using them
Wha ials do | need?
2 Get your credentials
Cancel
<l W
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= Go gle APls My Project ~ Q s NP O o H a
e IAM & Admin Service Accounts ( CREATE SERVICE Accoum) +2 PERMISSIONS
i Allprojects Service accounts for project "My Project”

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside
Google Learn more

+2  |AM
|=| TS Q, Find & service account
o] Service accounts Service account name - Service account ID Key ID Key creation date Options
*3 Compute Engine default 657326315151- No keys H
@  Labels . -
service account compute@developer.gserviceaccount.com
£ Settings
9 Encryption Keys
o Identity-Aware Proxy
<l

Create service account

Service account name Role

| awoum{ Storage Admin 7

Service account ID

account @robust-charge-163012.iam.gserviceaccount.com C

Furnish a new private key
Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Enable G Suite Domain-wide Delegation
Grants a client access to all users’ data on a G Suite domain without manual
autherization on their part. Leamn more

CANCEL CREATE
T —

Create key for your service account:
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= Go gle APls My Project ~ Q s NP O o H a
e IAM & Admin Service Accounts CREATE SERVICE ACCOUNT +2 PERMISSIONS
£ Allprojects Service accounts for project "My Project’

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside
Google Learn more

+2  |AM
|=| TS Q, Find & service account
o] Service accounts Service account name - Service account ID Key ID Key creation date Options

- *3 account account{@robust-charge- No keys H
® e 163012.iam.gserviceaccount.com

Edit
3 s Stunog *f) Compute Engine default 657326215151 No keys Delete
service account compute@developer.gserviceaccount.com

9 Encryption Keys Create key
o Identity-Aware Proxy

£l
https://console.developers.google.com/#

Create private key for "account”

Downloads a file that centains the private key. Store the file securely because
this key can't be recovered if lost.

Key type
® JSON
Recommended
P12
For backward compatibility with cede using the P12 format

CANCEL CREATE
T —
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Download the key and store it securely. It will be required for calling Google API from the storage

provider.
6. Create and configure a Google Drive storage in contentACCESS

Create new storage of type “GoogleDrive”. Take the name of the created service account (in this case

account@robust-charge-163012.iam.gserviceaccount.com, you can take it also from the

downloaded JSON key file) and paste it to “Service account” box. Paste the whole JSON key file into

“Account key” box. If the connection test succeeds, the storage is configured and ready for use.

Storage repository

Storage settings

Store name: |google2

|
Store type: | GoogleDrive -

Service account: |account@robust-charge-163012.am.gserviceaceou |

Account key: "auth_provider x509_cert_url":
"https://www.googleapis.com/oauth2/vl fcerts’,
“client x509_cert_url":
"https://www.googleapis.com/robot

/v1/metadata/x509/account3:40robust-charge-

163012.iam.gserviceaccount.com”

) -

(m]

(Compresses all files larger than 4KE except already compressed

formats like JPG, AV, MP3 etc. This feature might slow down the
store functionality, but can spare storage space.)

Datsbase connection: [Select 2 database -]

@ Connection successfull

D Online help

Important: You will not be able to see the archived files in your Google Drive web Ul as they were
stored under different account. If there is be such a requirement, we should set an explicit sharing

rights on stored files.

A quote from here:

“A few important things to note about a service account is that it is not you. Just because you created the
service account does not mean that it has access to the files you have stored in your Google drive. You can
take the service account email address and give it access to a directory on your Google drive. It will then be
allowed to upload to that directory, but you won’t have access to the files. You will need to complete a second
step and give yourself personally permission to access those files by updating or patching the file

permissions.”
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Amazon S3

The Amazon S3 store supports any type of cloud storage if it's using the Amazon S3 interface.

The store connects to the endpoint that you select for a specific service. In contentACCESS, the
service endpoints for Amazon Simple Storage Service and Alibaba Cloud Object Storage, which also
uses Amazon S3 interface, are preconfigured. If you want to use a different cloud service, which
supports Amazon S3 interface, it is possible to select Custom service URL for the service and then

enter a custom URL for that service endpoint.

The service authentication identifier is fixed for Amazon S3 and Alibaba, it’s not possible to change it.
However if you are using custom endpoint URL, you can enter the identifier here. This identifier is

used in the authentication request.

The version specifies which communication version to use for the service enpoint (the service version
is specified by the enpoint service). If you are using Amazon S3, you can use Service Version 2 or 4,
but Alibaba supports only Version 2 at this moment. The Access Key and Secret Access Key are used

to authenticate the caller by the cloud service. These keys are provided by the cloud storage service.

This store type also supports compression and single instancing, which can save you a lot of space.
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Store name: Amazon 53
Store type: Amazon53
Service: Amazon 53
Endpoint: EU Central 1 (Frankfurt)

.  \/oUr vision of technological evolution A

Service authentication identifier:

Service version: Version 2 l
Access key: your_access_key_here

Secret access key: your_secret_access_key_here

Compression: v |

{Compresses all files larger than 4KB except already compressed
formats like /PG, AVI. MP3 etc. This feature might slow down the
store functionality, but can spare storage space.)

Use single instancing: ¢|
Only one instance of the physical file will be present on the store.

Database connection: EAdBMMNEX - 0

Test Save Cancel

Screenshot 01 - configuring Amazon S3 storage with Amazon S3 service URL (preconfigured by contentACCESS)
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Storage repository

Store name: Amazon 53
Store type: Amazon53 N
Service: [Custom Service] v
Custom endpoint url: Enter custom url here...
Service authentication identifier: Enter the service authentication identifier here...
Service version: Version 2 l
Access key: your_access_key_here
Secret access key: your_secret_access_key_here
Compression: v |

{Compresses all files larger than 4KB except already compressed
formats like /PG, AVI. MP3 etc. This feature might slow down the
store functionality, but can spare storage space.)

Use single instancing: ¢|
Only one instance of the physical file will be present on the store.

Database connection: EAdBMMNEX - 0

Test Save Cancel

Screenshot 02 - configuring Amazon S3 storage with custom service URL

Exchange connections
During the configuration of Exchange-based jobs it is obligatory to set the Exchange server
connections, where the mailbox to be crawled is located. The Exchange connections can be

configured on the following pages of the Central Administration:

o In case of Custom jobs on the Exchange connections page (Custom plugins - General group =2

E}) Exchange connections button).
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[ itaetets | [ = [=1] 2%
% conkentACCESS Central Al X
&« C | & htps:/ftanews.tech-arrow.com /CentralAdministr ation/Default aspx ?p=ExchangeConnectonsRepasitory Q|
System File Archive Email Archive SharePoint Archive Custom plugins

| C) [ =]
e - = ¢
N x [ T M s
Jobs  Schedules Databases Retentions Storages Exchange Sharing Email synchronizer Legacy Datengut

connections Jjob plugin Archive Access DMS

Edit Genera Jobs

@48 Exchange connections

Custom plugins > General > Exchange connections

+ new 0 manage access
1) Online help -

Here select option + new and specify the necessary data in the Exchange connection repository

window.

Note: The “+ new” option above the item list is unavailable for the logged on user if the “Add

repository items” permission on the tenant is not allowed in his role assignment.

The “manage access” option allows to grant access permissions on the selected Exchange connection
for a second user. This “manage access” option is available for the logged on administrator, if his role
assighment contains the Edit repository items - All allowed permission on the tenant. Read more in

Managing access to contentACCESS obijects.

By the custom plugins it is possible to configure multiple Exchange connections.

o In case of Email Archive jobs on the System settings page (Email Archive ->Settings > System

settings, under EWS settings section).

Note: In case the user who has MFA enabled is also Admin for email archiving, the user must use the
app password instead of the regular password in the Email archive -> System settings -> EWS

settings.

In case of Email Archive, either an Exchange Online O365 or On-premise Exchange server
connection can be configured within one tenant. If there are multiple Exchange server versions
used in a company (e.g. both Exchange server 2013 and Exchange server 2010), always define the
highest Exchange server version in the System settings. Read more in chapter Mixed Exchange

environments.
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contentACC 4
System File Archive Email Archive Custom plugins

" a D] -’
- = B %3 ] |~}
o e | % e A ) ;;
Save  Discard  Databases| System |Prowisioning Retentions  Shortcut  Storages Schedules User
changes settings settings configuration experience

Edit

K= Systemn settings

Email Archive > Settings > Systern settings

\ Database connection: Email Archive DB v (]

Exchange server type: Exchange Online [O365)
Exchange server interface version:

EWS Url:

PoniierShell Lrl:

PowverShell auth:

Max connection count:

Ignore 551 errors:

Keep connection alive: v

User name: ecso@tech-arrow.com
Password:

Confirm password:

Test

If you are configuring EWS connection to custom plugins, a Connection name must be also entered
into the Exchange connection repository dialog. Under Exchange server type and Exchange server
version select the type and version of the server, which is used by your email provider. Then enter
the EWS URL, PowerShell URL and the PowerShell authentication into the dialog. These data must
be requested from the email provider. Under Max. connection count option the user may define the
number of parallel connections that will be maintained by the system when connecting to PowerShell.

It is also possible to disregard any SSL errors with checking the Ignore SSL errors checkbox.

In case of the user having/using a German cloud (dedicated and isolated Microsoft Azure version for
Germany), Germany must be selected in the Regiondropdown list when setting up Exchange

connections. .de will be at the end of an URL after selecting Germany in the Region dropdown list.
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Exchange Connection repository

Connection name: German cloud
Exchange server typs: Exchange Online (0365) -
Region: Germary -

Exchange server version:
EWS Url:

PowerShell Url:
PowerShell auth:

Max connection count:

Keep connection alive: If it is turned on, then the connection between contentACCESS and the
Exchange server is cached, which increases the performance. If the Exchange is load balanced, some
requests can land on another Exchange and therefore cause errors in contentACCESS. In these cases,
unchecking the keep alive option will destroy the connection after each request and will rebuild it on
the next request. The recommended settings of “keep alive” option are as follows:
» If you are communicating with one Exchange server: turn it on to increase the
performance
= |If you have a load balanced Exchange environment and there are communication
problems with the Exchange: it is recommended to turn it off
If you want to use an explicit user for Exchange connection, check Use explicit credentials and enter
the User name and Password. It is also possible to log in under service-credentials. It this case the
Use explicit credentials option must be unchecked. Run a test connection via Test button. Do not

forget to save the changes.
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Fxchange Connection repository
Connedion name: Q365 connection
Exchange server type: Exchange Online [0365)
Exchange server version:
Evis Url: -
Powershell Url: Exchange server type: Exchange Cnline [D365)
FowerShell auth: Exchange server interface version:
Max connection caunt: EvS Ll
[ Tgnare 530 errars Powvershell Ul
« | Keep connection alive
. Povwvershell auth:
_User name: ecso@tech-arrow.cam Max connection count:
Passward: e Ignore 550 errars: [m]
Canfl R
arim passwar Keep connection alive: | %]
Uzer name; eczo@tech-arrow.com
@ Conrection successtull
Passwiard:
Test Canfirm passward:
Test
Save Cancel
Exchange connection configurations for custom jobs Exchange connection configuration in Email

Archive system

Important!!! The user set under Exchange connections must have a full access to the mailbox(es) that
he/she would like to archive. Provisioning job requires to have “View-Only Organization
Management” right on the Exchange. Roles Org Custom Apps, Org Marketplace Apps and User

Options must be assigned for the EWS user on the Email archive System settings page, in section EWS

settings, if Mail app will be also used. These roles enable an administrator to install and manage

custom apps for the organization (read more about the roles here).

Note: To speed up the email archiving processes, TECH-ARROW has implemented MAPI protocol for
communication with the Exchange server. MAPI can be used only in case that the customer has an on
premise Exchange server (Exchange 2013 or earlier), and uses contentACCESS with Email archive
licence (for custom plugins MAPI cannot be selected). MAPI can be selected only on the email
archive/restore/recovery job’s configuration page. By default, contentACCESS uses EWS settings to
connect to the Exchange. Some functionalities still require EWS settings. For this reason, it is a must

to configure EWS settings as well.
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Exchange performance settings - turning off the Exchange throttling policies

Throttling is a mechanism of Exchange Server to distribute the Exchange resources evenly between
the users. It gives every user the chance to access their emails. The users are limited for example to
send max 5 emails in a minute. If this limit is reached, the user is throttled, forcing the user to wait a

minute until a new mail can be sent.

The archiving user requires more resources: it needs to access multiple mailboxes, process multiple

messages. The standard throttling policy is not suitable for the archiving user (superuser).

If you are experiencing problems that may be caused by these policies, you can turn them off. The
commands below are turning off any limitations for the archiving user, allowing to use as many

Exchange resources as needed.
Exchange 2013

New-ThrottlingPolicy -Name CAPolicy -ThrottlingPolicyScope Organization

Set-ThrottlingPolicy CAPolicy -RCAMaxConcurrency Unlimited -EWSMaxConcurrency
Unlimited -EWSMaxSubscriptions Unlimited -CPAMaxConcurrency Unlimited -
EwsCutoffBalance Unlimited -EwsMaxBurst Unlimited -EwsRechargeRate Unlimited

Set-Mailbox "Administrator" -ThrottlingPolicy CAPolicy

Exchange 2010

New-ThrottlingPolicy -Name CAPolicy

Set-ThrottlingPolicy CAPolicy -RCAMaxConcurrency $null -RCAPercentTimeInAD
$null -RCAPercentTimeInCAS $null -RCAPercentTimeInMailboxRPC $null -
EWSMaxConcurrency $null -EWSPercentTimeInAD $null -EWSPercentTimeInCAS $null -
EWSPercentTimeInMailboxRPC $null -EWSMaxSubscriptions $null -
EWSFastSearchTimeoutInSeconds $null -EWSFindCountLimit $null -
CPAMaxConcurrency $null -CPAPercentTimeInCAS $null -CPAPercentTimeInMailboxRPC
$null -CPUStartPercent $null

Set-Mailbox "Administrator" -ThrottlingPolicy CAPolicy

There are 3 commands which must be run in PowerShell to apply the throttling for the superuser:

#1 New-ThrottlingPolicy
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Creates a new policy, gives a name to the policy. It is created with default values.

#2 Set-ThrottlingPolicy
This changes the parameters of the policy - turning off any throttling for the contentACCESS user.

This list should be discussed with the customer, they might not allow all these options. This is a

matter of support.

#3 Set-Mailbox

Assign the policy to the user.

The whole association can be verified by running this command: Get-Mailbox “Administrator” | fl

ThrottlingPolicy

Mixed Exchange environments in the Email Archive system

contentACCESS is supporting a wide range of Exchange Servers, starting from Exchange 2007 SP1
up to Exchange 2016. A company can simultaneously use multiple versions of Exchange servers. In
such cases contentACCESS needs to process/archive the mailboxes hosted by all these Exchange

servers (versions).

There are some rules for how to configure the archiving in a mixed Exchange environment. This

chapter will provide you with a quick overview about these configurations.
In this use case, we have the following Exchange versions in our domain:

= Exchangeserver 2013

= Exchange server 2010

We would like to archive some mailboxes - the part of them are hosted by Exchange 2013, but some
of them are still on Exchange 2010. This is acommon scenario when the company is already migrating

mailboxes from a lower to a higher Exchange version. As first step, it is recommended to sort the
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mailboxes to be migrated into Exchange groups - these groups will be later provisioned by the Email

Archive Provisioning job into the contentACCESS Address book.

Further we continue with the EWS (Exchange Web Services) settings. In Central Administration,
open the System settings page (Email Archive tab - Settings group - System settings). Go to
section EWS settings. Select your server type (On-premise) and select the highest Exchange server
version that is used - in this use case Exchange 2013 or higher. Set the necessary parameters

described earlier, test the connection and save your settings.

[ mfemet [ [ = [=1] 32
/ % contentACCESS Central A0 X\
< C | @ tanews.ta.internal:3333/CentralAdministration/Default.aspx?p=EmailArchiveGeneralSettings b e
System File Archive Email Archive SharePoint Archive Custom plugins ~
BB = &£ B L U B = B & B

Databases System Provisioning Retentions  Shortcut  Storages Schedules User View address  Jobs Legacy data
settings  settings configuration experience book configuration
Edit Settings Archive Miscellanecus

= System settings

Email Archive = Settings = System settings

Database connection: Email Archive DB - [/]
Exchange server type: On-premise -
Exchange server interface version:  |Exchange 2013 or higher +—

EWS Url:

PowerShell Url:
PowerShell auth:

Max connection count:
Ignore S5L errors:

Keep connection alive:

v| Use explicit credentials
User name:

Password:

Confirm password:

Default -
E] -
v

tech'eba

https://TECHEX2K13. tech.internal /EWS/Exchange.as

https://TECHEX2K13.tech.internal/PowerShell

Test connection

0 Online help

Now we need to set the Exchange groups to be archived in the Email Archive Provisioning settings.

Open the Provisioning settings page (Email Archive - Settings = Provisioning settings).
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Select the specific Exchange groups (or Exchange servers including all groups) that should be

archived and start the provisioning job to synchronize them to the contentACCESS Address book.

/ \ iInfomatricll i =N HETH RS
contentACCESS Central A
A \ WA
& C | @ tanews.ta.internal: 3333/ CentralAdministration/Default.aspx?p=ProvisioningSettings | ¢
%W contentACCESS Central Administration Tenant: MyCompany ~ &~ ?-
System File Archive Email Archive SharePoint Archive Custom plugins ~

B E & B B W e s B 0 B

Save  Discard | Databases System Provisioning Retentions  Shortcut  Storages Schedules User View address  Jabs Legacy data

changes settings  settings configuration experience book configuration

Edit Settings Archive Miscellaneaus
Scheduled in: Every night - -
Send when: Mever -

Recipient list: john.doe@example.com,peterwhite@example.com

Please choose servers or groups you decided to process by provisioning job. If a server is selected, all the groups in it will be processed.

Servers: st select
MName Server DN
Mo data to display
«+
Groups: &t select + add
MName Group DN

Mo data to display

1) Online help =

After the provisioning job has finished the task, both Exchange versions (2010 & 2013) and the

provisioned Exchange groups will be in the Address book (exchange 2013 not shown on the

screenshot):
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View address book

— Email Archive > Archive > View address book

Mailboxes Public folders Groups m

© import servers manually + add server manually
Name - EWS version Create contentWEB access w Associate with role Server DN
TADCOT “ Exchange2010_SP2 No Jfo=First Organization/ou=Exchange Administrative Group

(FYDIBOHF235PDLT)/cn=Configuration/cn=Servers/cn=TADC

Page 10f 1(1 items) ER

View address book

— Email Archive = Archive > View address book

Mailboxes Public folders m Servers

© import groups manually + add group manually

Name - Create contentWEB access Associate with role Active Group DN
‘Yes Inherited Yes CN= .CN=Users,DC=ta,DC=internal
‘e Inherited ‘fes CN= .CN=Users,DC=ta,DC=intarnal
es Inherited Yes CN= .CN=Users,DC=ta,DC=internal

TECH-ARROW No Yes

Page 1of 1 (4 items) ER

The context menu of the Exchange servers allows to change the server settings:

g View address book

Email Archive > Archive > View address book

Mailboxes Public folders Groups

© import servers manually + add server manually
Mame - EWS version Create contentWEB access » Associate with role Server DN
fo=First Organization/ou=Exchange Administrative Group
v
l IS Ex T KD (FYDIBOHF23SPDLT)/cn=Configuration/cn=Servers/cn=TADC

Automatically create contentWEB user

Page 1of 1 (1 items) Do not create contentWEB user

Change server settings

By clicking this option, the “Server configuration” window opens, which allows to change the EWS
version for the server and to define a custom EWS URL for the server. “For the server” means that all
mailboxes belonging to the server will use those values. This is useful in mixed environments

(example: 2010 and 2013 in one domain - you can define different URL for both servers!).
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Server configuration X
EWS version: Exchange 2010 SP1 v
Custom EWS Url: If empty, the default url will be used.

OK Cancel

The combo box allows you to select the option “Not specified”. This is a way to reset your custom

settings - and use the global one (see the System settings page - EWS server interface version).

Server configuration X

EWS version: Exchange 2010 SP - |

Custom EWS Url: Not specified
Exchange 2007 SP1
Exchange 2010
Conee
Exchange 2010 5P2
Exchange 2013 ar higher
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Importing contentACCESS configurations from files

contentACCESS allows to import data fromfiles in the following available file formats: CSV, XML, Tab
delimited files and Space delimited files. This simplifies adding of huge amount of data to different
configuration sections in contentACCESS instead of entering each entry manually. There’s an option
to set if we want to overwrite the existing items, update or skip them. The user may also download a
sample file to check if the file that he wishes to import contains all necessary information (columns)
for the given configuration section. Column names are displayed in the sample file if the “First row is

header” option is turned on in the respective importer dialog.

Important!!! When importing Email archive and Email restore configuration sections, it is highly
recommended to define the mailbox folders to be imported with wildcards (e.g. %INBOX%).
Wildcards ensure, that the given mailbox folder (e.g. the “INBOX” folder) will be processed regardless
of the language settings of the mailbox. This is important mainly for companies who archive

mailboxes using different languages.

After browsing the file to be uploaded and configuring the importer, the file can be uploaded. After
the initial upload, the file’s columns can be mapped to the importable entry’s fields by dragging the
column headers. When the mapping is finished, the newly imported entries will be added to the

configuration section.
contentACCESS allows to import the folders to be archived/restored/recovered/excluded:

1. to File archive, File restore, File recovery jobs
The import option is available on the respective job configuration page, under sections “Folders

to process” and “Exclude folders”:

~

4+ new 4 import + add folder import

An importable file with Folders to process contains the following rows:

= Root - mandatory

= Relative path - nullable

Example in case of a CSV file:
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i sampledata {48) - Notepad =]
File Edit Format Yiew Help
Foot,Relative path -
CvarchivableLocationd,FolderlsFolder2 |l

varchivableLocationl,FolderlsFolder2
SvarchivableLocation2 ,FolderlyFolder2
varchivableLocation3,FolderlsFolder2
SvarchivableLocationd ,FolderlyFolder2
varchivableLocations,FolderlsyFolder2
SvarchivableLocationg,FolderlyFolder2
varchivableLocation?,FolderlsFolder2
SvarchivableLocationd, FolderlyFolder2 I
varchivableLocation?, FolderlsyFolder2

I; nonnonnnn

An importable file with Folders to exclude contains the

= Exclude pattern, e.g. if folder called “test” needs to be excluded, the CSV will look like this:

i sampledata {49) - Notepad =]
File Edit Format Yiew Help
Pattern =]
Test

w
] ¥ 2

2. to Email archive, Email restore, Email recovery jobs
The import option is available on the respective job configuration page, under section “Exclude

folders” and “Exclude addresses”:

S
+ add folder f  import + new 4 import

An importable file with Excludable folders contains the

= Exclude pattern, e.g. if mailbox folder called “test” needs to be excluded, the CSV will look like
this:

.sampledata {49} - Notepad H=] E3
File Edit Format View Help
Pattern =]
Test

.
4 b A

An importable file with Exclude addresses contains the:
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= Address(es) to include

= Exclude type(s) - Sender/Recipients/All

Example in case of a CSV file:

‘sampledata (55) - Notepad M=l E3

File Edit Farmat Wiew Help

kddress to exclude,Exclude type -
johnd@axample. com,Recipients
Johnl@example. com,Recipients
ohnz2@example. com,Recipients
ohn3@example. com,Recipients
ohrd@example. com,Recipients
ohnS@example. com,Recipients
Jjohné@example. com,Recipients

] 2

3. File Archive provisioning job (used to synchronize the users in the Active Directory with

contentACCESS) also uses this feature to import the objects to be provisioned:

4+  new import

The importable file must include the:

= Name

= Object type

Example in case of a Tab delimited file:

‘sampledata (57} - Notepad M=l E3
File Edit Format  Wiew Help
Mame objectType -
"CN=Users,DdC=example,DdC=com” Ldapprath
"Ch=Users,DC=example,DdC=com” LdapPath
"CN=Users,DdC=example,DdC=com” Ldapprath
"Ch=Users,DC=example,DdC=com” LdapPath
"CN=Users,DdC=example,DdC=com” Ldapprath
"Ch=Users,DC=example,DdC=com” LdapPath
"CN=Users,DdC=example,DdC=com" Ldapprath

-
< A

4. Theroot folders used in File Archive may be also imported into contentACCESS from files (read

more here):
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E*"" Root folders

File Archive = Settings » Root folders

4+ new import

5. Servers/groups/mailboxes can be imported from files to the contentACCESS Address book using
options “Import servers manually”/ “Import groups manually”/ “Import mailboxes manually” on
the respective tabs as well (read more here):

View address book

Email Archive = Archive > View address book

Mailboxes Public folders Groups m

(® import servers manually) + add server manually
MName - EWS version Create contentWEB access = Associate with role Server DN
e Jo=First Organization/ou=Exchange Administrative Group
v
l ADZE ST S RO (F¥DIBOHF23SPDLT)/cn=Configuration/cn=Servers/cn=TADC

Page 1 of 1(1 items) n

To import a file follow these steps:

= Click the import button on the respective configuration page. The importer dialog opens.

* From the Import method dropdown list select an import method to be applied (in our case CSV)
and download a sample file using the Download sample option. Based on the sample file, prepare
the file to import and verify if your prepared file contains all necessary information for the

respective configuration section.

Import folders to process
Please select a file to upload Browse..

Make a new list, delete all existing items
Skip existing items, import new ones

®) Update existing items, import new ones

.sampledata—l - Notepad _[Ofx]
Import method:  ([C5V) hd File Edt Format View Help
C:varchivablelocationd,userd,passwordd,1,2 ;'
Separator: Defau