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What is contentWEB?

contentWEB is a client application of contentACCESS, which is used for viewing items
processed/archived by contentACCESS via a web browser. A user can access contentWEB using the
following sample:

http://[contentWEB_Server_Name]/contentWEB/

The only condition to access the archive with contentWEB is to have contentWEB access permissions
that can be granted in contentACCESS Central Administration. For more information about how to
grant access permissions please refer to the respective chapters of the contentACCESS Manual.

contentWEB is also accessible from all mobile devices. Pages fitting mobile device screen and
simplified navigation contribute to ease of use. The searching, item listing, filtering, recovery and
export functions of contentWEB make the work with these documents more comfortable and

intuitive.

Main contentWEB functions:

Quick and easy access of the processed emails/documents over the Internet;

Easy access from mobile devices;

Searching between the items according to their parameters (To, From, Subject, etc.)
Searching in the content of the documents (using File Content Extractor plugin).
Zero term search, quick search and advanced search.

Easy item sorting and downloading options.

Exporting into .pstand .zip format.

Manual recovery of the archived items.

Active/inactive document view in the File system archive.

Document versions are accessible in the File archive.

One-click login with external providers.

A N N N N N N N N N SRR

Saving the last view of the logged in user.
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Requirements

The hardware, software, other requirements and the web browsers supported by contentWEB wiill
be detailed in the following subchapters of the guide.

Hardware requirements

Minimal Recommended
Intel P42 GHz Dual Xeon
processor

2GB RAM 4 GBRAM

Software requirements

o Operating System (64bit): Windows 2012 R2 and higher;
o Internet Information Services 7.0 and higher;
o .NET Framework 4.8

The following prerequisites are needed if you would like to browse email archive in contentWEB:

o MSOutlook 2010 x64, MS Outlook 2013 x64, MS Outlook 2016 x64 or MS Outlook 2019
x64

Note: Outlook binaries are needed, software does not have to be licensed or activated.

Other requirements

o Create SSL certificate for secure connection and apply in IIS for https bindings.

Supported browsers
o Windows Internet Explorer 10 and higher;
o Mozilla Firefox 12 and higher;
o Apple Safari 5 and higher;
o Google Chrome 18 and higher.
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Installation

contentWEB can be installed as a contentACCESS component when running the contentACCESS
installation package. Download and run the setup package and select “contentWEB” with checking the
appropriate checkbox in the 2" step of the installation process.

7( contentACCESS

contentACCESS components

Select the components which you would like to install.

contentACCESS components
[V contentACCESS

License key [ - - - I - I |

Proxy settings

[Z contentACCESS Central Administration
[# contentwes ¢————

[ central login

[V contentACCESS Web Services (Proxy)
[ virtual drive

[V search service

[ sMTP server

Previous
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Logging into contentWEB

How to log in to contentWEB over the web browser? The user can log into the user interface using
one of the supported web browsers. After browsing the contentWEB URL
(http://[contentWEB_Server_Name]/contentWEB/Login.aspx), the central login window gets
displayed. Users are asked to enter their name and password. Third party authentication providers can
be also used for logging in (they must be configured in contentACCESS Central Administration). After
logging in, the contentWEB archive interface opens.

Note: It is important to bear in mind that the end user must have contentWEB user permissions to log
into the corresponding archive. This permissions can be granted in contentACCESS Central
Administration.
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contentWEB user interface

The contentWEB user interface is divided into the following sections:

3¢ contentWEB B Comect o - B a @ —
[ # contentWEB | Email archive 2] [13 Search ( @tech-armow.com) E ]l = eratin 5 I Gli
f Is|lll 3¢) %;’) ) (C " ltems 1 4] [14 ] FW: EmailArchive impersonation test results (CA 3.9.120) 6 )

: From
5 Subject From Date piticy
To

Expiration date

Al

Hello,

You can find the PowerShell scripts in the testing protocol,
which | used for the testing.

Best Regards,

From:

Sent: Monday, February 3, 2020 12:39 PM
To:

Ce
Subject: EmailArchive impersonation test results (CA 3.9.120)

Hello,

1 am sending the Email Archive impersonation test results. This
test was finish without any problerms.
contentACCESS test version is 3.9.120.

1 3a)

e
1. “Connect to” menu: From this menu the user may connect to the associated entities. An entity

can be an email archive mailbox, file system archive folder etc., so anything processed/archived
by a certain contentACCESS plugin type and displayed in this menu;
2. Breadcrumbs: The logged on user may see here the entity that he is currently connected to in
the“Connect to” menu;
3. contentWEB pane: based on the selected button at the bottom of the pane (3a) the folder
structure; the active/inactive item filtering settings or double-click settings are displayed in the
pane
3 a) Folders button: used to display the selected entity’s folder structure in the navigation
pane;
Active/inactive items button: active/inactive item view can be applied from here;
Settings button: the double click on item function may be applied from here;

3 b) Folder selector buttons: Here you can enable folder selection and then select/deselect
the entire folder structurein the pane;

3c) Layout selector buttons: Use this to adjust the reading pane to the right/left side;

4. Toolbar buttons — Refresh, Export to ZIP, Export to PST, Create report, Share item(s),
Recovery, Delete, Legal hold (the processing options are dependent on the selected entity);

5. Item list view with the corresponding item properties;

Note: An item is a file/email from the list view that has been previously processed by the
contentACCESS server;
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6. Item preview;
7. Periodical search list — here the user can find list of all available Periodical searches

8. Legal hold: allows to create a Legal hold case, where documents can be put - these documents
can't be deleted from the system until the case expires;

9. Tasks list;

10. Administrator’s settings menu: Common settings and UI settings may be applied from the
“Settings” menu item (available and visible only for System administrators); click “Logout” to
log out from contentWEB

There is also the option, which allows to open the Central Administration directly if the user
has access to it (like Tenant admin or System admin)

[&) M Administrator ~

contentACCESS Central Administration [

My profile

Settings
Change user

Logout

And the option to open the User profile page.

B [&) & Administrator -

contentACCESS Central Administration
Settings
Change user

Logout

11. Switch to mobile version;
12. Language selection menu: the user may select a language here;
13. Fulltext search and Advanced search menu;
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14. Simple search textbox with selector for level of searching — Current folder, Current folder and
subfolders, Subfolders only;

This manual will fully describe the above mentioned sections of the contentWEB user interface and
will provide the reader with information about how to handle the processed items.

Definition of terms:
Item = a file, an email or a folder that is present in the contentWEB archive.

Entity = a mailbox (in case of Email archive), a root (in case of File system archive) ...; to connect to an
entity select itin the “Connect to” menu

“Connect to” menu

In the left upper part of the header bar click on the “Connect to” menu to unfold the associated entities
that you can connect to (to which an access permission is granted). Under EMAIL ARCHIVE the
associated archived mailboxes can be seen; under FILE SYSTEM ARCHIVE the associated archived

folders from the file system are visible etc.

¥¢ contentWEB % Connect to - R Administrator -

= Browse
# contentWEB ~ Email archive /| ere Search (dne@ta.internal) - Ei8 English ~ D

[HIL] <t ANEG@ta.internal YWActive only | Search in selected folder. O contentACCESS invitation

dne@ta.internal (=] <Administrator@ta.internal >
Deleted tems Date 12/5/2017 3:37:09 PM
3 SNE@ta.internal To <dne@tainternal>

® > 2/5/2017 3:37 ) >
tistrator <Administrator@ta.internal 12/5/2017 3:37 PM <dne@ta.internal Expiration 12/8/2018
ANE and SNE zstrator <Administrator@ta.internal> 12/5/2017 3:37 PM <dne@ta.internal>

Comupted et EssTeM ARCHE EI=3

3 Emails t hive
mals to sreniv \\Tacatest\test02
Tomitest

\\tacatesttestfilesd > contentACCESS invitation

Dear dne@ta.internal,

Administrator has invited you to create a nev
contentACCESS account. To finish your
invitation process, please click the link below
You will be redirected to the webpage, whert
you can finish your invitation process and se
up a password for your account.

Einish your invitation

Comment from Administrator who has

invited you: Hello, please accept
-

q »
| ‘ »

@ Online help

At the top is a Browse button. After clicking on it, a pop-up opens.
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¥ contentWEB % Connect to - = Administrator -

= Browse ¢——

# contentWEB / Email archive | ch text here. Search (dne@ta.internal) - Ef8 English ~ D
EMAIL ARCHIVE
Is l 1]} <8l ANE@ta.internal YActive only | Search in selected folder Q contentACCESS invitation
3) CA From Administrator
dne@ta.internal = Dt w <Administrator@ta.internal >
D) Ueleted Hems Date 12/5/2017 3:37:09 PM
. Te <di ta.int 1>
: SNE@ta.internal Jistrator <Administrator@taiinteral> 12/5/2017 3:37 PM <dne@ta.internal> > e@nnteire)

Expiration 12/8/2018
ANE and SNE lstrator <Administrator@ta.internal> 12/5/2017 3:37 PM <dne@ta.internal>

Corrupted delete ILE SYSTEM ARCHIVE

3 Ei Is hin
malls o srenive \\Tacatest\test02
Tomitest

\\tacatestitestfilesd - contentACCESS invitation

Dear dne@ta.internal,

Administrator has invited you to create a nev
contentACCESS account. To finish your
invitation process, please click the link below
You will be redirected to the webpage, whert
you can finish your invitation process and se
up a password for your account.

Einish your invitation

Comment from Administrator who has

invited you: Hello, please accept
-

4 »
L ‘ >

1) Online help

Here the user can browse the available entities. The grid allows to filter them by tenant and model type
anditis also possible to search in them.

/'( contentWEB 4% connect to - Administrator -
Connect to :
# contentWEB /' Email archive ' dne@ta.ini - Ef8 English ~ D
Tenant ¥ | Model ¥ | Entity
<l c B TACCESS invitation
TECH-ARROW ‘ Email archive | ANE@tainteral - Adiaibitator
_ | TECH-ARROW Email archive dne@ta.internal <Administrator@ta.nternal >
3) Deleted Items \ 12/5/2017 3:37:09 PM
TECH-ARROW Email archive SNE@ta.internal <dne@ta.internal>
g i i \ 1\ 12/8/2018
ANE and e TECH-ARROW File system archive \Tacatest\test02 on 12/8/.
3 le hi 4
Corrupted delete TECH-ARROW File system archive \\tacatest\testfiles: a
TECH-ARROW File system archive \\tacatestO5\test03
» Emails to archive
TECH-ARROW File system archive C -
Tomitest
TECH-ARROW File system archive C\O TESTFILES tentAccESS invitation
TECH-ARROW File system archive Ci\CorruptDelete
TECH-ARROW File system archive C:\MonnieFile dne@ta.internal,
TECH-ARROW File system archive CATESTFILESO
TECH-ARROW File system archive CATESTFILEST fistrator has invited you to create a ney
= = MACCESS account. To finish your
TECH-ARROW File system archive CATESTFILES3 fon process, please click the link below
3 TECH-ARROW File system archive CATESTFILESS ¥ | ill be redirected to the webpage, whert
. ~ n finish your invitation process and se
Rige Taf2 (gt 2 (D assword for your account.
Reload data your invitation
ient from Administrator who has
oK Cancel | you: Hello, please accept
4 »
L ‘ >

1 Online help

The user can select one entity and click OK or doubleclick on an entity to connect to it.

Note: Once you have connected to a desired entity, the corresponding breadcrumbs will be visible

under the header bar of the contentWEB user interface.

7 contentWEB & Connect to -

# contentWEB / File system archive / CATESTFILES1 ¢———
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At the bottom of the connection list is a Refresh button. This may be used if any newly processed items

have not been displayed yet and the list should be refreshed.

¥¢ contentWEB #% Connect to - Administrator -
C\TESTFILES7 -
# contentWEB / Email archive /| CATESTFILESS th text here Search (dne@ta.internal) - El8 English ~ D
cm CATESTFILES9 = o
*~ YActiveonly | Search in selected folder.. Q contentACCESS invitation
From Administrator
i L o <Administrator@ta.nternal>
) Deleted Items 37
Testing site .l:ate 12/5/2017 3.37.0(9dPM@‘ s
o ne@ta.internal
istrator <Administrator@ta.intemal > 12/5/2017 3:37 PM <dne@ta.internal > Expiration 12/8/2018
ANE and SNE SHARING istrator <Administrator@ta.intemal > 12/5/2017 3:37 PM <dne@ta.internal >
Comuped deete

5) Emails to archive Shared files

Tomitest Refresh
_ = contentACCESS invitation

Dear dne@ta.internal,

Administrator has invited you to create a nev.
contentACCESS account. To finish your
invitation process, please click the link below

4 You will be redirected to the webpage, wher
you can finish your invitation process and se
up a password for your account.

Finish your invitation

Comment from Administrator who has
invited you: Hello, please accept

4 »

L . > _
i) Online help

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 11/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

contentWEB’s navigation pane

your vision of technological evolution A

% techarrow

By default, the contentWEB pane displays the folder structure of the selected entity. By using the

buttons at the bottom of the contentWEB pane, the user may switch between 2 views:

7( contentWEB

4% connect to -

Administrator ~

# contentWEB / Email archive / dne@ta.internal

H[[] cB CRRED IR kmis
D Subject o
») Deleted Items

contentACCESS license error

contentACCESS license warning

@& DO

a.

Administrator <Administrator@ta.internal>

Administrator <Administrator@ta.internal>

Y Active only

Date

To

12/5/2017 3:37 PM
12/5/2017 3:37 PM

Search in selected folder...

Search (dne@ta.internal) - Ef8 English ~

0

contentACCESS invitation

From Administrator
<Administrator@ta.internal >

Date 12/5/2017 3:37:09 PM

To <dne@ta.internal >

<dne@ta.internal>

Expiration 12/8/2018

<dne@ta.internal>

contentACCESS invitation

Dear dne@ta.internal,

Administrator has invited you to create a new
contentACCESS account. To finish your
invitation process, please click the link below.
You will be redirected to the webpage, where
you can finish your invitation process and set
up a password for your account.

Einish your invitation

Comment from Administrator who has invitec
you: Hello, please accept

] »

i) Online help

Folders button: Displays the selected entity’s folder structure in the navigation pane.

To view the content of a desired entity in contentWEB, connect to itin the Connect

to dropdown list first. Select the Folders button in the navigation pane and unfold the

structure of the desired folder.

Click on the folder in the pane and the content of the selected folder will be displayed in the

item list.

#¥ Connectto -

7 contentWEB

# contentWEB / Email archive / dne@ta.internal T 1 text

I5/m B CEREDSEE tmsiys Vactive only
) CA Subject From Date
5) Deleted Items

contentACCESS license error

contentACCESS license warning

Administrator <Administrator@ta.internal>

Administrator <Administrator@ta.intermnal >

12/5/2017 3:37 PM
12/5/2017 3:37 PM

Search in selected folder.

To
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Search (dne@ta.internal) - &i& English ~

0

contentACCESS invitation

From Administrator
<Administrator@ta.internal>

Date 12/5/2017 3:37:09 PM

To <dne@ta.internal>

<dne@ta.internal > Expiration 12/8/2018

<dne@ta.internal>

contentACCESS invitation

Dear dne@ta.internal,

Administrator has invited you to create a new.
contentACCESS account. To finish your
invitation process, please click the link below.
You will be redirected to the webpage, where.
you can finish your invitation process and set
up a password for your account.

Finish your invitation

Comment from Administrator who has invitec
you: Hello, please accept

« »

i) Online help
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For more information about the folder selection types in the navigation pane refer to

section Folder selection methods below.

b. Active/inactive items button: Active/inactive item view can be applied from here. For more
information check section Filtering of active/inactive file system archive documents.

ntentWEB e § Administrator -

A contentWEB / Emall archlve / dnedtz.Internal I'ypa search text nere.. Search (dne@ta.Internzl) - &5 English - D
I=/ll fod ] = BED8RE w1 Watize anly | Search in sslacted folder.. Q contentACCESS invitation
o From Administrator
Active/inactive items Subject From Date To <Adrin ainternals
% Acthe only Date 12/5/2017 et
. . - . . = S PO—— i e To <dne@tzintemal »
Inactive orly contentAICESS license ero Admrinistrator <Administrator@ta, ntema - 1245/2017 337 PM <dre@tintcrnal Explration 12/3/2018
conlenlAZCESS liceise waning A inistzlor <Admmiinil slo Dl nlang > 12/5/2017 3:37 P cdre@le intumal >

Acthve ard Inactive m

contentACCESS invitation

Dear dne@ta.internal,

administretor nas invites you tc creste a new
worlenlACCESS accoonl Tu finish your
invitation proress please click the link below
You will be recwrected to the weopage, where
you can finish your invitaticn process and set
up a passwrcrd [or your acecun..

Finish your invitaticn

Zomment from Adm nistrator who haz invite
you: Hellg, olease accept

© ‘ '
T online help

c. Settings button: The double click on item function may be applied from here. For more

information refer to section Download from the item list/item preview in contentWEB.

¢ contentWEB % Connect to - Administrator -
# contentWEB / Email archive / dne@ta.internal t her Search (dne@ta.internal) - Ei8 English ~ U
o] -] =RB D8 tems1/3 YActive only | Search in selected folder.. Q contentACCESS invitation
. From Administrator
Double click on item Subject From Duts o <Administrator@ta.intemal >
- Date 12/5/2017 3:37:09 PM
0 action
= To <dne@ta.internal >
@ Doricad contentACCESS license error Administrator <Administrator@ta.intemal> 12/5/2017 3:37 PM <dne@ta.internal> Expiration 12/8/2018
contentACCESS license waming  Administrator <Administrator@ta.intemal> 12/5/2017 3:37 PM <dne@ta.internal>

_

contentACCESS invitation

Dear dne@ta.internal,

Administrator has invited you to create a new
contentACCESS account. To finish your
invitation process, please click the link below.
You will be redirected to the webpage, where
you can finish your invitation process and set
up a password for your account.

Einish your invitation

Comment from Administrator who has invitec
you: Hello, please accept

@ 3 »
1 Online help
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Item list and item preview

If a folder is selected in the navigation pane, its items are displayed in the list view. Each item has
several columns. The available item columns are entity-specific and the items can be sorted by these
columns (red frame). The administrator may define in the Settings (will be described further in section
Table view column configurations) which columns will be visible and which will be hidden.

The item preview (extended metadata information/the body of emails) gets displayed by selecting the

particular item from the list view (green frame).

7( contentWEB #% connect to - B ™ Administrator -

# contentWEB  File system archive / CATESTFILES9 Type search text € Search (C:\TESTFILES9) - Ei8 English ~ D
15 1 ch CRESI@ tmsi/n YActive only | Search in selected folder. Q
a
3154 KB 6/5/2017
235bb6d3af7c808a.jpg
50 K8 2/1/2017
bdb3d7041f7adb74399289a440f0f275.jpg
536 K8 3/3/2017
business and burgers.png
662 KB 6/21/2017
camera.png v,

Title
2-1024x768pg

Size
68.1KB

Created
1/19/2018 5:03:34 PM

Created by

Job #47 (Tenant #1)

Modified

3/28/2017 3:42:58 PM

Path
CATESTFILES9\a-1024x768,jpg

File name
| |

~ AIATER e

Files’ item list and item preview

Y contentWEB % Connect to -

# contentWEB /' Email archive  dne@ta.internal Ty text he Search (dne@ta.internal) - Ei8 English ~ D
I= Il ] - | CRRED 8 R tms1/3 YActiveonly  Search in selected folder Q
) CA Subject From Date To
» Deleted ltems
contentACCESS license error Administrator <Administrator@ta.internal> 12/5/2017 3:37 PM <dne@ta.internal >
contentACCESS license waming Administrator <Administrator@ta.internal > 12/5/2017 3:37 PM <dne@ta.internal>

contentACCESS invitation

« | From Administrator <Administrator@ta.internal>
Date 12/5/2017 3:37:09 PM
To <dne@ta.internal>

Expiration 12/8/2018

contentACCESS invitation

Dear dne@ta.internal,
Administrator has invited you to create a new contentACCESS account. To finish your invitation process, please click the link below. You will be redirected to the webpage, where you can
finish your invitation process and set up a password for your account. -

™ 4 3

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 14/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. our vision of technological evolution A

% techarrow

Emails’ item list and item preview

Note: The Split attachments option is active (checked) by default. That means that the body of the
email and the attachment are stored separately. If the email message containing attachments has been
archived by a job, where this option was not checked, our apps (MailApp, officeGATE, contentACCESS

Mobile) will show 0 attachments. However, if you open the original email, the attachments are shown.

+ Getmore apps

& attachment: [l ® show original email  &® Restore original email

T

Email has no attachments

W contentACCESS Mail app

If this option was checked, but the email was containing embedded email (.msg attachment), this
embedded email won't be displayed between the attachments in our apps.

Layout selector
From the layout selector menu (situated above the navigation pane on the left side) the user can

choose from 2 kinds of layouts: the item preview can be situated either at the bottom of the view

(Screenshot A), or on the right side of the view (Screenshot B). It depends on the user which option he

prefers.
v contentWEB #% connect to - e Administrator ~
# contentWEB ' Email archive ine@ta.internal es t Search (dne@ta.internal) - &8 English ~ D
@[" ch CRARDED @R tems1/3 YActiveonly | Search in selected folder
CA Subject From Date To
Deleted Items
contentACCESS license error Administrator <Administrator@ta.intemal> 12/5/2017 3:37 PM <dne@ta.internal>
contentACCESS license warning Administrator <Administrator@ta.internal> 12/5/2017 3:37 PM <dne@ta.internal>

contentACCESS invitation

« |From Administrator <Administrator@ta.internal>
Date 12/5/2017 3:37:09 PM

To <dne@ta.internal>
Expiration 12/8/2018

contentACCESS invitation

Dear dne@ta.internal,

Administrator has invited you to create a new contentACCESS account. To finish your invitation process, please click the link below. You will be redirected to the webpage, where you can
finish your invitation process and set up a password for your account. -

| 3 %
) Online help

Screenshot A: Reading pane at the bottom of the view
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7( contentWEB # connect to - B Administrator -

# contentWEB ' Email archive ' dne@ta.internal ext here. Search (dne@ta.internal) - EI5 English ~ [;|

l=@ oMl 2R B DB tems1/3 WActive only | Search in selected folder... Q contentACCESS invitation
3 CA B From Administrator
Subject From Dt 1o <Administrator@tainternal>
5) Deleted Items Date 12/5/2017 3:37:09 PM
: To <dne@tainternal>
37 )
contentACCESS license error Administrator <Administrator@ta.internal> 12/5/2017 3:37 PM <dne@ta.internal> Expiration 12/8/2018

contentACCESS license warning ~ Administrator <Administrator@ta.internal> 12/5/2017 3:37 PM <dne@ta.internal>

contentACCESS invitation

Dear dne@ta.internal,

Administrator has invited you to create a
new contentACCESS account. To finish your
invitation process, please click the link
below. You will be redirected to the
webpage, where you can finish your
invitation process and set up a password fol
your account.

Einish your invitation

Comment from Administrator who has
invited you: Hello, please accept

By accepting this invitation, the role Tenant

administrator will be assigned to your ¥
4

»

L] « I »
vascript:GATE.SectionHandlers.Sidebar.ActiveFolderChanged('2',") i) Online helo

Screenshot B: Reading pane at the right side of the view

Download from the item list/item preview in contentWEB

There are two ways how to download the items in contentWEB: a) First option is to click on the
corresponding button in the item preview. The below displayed screenshots illustrate how it looks in

the Email Archive (Screenshot A), and in the File System Archive (Screenshot B):

Word document

From
Date T4/2017 12:32:12 PM
To <dne@ta.internal=

Expiration 1/24/2015

download message
download attachment

Sending the promised word document in attachment

Screenshot A: Downloading an archived email/email attachment from the item preview
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Title
Testing.rar
Size download the file from here
417.4 KB
Created

1/19/2018 5:27:06 PM

Created by
lob #47 (Tenant #1)

Modified
1/19/2018 5:26:43 PM

Path
CATESTFILES9\Testing.rar

File name
Testing.rar

Mark for delete
False

Expiration date
1/19/2019

Screenshot B: Downloading an archived file from the item preview

b) The second (and easier) method of downloading the contentWEB item is to double click on it in the
item list. With this option the selected item will be opened in a new tab and the user can save it. This
option is configurable. To be able the download with this method, the following settings must be done:
at the bottom of the navigation pane click on the cog mark (*) and check the “Download” radio button.

Then click “Apply”. To disable double click download again, check “No action” radio button and click

\\Applyll.
I=|lll it

Double click on item

Mo action

* Download 4———

®
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Hide/show function
The user interface is divided into 3-columns/sections. Any of these sections can be easily hidden with

clicking on the small arrow marks ( ©) as shown on the picture below:

Y¢ contentWEB % Connect to - R Administrator -

# contentWEB / File system archive / C\TESTFILES9 Type search text he Search (C:\TESTFILES9) - Ef8 English ~ U
1=!ll chm®ea CRED IR tmsi/n YActive only | Search in selected folder..

Title Size Created Modified Modified by Title

Testing.rar
38010_mahoujpg S57.7KB  1/19/20185:03PM  5/10/2017 1:11 PM 5

ize
38010_mahou_shoujo_madoka_magicajpg S57.7KB  1/19/20185:03PM  5/10/2017 1:11 PM M74KE
960x0jpg 1778KB  1/19/20185:03PM  1/18/2017 4:25 PM .
reated

a-1024x768jpg 681KB  1/19/2018503PM  3/28/2017 3:42 PM HSOE S TRE N
335bb6d3af7c808a,pg 3154KB  1/19/2018503PM  6/5/2017 1:10PM

Created by

75, [ / 5: / :
bdb3d70417adb74399289a440f01275,jpg S0KB 1/19/2018 03 PM  2/1/2017 1213 PM e e}
business and burgers;png S36KB  1/19/2018503PM  3/3/2017 1:32PM
camera.png 662KB  1/19/2018503PM  6/21/2017 1:56 PM f Modified
e 1/19/2018 5:26:43 PM

cloud.mail_jpg 158KB  1/19/20185:03PM  2/7/2017 2:40 PM H
contentACCESS.Email_LArchivebe_safe_1-1jpg  1387KB  1/19/20185:03PM  1/20/2017 241 PM —

CATESTFILES9\Testing.rar

File name

Testing.rar

Mark for delete
False

Expiration date
1/19/2019

1 Online help

Sorting in contentWEB
The processed items can be sorted by the available item columns (displayed columns are configurable

in the UI settings). With a click on the arrow sign ( © ) the user may sort them in the reverse order.
By default, the following columns are visible in File Archive system:

v Title — enables sorting according to file name;

v Size - enables sorting according to size;

v Created — enables sorting according to creation date;
v

Modified — enables sorting according to modification date.

Note: The Folders column is available from the Advanced search view only.
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contentWEB =] Administrator -

# contentWEB  File systemarchive / CATESTFILES9 htext Search (C:\TESTFILES9) - EEEngish- [J
1=/l cl CRAED IR temsi/n VhActive only  Search in selected folder. Q
( Title Size Created Modified ) Versions Dl

1/19/2018 5:03 PM
1/19/2018 5:03 PM
1/19/2018 5:03 PM
1/19/2018 5:03 PM
1/19/2018 5:03 PM
018 5:03 PM 2

38010_mahoujpg

38010_mahou_shoujo_madoka_magicajpg
017 4:25 PM
7342 PM
1:10 PM

1213 PM

9289a440f0f275,jpg

business and burgers.png 1/13/2018 5:03 PM -
camera.ong 1/19/2018 5:03 PM 6/21/2017 1:56 PM Title

dloud.mail_jpg
contentACCESS.Email_Archive.be_safe_1-1jpg 138.7 KB 1/19/2018 5:03 PM 1/20/2017 241 PM cize
Testing.rar 4174K8 1/19/2018 527 PM /2018 5:26 PM 158K8

Created
1/19/2018 5:03:35 PM

Created by
Job #47 (Tenant #1)

Modified

27772017 2:40:14 PM

Path
CATESTRILESS\cloud.mail_jpg

doud.mail_jpg
Mark for delete
False

Expiration date
1/19/2019

-
i) Online help

By default, the following columns are visible in Email Archive system:

From — enables sorting according to the sender;
Subject — enables sorting according to the subject;
Date - enables sorting according to the sent date;

To —enables sorting according to the addressee;

AN N NN

Size — enables sorting according to size.

Note: The Folders column is available from the Advanced search view only.

contentWES #¥ Connectto -

# contentWEB | Email archive © dr Search (dne@ta.internal) - mmengisn- QO
I=/lll S8 CHARED 8@ remss YActive only  Search in selected folde Q contentACCESS 3.3 SP1 is out
HCA [;m Subject Date To From
Deleted ftems Date
D) Jobax FW: Outlook forms testing01 L
ANE and SNE RE: Outlook forms testing01 Expiration
Corrupted delete RE: Outlook forms testing01
RE: Outlook forms testing01 3 Message
Tom RE: Outlook forms testing01
R <dne@ta.internal> Outlook forms " 11/3/2017 417 PM
—

<dne@tainternal> Outiook forms

L

<dne@taiinternal> Outlook forms tes

<dne@ta.internal>

<dne@tainternal> Outiook forms testing01

me@gmail.com> Re: links

contentACCE
SP1 is out!

The next generation of email archiv

- Ihr Archiv SICHER migrierent
5 contentACCE
To improve the mobi
platform we are rele:
of our mobile applice
users 10 access all tf
contentACCESS amy
and on most commo
platforms. The new
supports data brows
access

iy SICHER migrieren!

SICHER migrierent

renmigration - Ihe Archiv SICHER migrieren!

Cloud Expo Europe
Cloud Expo Europe

Cloud Expo Europe

Cloud Expo Europe

Remote file 2,

lin ‘ » . 25
il Online heip
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On the UI settings page, the system administrator may choose which columns will be visible in the grid
for the given model. It is also possible to rename the columns and set them to sortable/non-sortable in
case of need. For more information about these settings refer to chapter User interface settings of this

guide.

User profile page
The user profile page is directly accessible for end users from contentWEB.

Administrator ~

contentACCESS Central Administration

Settings

Change user

Logout

On the page it is possible to see the name, display name, tenant, user logins and login sessions of the
currentuser. There are options to change the display name and the password. The user can also log out
using the Logout button in the upper right corner. To return back to contentWEB, click on the Go to

contentWEB under the list of login sessions.

W User profile Logout

(.5.) Administrator

User details:
Display name: Administrator change
Tenant: System

Password: change

User logins:
Provider Username

% Forms system

Login sessions:
Logintype  Loginname  Lastaccess date Expiration 1P address Device

Forms system 1/31/2018 4:13:53 PM 1/31/2018 5:13:53 PM fe80:cd8c:bbd6:306e:8235%12 Platform: Desktop, Browser: Internet Explorer (11), OS: Windows

to contentWER

Changing the display name

» click on the change next to the Display name of the user
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Display name: Administrator change
Tenant: System

Password: change

» typeinthe desired name and click on the Save button
® Administrator

TECH-ARROW x|

Display name™:

Save | Cancel

Changing the password

» click on the change next to the Password

Display name: Administrator change

Tenant: System
Password: change 4——

» typein the current password, the desired password and another time the desired password to
confirm it (the new and confirm must match), then click on the Change button. The Password

strength bar changes depending on the new password length, minimum character count is 8.

Change password

Current password™ |0“0-uon ‘
MNew password™ | . ‘
Password strength Too short

Confirm password™*: | ‘

Change | | Cancel
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Change password

Current password™: "Oltloc-oo ‘
New password®: ""'"H'co ‘
Password strength Weak

Confirm password™*: ‘ ‘

Change || Cancel

Change password

Current password™: "Oltloc-oc |
New password™ "“"""0 |
Password strength Fair

Confirm password™*: ‘ |

Change | Cancel

Change password

Current password™: "ﬂ'ltﬂ'c-uc |
MNew pﬂSSWDI’d*: ‘........... |
Password strength Good

Confirm password*: ‘ |

Change | Cancel

Change password

Current password™: "ﬂ'ltﬂ'c-uc |
New password™ ‘.o.cooc.occ.o.cooccoo |
Password strength Strong

Confirm password™: ‘ |

Change | Cancel

» if your password was successfully changed, a green notification bar will appear
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Change password
Current password™: ‘Ouonuou |
Mew password*: ‘.'...I...I......I...l |
Password strength Strong
Confirm password*: ‘oo.o.lcooccoo.o.lcoo. |

Password successfully changed!

Change | Cancel

User interface settings

contentWEB's user interface settings are available on the UI Settings page. The page can be opened
with clicking on the Settings menuitem ...

Administrator ~

contentACCESS Central Administration

My profile

Change user

Logout

... and switching to UI in the left pane of the settings page.
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¥ contentWEB

Administrator -

[®) Sove settings O Raset §i3 English -

O Common settings

O GOPRsearch

1 2 3 B

Q Quick search fields  Q Basic search fiekds @ Advanced search fields

Sy 3150 Common settings  Email archive File system archive  GOPR Application  GOPR Exchange  GDPRFilesystem  SharePoint archive  SharePoint proxy

. Teams archive Teams chat archive
Sharing /7
) am /6 ) o/ ws ) am aring /7 ©mn /9
Femme  PX File name Flensme PX  MName  PX T he name Auhor X Auhor  OX
s Folder  OX  Modfied DX Chat ox
date

Creation % Date ox

dte Modified by X
cLd folder  PX
diied X Size ox = P

v o
Folder o :
ad by e ! v oot

— nel of

resd

The UI Settings page features the following configuration options:

Model settings

Display settings of the available models can be changed by clicking on the respective window.
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Email archive

[EmailArchive]

leon Preview

icon-envelop Basic A
Server side rendering Inactive items

Supported v Suppeorted A
Versions

Mot supported v

- e

Screenshot: Email archive model settings

Common settings — in this section setting that are common for all entities can be set:
» Default search mode

The admin can specify what search mode will be used by default when a user searches in multiple
models which support both full-text and legacy search. There are two options for this setting: Full-

Text or Classic.

* Default language

The admin can set the default contentWEB language for the users. If the Browser language is
selected and contentWEB supports that language (has a translation), it will use the users browser

language. If contentWEB doesn't support it, then English will be used as default.

= Active and inactive items

The admin can set which items should be visible by default for the users. There are three options:
- Show active only
- Show inactive only
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- Show all

= Show item count

The administrator can choose if the item count of folders will be displayed or not. If the
administrator chooses not to display it, the system won’t have to query the item count from

afolder.

= Load entities to Connect to menu

If the administrator chooses not to load the entities, the user will be redirected directly to the

Browse menu after clicking on the Connect to menu.

GDPR search

Here it is possible to change the predefined patterns that are used by GDPR search.

Table view column configurations (1) —allows to set which columns will be displayed in the grid (in

standard view and advanced search view)

Quick search fields (2) - quick search criteria may be enabled/disabled here

Basic search fields (3) — basic search criteria may be enabled/disabled here
Advanced search fields (4) — advanced search criteria may be enabled/disabled here

The default UI Settings table may be reset easily via the Reset button located at the top of the page.

If some changes are made, they need to be saved using the Save settings button in the upper right

corner. If the user has made some changes without saving, he will be notified when leaving the page.

Quick and advanced search field settings are described in more details in chapter Editing Quick, Basic

and Advanced search criteria of this guide. Now only the Table view column configurations will be

described.

Table view column configurations

Table view column configurations allow to set which columns will be displayed in the item’s grid.
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Visible columns may be hidden for a model (e.g. Email archive model) by clicking on the cross mark )
in the table of Visible columns. Clicking the check mark (<) in the Hidden column makes it work the
opposite way. Columns that were set to Visible/Hidden are shifted to the appropriate column in the

grid.

» Column settings

Column settings can be edited with clicking on the cog mark located next to the given column name

(e.g.“From” as on the picture below).

Note: Only the visible column’s settings can be edited.

Sharing (4/5)

Common settings (6/6) Email archive (6/8) File system archive (5/6) SharePoint archive (4/6) Teams archive (6/7)
Visible (4) Visible (6) Visible (6) Visible (5) Visible (4) Visible (6)
File Name ox Item lcon 2x Has Attachment @ X File Name 2x Name ox Author ox
Expiration date ox Model ox From ——b Size ox Modified Date ox Creation date 2%
Download limit ox Entity Name 2 x Subject Lox Folder 2 x Modified By ox Folder ox
Download count /limit & X Folder 2x Date 2x Creation Date 2x Size ox Has attachment ox
Title 2x To ox Modiified Date 2ox Title ox
i Date ox Size ox i ] ox
Hidden (3) Hidden (2)
Hidden (1
Mediied by v Sead
Download Limit v 7 un v
Folder v Channel v
Expiration Date v
Is Reply v
Unread v

By clicking on the cog mark, the settings dialog of the selected column opens.

E Column settings X

From
[String]
Field name: Title
From Sender
Format Sortable
YES v
S T —
Always v

Standard view only
Advanced search view only

Itis possible to configure the following values in this dialog:
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1. Title —allows to change the title of the column in the grid (e.g. Sender as on the screenshots)

= @ @ 20 ltems: 1/3 YActiveonly = Search in selected folder... Q
before configuration Subject Date T Size

Administrator <Administrator@ta.internal> contentACCESS license error 12/5/2017 3:37 PM <dne@ta.internal > 45056

Administrator <Administrator@ta.internal> contentACCESS license warning 12/5/2017 3:37 PM <dne@ta.internal > 45056

C [a [a 20 ltems:1/3 Y Active only Search in selected folder... Q
after configuration Subject Date To Size

Administrator <Administrator@ta.internal> contentACCESS license error 12/5/2017 3:37 PM <dne@ta.internal > 45056

Administrator <Administrator@ta.internal> contentACCESS license warning 12/5/2017 3:37 PM <dne@ta.internal > 45056

2. Visibility —allows to set in which views will be the given column available; in standard view, in

advanced search view or always

o)

- S 21/ i W Actiy Search in selected folder...
S [a [a 20 @ ltems:1/3 visible column Y Active only Search in selected folder

From Subject To Size

Administrator <Administrator@ta.intermnal > contentACCESS license error 12/5/2017 3:37 PM <dne@ta.internal > 45056
Administrator <Administrator@ta.intemal> contentACCESS license warning 12/5/2017 3:37 PM <dne@ta.internal > 45056
R R D9 0 [ tems1/3 "Date" column is hidden YActive only | Search in selected folder... Q
From Subject o To Size
Administrator <Administrator@ta.internal > contentACCESS license error <dne@ta.internal> 45056
Administrator <Administrator@ta.internal> contentACCESS license warning <dne@ta.internal> 45056

Note: By default, the “From” and “Date” columns are turned on in the Advanced

search view only.

3. Sortable- allows to setif the items will be sortable based on this column

R R RONN | Items: 1/ 3 sorting by this column is disabled YActive only | Search in selected folder... Q
From Subject O Date To Size
Administrator <Administrator@ta.internal > contentACCESS license error 12/5/2017 3:37 PM <dne@ta.internal > 45056
Administrator <Administrator@ta.internal > contentACCESS license warning 12/5/2017 3:37 PM <dne@ta.internal> 45056

Search functions in contentWEB: “Connect to search”, quick search, advanced
search, GDPR search

The following chapters will describe how to use the search functions that are available in contentWEB.
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Search query language
The search query language is used to specify conditions on documents which have to be returned as

result when searching the archive. The search query language used in any user interface of
contentACCESS can be divided into following categories:

Source specification

The searching user can specify where to search on different levels: tenant, model, entity
Tenant:(string) - select a tenant by name; search in tenants having the specified string in name

MTID:(string) — select a model by type identifier (EmailArchive, FileSystemArchive,
SharePointArchive, TeamsArchive, TeamsChatArchive)

Source:(string) — select a model by keyword; search in models having the specified string as a keyword
(email, file, sharepoint). This is similar as the MTID mentioned, but accepts more free model

specification. Possible values are:

» For FileSystemArchive: archive, filg, fs, filesystem

* For EmailArchive: archive, email, mail, mailarchive, emailarchive

» For SharePointArchive: archive, sharepoint, sharepointarchive, sp
* For TeamsArchive: archive, teams, teamsarchive, tea

» For TeamsChatArchive: archive, teams, chat, teamschat, teamschatarchive, tca
Examples:

= source:file

= source:mail

Entity:(string) - select one or more entities by name; search in entities having the specified string in

name. Entity name is mailbox address in Email archive and Root folder path in File system archive.
Examples:

» entity:john.smith@tech-arrow.com — search in John Smith’s mailbox

» entity:c:\temp — search in c:\temp folder

Property value specification

The following properties can be used to specify conditions on documents to be returned as result
when searching the archive:

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 29/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/
mailto:john.smith@tech-arrow.com

. /Our vision of technological evolution A

% techarrow

Date

Applicable only for properties of “date” type. Exact date specification has to be in format YYYY-MM-
DD (no hours, minutes, seconds can be specified).

Example:

» date:(2016-12-05) (year-month-day; searches for items only from that specified day, in this
case 5% of December 2016)

» date:(2016-12) (year-month; searches only for items from that specified month, in this case
December 2016)

» date:(2016) (year; searches for items from whole year 2016)

Date intervals can be specified too, for example:

» date:(>2016-12) (searches for items younger than from December 2016)
= date:(<2019-11-10) (searches from items older than from 10™" of November 2019)
» date:(2017-10, 2017-12) (searches for items created from October 2017 to December 2017)

Available placeholders: now —means this hour; today, yesterday, this week, last week, this month, last

month, this year, last year
Example:

» date:(now), date:(last week)

Number

Numbers are written as usually (1, 2, 3...). For the size conditions also units can be specified:
K | KB —size in kilobytes

M | MB - size in megabytes

G | GB —size in gigabytes

T | TB —size in terabytes

Example:
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» size:(>1K) —files or emails (depending on the archive) larger than 1 KB

Range

Two types of ranges can be specified: numerical and date ranges. Ranges can be upper bound, lower
bound or an interval. A range can be specified as a value for all properties of type “date” and “number”.

Prop:(>value) —the value of property “Prop” is greater than “value”

Prop:(<value) — the value of property “Prop” is less than “value”

Prop:(valuel, value2) - the value of property “Prop” is greater than “valuel” and less than “value2”
Examples:

» size:(1K, 1M) —files/emails (depending on the archive) larger than 1KB and smaller than 1MB
» date:(2016-10, 2016-12) —files created/modified or emails sent (depending on the archive) in
the last quarter of 2016

Filename

Finds items by attachment name (Email archive) or file name (File archive). Wildcard characters can be
used for filename pattern specification (* or ?). They have the same meaning as when searching for files

in Windows.
Filename: (*.txt) — this will find all attachments and files having the extension .txt
Filename:(file) — this will find attachments and files having the exact name “file”

Filename:(file.*) - this will find attachments and files named “file” of any type (extension)

Text
Properties with text values can be searched for a single term and phrase or multiple terms and
phrases. Results of a single-term search will contain documents having the specified term in the text
value of the specified property. Results of a multi-term search will contain documents having all of the
specified terms in the text value of the specified property in any order.
Example:

» Subject:(lemon) - finds emails having the term "lemon" in their subject

» Subject:(lemon orange) — finds emails having the terms "lemon" and "orange" anywhere in their

subject
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Phrases must be enclosed in double quotes. Results of a phrase search will contain items having all of
the specified terms in the text value of the specified property in the specified order.
Example:
» Subject:("John Smith") — finds emails having the name "John Smith" in their subject in the
specified order

Character escaping
The following characters have special meaning in the query syntax:
= ()"
They cannot be used directly in search terms. They have to be escaped using a backslash '\', otherwise
the search query will be ambiguous and will produce unexpected results.
Example:
» Subject:(apple \(pear\)) — finds emails having the terms "apple" and "pear" in their subject

» 8\:00-finds documents containing the text 8:00

Boolean queries

Boolean query is a search type that allows you to combine desired keywords with operators like AND

and OR to get more specific results.

Operator AND

This operator will narrow your search down to items containing only the words separated by it. Every

blank space has the same meaning as the AND operator.
Example (both will do the same):

= content AND access AND email AND archive

= content access email archive

Operator OR

This operator, on the other hand, expands your search by connecting multiple phrases. The OR
operator works like “at least one phrase from the entered must be present”. It means that the search

will return results containing one of the selected phrases, two, three...or even all.
Example:
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» content OR access —finds all item containing “content” or “access” or “content access”

Grouping

Multiple terms or clauses can be grouped together by using parentheses “( )" to form sub-queries, for

example:

»= (email OR file) AND archive - the returned results must contain at least one of the following:

email archive, file archive

Regular expressions

Regular expression (regexp) is a sequence of characters defining a search pattern. This pattern is then
often use to “find” or to “find and replace” strings. Regular expressions can be specified in search query

by using double asterisk prefix:

**<regular-expression-pattern>
Regular expressions can be used for property queries, but also for free text queries.

Standard operators
Anchoring

Itis possible to define the start and end on a string for your regexp pattern, but it needs to be anchored

specifically. The symbol ~ indicates the beginning, while the $ symbol indicates the end.

Patterns are always anchored by default. The provided pattern must match the entire string. For
example, for string "abcde":
» ab.* = match

= abcd = no match

Allowed characters
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Any Unicode character may be used in the pattern, but there are some exceptions that are reserved
and must be escaped. The standard reserved characters are:

= IO MN

If you enable optional features (described in this section), then the following characters may also be
reserved:
" Q<> v

Note: Any reserved character can be escaped using a backslash "\*", including a backslash character
itself: "\\".

Any character (except double quotes) is interpreted literally when bounded by double quotes:

* john"@smith.com"

Match any character

The period symbol "." can be used to represent any character. The string "abcde" can be found like this:
» ab...=match

= a.c.e = match

Once or more

The plus symbol "+" can be used to repeat the preceding pattern once or multiple times. The string
"aaabbb" can be found like this:

* a+b+ = match

* aa+bb+ = match

* a+.+ =match

= aa+bbb+ = match

Zero or more times

The asterisk symbol "*" can be used to match the preceding pattern zero or more times. The string
"aaabbb" can be found like this:

»  3*b* = match

»  a@*b*c* = match

= *bbb.* = match
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= aaa*bbb* = match

Zero times or once

The question mark "?" makes the preceding pattern optional, so it can matches zero times or once. The
string "aaabbb" can be found like this:

* aaa?bbb? = match

* aaaa?bbbb? = match

=?.? = match

= aa?bb? =nomatch

Minimum to maximum

Curly brackets "{}" can be used to specify a minimum and also maximum number of times the preceding
shortest pattern can be repeated. The allowed forms are:

» {5} —the pattern repeats exactly 5 times

= {2,5} —the pattern repeats 2 to 5 times

= {2,} —the pattern repeats at least twice

For string "aaabbb", the following applies:
= a{3}b{3} = match

a{2,4}b{2,4} = match

»  a{2,}b{2,} = match

= {3}.{3} = match

= a{4}b{4} = no match

= a{4,6}b{4,6} = no match

= a{4,}b{4,} = no match

Grouping

By using parentheses "()", it is possible to form sub-patterns. The quantity operators listed above
operate on the shortest previous pattern, which can also be a group. For string "ababab", the following
applies:

* (ab)+ = match
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ab(ab)+ = match
(..)+ = match

(...)+ = no match
(ab)* = match
abab(ab)? = match
ab(ab)? = no match
(ab){3} = match
(ab){1,2} = no match

Alternation

The pipe symbol

works the same as the OR operator mentioned above in this section. The match

will be successful if the pattern on either the left side OR the right side matches. Alternation applies to

the longest pattern. For string "aabb", the following applies:

aabb|bbaa = match
aacc|bb = no match
aa(cc|bb) = match
a+|b+ = no match
a+b+|b+a+ = match

a+(b|c)+ = match

Character classes

Ranges of characters may be specified as character classes, by being enclosed in square brackets "[]".

Aleading ~ symbol negates the character class. The following forms are allowed:

[abc]="a'or'b'or'c

[a-c]="a'or'b'or'c

[-abc] ="-'or'a'or'b'or'c'
[abc\-]="-'or'a'or'b'or'c

[~abc] = any character except 'a' or 'b' or 'c'
[~a-c] = any character except 'a' or 'b' or 'c'
[~-abc] = any character except '-' or 'a' or 'b' or 'c'

[~abc\-] = any character except '-' or 'a' or 'b' or 'c'
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Note: The dash "-" indicates a range of characters, except when it is the first character or when it is
escaped with a backslash.

For string "abcd", the following applies:
* ab[cd]+ = match
» [a-d]+ = match

» [~a-d]+ = no match

Optional operators
Complement

Complement is probably the most used and helpful option. The shortest pattern that comes after a
tilde symbol "~" is negated. For example, " "ab~cd" means:

» Starts witha

= aisfollowed by b

» bisfollowed by a string of any length that is anything, except ¢

» Endswithd

For the string "abcdef", the following applies:
» ab~df =match
» ab~cf = match
» ab~cdef = nomatch
* a~(cb)def = match

* a~(bc)def = nomatch

Interval

Theinterval option enables the use of numeric ranges. The ranges have to be always enclosed by angle
brackets "<>". For string "access90", the following applies:

» access<1-100> = match

» access<01-100> = match

= access<001-100> = no match

Intersection
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The ampersand symbol "&" joins two patterns. They both of them have to match the string. For string

"aaabbb", the following applies:

= 3aa.+&.+bbb = match

= aaa&bbb = no match

Any string

The at sign "@" matches any string in its entire length. This can be combined with intersection and

complement (mentioned above) in cases when you want to search for “everything except something”.

For example:
*  @&~(content.+)

finds everything, except strings beginning with "content"

Properties in different archives

When specifying a boolean value for a property in query, the following notations can be used:

» true | yes | y stand for True

» false | no | nstand for False

Property nhames and values are not case sensitive. Wildcard characters (* and ?) can be used

everywhere.

The character ‘|’ means an option or alternative (in cases if multiple property names and values can be

used).

If the value is specified in quotes (e.g. “value”), it is considered as a phrase.

Example:

=  “brown fox” will find all documents that contains the words “brown” followed by word “fox”

Email properties

The properties below are applicable when searching in Email archive

HasAttachment:

true | false

if true, finds emails having one or more attachments; if

false, finds emails having no attachments

Importance:

Low | Normal | High

finds emails with the specified importance level
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L Normal | Personal | ] o ) o
Sensitivity: ) i ) finds emails with the specified sensitivity level
Private | Confidential

Flag: true | false find emails having a flag set (true) or not set (false)
AttachmentCount: (number) finds emails with the specified attachment count
Bcc: (string) condition on addresses in BCC tag of the email
Category: (string) condition on category
Cc: (string) condition on addresses in CC tag of the email

condition on folder path; possible to find emails only in
Folder: (string) the specified folder (backslash is used as path separator,

e.g. Inbox\Important)

ReceivedDate: (date) condition on receiving date
RetentionTime: (number) condition on retention time (in months)
Sender | From: (string) condition on email sender
Date | SentDate: (date) condition on email’s sent date
Size: (number) condition on email’s size in bytes
Title | Subject: (string) condition on email subject
To: (string) condition on email’s recipient
Body: (string) search in the mail’s body text
Attachment: (string) search in mail’s attachment text

File properties

The properties below are applicable when searching in File archive

CreationDate: (date) condition on file's creation date

Title | Filename: (string) condition on file’s name

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 39/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /Our vision of technological evolution A

% techarrow
) condition on file's path (\ is the path separator as in Windows, e.g.
Folder: (string)
c:\documents\rfa)
Date | o . :
. (date) condition on file's creation date
ModifiedDate:
Size: (number) condition on file’s size in bytes

SharePoint document properties

The properties below are applicable when searching in SharePoint archive

CreatedBy: (string) condition on user who created the file
CreationDate: (date) condition on creation date
FileSize: (number) condition on file size
Date | ModificationDate: (date) condition on modification date
ModifiedBy: (string) condition on user who modified the document
Name: (string) condition on document name
Title: (string) condition on document title
VersionNum: (number) condition on document’s version number

Teams archive properties

The properties below are applicable when searching in Teams archive

Title: (string)

message title

Date, CreationDate: (date)

message's sent date

Size: (number)

message size, including attachments

Folder, Location,

strin
Path, Url: ( 9

specifies the channel name or attachment location (SharePoint

document URL)
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FileName: (string) attachment name
Subject: (string) subject of the email message posted to a channel
Author, Sender: (string) the user who sent the message
Channel, _
(string) the Teams Channel the message was sent to
ChannelName:
Mentioned: (string) name of the mentioned user
Reacted: (string) name of the user who sent a reaction
ReactedOn: (date) the date when a reaction was sent
. ) type of the reaction; possible values are: Like, Angry, Sad, Laugh,
Reaction: (string) )
Heart, Surprised
Attachment: (string) attachment name and content
HasAttachment: | (boolean) message has attachment or not
the type of the item, possible values are: Message (normal chat
Type: (string) | message), Reply (reply on a message), File (attachment file or file on

Teams-related SharePoint sites)

Teams chat archive properties

The properties below are applicable when searching in Teams chat archive

Title: (string) message title
Date,
. (date) message's sent date
CreationDate:
Size: (number) message size, including attachments
) specifies the message category, valid values: Chats, Group chats or
Folder, Category: (string) ]
Meetings
FileName: (string) attachment name
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Author, Sender: (string) the user who sent the message
Mentioned: (string) name of the mentioned user
Reacted: (string) name of the user who sent a reaction
ReactedOn: (date) the date when a reaction was sent

type of the reaction, possible values are: Like, Angry, Sad, Laugh,

Reaction: (string)
Heart, Surprised
Attachment: (string) attachment name and content
HasAttachment: | (boolean) message has attachment or not
Member: (string) name of the user who is member of a chat
Topic: (string) topic of a meeting

“Connect to” search
Click into the Connect to dropdown list and start to write the name of the entity that you would like to

connect to. This search function will automatically filter out the entities by the partial name entered

7 contentWEB #¥ Connect to ~

Browse

here.

#A contentWEB / Email archive

Q, test +———
I= |l <k

») CA

Fuh

o Deleted ltems FILE SYSTEM ARCHIVE
\WTlacatest\test02
\\tacatest\testfiles4
\\tacatest05\test03

AN TESTEILES

Quick search

Note: For more information about the search query language, please read this section.
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The quick search function of contentWEB enables searching only in current folder (the folder that is
selected in the left navigation pane in the tree view) and its subfolders. Quick search supports only
text-based fields (e.g. Title, Subject). Connect to an archive (select one from the "Connect to" menu)
and navigate to the folder of your choice. Then type the searched phrase into the search box located
above the list view and by clicking on the icon next to the search box, choose if you want to search in:

» Currentfolder

» Current folder and subfolders (recursively, including all subfolders)

» Subfolders only (recursively)

The behavior of the quick search criteria can be customized in the UI settings. The customization is

described in chapter Editing Quick, Basic and Advanced search criteria of this guide later on.

¥ contentWEB ¥ Connectto - B B B Administrator -

A contentWEB / Email archive Search (dne@ta.internall - &3 English - 0

Dear colleagues,

Since we are approaching the end of our month | kindly ask
you to fill in your timesheet not latest that midnight the last
. date of the month if you haven't done s yet.

o fill it in on a daily basis when you
r the tasks you have been working on

Thank you for your cooperation!

Best regards,

financ
Y techarrow
Al Kaz:

ddress

Searching for emails containing the word ‘Timesheet’

Search criteria: Selected archive: dne@ta.internal
Archive subfolder: Emails to archive
Search in: Current folder

Title: contains phrase “timesheet”.

In this use case we will search for emails in subfolder Emails to archive on the dne@ta.internal archive.

We connect to the archive (dne@ta.internal) in the Connect to list first.
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7 contentWEB #¥ Connect to ~

= Browse
# contentWEB Email archive dr

CATEGORY VIEW

- T a
I_.l |II =~ Categories
3) CA

EMAIL ARCHIVE
- Deleted ltems e

2) Dorucena posta AME@ta.internal
4 Inbox
AME and SME blunt@ta.internal
archive

cruise@ta.internal

Corrupted delete

dne@ta.internal

Further we select the given subfolder (Emails to archive) in the navigation pane:

7 contentWEB #¥ Connect to ~

# contentWEB Email archive dne@ta.internal

HIT! CB 2 ke
= CA

- Deleted ltems
- Doruéena poita
u) Inbox

ANE and SME

® ® ® % ®

archive

Corrupted delete ‘/

Hashtag

Now we type “timesheet” into the quick search field and the entry (entries) will be automatically
searched for.

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 44/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

¥ contentWEB

# contentWEB  Email archive

M Connect to -

LB L L

% techarrow

W Active or eshect
B Current folder

°)

@tech-a I Current folder and subfolders
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Search (dne@ta.internal) U8 Engiish - 0

Timesheet
From

Date

To

Expiration date

Dear colleagues,

Since we are approaching the end of our month 1 kindly ask
you to fill in your timesheet not latest that midnight the last
date of the month if you haven’t done so yet.

Aquick hint: it is easier to fill it in on a daily basis when you
still accurately remember the tasks you have been working on
during the day.

Thank you for your cooperation!

Best regards,

finance department

Y techarrow

Address

2106 Bratisiava

Note: If Enable hit highlighting is turned on in Central administration, the located words will be

highlighted with a yellow color like on the screenshot below.

< ltems /7

Subject

Build

[Build succeeded] officeGATE Dev - officeGATE:develop - contentd
[Build succeeded] contentACCESS - contentACCESS:develop - cont
[Build failed] contentACCESS - contentACCESS:develop - contentd
[Build succeeded] contentACCESS - contentACCESS:develop - cont
[Build succeeded] contentACCESS - contentACCESS:develop - cont
[Build succeeded] contentACCESS - contentACCESS:develop - cont

N Active anly

~  From >

noreply@tech-arrow.com
noreply@tech-arrow.com
noreply@tech-arrow.com
noreply@tech-arrow.com
noreply@tech-arrow.com

noreply@tech-arrow.com

build

Date

“ Size To

08/07/2020 141819 196608
08/07/2020 14:06:39 233472
08/07/2020 3:35:49 241664
07/07/2020 3:40:04 196808
06/07/2020 14:41:31 241664
06/07/2020 3:40:03 233472

Fulltext search

Note: For more information about the search query language, please read this section of the

documentation.

The fulltext search allows the user to search in the entity, which he selected in the Connect

to dropdown list — archived mailbox, File archive root, SharePoint archive root site or archived Teams

and Teams chats.
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If you move your cursor over the Type search text here... field, a pop-up with some search filtering
options and recent search will appear. If the Enable search suggestions option is turned on in System

settings, the system will suggest words to search for when the user starts typing.

@ contentWEB  Email archive 1 [z | Search (EmoRubik Dtech-arrow.com) - SEEmgsh.- [
Thank oA
T [T e[ oo i tre [ s
= Recent
s
“Microsoft Teams” <noreply@emaiteams.microsoftcom>  You have been added to.a team in Mics et
eally hard on about
PRI G more time then |
in my house), or
didn’t want to do
£ or lers these days are
rhicularly gratfying
i farting my career in
 why libraries are s0
When | was reading
it was so much. |
1 me. It might be
m that had struck a
if | understood
M to get my wife
ks for calling me the
For more ways to search, plesse read the help page #ll end up using as a
R i A SR A i PR ey TS e
Take care of yourself, Emily. You're obviously 3 young woman of extraordinary good taste and Intelligence. <
L} ‘ »

U Onfine help

If the user has access to more than just one entity, he gets the option to Search everywhere — it will
allow him to search in all the entities he has access to. If the user has access to only one entity, Search

everywhere is not enabled.

Note: When searching in multiple archives, the sorting of results may be a bit“out of order”. The reason
is that the search engine is not able to merge and sort data coming from multiple sources(archives) and

sorts results from every archive separately.

¥ contentWEB #% Connect to - B Administrator -

# contentWEB ' Email archive / dne@ta.internal e search text here. Search (dne@ta.internal)  m——4 - EIE English ~ D
Search everywhere
15 ch CRDREDEE s Fhctveonty _ warning
rat
D CA From Subject Date To Advanced search ator
e trator@ta.internal>
3) Deleted Items 00
GoPRsearch .
9 Inbox Administrator <Administrator@ta.internal>  contentACCESS license error 12/22/2017 1:00 AM e

= Expiration 1/25/2019
Microsoft Outlook <dne@ta.internal> Microsoft Outlook Test Message ~ 12/20/2017 1:35 PM <dne@ta.internal> 45056

Corrupted delete

» Emails to archive

Tomitest Telemetry updater job was not run in
the last 9 days, after 10 days of
inactivity the system will be stopped.

If the user does a search using Search everywhere and there are models which support Fulltext search

and also those which don't, aresult mode selector will be visible. If the user selects Fulltext, it will
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search only in models which support Fulltext search. If the user selects Others, it will search in models
which support other types of search, except fulltext.

# contentWEB / Search

test search everywhere

CRER R

ltems: 1/9 n everywhere

o

In this case, the user has access to many entities

Administrator -

A% Connect to -

Y( contentWEB

# contentWEB ' Search Type search text here Search everywhere - Ei8 English ~ D

R B8R tems1/202 in everywhere

Model Entity Folder Title

Results from: Others =

&  File system archive ~ C\TESTFILES3 CATESTFILES3 contentACCESS.Email_Archive.be_safe_1-1.jpg
&  File system archive ~ C\TESTFILES3 CA\TESTFILES3 38010_mahou_shoujo_madoka_magica,jpg
&  File system archive ~ CATESTFILES3 CA\TESTFILES3 business and burgers.png
B & File system archive ~ CATESTFILES1 C\TESTFILES1 3-1024x768,jpg
&  File system archive ~ C\TESTFILES1 CATESTFILES1 contentACCESS.Email_Archive.be_safe_1-1.jpg
B &  File system archive ~ C\TESTFILES1 CA\TESTFILES1 38010_mahou_shoujo_madoka_magica,jpg
B &  File system archive ~ CATESTFILES1 CATESTFILES1 960x0.jpg
B File system archive ~ CATESTFILES1 C\TESTFILES1 a35bb6d3af7c808a.jpg Title
&  File system archive ~ CATESTFILES1 CATESTFILES1 camera.png bdb3d7041f7adb74399289a440f0f275.jpg
1§  SharePoint archive  Testing site contentAccess - Model service Documentation v1.1.p¢ Size
9  SharePoint archive  Testing site contentACCESS - v2 6-release notes_v10.pdf 50 KB
B SharePoint archive  Testing site Andras Palffy has invited you to ‘Testing site’.msg Croated
&  SharePoint archive  Testing site 16.png 11/3/2017 10:51:54 AM
&  SharePoint archive  Testing site ai-email,jpg Created by
&  SharePoint archive  Testing site Screen Shot 2017-10-04 at 1.14.07 PM (1).png Job #6 (Tenant #1)
)  SharePoint archive  Testing site tf >
&  SharePoint archive  Testing site 17.png 2,[/?72'215? 12:13:19 PM
&  File system archive ~ C\TESTFILES3 CA\TESTFILES3 960x0.jpg
&  File system archive ~ CATESTFILES3 CA\TESTFILES3 3-1024x768,jpg Z?\EI:ESTFILES3\bdb3d7041ﬂadb7439928954t
File system archive =~ C\TESTFILES3 C\TESTFILES3 a35bb6d3af7c808ajpg )
& Filesystemarchive CATESTFILES3  CATESTFILES3 camera.png ;'(';'3‘:;'(‘;1 AT
&  File system archive ~ C\TESTFILES3 CA\TESTFILES3 cloud.mail_jpg
= = = e T e T R 52 Mark for delete 7
4 » 4

»
i) Online help

so if the user searches for a phrase or applies a filter (requirement) that more items of the mailboxes

meet, it will look for example like this:
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ﬂf Connectto - Administrator -

y( contentWEB

# contentWEB / Search test Search everywhere i3 English - a

F%) E] B @ o E‘zg lter1s: 1/ 9 in everywhers Results from: m Others Important
c 5 From ANE@tain-emal
Model Entity Foldar Title Date Dite 3017 33557 B
B Imailarchive ANE@ta.internal Inbox Importance test 7/3/2017 3:07 BM To ANE@tainemal
Expirati 1/25/2019
=] ~mail archive dne@ta.internal Inbox\Corruptad delete Test email 11/23/2017 644 PM Hpiratian 1/ R
= This message was sent with high importance.
=] Zmail archive dre@tainternal InboxdAME and SME Microso't Qutlook Test Message 12/20/2017 1:35 PM
W SharePaint archive Testing site contentACCESS - v2 6-release notes_v8.docx 7/252016 3:46 PM
=] SharcPoint archive Testing site contentACCESS w2 & relcase notes_vB.dook 10/4/2016 1:'9 PM
= il archi I \ - 5 145 P ) ‘ . .
=] Zmail archive dre@tz.internal CA\AHacmertTest Attach03 5/30/2017 3:48 PM Hi, | am sendirg this email to test the
Importance feature In contentWEB
=] Zmail archive dre@tz.internal CA\AHacamertTest Attach02 6/30/2017 3:47 PM search.
=] Zmail archive dre@ta.internal CA\AHachrertTest Attach 1 body 5/30/2017 3:46 PM

Note: If Enable hit highlighting is turned on in Central administration, the located words will be

highlighted with a yellow color like on the screenshot below.

/'( contentWEB #¥ Connect to ~ M

@tech-arrow.com ~

B Teamsarchive ScrumTeam

[& Teamsarchive ScrumTeam

[ Teamsarchive ScrumTeam

test
RE this is a test mail sent to Teams_833900760.err
WIKI page for VWE Test channel 1- 2.mht

Branch created, running the test build to have the

# contentWEB  Search test Search everywhere - £l English - D
< ltems: 5 in everywhere
Model Entity Title Title

this is a test mail sent to Teams_418511582.em|

Expiration date

30/04/2020

S

Name
this is a test mail sent to Teams_418511582.em|

B  Email archive @tech-arrow.com  Mail app test

Order
9000.0

Size
36.6 KB

Url
https:// sharepoint.com/sites/EIM/Shared Documents/General/Email
Messages/this is a test mail sent to Teams_418511582.eml

Advanced search
With the advanced search function, the user may search in one or multiple entities simultaneously
according to one or multiple search criteria. With advanced search it is not allowed to search in one

folder only. It crawls the whole folder structure of the selected entity/entities.

Note: When searching in multiple archives, the sorting of results may be a bit “out of order”. The reason
is that the search engine is not able to merge and sort data coming from multiple sources(archives) and

sorts results from every archive separately.

To start Advanced search, connect to an entity in the Connect to list. Then choose Advanced
search option from the dropdown list on the right side of the user interface.
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7( contentWEB % Connect to - B @ ] Administrator -

# contentWEB / Email archive / dne@ta.internal Type search text here. Search (dne@ta.internal) - £I3 English ~ D

Search everywhere

[HIIT B CEREDE@ wmsis Vactveorly | Searchin el L
DA From Subject Date ‘ Advanced search pdministrator@ta.nternal>
Deleted | 3:36 AM
D et tems
GDPR search <dne@ta.internal>

) kit Administrator <Administrator@ta.internal>  contentACCESS license error ~ 12/12/2017 10:33

ANE and SNE Administrator <Administrator@ta.internal>  contentACCESS license error  12/12/2017 10:33 AM <dne@ta.
Corrupted delete Administrator <Administrator@ta.internal>  contentACCESS license error ~ 12/8/2017 2:53 PM <dne@ta.
%) Emails to archive Administrator <Administrator@ta.internal>  contentACCESS invitation 12/8/2017 2:53 PM <dne@ta. -
@ <dne@ta.internal> Word document 7/4/2017 12:32 PM <dne@ta. contentACCESS invitation

Emails with attachm

Tomitest Dear dne@ta.internal,

Administrator has invited you to create a new
contentACCESS account. To finish your
invitation process, please click the link below.
You will be redirected to the webpage, where
you can finish your invitation process and set
up a password for your account.

Einish your invitation

Comment from Administrator who has invited

you:
-

4 » ] 3

(=] 3
i Online help

<
wascript:__doPostBack('ctl00$cti00$RootHolderScphModelLayout$ucLayout$btn_AdvancedSearch’,”)

The Advanced search page will be loaded. Unroll the Search in dropdown list and select the entities
(mailboxes/root folders) to be crawled. Search in filter lists all available mailboxes/roots on which the

logged on user has the necessary access permissions.

If the user does a search using Advanced search and there are models which support Fulltext search
and also those which don't, a search mode selector will be visible. If the user selects Fulltext, it will
search only in models which support Fulltext search. If the user selects Others, it will search in models

which support other types of search, except fulltext.

# contentWEB / Search

test search everywhere

S Ej E;_EI 1] |_=|@ ltems: 1/9 in everywhere Fulltext

By using the advanced search criteria, the user may decide if documents with the identical name will
be searched for (use the “Equals” filter), or also documents with this partial name will be searched for

(use the“Contains”filter).

The range of parameters that can be set differs based on what kind of entity does the user Connect
to (File archive, Email archive, SharePoint archive, Teams archive, Teams chat archive...). Here on the

screenshot below the parameters common for all kind of entities can be seen.
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¥ contentWEB & connect to - = Administrator -

#A contentWEB / Advanced search El3 English ~ D

Searchin Select Search for text Q

Search everywhere

Common

Title Contains - Q Date After - B

Size smaller than ~ MB ~ Folder Contains - Q

File name Contains - Q

lear

i) online help

To select the desired entity (or entities), click on the Select button (upper left part of the screenshot
above). Check the checkboxes of the entities you want to perform search in. If you check the Tenant
checkbox (first one, marked on screenshot), then all entities listed below will be selected. If you click

on the icon in the Model column (marked on screenshot), you will be able to filter entities by model

type.
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Search in
Enter text to search...
\ Tenant Model Entity
Microsoft File system archive
(Blanks)
Microsoft File system archive (Non blanks)
Tech-Arrow File system archive BackMailz plugin
Tech-Arrow File system archive Email archive
Tech-Arrow File system archive File system archive
Tech-Arrow SharePoint archive GDPR Application
GDPR Exchanae M
Tech-Arrow BackMailz plugin
Expo SharePoint archive
SP test tenant SharePoint archive Test doc lib
Cloud Expo SharePoint archive
Cloud Expo SharePoint archive
Microsoft Email archive
Tech-Arrow Email archive
Tech-Arrow Email archive
Tech-Arrow Email archive -

oK Cancel

contentWEB enables advanced searching based on criteria set in the UI settings. For more information

refer to the Editing Quick, Basic and Advanced search criteria subchapter of this guide.

Searching for an email message containing the phrase “word”
Search criteria: Mailbox: dne@ta.internal
Date range: 10.02.2016 — 30.03.2018
Subject: contains phrase “word”.

As we need to search for an item based on a non-textual value (date range), and we would like to search
for the item according to multiple search criteria (date range and subject), we need to use the

Advanced search of contentWEB.

To start advanced search, connect to the archive mailbox of dne@ta.internal in the Connect to list.

V( contentWEB M connectto -

EMAIL ARCHIVE

# contentWEB / Email archive / | .
dne@ta.internal BE
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Select Advanced search option from the dropdown menu in the right upper part of the user interface.

Specify the desired criteria:

Administrator -

Search everywhere

Advanced search

GDPR search

Search (dne@ta.internal)

gl English -

Q

1. From the Search in dropdown list the user may select multiple archive mailboxes (root folders

in case of file archive), on which he has access permissions. Now we are searching only in

mailbox dne@ta.internal that we have selected in the Connect to list.

2. As we are searching for emails with subject containing “word”, we enter this phrase into the

Subject text box.

3. We are searching for emails in date range 10/02/2016 — 30/03/2018, so we select Between

from the Receive Date dropdown list. Then we specify the desired date range and click on

Search.

3¢ contentWEB

# contentWEB

Email archive

Subject

From

Cc

sent Date

Has Attachment

Attachment

Category

Sensitivity

¥ Connet to -

Select

Email archive: dne@ta.internal

Contains -

Contains -

Contains

After «

No Filter «

Contains -

Contains =

NoFilter -

m

Clear

search for text

Folder
To

Bec

Received Date
size

Body

Importance

Contains -

Contains -

Contains

Between - 2016-02-10

Smaller than -

Contains -

No Filter =

The desired file has been found as displayed on the picture below:
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V( contentWEB 4% Connect to ~ [ [PS] =] Administrator -

# contentWEB / Search Subject:(word*) ReceivedDate:(2016-02-10, 2018-03-30) Search in selected - EI8 English ~ D
CEHRBED 8 E B tems1/1 inselected entities Word document
4 z 2 From
From Subjact Date To Staeiite | Entity Date  7/4/2017 123212 PM
To <dne@ta.internal>

Expiration 1/24/2018

[W) Testdocx (11 kB)

Sending the promised word document in attachment

Note: In the search view the Folder column is automatically displayed as well. This feature simplifies
the identification of the file location in the folder structure. The administrator may configure, which
columns should be displayed in search view. This configuration is further described in chapter Table

view column configurations of this guide

Note: If Enable hit highlighting is turned on in Central administration, the located words will be

highlighted with a yellow color like on the screenshot below.

/( contentWEB ’ Connect to ~ B @tech-arrow.com ~
# contentWEB ' Search test Date:(<2020-11-01) Size:(<2MB) Search everywhere - £l English - D
< ltems: 4 in everywhere
Model Entity Title P Title
this is a test mail sent to Teams_418511582.eml|
test

Expiration date

B Teamsarchive  ScrumTeam RE this is a test mail sent to Teams_833900760.em| k 30/04/2020

[B Teamsarchive ScrumTeam  WIKI page for VWE Test channel 1- 2.mht k -

ame

[& Teamsarchive ScrumTeam  Branch created, running the test build to have the first success ver: ¢ this is a 185t mail sent to Teams, 418511582.eml
Order
9000.0
Size
36,6 KB
Url
https:// sharepoint.com/sites/EIM/Shared Documents/General/Email

Messages/this is 2 test mail sent to Teams_418511582.em|

Periodical search

GDPR requires to detect any data leakage and as soon as possible. Thanks to this feature the user won't
have to manually search if someone worked with sensitive data, but can instead create and configure
a periodical search, which will perform all the necessary actions.
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Periodical search is a search performed automatically by the Task runner with the recurrence and

other parameters configured by the user. The search is performed only on the entities allowed by the

user’s roles and permissions.

Permissions

There are 2 periodical search related permissions that can be assigned from Central Administration:

Role details

Role display name: Full_EAUser

Permissions
Manage legal hold cases:

View legal hold cases:

=) Not allowed

=) Not allowed

All allowed

All allowed

-

Create periodical searches:

Manage other user's pericdical searches:

Mot allowed

Mot allowed

=) All allowed

=) All allowed

Use BackMailz Service:

View mailboxes:

View Datengut DDCs:

=) Mot allowed

=) Mot allowed

=) Mot allowed

Select a tenant, where the role will be available

Tenant:

All allowed

All allowed

All allowed

Specific allowed

Specific allowed

Save

Cancel

1) Create periodical search —allows to define a periodical search and manage (view, delete) own

periodical searches

2) Manage other’s periodical searches
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The Manage other’s periodical searches permission allows to see other user’s periodical searches
— on tenant or system level — based on role assignment. With this permission, the user cannot
create a periodical search. He can only see, enable/disable and delete the periodical searches on
the tenant(s) where he has permissions. If the user had the Create periodical search permission
before, but the permission was removed, he will be still able to see his own periodical searches.

Using periodical search

First, the user must perform a search in contentWEB. The same parameters that were entered here

will be later used by the periodical search.

¥ contentWEB % connect to - B R B Administrator -
# contentWEB ' Sea Search (dne@ta.internal) - £ English - iG]
CEREEDERE ttems1/10 indne@tainternal contentACCESS license error
: From  Administrator <Administrator@tainternal>
Subject From Dsite Folder 19 Date 12/5/2017 3:37:08 PM
To <dne@ta.internal>
Expiration 12/8/2018
contentACCESS license error Administrator <Administrator@ta.interal> 12/12/201710:33 AM  Inbox\Emails to archive\Emails to process <dne@ta.inter pstomle
contentACCESS license warning  Administrator <Administrator@ta.internal > 1/9/2018 1:00 AM Inbox\ANE and SNE <dne@ta.inter
contentACCESS license warning  Administrator <Administrator@ta.internal> 12/5/2017337PM  Inbox <dne@tainter
contentACCESS license error Administrator <Administrator@ta.ntemal> 12/22/20171:00AM  Inbox\ANE and SNE <dne@tainter  your contentACCESS license is invalid (The system
contentACCESS license error Administrator <Administrator@ta.nternal> 12/12/2017 1033 AM  Inbox\Emails to archive\Emails to process <dne@tainter  ysage information is out of date, please run the
contentACCESS license error Administrator <Administrator@ta.internal> 12/8/2017 2:53 PM Inbox\Emails to archive\Emails to process <dne@ta.inter telemetry collector plugin.), system stopped. Telemetry

contentACCESS license warning  Administrator <Administrator@ta.internal> 11/23/2017 6:47 PM Inbox\Corrupted delete <dne@tainter,  updater job was not run in the last 21 days, after 10 days
= of inactivity the system will be stopped.
FW: contentACCESS new version 9/4/2017 3:43 PM Inbox\Emails to archive

»
i) Online help

Click on the periodical search button. A pop-up window will open. Here you can set the following:

- Search name —name of the periodical search

- Notification recipients (split by ;") — email addresses of users that will receive the notification
email (this email will be sent by the notification job)

- Tenant - Tenant that the search will be performed on (only tenants available for the user are
listed in the dropdown list)

- Keep results — number of search results that will be stored in the database (explained below)

- Recurrence (weekly on selected day(s) at selected time or monthly on selected day(s) at
selected time)

- Description — description of the periodical search
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Create periodical search X
Search name: License search
Motification recipients: dne@ta.internal
Tenant: TECH-ARROW M
Keep results: 10 .
Recurrence: Weelkly M
v Sunday Monday Tuesday Wednesday

Thursday Friday v/| Saturday

At: 16:00 -
Description: License searching on weekends
oK Cancel

The list of all available periodical searches can be viewed by clicking on the Periodical search button

inthe upper right corner.

Administrator -

The following actions are available:

7( contentWEB & connect to + = Administrator -

# contentWEB / Periodical search £IE English ~ D
1)

A~

<

Name Last ion time Next run Keep in history Notification recipients Enabled 5iti§ 4)5)

And search - Running every 1 month on 7/1/2018 8:00:00 PM 10 dne@ta.internal Yes O/0T

License search 1 second Running weekly on Sunday... - 10 dne@ta.internal No O/

License search01 - Running weekly on Sunday...  6/9/2018 400:00 PM 10 dne@ta.internal Yes OO0

Test search - Running weekly on Sunday...  6/9/2018 8:00:00 PM 10 dne@ta.internal Yes OV A=)

Zoo - Running weekly on Sunday... - 10 dne@ta.internal No O/®T

@ Online help

1) Refresh —refreshes the list of periodical searches
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2) View details — explained below

3) Edit—explained below

4) Enable/disable — with this button it is possible to enable or disable the selected periodical
search (when disabled, it won't perform any actions; disabled searches have grey background)

5) Delete — deletes the periodical search

View details

On this page it is possible to see the details about the selected periodical search. The Query displays
all searching parameters of the periodical search (the search this periodical search was created from).

By clicking on the link, the defined search will be performed again in a moment.

The previous search result summary is displayed in the grid below. We can see the start date, end date,
duration and total hit count. It is also possible to download the report file from here by clicking on the
button in the Actions column. The report file contains a detailed summary with the list of emails, files

and database records, where the results are coming from.

7 contentWEB #¥ Connect to - ) Administrator -

# contentWEB / Periodical search / License search £ English - n]

License search

Description: License searching on weekends Query: icense ' in dne@ta.interna
Next run: 6/9/2018 4:00:00 PM

Recurrence: Running weekly on Sunday,Saturday at 4:00 PM

Keep in history: 10

Recipients: dne@ta.internal

Created by: Administrator

< Previous search results

start date End date Duration Hit count Actions

5/27/2018 400:04 PM 5/27/2018 4:00:05 PM 1 second 10 +

5/26/2018 4:00:13 PM 5/26/2018 4:00:18 PM 4 seconds 10 ¥

@ online help

Edit

Here it is possible to set/change the same parameters as after clicking on the Periodical search button

after performing a search.
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Edit periodical search
Search name: License search
Motification recipients: dne@ta.internal
Tenant: TECH-ARROW M
Keep results: 10 .
Recurrence: Weekly M
v Sunday Monday Tuesday Wednesday
Thursday Friday v| Saturday
At: 16:00 -
Description: License searching on weekends

QK Cancel

History management

Every periodical search has a defined “Keep in history” property (same value as Keep records when
creating the periodical search) —this means that we store X previous search results in the database and

also in the corresponding report file on the resource storage.

Task runner processing
When a periodical search is found

- We check the IsActive status — if the search is not active, it means that it was marked as
deleted.

- Ifthe search is marked as deleted, we will remove the corresponding history items, report files
and also the definition/configuration of the periodical search.

- If a periodical search is disabled, it will be skipped by the Task runner.

- Ifthesearch is active, its scheduled time is recalculated based on recurrence —the next job will
not process it. (It means that if it is scheduled to run at 10:00 on every Wednesday, it will be
processed at that time and set to run on the next Wednesday at 10:00, on the other days and

times the search can’t be found).

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 58/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /Our vision of technological evolution A

% techarrow

- Task runner job will create a report in the resource storage, a new record in the history table
and will add a reporting email into the notification job’s queue — history management is
performed during this processing.

- The report file is available only from contentWEB. The notification email contains a link to the
periodical search detail page, which contains the stored history results — therefore it is easy to
compare the results from there, and this way we can easily ensure that the report is not
available for a user without permissions.

- Ifthe user would like to share the report with another user, he needs to save the report file and
send itto the user. He can use our sharing app for this.

GDPR search

The general data protection regulation, or as most people know it GDPR, brought new rules about data
storage and regulation. Having a proper overview about all company and personal data — where it is
stored, for how long, who is accessing it, may seem like a hard task now. That’s why we programmed
our GDPR search, so it would be much easier and faster for our customers to find all personal data they
need. The predefined search patterns allow the user to search for the most common, sought, requested

and necessary data in a very user-friendly way.

Does your customer want you to find and delete his personal data? Or you just want to check where

a credit card number was mentioned? No problem!

To get to the GDPR search page, click on the search type dropdown list and choose the GDPR search.

Note: When searching in multiple archives, the sorting of results may be a bit “out of order”. The reason
is that the search engine is not able to merge and sort data coming from multiple sources(archives) and

sorts results from every archive separately.
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v contentWEB 4% Connect to ~ = Administrator -

\ "

# contentWEB < Email archive ' dne@ta.internal »e search text here Search (dne@ta.internal) - &5 English ~

Search everywhere

[HIl] <h CRARED IR tems1/3 Search in seled |
DA From Subject Date To | Advancedsearch TAIAn\strator@ta.mtema\>
D B p— ne@ta.internal>
D Inbox B Administrator <Administrator@taintemal>  contentACCESS invitation  12/5/2017 3:37 PM
ANEBNIISNE B Administrator <Administrator@taintemal>  contentACCESS invitation  12/5/2017 337 PM <dne@tainternal>

Corrupted delete

) Emails to archive
tem is under legal hold Show details

contentACCESS invitation

Dear dne@ta.internal,

Administrator has invited you to create a new
contentACCESS account. To finish your invitatior
process, please click the link below. You will be
redirected to the webpage, where you can finish
your invitation process and set up a password fc
your account.

Einish your invitation -
« »

&= 7 2
vascript:__doPostBack('ctl00$cti00$RootHolder$cphModelLayout$ucLayout$btn_GDPRSearch’,”)

On the GDPR search page, it is possible to choose between two tabs — Search for personal data and
Search for all sensitive data. The user can change the predefined search patterns by clicking on the
Change template button on both tabs, but we don't recommend it. If the patterns were changed, the

user can also reset them back to the original state.

Note: To be able to change the patterns, the user must have the Customize GDPR search permission

allowed in his role, otherwise this option won’t even be visible.
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Search for personal data Search for all sensitive data

Search everywhere

First name
Last name
ID card
SEARCH FOR
PERSONAL DATA bmail

Phone

Personal data means any information relating e

to an identified or identifiable natural person. o
Street
Zip code

Change template
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Action Reset my settings
pdate my settings
Current settings <PersonalFieldCollection>

Search for personal data

On this page, the user can search for any information related to an identified person.

<InnerList>

<PersonalField>
<SpanDistance > 1</SpanDistance >
<SpanCategory>1</SpanCategory>
<DisplayName>First name</DisplayName>
<|d>persFirstName</Id>
<IsSpan>True</IsSpan>
<lIsldentifier>False</Isldentifier>

</PersonalField>

<PersonalField>
<SpanDistance > 1</SpanDistance>
<SpanCategory>1</SpanCategory>
<DisplayName>Last name</DisplayName>
<ld>persLastName</Id>
<IsSpan>True</IsSpan>
<lsldentifier>False</Isldentifier>

</PersonalField >

<PersonalField>
<SpanDistance >0</SpanDistance>
<SpanCategory>0</SpanCategory>
<DisplayName>ID card </DisplayName>
<|d>persidCard</Id>
<IsSpan>False</IsSpan>
<|sldentifier>True</Isldentifier>
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¥ contentWEB ¥ Connectto - B Administrator -

GDPR search

SEARCH FOR
PERSONAL DATA Ewl

ange template
D Online help

By clicking on the Select button, the entity selector popup window will open. Here the user may select
entities he wants to search in. It is also possible to filter the entities by model type. Select the desired
entities and click on OK.

Note: The search can be performed only on the entities allowed by the user’s roles and permissions.
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Search in
Enter text to search...
B | Tenant Model Y | Entity
v | TECH-ARROW File system archive (Al -
(Blanks)
TECH-ARROW File system archive (Non blanks)
on blanks
TECH-ARROW File system archive Email archive
v | TECH-ARROW File system archive File system archive
v| | TECH-ARROW File system archive SharePaint archive
TECH-ARROW File system archive
TECH-ARROW File system archive
TECH-ARROW File system archive ‘\tacatest\tacatest
TECH-ARROW Email archive dne@ta.internal
TECH-ARROW Email archive SME@ta.internal
v TECH-ARROW Email archive AME@ta.internal
TECH-ARROW SharePoint archive Testing site
RFA test File system archive C
v RFAtest File system archive [
RFA test File system archive ChOD -

oK Cancel

The selected entities will be displayed under the Select button. Specify the information you want to
search for and click on the Search button.
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Search for personal data

arch for all sensitive data

File system archive: C:\TESTFILES3, C:\TESTFILESS5, C:\MonnieFile, C:,
\\Tacatest\test02
Email archive: ANE@ta.internal
First name Monika
Last name
SEARCH FOR ID card
PERSONAL DATA )
Email
: : - Phone
Personal data means any information relating
t identified or identifiable natural 5
o an identified or identifiable natural person. Eatirtey Slovakia
Street
Zip code 82106

Change template

The search results will be displayed and you can perform all the actions as with results of Quick search
or Advanced search — export, create report, legal hold, mark for delete and even create periodical

search.

contentWEB J¥ Connext to - (=]

Administrator -

A contentWEB = Search Gdprperskn stName:Monika;) Monika Search everywhere - {8 English - (a]
CRED 8B ttems1/37 ineverywhere Results from: [ Others
Model Entity Folder Title Date = Tide
ai-emailjpg
e Modified
SharePoint archive  Testing site cloudmail_jpg 1/25/2018 4:14:46 PM
SharePoint archive  Testing site hand-holding-a-dog jog
ShareP: 1 ACCESS Email, Kaa Modified By
SharePointarchive  Testing site contentACCESS,Email_Archive be_safe_1-1jpg o N
SharePoint archive  Testing site Shécaljpg
S
B Email archive dne@ta intemnsl to is with Monika, here’s $50 to sponsor your content on Linkedin “‘:9 i
& SharePointarchive  Testing site bAb3d704117adb743992892440101275 jpg
& SharePointarchive  Testing site microsoft-europesn-unionjog us,
= = - psi
& SharePointarchive  Testing site 960:0jpg emailjpg
B Email archive dne@ta.internal Inbox\Emails to archive\Emails with attachments Reminder: Monika. your coupon is about to expire!
Mark for delete
L False
@ Email archive dne@taintemal  Inbox\Emails to archive RE: Reld]: Trial
s 3 3 Expiration date
SharePointarchive  Testing site microsoft-office-365-1ogo-100630074-primaryidge_-300x200jpg e
SharePoint archive  Testing site 10-crucial-securit educe-data-k t-office-3
@ Emailachive dne@taintemal  Inbox\Emails to ard FW: contentACCESS new version . 4
B Email archive dne@taintermal  Inbax\Emails to archive FW: contentACCESS new version
B Emailarchive dne@taintemal  Inbox\Emails to archive PV contentACCESS new version 9/4/2017 343 PM
@  Emaiarchive dne@taintemal  Inbox\Emails to archive FW: contentACCESS new version 9/42017 343 PM
[}
@ Email archive dne@taintemal  Inbo\Emails to archive RE: Refd}: Trial 8/25/2017631 AM
= Email archive dne@taintemal  Inbox\Emails to archive RE: Rel4}: Tral 2017 631 AM
[}
[}
B8  Email archive dne@ta.internal Inbox\Emails to archive Re: Links 8/25/2017 12:43 PM

8  Email archive dne@ta.intemal

B  Email archive dne@ta.internal

Inbox\Emails to archive

Inbox\Emails to archive

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com

- Click to run Qutiock is not supported

- CPU requirement

niine help

65/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /Our vision of technological evolution A

% techarrow

Search for all sensitive data

On this page, the user can search for bank accounts, credit card numbers and phone numbers.

¥ contentWEB ¥ Connect to - = Administrator -

GDPR search

Known patterns

SEARCH FOR ALL
SENSITIVE DATA

Sensitive information is data that must be

protected from unauthorized access to Custom pattern
safequard the privacy or security of an
individual or organization.

7 Online help

By clicking on the Select button, the entity selector popup window will open. Here the user may select
entities he wants to search in. It is also possible to filter the entities by model type. Select the desired

entities and click on OK.

Note: The search can be performed only on the entities allowed by the user’s roles and permissions.
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Search in
Enter text to search...
B | Tenant Model Y | Entity
v | TECH-ARROW File system archive (Al -
(Blanks)
TECH-ARROW File system archive (Non blanks)
on blanks
TECH-ARROW File system archive Email archive
v | TECH-ARROW File system archive File system archive
v| | TECH-ARROW File system archive SharePaint archive
TECH-ARROW File system archive
TECH-ARROW File system archive
TECH-ARROW File system archive ‘\tacatest\tacatest
TECH-ARROW Email archive dne@ta.internal
TECH-ARROW Email archive SME@ta.internal
v TECH-ARROW Email archive AME@ta.internal
TECH-ARROW SharePoint archive Testing site
RFA test File system archive C
v RFAtest File system archive [
RFA test File system archive ChOD -

oK Cancel

The selected entities will be displayed under the Select button. Select the information you want to

search for, or define your own pattern and click on the Search button.
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Search for personal data Search for all sensitive data
Search in

File system archive: C:\TESTFILES1, C:\TESTFILES8
Email archive: dne@ta.internal, ANE@ta.internal

Known patterns v| Bank account IBAN

Bank account BBAN

SEARCH FOR ALL Credit card VISA
SENSITIVE DATA Credit card Mastercard

v| Credit card Amex

Sensitive information is data that must be
protected from unauthorized access to
safeguard the privacy or security of an Custom pattern
individual or organization.

Change template

The search results will be displayed and you can perform all the actions as with results of Quick search
or Advanced search — export, create report, legal hold, mark for delete and even create periodical

search.

¥ contentWEB % connect to - Administrator -

# contentWEB / Search (**0[0-91{2,3}{0-91¢6-7} OR **0[0-9}{{3,10} OR **[0-9]{7}) Gdprsensknown:(cbSer Search everywhere - Ef3 English ~ m]
F= 1|[ ") B @ [B tems:0 ineverywhere Results from: m Others
Model Entity Folder Title Date

There are no items to show in this view

1 online help
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Note: If Enable hit highlighting is turned on in Central administration, the located words will be

highlighted with a yellow color like on the screenshot below.

V( contentWEB #¥ Connect to ~ M @tech-arrow.com ~
# contentWEB  Searcl Gdprpersknown:(persFirstName:Monika;) Monika Search everywhere - El3 English ~ a
< ltems: 4 in everywhere Expiration date 30/04/2020
Model Entit; Titl
oce Y e 12/00/2019 13:19:27
ok Monika please check it with and then let know

@ Teamsarchive ScrumTeam Monika , Ive created a new library for you
B  Email archive @tech-arrow.com  Task 28118 - Upload documentation to SharePoir
B  Email archive @tech-arrow.com  Bug 28113 - [officeGATE] Localization: Failed tran:

https://techarrow.sharepoint.com/sites/EIM/Shared Documents/General/Email
Messages/this is a test mail sent to Teams_418511582.eml|

RS

Editing Quick, Basic and Advanced search criteria

The search criteria that the contentWEB quick search and advance search use may be edited by the

system administrator. To edit these criteria, open the Administrator menu and click on Settings.

Y¢ contentWEB 4% Connectto - E Administrator -

contentACCESS Central Administration

# contentWEB ' SharePoint archive / Testingsite e se text Search (1
My profile
- ~ - -
| cha c 920 Items: 0 Search in selected folder. Q
II | I" ot @ @ Settings ,0
= Title Modified Modified by Size

Documents Change user
LBAPicLib There are no items to show in this view . .
MonnieSPA i

5 MonnieTesting

3) Projects
Projects_new
Site Pages
Test Cases

Test tasks

Switch to UI settings with clicking on UI in the left panel. Open the
> Quick search fields tab to edit the search fields that the quick search uses
> Basic search fields tab to edit the search fields that the basic search uses
» Advanced search fields tab to edit the search fields that the advanced search uses
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¥ contentWEB Administrator -

# contentWEB [0 Swesettings O Reset B3 Englsh +

or personal d
535 Table viewcolumns Q Quick search fiekds ~ Q Basic search fields  Q Ad
% File systemarchive  GDPR Application . GOPRFilesystem  SharePointarchive  SharePoint proxy 5 Teams archive Teams chat archive
Sharing (0/4) Email archive (15/19) ol o GOPR Exchange (12/18) (1" oy e Sharing (1/7) poeds by
Subject X Filename x Subject X filensme X Crestiondste X 2 Title x
Folder x s x v Folder X Folde X Modfiedby X ste x
from X Folder x Dstasource o from x x x x
v To x K x x x x
ce x ce x x x x
i 4 Bec X Modfiedby X B x ® x
x x x
i x x x
x x x
x x x
x o x
x Bod x
x
x
ensitivity x
& v
=
v
v
o I I s v
7 v
Oniine help

New search fields may be enabled/disabled for the available models (Email Archive, File Archive etc.)
by clicking on the
» check mark (+)—means enable

» cross mark (%) —means disable
next to the given model’s field.

The enabled search fields will be added to/ the disabled fields will be deleted from the Advanced

search menu’s search criteria.
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7( contentWEB A% Connect to - &) Administrator -

# contentWEB / Advanced search £I3 English ~ D

Search in Select Search for text Q

File system archive: C:\TESTFILESS

File system archive

File Name Contains ~ Q Size Smaller than ~ MB -
Folder Contains - Q Creation Date After - =
Modified Date After - =

clear m

1) Online help

The default search field settings can be reset by clicking the Reset button on the UI settings page:

¥ contentWEB

eDiscovery process

Electronic discovery, or eDiscovery, is the process of identifying, gathering and processing data stored
in electronic form in response to a request in legal proceedings such as litigation, law suit or

government investigations.
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The first step is to search for the data you want to/need to find and process. This can be easily done by
using the search function in contentWEB and applying filters to narrow down the search. For this task,

we recommend one of the following options (or even combination of them, if necessary):

- Fulltext search - search in the entity selected in Connect to by multiple criteria

- Advanced search - search in multiple entities by multiple criteria
- GDPR search - if you need to search for sensitive data (items containing name, phone number,
address, card number, etc.)

After the search has been performed, it is possible to configure a Periodical search. Thanks to this

feature the user won't have to manually search if someone worked with sensitive data, but can let the
system do the work instead. The system will be also sending notification emails with the results of the

periodical search to the specified recipients - this way any data leakage can be detected very soon.

Create periodical search

Search name: Microsoft license

Motification recipients: admin@ta.internal; dne@ta.internal

Tenant: TECH-ARROW v

Keep results: 10 -

Recurrence: Weekly -
v| Sunday Monday Tuesday Wednesday

Thursday Friday | Saturday
At: 14:00 -
Description: Microsoft licence search results.

OK Cancel

The search results can be exported as PST (if the results are only from Email archive) or ZIP file. The
ZIP file will also contain Manifest file - an .xls file that contains summary about the exported items.

Export actions can be downloaded from Tasks list or Tasks page.
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Export to PST

Name *: Export Tue Jun 04 2019 Microsoft

Export: = All items from the search result

Selected item(s) (1)
Tenant *: TECH-ARROW M

Creats Cancel

Screenshot: Exporting items as PST

Export to zip

Name *: Export Tue Jun 04 2019 Microsoft

Export: = All items from the search result

Selected item(s) (1)
Tenant *: TECH-ARROW N

Create Cancel

Screenshot: Exporting items as ZIP

The legal hold feature allows to create a legal hold case, where the user can put documents (search
results) afterwards. Documents that are under a legal hold case can’t be deleted from the system

until the legal hold case expires.
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Manage legal hold case

Create new legal hold case Update existing legal hold case

MName:™ Microsoft license

Description: Items related to Microsoft licenses

MNever expires

Expiration date: 6/30/2020 -

Tenant:* TECH-ARROW M

Only documents belonging to selected tenant going to be processad

=1 Al items (42 items)
Selacted item(s) (1 items)

Save

If you don't want to export search results as ZIP, but want to have an .xls document with summary

about them (similar to the manifestfile), itis possible to create one by using the Create report function.

The report can be then downloaded from Tasks list or Tasks page.

Report
Name *: Report Tue Jun 04 2019 - Microsoft license
Export: = All items from the search result
Selected item(s) (1)
Tenant*: | TECH-ARROW v

Create Cancel

Folder selection methods
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In the following subchapters we will describe how multiple folders/items may be selected in the
contentWEB pane/in the items grid. Any operations may be started on multiple items/folders that are
selected. These operations are described in more details in section Tasks supported by different

entities.

Important: To select a folder, first click the button Enable folder selection.

7 contentWEB X

-

# contentWEB / File system archive / C:

HIT c@

01
02

Multi-selection

Multiple item selection:

If the user would like to perform any operations on the contentWEB items from the grid (item list), he

can select multiple items for processing.
The user may select multiple items in the item’s grid with

» holding down the CTRL/SHIFT keys and selecting multiple items to process (like on the

picture below);
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¥¢ contentWEB % Connect to - Administrator -

# contentWEB ' SharePoint archive '/ Testing site Type search text here. Search (Testing site) - El2 English ~ D
|=“" <ha CREDBRE tems4/e Search in selected folder Q =
4/ Test Subsite Title Modified Modified by Size
Documents
55337 with ELM 6.3.17.png 6/1/2017 1:23 PM 846 KB
MonnieSPA
3) MonnieTesting Retrieve - [PM.Appointment with attachments in the body.jpg 6/1/2017 1:23 PM 151.2KB
3) Projects Retrieve, Restore problem.jpg 6/1/2017 1:23 PM 752 KB
Projects_new
Site Pages Saperion ELM installation ERROR,jpg 6/1/2017 1:23 PM 71.6KB
Test Cases E
Test tasks

Title
RTF archive error.jpg

Picture Width
509

Dirtisrn Hninhs

] «
» CTRL + A - with this function the user may select the first 200 items from the grid.
Multiple folder selection:

An action can be run in parallel either on one or on multiple folders. First, you need to Enable folder

selection.

iy

nable folder selection |Frnm

I=|lll j}i CRERES R
[E

<+ Deleted Items

=+ Inbox

To select one or multiple folders for processing, check the checkbox(es) next to the desired folder(s)
in the navigation pane. The selected folders’ paths will be displayed in the grid. Now you can run the

desired action on the selected folders at one go.

7( contentWEB g connect to - &) Administrator -

# contentWEB / Email archive / dne@ta.internal Type search text here... Search (dne@ta.internal) - Ef& English - aQ

[HL ] chmma B B D W [g] Folders:3

Folder name/path
iy AttachmentTest
o CA/AttachmentTest
Deleted Items

; Deleted ltems/Emails to archive
| Emails to archive

Ibox Inbox/Cormupted delete
ANE and SNE

V| Corrupted delete

5[] Emails to archive

Tomitest !
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Recursive folder selection
First, folder selection must be enabled.

I=|lll CB CRHEAD

/‘ Enable folder selection |

Then the user may select the

» Entire folder structure — by a) a single click into the checkbox of the main parent folder or
b) using the Select all folders button

» Recursive folder structure starting from a parent folder - by a single click on the parent
subfolder in the contentWEB's navigation pane.

By double clicking the parent folder's checkbox, only the parent will be selected, on third click the
already selected folder will be deselected.

Selecting the entire folder structure:
The user may select the whole recursive folder structure by

> a single click into the checkbox of the main parent folder. The information that the subfolders

have been also selected is involved in the grid, and the path is marked with a black color.

y( contentWEB J connectto - 2 Administrator -

# contentWEB / Email archive dne@ta.internal Type search text here Search (dne@ta.internal) - &f3 English ~ D

Iajll <028 PB@HED 6 E Fides

Folder name/path
v AttachmentTest )
CA (including all subfolders)
%) [] Deleted ltems
1click ;
Emails to archive
Inbex
ANE and SNE
Corrupted delete
Emails to archive

Tomitest

3 Online help

Screenshot: Selecting the whole recursive folder structure using the single click option

» Clicking on the Select all folders icon above the contentWEB pane:
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7( contentWEB J% connect to - =) Administrator -

# contentWEB / Email archive / dne@ta.internal Type search text here Search (dne@ta.internal) - Ei2 English - D

I=|lll coEm B R DR Folders3

D) 1% / Folder name/path

v| AttachmentTest
CA (including all subfolders)
5) || Deleted ltems

) Deleted Items (including all subfolders)
v Emails to archive

5 & Inbox Inbos (including all subfolders)

/| ANE and SNE
v Corrupted delete ‘
3) || Emails to archive

v Tomitest

i Online help

Screenshot: Selecting the whole recursive folder structure using the Select all folders icon

Selecting a recursive folder structure starting from a parent folder: The user may select a folder structure
starting from a parent folder

» by clicking 1x into the checkbox of the given parent folder (e.g. Deleted Items on the picture
below):

y/ contentWEB J¥ connect to - = Administrator -

& contentWEB / Email archive / dne@ta.internal Type search text here... Search (dne@ta.internal) - &3 English ~ Q

Isjl <~OxE BEAESSE Folders: 1

Folder name/path
AttachmentTest )
. Deleted Items (including all subfolders)
9 L] Deleted ltems
| Emails to archive
e Inbox
click 1x
ANE and SNE
Corrupted delete
3 Emails to archive

Tomitest

1) Online help

= use the Deselect all folders icon above the contentWEB pane to deselect all already selected
folders:
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7( contentWEB J connect to ~ =) Administrator -

# contentWEB / Email archive / dne@ta.internal Type search text here... Search (dne@ta.internal) - Eig English - D

Iin =ze
) o} From Subject Date To Size
AttachmentTest

There are no active items to show in this view
Emails to archive
Inbox
ANE and SNE
Corrupted delete

3 Emails to archive

Tomitest ‘

i) Online help

Screenshot: Deselecting the whole recursive folder structure using the Select none icon

Selecting the parent folder without its subfolders:

If the user wants to exclude the child folders from processing and would like to process the selected
parent folder only, he has to click the parent folder twice as illustrated on the below displayed
screenshot. In this case, the folder path will be marked with a grey color in the grid.

7( contentWEB #¥ connect to ~ R Administrator -

# contentWEB / Email archive / dne@ta.internal Type search text here Search (dne@ta.internal) - Eig English ~ D

I=|lll cOoml PRED IR s
: oA Folder name/path
AttachmentTest

Inbox
Deleted ltems

Emails to archive

5
f ANE and SNE .
Corrupted delete

2 clicks.

Emails to archive

Tomitest
Screenshot: Selecting the parent folder by double-clicking the check box

On third click the parent folder will be automatically deselected. The same can be achieved by clicking
the Deselect all folders icon above the pane.
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7( contentWEB #% Connectto - E Administrator -
# contentWEB ~ Email archive / dne@ta.internal Search (dne@ta.internal) - Ef8 English ~ D
- ~ 2 < g, .

I= ‘ m chmma R B DB R tems1/3 YActiveonly | Search in selected folder Q contentACCESS invitation
) CcA % From Administrator <Administrator@ta.internal>
g Subject s B Date  12/5/20173:37:09 PM
AttachmentTest To <dne@ta.internal>

Expiratit 12 1
Deleted ltems Administrator <Administrator@ta.ntemal>  contentACCESS license error 12/5/2017 337 PM <dne@tair plration 12/8/2018

Emails to archive Administrator <Administrator@ta.nternal>  contentACCESS license waming  12/5/2017 3:37 PM <dne@taiir
ANE and SNE 4
3rd click [/ Corrupted delete » contentACCESS invitation

Emails to archive
Tomitest Dear dne@ta.internal,

Administrator has invited you to create a new
contentACCESS account. To finish your
invitation process, please click the link below.
4 »

= ‘ » .
i) Online help

Screenshot: Deselecting the parent folder on third click

Itis also possible to select the parent folder and only some of its child folders. To achieve this, double
click the checkbox of the parent folder and check the checkboxes of those child folders that you would

like to select.

7( contentWEB A% Connect to - &) Administrator -

# contentWEB / Email archive / dne@ta.internal Type search text here... Search (dne@ta.internal) - EiE English ~ D

Ia|lll chODB RFRED8E rodkss

cA Folder name/path

AttachmentTest
Inbox

Deleted ltems
~ Inbox/Corrupted delete
Emails to archive
Inbox/Tomitest

ANE and SNE
v Corrupted delete
3 Emails to archive

[¥]l Tomitest

u
@ online help

Screenshot: Selecting the parent folder and some of the child folders

Tasks supported by entities (models)

The tasks that are supported in contentWEB are entity-specific. The available tasks can be triggered
using the appropriate toolbar buttons located above the items grid. There are 7 different tasks that
can be run using these buttons, namely:
1. Refresh — the button is used to manually update the item list;
2. Export to PST — exports selected mailbox items/folders or all items of the selected folder into
Outlook PST format;
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3. Export to ZIP - exports selected items/folders or all items of the selected folder into a
compressed ZIP format; emails are saved as MSG files and are compressed to ZIP format

4. Create report —creates a XLS file containing a list of the selected files and their details

5. Share item(s) — share items with selected users or your whole organization directly from
contentWEB, without the need to use any other applications nor send large attachments;
single items can be shared by using the Share button in the upper right corner too

6. Recovery —recovers selected items, folders or the whole folder structure, if they were deleted
from the original location (either from the mailbox or from the file system)

7. Delete —allows to mark/unmark documents for/from delete

8. Legal hold - allows to create a legal hold case, where the user can put documents afterwards.
Documents which are under a legal hold case can't be deleted from the system until the legal
hold case expires.

Important: Cross tenant sharing is NOT allowed. If the user you are logged in with is assigned to Tenant
1, then you cannot share data from Tenant 2, even if you have access to that data. You can view the
sharing details but cannot share the items.

Toolbar buttons are available from the search page, too.

¥ contentWEB B Connectto -
# contentWEB

o Noudwn P

Screenshot: Toolbar buttons used to trigger Email archive tasks

Note: For more information regarding these functionalities in File System Archive and Email Archive
read sections File Archive tasks and Email Archive tasks of this guide.
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Enabling/disabling tasks

By default, all tasks available for an entity are enabled. However, the system administrator may
configure if some tasks should be disabled/enabled for a given entity. This can be done from the
administrators’ settings page.

To open the page, navigate to the logged on user in the right upper part of the header bar, open the
dropdown menu and click on Settings:

[&) M Administrator ~

contentACCESS Central Administration

My profile

Settings o2

Change user

Logout

On the Task types tab the tasks enabled/disabled by an entity (model) can be seen. With clicking on
the cross mark ( # the administrator may enable a particular task; with clicking on the check mark ( v

) he may disable the task again.

Ty contentWEB Administrator -
u

”

Bl Taskiypes ) Manifest
[E) Task types supported by = model

Export to PST Export to zip Recovery Mark for delete Legal hold

7
H
H

Advanced Sharing « - v -
Email Archive v v v ' v v v
File System Archive v v v v ¥ v
GDPR Application v v v
GDPR Exchange v v v v
GDPR File System g v v
‘Share Point Archive « v s v v v
Share Faint Proxy ® x x
Sharing Model + v
Teams Archivi v v 4
Teams Chat Archiv v v 4

If some changes are made, they need to be saved using the Save settings button. If the user has made
some changes without saving, he will be notified when leaving the page.
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X
7( contentWEB Do you want to leave this site?

Changes you made may not be saved.

# conte [ save settings 3 Reset  EiF English -
Leave Stay

V4

& Conmmumraceanss

v ‘ Remave task after download

[¥] Task types i) Manifest

E’ Task types supported by a model

Export to PST Export to zip Recovery Mark for delete

Advanced Sharing x
Custom x

Email Archive v v v v

File System Archive v v v
GDPR Application v
GDPR Exchange v v
GDPR File System v
v
X

Share Point Archive v X v

Teams Archive v v

Teams Chat Archive v v

@ Online help

Create report

The Create report task creates a XLS file, which can be later downloaded from the Tasks list or Tasks
page. The downloaded file is saved on the resource storage. It contains a summary about the selected
items.

To create a report file, select some items and click on the Create report button.

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 83/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /Our vision of technological evolution A

% techarrow

Y contentWEB % Connect to - = Administrator -

# contentWEB / Email archive @tech-arrow.com Type search text her Search @tech-arrow.com) - EI2 English ~ [n]
Is ‘ m cha cBB >0 ltems:4/9 Search in selected folder.. Q Test shared file <

= Jou= , 3

O From Subject From /o=ExchangeLabs/ou=Exchange Administrati

(FYDIBOHF23SPDLT)/cn=Recipients/cn=17dc7
abal

Date 10/20/2017 2:19:38 PM
To
Expiration 10/20/2027
p r— il R
Linkedin <news@linkedin.com> The (slightly insane) morning routines of these top professionals 3
<noreply@tech-arrow.com> New contentGATE setup 2.2.31 is ready contentACCESS 3_3_training.pptx
(Shared file will be available until 2017-10-31
] @tech-arrow.com> test attachment :
23:59:59 and can be downloaded 5 time(s))
V] @tech-arrow.com> Test mailapp Auto-discover in mail apps
‘
‘ H
,
= < Sl

[ e |

A pop-up window opens. Name your report and choose if you want to get summary of all items (all

items in the selected folder) or only of the selected items. Click Create.
Report X

Mame *: Report Wed May 30 2018

Export: All items

=) Selected item(s)

Create Cancel

Download the file from the Tasks list or the Tasks page.
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Administrator ~
Description Status Progress [E]
—epl
Report Wed May 30 2018 pone  [Rd é} berirastii Gioip
'cn=17dc787139f54f97
!
contentWEB Export 5/30/2018 _— [_!j
testd i}
contentWEB Export 5/30/2018 B r‘,j
test3 (i1}
contentWEB Export 5/30/2018 (3
test2 Bane & D-3123:59:59
contentWEB Export 5/30/2018 Bone ?
test] m

+ 106 other tasks

On the Summary tab the user may view the task summary information, the creation date and who

created the report action and the total number of the items.

Report Wed May 30 2018 _

Tenant: Tech-Arrow
Created on: 5/30/2018 2:27:03 PM
Created by:  Administrator

Email archive

Number of items 4

Summary | Email archive ® P[4 »

On the Entity tab (the tab is named based on the entity of the items) the user may find the title of the

items, their type, size and path of each item.
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Email archive |

< Back to Summary

Title Type Size Path Date Subject From To Message ¢ Has attack Importanc Mailbox

Test shared file msg 18 KB Inbox 2017-10-2 Test share /o=Exchan IPM.Note False 1 @tech-arrow.com

New 6.6.45 setup(s| msg 76 KB Inbox 2016-11-3 New 6.6.4 elmbuild0Z IPM.Note False 1 @tech-arrow.com

New contentACCESS setup 3.1.35.0is ready msg 56 KB Inbox 2016-11-2 New conte <noreply@ <build_not IPM.Note False 1 @tech-arrow.com

New contentACCESS setup 3.1.35.0 is ready msg 88 KB Inbox 2016-11-2 New conte <noreply@ <build_not IPM.Note False 1 @tech-arrow.com
Summary | Email archive @ i [ »

Share item(s)
The sharing feature allows the user to specify the restriction and retention to be applied for the shared

items when sharing them. This eliminates the need to retrospectively check the shared files and revoke

access to older files.

It also automates the user invitation process in case the items are shared with an external recipient
and sends an email with links pointing to the shared items. This makes the sharing very fast and useful

for end users.

From the security side, it provides full Auditing log about the sharing user, who was downloading the

file, when and from which machine and location, etc.

To share any items, select them and then click on the Share item(s) option. If you want to share only
oneitem, itis enough to use the Share button in the top right corner (marked with arrow on screenshot

below).

Y7 contentWEB

Message from Testadmin: Sharing te:

You can access them using the following linkis)

A pop-up window opens.
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Into the Recipients field, write the email addresses of the people you want to share the item(s) with. In
Sharing options, specify who would you like to make the item(s) accessible for:
Recipients only — even if the email with the link is forwarded, only the recipients will be able to
access the shared item(s)
My organization — only people from your organization (specified in Central Administration ->
System -> Services -> Sharing settings) will be able to access the shared item(s)

Public — anyone with the link will be able to access the shared item(s)

Note: The options My organization and Public can be currently selected only when using the Share
button in the upper right corner. They also must be first allowed by the administrator in Central
Administration.

Specify how many days do you want the item to expire in or select the date from the calendar. Itis also
possible to limit the number of downloads, based on the option selected in Share with:

» Recipients — number of downloads per recipient

» My organization - number of downloads per user

* Public - number of downloads together

You can also save these sharing settings for future use by checking the Remember these settings

checkbox. That way you won't need to fill in the Sharing options next time.

If you are sharing an email with attachments, you can choose if you would like to share only those

attachments (even select only some of them) or the entire email.
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Share email: News news news . X

What would you like to share? o ) -
Recipients: mne@ta.internal *
*| Entire item

George.Washington@tech-arrow.com %

Attachment(s) only

Mews_Airline.docx

News Greta Sharing options
Thunberg.docx )
Share with: *) Recipients only
My organisation
Anybody
Expires after: 3 - | dayls)
2/6/2021 v
| Limit number of downloads: g > | perrecipient

Remember these settings

O B

Get link Share via email

Cancel

Finish the sharing by clicking on one of the two options: Get link or Share via email. If you select Get

link, the link to the shared item(s) will be copied to your clipboard and you will get this window.

Sharing completed X

%' The sharing link was copied to the clipboard.

hitps://test-cd-02.tech-
rrow.com/contentACCESSWS/MobilityService.svc/File/MyZTaGRyaW 3n TWODWwmMCOkZGMwZDMS
NmYtM2RmMCOONDMxLTIkY2MtZDZjOThhYzhIMDQOJExOTc 33D/ TestAdmin %20has %2 0shared %20ite

g?m=sharing|

Close

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 88/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. ;0L 50N Of technological evolution /A

% techarrow

If you select Share via email, the link to the shared item(s) will be inserted to the body of the email and
you will be able to write a message, too. The subject of the email will be [USER] has shared items with
you. Click on Send to finish the sharing.

Share email: News news news . X

What would you like to share?

Recipients: @gmail.com *

») Entire item

Attachment(s) only

Mews_Airline.docx

News Greta Sharing options
Thunberg.docx )
Share with: s) Recipients only
My organisation
Anybody
Expires after: 2 - day(s)
2/6/2021 -
v| Limit number of downloads: 4 + | perrecipient

Remember these settings

Message: Hi! I am sending you the promised materials for the

meeting tomorrow. Have a nice day.

Send Cance

If you have applicable rights and permissions, you will be able to modify the sharing settings. Click on
the Modify option. The Modify sharing options window will open. Here, you will be able to add and/or
remove recipients, change accessibility, the expiration date and download limit. The option Save and
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get link works the same as Get link, the option Save and share via email works the same as Share via

email. The option Save just saves the changes that were made to the sharing settings.

Modify sharing options
Sharing options  Status

Recipients:

Sharing options

Share with:

Expires in:

| Limit number of downloads:

Remember these settings

2

Save and get link

Recipients only

My arganisation

) Public

20 - | day(s)
2/17/2021 v

20 ~ | alobally

N B

Save and share via
L ET

Cancel

When you click on the Status option, you will be redirected to the window where you will be able to

view the status and information about the selected sharing. From here, it is also possible to Activate

or Suspend the sharing. When an item (or whole sharing) is suspended, it is not possible to download

it, until it is activated back again. If necessary, it is also possible to re-send the sharing notification by

clicking on the Send sharing notification button.
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Modify sharing options X
Sharing options ~ Status
Status: Active  Suspend sharing
Shared by: Thomas Jefferson
Shared on: 2021-01-28
Expires on: 2021-02-17
Download limit: 20 globally
Shared with: Public
Shared files:
File name Status
(3) A 36 éven feliliek.msg Active Suspend
E4 Send sharing notification Close

When you connect to the Sharing model, some items will have the Show related files button in their
preview. This means that the item was shared together with at least one more item and you can view

the list of items by clicking on that button.

¥ contentWEB

# contentWES _Sharing . Search (Thomas Jefferson@tech-snoweom) |+ B Engish+ [

Sharedwith me e o Joe Biden_nominee.docx

Status  Download count/limit  Referenced model

i) Online help

The list will look for example like this:
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 contentWEB | Sharing . Search (ThomasJefferson@tech-amowcom) = G Englsh - [J

File name. Shared on Expiration date Status  Download count/limit Referenced model Download limit Joe Biden_nominee.docx

2021-01-31005959  Active

Download history <

Legal hold

To learn about configuring Legal hold, please read this section first.

The document can be putinto a legal hold case from:

- Selection (selecting one or more items or folders)
- Search result

y( contentWEB #% connect to - Administrator -

# contentWEB ' Email archive / dne@ta.internal Type search text here Search (dne@ta.internal) - £13 English ~ Q
I= [ 1] ch 2B R RO | 1 ftems: 1/3 YActiveonly | Search in selected folder. Q contentACCESS invitation
5 CA Legal hold 5 . From Administrator <Administrator@ta.internal>
- From Subject Date’ 1o T | Date 12/5/2017 3:37:09 PM
> Deleted tems B To <dne@ta.internal>
) - ) Expiration 1/30/201
3 Inbox B Administrator <Administrator@taintemal>  contentACCESS invitation  12/5/2017 3:37 PM <dne@tainternal> iston 1130/2019

ANE and SNE B Administrator <Administrator@ta.intemal>  contentACCESS invitation ~ 12/5/2017 3:37 PM <dne@ta.internal> ¢
Corrupted delete

3) Emails to archive
tem is under legal hold Show details

contentACCESS invitation

Dear dne@ta.internal,

Administrator has invited you to create a new
contentACCESS account. To finish your invitation
process, please click the link below. You will be
redirected to the webpage, where you can finish
your invitation process and set up a password for
your account.

Finish your invitation

Comment from Administrator who has invited ~ +
< >

] ‘ » .
i) Online help

After some items are chosen and you click the Legal hold button, a pop-up will show up.
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Manage legal hold case

Create new legal hold case Update existing legal hold case

MName:*

Description:

MNever expires

Expiration date: -

All items (9 items)

& Selected item(s) (2 items)

Save Cancel

Here you can set a legal hold case. Name and expiration date are required. By checking the Never
expires checkbox, the expiration date disappears. Radio buttons on the bottom indicate which items
should be included into legal hold case (all items means all items in the folder that is selected in
contentWEB).

It is also possible to add items to an already existing legal hold case. If you wish to do so, select the
option Update existing legal hold case and choose the case you want to add your item(s) to, then
click Update.

Manage legal hold case

Create new legal hold case Update existing legal hold case

You are going to add documents to an existing legal hold case. Select necessary
information to update legal hold case

Legal hold case:™ FA index test N

All items (9 items)

& Selected item(s) (2 items)

Save Cancel
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You can create a legal hold case if you select a folder from the tree on the left side. There are 2
possibilities. Firstis when you click the checkbox and a checkmark appears in the box. It indicates that
all documents in the folder will be processed recursively. Second is when you click 2 times on the
checkbox, then a square appears, which means that only document on the first level in the folder will
be processed.

Note: The folder selection must be enabled first.

Q
<)

./l archive

The list of cases can be accessed from the upper right corner of the page, by clicking on the Legal hold

icon.

Administrator -

The Legal hold view and management is controlled by the system’s permission management, so only

people with the correct permissions can manage or view legal hold cases and documents.

In the Legal hold cases page you can manage the existing legal hold cases, manually delete them or see
details of the legal hold case including the document list. If an expiration date is specified for a legal

hold case, then the system will automatically remove the legal hold from documents on case expiration.

In Legal hold cases page you can do 3 actions. In the upper left corner of the list is a refresh button (1)
to reload legal hold cases. By double clicking on the row in table or by clicking on the info icon (2) in
action column, you are redirected to the legal hold case detail view. By clicking the recycle bin (3) you

can mark legal hold case for delete.
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7( contentWEB S connect to + = Administrator -
# contentWEB / Legal hold EiZ English ~ 0
E t
Name Expiration date Status Creation date Deleted Action
Setups 7/30/2018 Waiting 6/19/2018 4:06:17 PM No 3 @
Testing legal Never expires Finished 12/11/2017 10:57:43 AM No Gl 2

i) Online help

Legal hold case details view provides more information about a selected case. This page has 3 main
parts. In the first part you find details of the legal hold case. In the second part there are information

about tasks that were assigned to the legal hold case.

¥ contentWEB ¢ Connect to - B Administrator -
# contentWEB / Legal hold / Testing legal £l5 English ~ D
Testing legal 1
Description: Total tasks: 3
Expiration date: Never expires Finished tasks: 3
Creation date:  12/11/2017 10:57:43 AM  Running tasks: 0

| status: Finished Tasks with error: 0 )
r ,

Task type Creation date Status Action 2
Add items 12/11/2017 10:57:43 AM Daone
Add items 4/12/2018 10:51:48 AM Done
Add folders 6/19/2018 3:21:55 PM Done
CRA g temsos Search Q
Name Folder Entity Date Action 3
38010_mahou_shoujo_madoka_magicajpg CATESTFILEST\38010_mahou_shoujo_madoka_..  CATESTFILEST 10/3/2017 [
960x0,pg CATESTFILEST\960x0,jpg CATESTFILEST 10/3/2017 [+
2-1024x768 jpg CATESTFILES1\a-1024x768 jpg CATESTFILEST 10/3/2017 [ERS
a35bb6d3af7c808ajpg CATESTFILES1\a35bb6d3af7c808a jpg CATESTFILEST 10/3/2017 D Ii.
Outlock forms testing01 Inbo\Emails to archive dne@tainternal 11/3/2017 [
contentACCESS invitation Inbox\Tomitest dne@ta.internal 12/5/2017 [+
contentACCESS invitation Inbox\Tomitest dne@tainternal 12/5/2017 [ERS
contentACCESS invitation Inbox\Tomitest dne@ta.internal 12/5/2017 (RS

There are many different task types. After double clicking on the task you can see some additional data
about the selected task. If task is in error state, then error message is shown in this pop-up view.

Task details x

Task type: Export items
Creation date: 5/19/2017

Status: Daone

Close
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Export tasks are special task, which have additional action in tasks list. If task is an export task and it is

finished, then in action column you can see a download icon.

In the third part you can find documents, which belong to the current legal hold case. Here more
actions are available. In the upper left corner of the documents list there is a refresh button (1) to
refresh the view. Next to the refresh button is a zip icon (2), which indicates that you can create a zip
export from the whole or just from selected documents. Next to the zip icon is a delete button (3) to
delete selected item(s) from the legal hold case. In action column of documents list there are 2 buttons.

First (4) will open a documentin contentWEB and the second (5) will download it.

Inthe upper right corner is a search field. You can search in documents belonging to the legal hold case.
Search will be performed against *Name” column. Search can be performed by hitting enter after you
provide a search term. If you want to see the whole list again, then an empty search should be

performed.

= @ ltems:03
1 3

Folder Entity Date Action

close to the edge Inbox\archive 5/11/2017 4> DL
over and over Inbox\archive 5/11/2017 Die—s
never look back Inbox\archive 5/11/2017 BN

Exporting the documents

After selecting some documents (with "CTRL" + click multiselect is enabled), you can choose the export

to zip button. A popup will appear with 2 possible settings.

Export to zip

Export: (& All items (2 items)

Selected item(s) (1 items)

Create Cancel

Here you can choose which items you want to export (all items in legal hold case or only some selected).
By clicking on Create, a new export task is added to the legal hold case. It will be available as soon as
the legal hold plugin processes the task. After it's finished a download link will appear in tasks list.

Task type Creation date Status Action
Add items 5/11/2017 Done
Export items 5/19/2017 Done e oI 4

e

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 96/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /Our vision of technological evolution A

% techarrow

Each documentincluded in any legal hold is also marked and displayed for the user in search result and

also in browsing mode.

demanding our hero

From
Date 5/11/2017 9:28:21 AM
To
tem IS under legal hold Show details

Demanding our hero
We're crying for help
If time won't save us
Can we save ourselves

Tasks list

Export, recovery and delete tasks that have been completed/are currently running can be viewed in
the Tasks list. Click on the task button in the head bar of contentWEB to expand the list of tasks:

/'( contentWEB #% Connect to ~ R’ Administrator -

s ey Type Searchisathes m S g
Description Status Progress i
[H[I1] CB CRRED R tmi/3 Whctiveonly | Search
Export Tue Jun 19 2018 rumning [0 O Fsm—
) CA From Subject Date
D) Pejeted fleme o Export ZIP Done Ea QG [intemal>
¥) Inbox B Administrator <Administrator@ta.intemal>  contentACCESS invitation  12/5/2017 3:37 PM
ANE and SNE B Administrator <Administrator@tainternal>  contentACCESS invitation  12/5/2017 337 PM Export ZIP Tue Jun 192018 Done [ 100% | R @
Corrupted delete
5) Emals to archive Report Mon Jun 18 2018 Done =33 Q@
Show details
Report Mon Jun 18 2018 Done [ 100% | @ @
+9 other tasks itation

Dear dne@ta.internal,

Administrator has invited you to create a new
contentACCESS account. To finish your invitation
process, please click the link below. You will be
redirected to the webpage, where you can finish
your invitation process and set up a password for
your account.

Einish your invitation

Comment from Administrator who has invited ~ ~
4 »

| ‘< » -
i) Online help

Currently running tasks can be cancelled by clicking on the Cancel button in the list:
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Q Tasks list &
Description Status Progress il
\
ZIF export evening Running ®

Export Tue Jun 19 2018 Done

«)
Bb

Export ZIP Done

Export ZIP Tue Jun 15 2018 Done

«)
Bb

)
=i}

Report Mon Jun 18 2018 Done

«)
=i}

+ 10 other tasks

Screenshot: Cancelling an export task

The finished export tasks can be downloaded from here. The unnecessary tasks can be deleted
manually from the tasks list one-by-one by clicking on the recycle bin mark in the respective row. With
this action the exported items will be deleted from the server too. All completed tasks may be deleted

by clicking the bin mark in the first row.

Export ZIP Tue Jun 19 2018 Done

«)
=i}

Report Mon Jun 18 2018 Done

«)
Bb

e Tasks list =
Description Status Progress ﬂrj
Y
ZIF export evening Running m @
Export Tue Jun 19 2018 Done R &
Export ZIP Done 3 G

+ 10 other tasks

Screenshot: Download and deletion of the tasks

contentWEB allows to set the automatic deletion of already completed tasks. This configuration can
be reached on the Task settings page. The page is accessible from Settings -> Tasks > Common
settings. If you want to use the automatic deletion, check the "Remove task after download” checkbox.
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7( contentWEB Administrator -

# contentWEB / Tasks Settings |'_T| Save settings C Reset &3 English ~

& Common settings

4 ‘ Remave task after download

To show the complete task list on a new page, click on the page icon in the upper right corner of the

Tasks list () —this will navigate you to the Tasks page.

Tasks page

The task page is a more transparent and detailed view of the Tasks list.

Export, recovery and delete tasks are shown here. The user can download the finished export tasks,

remove tasks, check progress or cancel the ongoing tasks.

V( contentWEB J¥ Connect to - =) Administrator -

# contentWEB / Tasks list EIE English ~ [n}
~
=
-
Export Tue Jun 19 2018 Done 6/19/2018 Export ZIP Done 6/19/2018
442 PM | m 436PM | m
B @ L @
Export ZIP Tue Jun 19 2018 Done 6/19/2018 Report Mon Jun 18 2018 Done 6/18/2018
434 PM | m 1208 PM | m
o @ L @
Report Mon Jun 18 2018 Done 6/18/2018 Report Mon Jun 18 2018 Done 6/18/2018
11:57 AM | m 11:57 AM | m
B @ L @
Export Mon Jun 18 2018  Done 6/18/2018 Export Mon Jun 18 2018 Do 6/18/2018
11:46 AM | m 1148 A
@ Online help e

Download of export actions

Any export actions (Export to ZIP, Export to PST) can be downloaded from the Tasks list or from the
Tasks page. The downloaded items are saved on the user’s local disk between downloads. The ZIP
package also contains a Manifest file in XLS format, which contains a summary about the exported

items:
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AN AL Downloads -|a -
@
7 [Ja <« administ. » Downloads » v & [ search Downioads 2]

~

. Favorites

i — I Desktop —
Description Status Progress m J3 Downloads
<» Recent places
ZIP export evening Done 100% m b PST ZIP export
evening.zip
- & This PC
Export Tue Jun 19 2018 Done [4) @ X Desiop =
!/ Documents
Export ZIP Done I—f urj I3 Downloads
& Music
= Pi
Export ZIP Tue Jun 19 2018 Done D m : V:::;is
% Local Disk (C)
Report Mon Jun 18 2018 Done [§) T sl DD Drive (D) Of
mi» contentACCESS V
+ 10 other tasks 1item =
Screenshot A: Download of exported items Screenshot B: Downloaded items

Manifest file and its settings

The manifest file is an XLS file that is automatically created when exporting any files and/or folders
into ZIP format. It is a supplementary export file and can be found in the ZIP file downloaded from the
Tasks list. It contains a summary about the items that have been exported. By default, the manifest

contains the following information:

= On the Summary tab the user may view the task summary information, the creation date and
creator of the export action, the total number of the exported items;
* On the Entity tab (named after entity where the items were exported from) the user may find

thetitle of the items, the item type, size and path of each item.

Note: The File System Archive’s manifest file (Title column) contains links that point to the

corresponding files.
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ZIP export evening

Tenant: TECH-ARROW
Created on:  6/19/2018 5:12:06 PM
Created by:  Administrator

Export from Entity: dne@ta.internal, Folder: CA recursively,
Entity: dne@ta.internal, Folder: Deleted Items recursively,
Export details: Entity: dne@ta.internal, Folder: Inbox recursively

Email archive
Number of items 102

m Emai archive

Email archive |
< Back to Summary
Title Type Size Path Date Subject From To ¢ Has attack Imp. ilb
Pictures msg 132608 CA\AttachmentTest 2017-06-3 Pictures  /O=FIRST (Userl@m«|PM.Note True €1 dne@ta.internal
Attach03 msg 134144 CA\AttachmentTest 2017-06-3 Attach03 /O=FIRST (Userl@m«IPM.Note True £ dne@ta.internal
Attach02 msg 132816 CA\AttachmentTest 2017-06-3 Attach02 /O=FIRST (Aranka@n IPM.Note True '1 dne@ta.internal
Attach + body msg 86528 CA\AttachmentTest 2017-06-3 Attach + bi /O=FIRST (User1@m¢ IPM.Note True £ dne@ta.internal
contentACCESS invitation msg 45056 Inbox\Emails to archive\Emails to pr 2017-12-1 contentAC Administra 'IPM.Note False n dne@ta.internal
contentACCESS license error msg 45056 Inbox\Emails to archive\Emails to pr 2017-12-1 contentAC Administra 'IPM.Note False '1 dne@ta.internal
contentACCESS license error msg 45056 Inbox\Emails to archive\Emails to pr 2017-12-1 contentAC Administra 'IPM.Note False '1 dne@ta.internal
contentACCESS invitation msg 45056 Inbox\Emails to archive\Emails to pr 2017-12-0 contentAC Administra 'IPM.Note False '1 dne@ta.internal
contentACCESS license error msg 45056 Inbox\Emails to archive\Emails to pr 2017-12-0 contentAC Administra 'IPM.Note False n dne@ta.internal
Word document msg 36864 Inbox\Emails to archive\Emails to pr 2017-07-0 Word doct | 'IPM.Note True '1 dne@ta.internal
Edgewave ThreatTest voted as one of the most promising MS msg 585728 Inbox\Emails to archive\Emails with 2018-02-2 Edgewave 1 'IPM.Note True '1 dne@ta.internal
here's S50 to sponsor your content on LinkedIn! msg 53248 Inbox\Emails to archive\Emails with 1753-01-0 linkedin@¢ «IPM.Note False '1 dne@ta.internal
Reminder: your coupon is about to expire! msg 53248 Inbox\Emails to archive\Emails with 1753-01-0 Reminder: linkedin@¢ :IPM.Note False €1 dne@ta.internal
Edgewave ThreatTest voted as one of the most promising MS msg 45056 Inbox\Emails to archive\Emails with 1753-01-0 Edgewave techarrow IPM.Note False :1 dne@ta.internal

> ¥ | Summary -

The exact fields involved in this manifest file can be configured in the administrator’s settings as

described below.

Field settings in the manifest file

To add/delete fields that should be involved in the exported manifest file, open the Manifest settings
page from the Administrator settings > Tasks - Manifest tab.

Navigate to the logged on user and open the Settings page.
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) =] Administrator -

contentACCESS Central Administration

My profile

Change user

Logout

Further switch to Tasks in the pane and select the Manifest tab.

7( contentWEB Administrator -

& cONtentWEB / Tasks Settings [ save settings < Reset  Ef3 English -

V4

& Common settings

/|| Remove task after download

[ Tasktypes i Manifest

iy Model fields at manifest

Advanced Sharing Teams Archive Email Archive File System Archive Share Point Archive Teams Archive
I CEE T o W ]
Creation date v Title v Subject v Modified date X Name v Title v
Expiration date v Creationdate  +" Date v Modified by X Creation date v Creation date v
Download limit v Author v From v Folder b4 Modified date v Author v
Download count/lim Folder v To v Creation date x Size v Channel v
File name v Has attachment  +" Folder v File name X Modified by v Folder v

un v Has attachment v Size b 4 ud v Has attachment v

Channel x

Disabled

xI

1 Online help .

All available fields that can be displayed in the manifest file can be viewed here. Click on the cross mark
(*) next to the field to add it into the manifest. With clicking on the check mark (+) you may disable
the selected field again.
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File System Archive

contentWEB is also a web user interface for the contentACCESS File System Archive. Any files
archived by a File System Archive job can be accessed by an end user (with the necessary rights) from
contentWEB during thefiles’ retention time.

File versions

In contentWEB, the end user may also view the versions of a file that have been created during the
archiving process. Versions are created when the original file is modified in the original file system and
the archive job archives this new file version into the archive. In contentWEB, these versions are
accessible in the “Versions” column of the item list. Click on the version count in this column and the

document version(s) will be displayed. Document versions are marked with blue color.

¢ contentWEB % Connect to - G Administrator -

# contentWEB / File system archive / CATESTFILESS Search (CATESTFILES9) - EEEngish- [
I=|lll <t CREDBRE tmsi/1s Search in selected folder.
Title size Created Modified Versions [[itle
Versions testing.txt
38010_mahoujpg SS77KB 1/19/2018 5:03 PM 5/10/2017 1:11 PM
Size —
138 —
960+0jpg 1778K8  1/19/2018 503 PM 1/18/2017 425 PM _— —
reated
6/20/2018 10:57:30
a35bb6d3af7c808a,pg 3154KB  1/19/2018 5:03 PM 6/5/2017 1:10 PM AM
Address book modifications.docx 357KB  6/12/2018 251 PM 1/22/2018 6:18 PM
Created by
Job #47 (Tenant #1)
bdb3d7041f7adb74399289a440/01275,pg 50K8 1/19/2018 5:03 PM 2/1/2017 12:13 PM s
odifie
business and burgers,png S36KB  1/19/2018 503 PM 3/3/2017 1:32 PM RORNIBT20A AN
Modified by
cloud.mail_jpg 158K8  1/19/2018 503 PM 2/7/2017 2:40 PM T Ty
contentACCESS Email_ Archive.be_ssfe_1-1jpg 1387KB  1/19/2018 503 PM 1/20/2017 2:41 PM o
ath
CATESTFILESS\Versions testing.txt
Testing.rar 4174K8 1/19/2018 5:27 PM 1/19/2018 5:26 PM
File name
Versions testing.txt
- version 2 88 6/20/2018 10:57 AM 6/20/2018 11:16 AM
~version 1 38 6/20/2018 10:57 AM 6/20/2018 10:57 AM MK forideiate

False

Expiration date
6/20/2019

1) Online help

Filtering of active/inactive file system archive documents

When is an item/folder inactive in the archive? When an archive job is running, it is synchronizing the
current state of the archive with the state of the file system. It synchronizes the folder permissions as

well,

An item/folder gets an inactive status in the archive if the file/folder no longer exists in the file system
(neither the original, nor the shortcut to it).

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 103/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. our vision of technological evolution A

% techarrow

Inactive files are marked with grey color in contentWEB, active files have a bold black color. Once the
item is moved back by the user or it is restored, its status will turn to active.

The aim of active/inactive item view in the archive is:

v" To make visible in the archive, whether the archive items have corresponding original or shortcut
in the original file system; this might be useful when the user wants to recover from the archive.
(For more information about the recovery function refer to section “Create report

v contentWEB

# ccotentWEB  File system archive Search (C\EATest_FSA test) - Wengish- ]

B Brussels Sprouts recipe.txt i Share

size Created Modified Versions

ftem iy srurec

i) Oniine help

Read more about this feature here.

v Recovery” below.)

v To avoid displaying duplicates by using the active/inactive filtering options in the archive.

Note: Duplicates are created if a file/folder was moved to another file system location, or if it has been

renamed and an archive job processed both the old and the new file/folder.

How to filter between active/inactive items in the archive?

Our archive folder "TESTFILES9” on the below displayed screenshot contains both active and inactive
items.
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/v( contentWEB #¥ Connect to ~

# contentWEB / File system archive / CATESTFILES9 Type search text here Search (C:\TESTFILES9) - £I8 English -~ D
H i n c cR DO E temsi/1s Search in selected folder... Q =
Title Size Created Modified Versions
38010_mahoujpg S57.7KB  1/19/2018 5:03 PM 5/10/2017 1:11 PM
a35bb6d3af7c808a.jpg 3154KB  1/19/2018 5:03 PM 6/5/2017 1:10PM
Address book modifications.docx 357K8 6/12/2018 2:51 PM 1/22/2018 6:18 PM
bdb3d7041f7adb74399289a440101275 jpg S0KB 1/19/2018 5:03 PM 2/1/2017 1213 PM Title
business and burgers.png 53.6 KB 1/19/2018 5:03 PM 3/3/2017 1:32 PM 960x0jpg
Size
cloud.mail_jpg 158 K8 1/19/2018 5:03 PM 2/7/2017 2:40 PM ‘ 177.8K8
‘ contentACCESS.Email_Archive.be_safe_1-1jpg 1387KB  1/19/2018 5:03 PM 1/20/2017 2:41 PM H Created
» 1/19/2018 5:03:34 PM
Testing.rar 417.4KB  1/19/2018 5:27 PM 1/19/2018 5:26 PM Created by
Versions testing.txt 138 6/20/2018 10:57 AM 6/20/2018 11:20 AM 2¢ Job #47 (Tenant #1)
Modified
1/18/2017 4:25:52 PM
Path
CATESTFILES9\960x0jpg
File name

960x0,jpg m et
line help

To filter out active/inactive items in a folder, click on the horn sign (") at the bottom of the navigation
pane. To filter the active documents only, “Active only” filter must be applied. Screenshot A shows the

active items of the archive folder, on screenshot B only the inactive items are filtered out:

¥¢ contentWEB 4% Connect to -

# contentWEB  File system archive / C:A\TESTFILESS Type s here. Search (C:\TESTFILES9) - Ei8 English ~ D
Is ‘ 1] ca cl O 8@ temsi1/10 WActive only | Search in selected folder... Q =
Active/inactive items Title Size Created Modified Versions
38010_mahoujpg SS77KB  1/19/2018 5:03 PM 5/10/2017 1:11 PM
Inactive only
a35bb6di3af7c808a,pg 3154KB  1/19/2018 503 PM 6/5/2017 1:10 PM

Active and inactive
Address book modifications.docx 357 KB 6/12/2018 2:51 PM 1/22/2018 6:18 PM

“ bab3d7041f7adb74399289a440101275,jpg S0KB 1/19/2018 5:03 PM 2/1/2017 12:13 PM
S36KB  1/19/2018503 PM

business and burgers.png 3/3/2017 1:32 PM

cloud.mail_jpg 158 K8 1/19/2018 5:03 PM 2/7/2017 2:40 PM
CoNntentACCESS.Email_Archive.be_safe_1-1jpg 1387KB  1/19/2018 5:03 PM 1/20/2017 2:41 PM Title
A Testing.rar 417.4KB 1/19/2018 5:27 PM 1/19/2018 5:26 PM i 960x0jpg
Versions testing.txt 138 6/20/2018 10:57 AM 6/20/2018 11:20 AM 20 | Size
177.8KB
Created

1/19/2018 5:03:34 PM

Created by
Job #47 (Tenant #1)

Modified
1/18/2017 4:25:52 PM

Path
C\TESTFILES9\960x0 pg

File name

960x0jpg = -
i) Online help

Screenshot A: Active items of the folder
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7( contentWEB #¥ Connect to ~ S Administrator -
# contentWEB / File system archive / CATESTFILESS ) tex Search (C:\TESTFILES9) - 8 English - ]
I/l C@ CREDERE temi/s Winactive only | Search in selected folder =
Active/inactive items Title Size Created Modified Versions

Active only

® Inactive only

Active and inactive

Title
3-1024x768jpg

Size
68.1 KB

Created
1/19/2018 5:03:34 PM

Created by
Job #47 (Tenant #1)

Modified
3/28/2017 3:42:58 PM

Path
CATESTFILES9\a-1024x768 jpg

Fila nama =
1) Online help

Screenshot B: Inactive items of the folder

File Archive tasks

By default, the following tasks can be triggered on the selected File Archive items/folders using the

toolbar buttons:

Refresh
Export selected item(s) as a ZIP file

Create report

Recover selected item(s)
Mark document(s) for delete
Legal hold

Share item(s)

N o u R~ W N R

Thefile archive tasks can be disabled/enabled in the Administrator’s settings on the Task types tab.

For more information read section Enabling/disabling tasks.
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Y7 contentWEB B Connecto - B B B eAesadmin-

# contentWEB | File system archive Search (C:\EATest_FSA test) - Ei English - 0

Is|lll °h 1T & = 1001 movie you should watch.txt ©
; = Size Created Modified Versions
4 Item is shared t
ege pot
5
6 —
7|
—
—
—_—
Jie you should watch.xt
el
]

Screenshot: Toolbar buttons in File Archive
Itis possible to select
» the whole folder structure on the root,
= arecursive folder structure

= child folders

* and items to process

For more information refer to section Folder selection methods.

Refresh

This toolbar button should be used if any items have not been displayed in the item list yet and the list

of items should be reloaded.

Export selected item(s) as a ZIP file

To export file archive item(s)/folder(s) as a ZIP file, select the desired item(s) from the list view (or
select the node(s) in the left side pane) and click on the Export selected item(s) as a ZIP file button
located above the list view. The exported items are zipped in the background (on the server side). On
the screenshot below we have selected the Root folder (including all its subfolders) to be exported into
ZIP:

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 107/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /Our vision of technological evolution A

% techarrow

¢ contentWEB

A contentWEB | File system CAEATest_FSA tost Type sesrch text here Search (C\EATest FSA test) ~ | Elengishe
’1( click to export the Root (including all subfolders) as a ZIP file
[H[I] comlm FHO0DE Foest
Folder name/path
Roet (including all subfolders)
.
-

The exported items/folders can be downloaded from the Tasks list. (For more information refer to
section Download of export actions).

Create report

W contentWzB # Conoeat 10 -

# ccotentWEB | File system archive

Search (C\EATest_FSA test) - EeEngsh- [
H < B Items: 1720 L
I/ - — teme - Brussels Sprouts recipe.txt [P Share
[] Export selected item(s) as 3 ZIP fle.
B Versions.
N —
Wiipedia 8
9 e iy sturec: Show details
lege pdf
(]
2 s
—
414 —
—
Created by
Jcb #40 (Tenant #4)
aoc
Credit-Bureau-Contact-Informaticn.paf
Disability Servic
N _7A9pc
o mation Request Form - Filablepdf
-

Read more about this feature here.

Recovery

Recovery is used to re-generate a file system from the archive back into the original file location.

This processing type can be used in the following cases:
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» A folder structure has been deleted;
= One or more folders have been deleted;
» One or more documents from the folder(s) have been deleted

from the original file location and the user needs to get back these already archived documents from
the archive. The items that do not have an original or a shortcut in the original file location (in the file
system) are inactive in contentWEB and have a light grey color.

With the recovery function the archived items can be put back into their source location. It can also
create the folder if it was deleted from the folder structure. It is possible to recover any part of the

structure:

» One or multiple folders;
» Recursive folder structure;

= One or more folder contents.

Important! The root folder mustn’t be deleted (or it must be re-created if it was deleted) from the

original file system, otherwise its contents can't be recovered back into the original location.

The file system recovery job is checking for duplicates, so the same recovery job can be run safely

multiple times, duplicates will not be created:

» ifthefile does not exist in the folder and the LNK file (shortcut) also does not exist in the folder =>
the original file is recovered to the folder

» if thefile does not exist in the folder BUT the LNK file (shortcut) does exist in the folder => the
LNK (shortcut) is replaced with the original

» ifthefile already exists in the folder => nothing happens

Recovery of deleted items of folder “Wikipedia”

In this use case we will recover the deleted items of our shared folder "Wikipedia”. First we select this

folder in the navigation pane. Our inactive items have a light grey color in the grid.

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 109/129



mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /Our vision of technological evolution A

% techarrow

¥ contentWEB

Search (C:AEATest_FSA test) - & English - 0

Is|lll ChE@ T - remsi/s ok & 1001book you should read.xisx e Share

Title Size Croated Modified Versions

]
T Online help

Now we want to have all deleted folder items (inactive documents) back in our file location. We check
folder’s check box in the navigation pane (step “a”) and we click on the recovery toolbar button above

thelist view (step “b"):

¥ contentWEB

# contentWEB | File system archive / C\EATest F5/ Search (C\EATest FSA test) - &3 English - D
b) click to recover

I=|lll chmzea B8 0@ Foldes

Folder name/path

Root/Wikipedia

]

With the manual recovery the user has multiple options:

¢ He can either recover with the original modification date;

¢ He can also recover with the recovery date.

It is worth to recover with the recovery date if an archive job is already running on the selected file
system folders and the files with a modification date younger than the recovery date are set to be
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archived. By selecting the recovery date the user can prevent the recovered file(s) from being re-
archived.

Folder(s) Recovery ®

Set the modification date of recovered items to

O] Original modification date
) Recovery date

Click on “Recover” button to start the process. The active items will be skipped in the file system; if an
original file exists, it will not touched, if a shortcut to the item exists, it will be skipped.

All the items were recovered into the given folder. The modification date is set to the original
modification date.

Once the files are recovered, they will be recolored to black in the contentWEB's item’s grid:

3 contentWEB

# contentWEB | File system archive Search (C:\EATest_FSA test) - S english- ]

1=/l <l T " otems1/6 ok - 1001book you should read.xlsx [ Shar
Root Title size Created Modified Versions

ftamis shared

i) Online help

Mark document(s) for delete
With this task you can mark/unmark documents to be later deleted from the archive by the Delete job.
You can either way mark/unmark only the selected files, or all files from the current folder.
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¥ contentWEB ¥ Connect 10 - B B (=] EATest-Admin -

# contentWEB | File system archive

Search (C:\EATest FSA test) - E@engish- ]
Is|lll ca ~ . Rems 176 s ot = | 1001book you should read.xlsx [ Share
A ) Export selected item(s) as 2 ZIP file
® Root = Size Created Modified Versions
Create
©  Recover selected item(s) tem s shared. Show details
21M8 02
B Markdocument(s) fordelete. &——— .
[ tegalhoid ke
[ Share item(s) 52M8 b
Yellowstone National Park.docx 8456 K8

X

Created by
Job #40 (Tenant #4)

=
020 145457

Wikipedia\ 1001600k you should readdsx

Select the desired action (mark or unmark) from the Operation dropdown list and then click Create.

Delete from archive X

Process: All items from the selected folder

* Seglected item(s) (1)

Operation™  Mark for delete -

Create Cancel

Legal hold

¥ contentWeB 2B Connect 10 -

# contentWEB | File system archive

Search (C:\EATest_FSA test) - &8 English - n}
1=/ ©M | | O/l teei/s - i fokdn ® | 1001book you should read xisx {2 Share
o &) Export selected tem(s) as a ZIP file.
Root Size Created Modified Versions.
=] Create repont
D Recover selected itemis) ftem is shared. Show details
02/10/2 743 28/09/2020 14:40:39
B Mark document(s) for delete 1445:22
&1 Legalhoid 144428 Size
[ Share item(s) 143905 702 KB

Yeliowstone National Park.docx 14:41:42

X

Read more about this feature here.
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Share item(s)

With this option, you can easily share links pointing to the selected items, which can be later sent to

other users.

v contentWEB

# contentWEB | Filesystem archive t Search (C\EATest_FSA test) - i English - ]

Roet

1001book you should read.xlsx ¥ Share

-
7 Oniine help

Read more about this feature here.

Email Archive

contentWEB is also a web user interface for the contentACCESS Email Archive. Emails and
attachments archived by an Email Archive job can be accessed by an end user from contentWEB during

the emails’ retention time.

Email Archive tasks

By default, the following actions can be run on the selected email archive items/folders using the
toolbar buttons.

Refresh
Export selected message(s) as a PST file

Export selected item(s) as a ZIP file
Create report

g A W N =

. Shareitem(s)
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6. Recover selected item(s)
7. Mark document(s) for delete
8. Legal hold

The email archive tasks can be disabled/enabled in the Administrator’s settings on the Task types tab.

For more information read section Enabling/disabling tasks.

# contentWEB  Email archive Search (emiy brontetech-arrow.com) - HEengishe

Subject Date

Screenshot: Toolbar buttons in the Email Archive

Itis possible to select

= the whole folder structure on the root,
= arecursive folder structure
= childfolders

* and items to process

For more information refer to section Folder selection methods.

Refresh

This option should be used if any items have not been displayed in the item list yet and the list of items
should be reloaded.
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Export selected message(s) as a PST file

To export one or multiple mailbox items/mailbox folders as a PST file, select the items from the item
list/mailbox folders from the navigation pane. Now click on the Export selected message(s) as a PST

file button located above the list view.

]

Subject Date

B Microsoft Azure DevOps Server

added a comment to
Task 32880

Choose if you want to export all items from the current folder, or only the selected items. Click on

Create or press enter.

Export to PST

Mame *: qport Wed Jun 20 2018

Export: All items from the selected folder (3)
= Selected item(s) (2)

Create Cancel

The exported items/folders can be downloaded from the Tasks list. (For more information refer to
section Download of export actions)
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Export selected item(s) as a ZIP file

To export one or multiple mailbox archive item(s)/folder(s) into ZIP format, select the mailbox item(s)

from the item list (or select the node in the tree view) and click on the Export selected item(s) as a ZIP
file button located above the item list.

¥ contentWEB

Search (emiybronte Dtech-arow.com) - enghe 0

e ent oice Task 32880 - [Test] (Sharing search] Search with special characters: @ st
ted mezsageis) a1 3 BST fle . Access denied

Subject Dat
selected item(s) as 2 2P fle. 4———

18 =

From

Export.

Date
To
Expiration date

CETLY

B Microsoft Azure DevOps Server

added a comment to

Task 32880

The parent was not closed. f've closed it now

*

i) Oline help

Choose if you want to export all items from the current folder, or only the selected items. Click on
Create or press enter.

Export to zip X

Mame *: qport Wed Jun 20 2018

Export: All items from the selectad folder (3)
s Selectad item(s) (2)

Create Cancel
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Create report

# contentWEB | Gl achive /ey brosteDtech-arew Search emiybrontedtect-arrowcom) -] megs- 0

S T remie et oise & Periodical search result & share
) Export selected message(s) as 8 35T file i rorsph Ot
B Eaport soiocted itom(s) aca 7 “ owe Date @11
- To
[ Crese repart Expiration dite
[ Share item(s) k =
Message
° selected ftemnls)
Period ] mentis]for deiste
2 PERIODICAL SEARCH REPORT
Sent lems. el ]

Shariag Dear emil.brorte@tech-armow.com.

h-sromcom”

Weare sendingto yos the periodical search report.

hamowcom' Gmin has shyred items with you

dmin modified pernissions of skeady siared tems SentDate search

Searched for 'SentDatex2021.01-01" in

FaTmcs-dcdmin b shared itsme it

Search details emilybronte@tedh-arrow.com,
erlk.rson@tech-arrovcom
., Descripmon periodical search ‘est
* <norepltect-srromcom > ! Exeution time 1second
b N o s, E Tutal it wunt 147
Hi Email archive 147

‘oreplyBtech-a <aotepl/@rect-

Erik Larson <ericla:

Erik Larson <eric

dmin has shyred items with you

EATest Adm

“roreply@tech o perns with you

Have a nie day,

roreply Bt

ESS-L1 - contentALLESS Teature: 30>

nGtect-

&  ErkLaron <enclansonGtect > “estmal you Techarrow

y i Teams” « You have 1 message, 1 menion

na ermants Btech-arrowcom > dscu

debogging preoes i no fine!

[ ‘ * w,
Read more about this feature here.

Share item(s)

With this option, you can easily share links pointing to the selected items, which can be later sent to

other users.

A contentWiB  Email archive ey bronte®iet, Search (emily brontedtect-arrow.com) - I3 English - o

n L] e ftems 1/62 Search e Current foides - Periodical search result 2 Share

i ) Export selected messaget oz a 35T e 2
3) ArchiveTes Subject Date A :;.:

k Export salocted amis) aca 710 Sie

-sendar e T enteGtech-arow cem>
Unite3 States hobdays Creae report g s Expiration dte

Deleted em: Share ——

Deleted hems ) oy 3 Nessage

Dnfts Recover sefected ftem(s). wes sharing with My o

Mark o) for deiete with tpecial tharacters

PERIODICAL SEARCH REPORT

Penodical sesect

St i Dear emilbrorte @tech-arrow.com
g Weare sendingto yos the periodical search report.
min modified permissions of aieady swared tems SentDate search
Searched for ‘SentDaten2021.01-01" in
e e e Search details emilybronte@tedh-arrow.com,
lrPrect o erik.lrson@tech-arrowcom
norepl@tes min modified pernissiors of sty sared rems. ., Descripton periodical search test
com® <norepl/@tect-srrmmcom> A nmodifed permi smmady susred tems M Extcution time 1 second
com" <norepl/Btect -arroncom> 5 Mol it wunt Eoid
* Emailarchive 147

orepl/@rect-arromcom>
Enk Larson <ericlarsos@tes
eoreplyBrech-arrowcom”

heck the result
eorcply@tcch emowsom* morcply@ic
sech-arrowcom” enoreplBtect-arrowcom>
nereplyBtech-ur - contentALLESSfeaturei 30>
Have a nice day
@ ErkLamon <enicler
& ik Larson <enciarsor you Techarrow team
dscussen
] ‘ »

Read more about this feature here.
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Recover selected item(s)

Recovery is used to re-generate the emails from the archive back into the original location.
This processing type can be used in the following cases:

= A folder structure has been deleted;
* One or more folders have been deleted;
» One or more emails from the folder(s) have been deleted

and the user needs to get back these already archived items from the archive.

With the recovery function the archived items can be put back into their original mailbox location. It
can also create the folder if it was deleted from the mailbox’s folder structure. Itis possible to recover

any part of the structure:

» One or multiple mailbox folders;
» Recursive folder structure;

= One or more folder contents.

Important! The root folder mustn’t be deleted (or it must be re-created manually if it was deleted) from
the folder structure, otherwise its content can’t be recovered back into the original location in the

mailbox.

= If thereis a shortcut for the recovered email in the mailbox folder — the email won't be recovered;
» If the email is already present in the mailbox folder — the email won't be recovered;

= If the email has been deleted from the mailbox folder — the email will be recovered.

Recovery of deleted mailbox folder “Calendar”

In this use case we will recover the deleted mailbox folder “Calendar”. We would not like to involve the
subfolders, so we double click on this folder’s checkbox in the navigation pane. Then we click on the

recovery toolbar button above the list view:
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T contentWEB -1 EATest-Admin -

# contentWEB  Email archive = Search lemily bronte @tech-amaw.com) - £ English - [J
[HIT coEm PReE s/: Folders 1

Folder name/path
(]

-
Folder “Calendar” will be put back into the mailbox after the task is completed.

Export and recovery actions (accessible from the toolbar buttons of Email Archive and File System
Archive) that run/are currently running can be viewed and downloaded from the Tasks list. For more

information about the Tasks List refer to section Tasks list.

Mark document(s) for delete

With this task you can mark/unmark emails to be later deleted from the archive by the Delete job. You

can either way mark/unmark only the selected emails, or all emails from the current folder.

¥ contentWEB

A contentWES  Email archive Search (emily brontetech- arrow.com) - mgihe 0

cl e It es rent olges & Pperiodical search result & Sha

Subject Date Foom

e
- .
B Merk document(s) for delete. o
- PERIODICAL SEARCH REPORT

Dear emily.bronte@tech-arrow.com,

We are sending to you the periodical search report.

sentDate search

Searched for 'SentDate:>2021-01-01 ' in
@tech-arrow.com,

Description periodical search test

Have a nice day,

your TechArrow team

= ‘ .
Select the desired action (mark or unmark) from the Operation dropdown list and then click Create.
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¢ techarrow
Delete from archive X
Process: All items from the selected folder

») Selected item(s) (1)

Operation™ | Mark for delete M

Create Cancel

Legal hold

3¢ contentWEB

A contentWEB | Email archive Search (emilybronte@tech-arrow.com) - EEmgshe [

| Pperiodical search result € Share
i . From s
Subject Date Pt
To
Expiration date
PERIODICAL SEARCH REPORT

Dear emily.bronte@tech-arrow.com,
We are sending to you the periodical search report.

SentDate search

Searched for 'SentDate>2021-01-01 ' in
om,

search details emily.bronte@tech-amow.c
erlk.larson@tech-arrow.com

Description periodical search test

Execution time 1second

Total hit count 147

Email archive 147

Check the result

Have a nice day,

your TechArrow team

.

Read more about this feature here.

Sharing

contentWEB is also a web user interface for the contentACCESS Sharing app. Any files shared by the

app can be accessed by an end user (with the necessary rights) from contentWEB.

Sharing tasks

By default, the following actions can be run on the selected sharing items:

1.

o U1 A W N

Refresh

Export selected item(s) as a ZIP file
Create report

Modify sharing options

Show related files

Download history refresh
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The Export selected item(s) as a ZIP file and Create report sharing tasks can be disabled/enabled in
the Administrator’s settings on the Task types tab. For more information read section

Enabling/disabling tasks.

¥ contentWEB

Download cc ~ agnes-grey.pdf

Download history 6c

- »
i) Online help

Refresh
This option should be used if any items have not been displayed in the item list yet and the list of items

should be reloaded.

Export selected item(s) as a ZIP file
To export one or multiple sharing item(s) into ZIP format, select the item(s) from the item list and click

on the Export selected item(s) as a ZIP file button located above the item list.

# contentWEEB | Sharing @tech-arrow.com
I=Ill (5 | < ltems: 1 /159
k"l Expaort selected itemi(s) as a ZIP file. I
Iy shares Lreate repert

Choose if you want to export all items from the current folder, or only the selected item(s). Click on

Create or press enter.
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Export to zip X

Name *: contentWEB Export 7/23/2020

Export: All items from the selected folder
= Selected item(s) (2)

Create Cancel

Create report

A contentWEB  Sharing @tech-arrow.com

I=|lll - < tems: 17159
@ Export selected item(s) as & ZIP file.

My chares Mﬂﬂ |

Read more about this feature here.

Modify sharing options

¥ contentWEB

@tech-arrow.com -

A contentWEB  Sharing arr Search ( tech-armowcom) | - @BEngish- [

IEm Sl o wemeri®

Shared on Expiration date Status Download ¢ * agnes-grey.pdf

My share 2 .
ares oS tatu:

iced by Jane Austendocx

Stech-amow.com

Read more about this feature here.
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Show related files

¥ contentWEB
# content WEB  Sharing Sowch ek i o) Mengish- [
I cl T oems1/159
Expiration date Status Download cc agnes-grey.pdf
.
s —
6
0 optio
4
2 Download histary e
- ‘ »

Read more about this feature here.

Download history refresh
This option should be used if any downloads of a shared item have not been displayed yet and the list

should be reloaded.

3¢ contentWEB

A contentWEB  Sharing

13 ch | C - emersm

Download cc *

2007-peugeot-307-64927.pdf
tan

File name

Teams archive

contentWEB is also a web user interface for Teams archive and Teams chat archive. Items archived by
an archiving job can be accessed by an end user from contentWEB during their retention time.
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Teams archive tasks

By default, the following actions can be run on the selected Teams archive items:
1. Refresh
2. Export selected item(s) as a ZIP file
3. Create report
4. Shareitem(s)
5. Share

The Export selected item(s) as a ZIP file and Create report tasks can be disabled/enabled in the
Administrator’s settings on the Task types tab. For more information read section Enabling/disabling

tasks.

Refresh
This option should be used if any items have not been displayed in the item list yet and the list of items

should be reloaded.

Export selected item(s) as a ZIP file
To export one or multiple item(s) into ZIP format, select the item(s) from the item list and click on the

Export selected item(s) as a ZIP file button located above the item list.

contentWEB Manual | Version 5.1 | ALL RIGHTS RESERVED
TECH-ARROW, a.s. | Kazanska 5B, 821 06 Bratislava, Slovakia, EU | E-mail: sales@tech-arrow.com | www.tech-arrow.com 124/129


mailto:sales@tech-arrow.com
http://www.tech-arrow.com/

. /Our vision of technological evolution A

% techarrow

# contentWEB Teams archive CAEATest Team

I=|m (4 - | 47 ltems: 1 /78

E‘| Export selected item(s) as a ZIP file. |
2J Date Ti

@) All SharePoint data , Create report
- 10,02 . W

[* Share item(s)
'ID_f'C'E; CUCT INIJUOT I.

Choose if you want to export all items from the current folder, or only the selected item(s). Click on

Create or press enter.

Export to zip -

Name *: contentWEB Export 10/22/2020

Export: All items from the selected folder

= Seglected item(s) (1)

Creats Cancel

Create report

# contentWEB Teams archive CAEATest Team

I=||" <t < Items: 1/78

_ @ Export selected item(s) as a ZIP file,

= Date ﬁ i
(3) All SharePoint data L Create report |

10/02 ) M
[* Share itemis)
10/02rcozT=ouoo 1.

Read more about this feature here.

Share item(s) and Share

With these options, you can easily share links pointing to the selected items, which can be later sent to

other users.
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¥ contentWEB

& contertWiB . Teams archive Search (CAENTest Team) - Eegishe [

LIl e
Felder Varsione L= o

Both options are described in this section.

Teams chat archive tasks

By default, the following actions can be run on the selected Teams chat archive items:
1. Refresh (list)

Export selected item(s) as a ZIP file

Create report
Share item(s)
Download
Share
Refresh (item)

N o v o~ WN

The Export selected item(s) as a ZIP file and Create report tasks can be disabled/enabled in the
Administrator’s settings on the Task types tab. For more information read section Enabling/disabling

tasks.
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¥ contentWEB

& ContentWEB | Teams chat archive Search (Emily Bronte - engshe 0

Title Emily Bronte, Erik Larson

Mestngs

tem is snared.

Erk Larson 14/12/2020 140032
Emily

Erik Larson 14/12/2020 140027

' ik Larson 14/12/2020 140004

Refresh (list)
This option should be used if any items have not been displayed in the item list yet and the list of items

should be reloaded.

Export selected item(s) as a ZIP file
To export one or multiple item(s) into ZIP format, select the item(s) from the item list and click on the

Export selected item(s) as a ZIP file button located above the item list.

# contentWEB | Teams chat archive / Emily Bronte

I= |II 5 | = ltems: 1/ 2
kei Export selected itemn(s) as a ZIP file, |
Date " —
Group chats k=] Create report
) [* Share item(s)
Meetlngs 1 4_-'r1 2.' CUCU TSI

Choose if you want to export all items from the current folder, or only the selected item(s). Click on

Create or press enter.

Export to zip

Name *: contentWEB Export 10/22/2020

Export: All items from the selected folder

= Seglected item(s) (1)

Creats Cancel
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Create report

# contentWEB / Teams chat archive / Emily Bronte

I=||II 4 - | 4 ltems: 1/ 2
T @ Export selected itemis) as a ZIP file,
Date
Group chats . Create report |
Meetings [ Share itemis)

14 Srevrarm=o

Read more about this feature here.

Share item(s) and Share

With these options, you can easily share links pointing to the selected items, which can be later sent to
other users.

¥ ccnteniWEB

Search (Emiy Bronte) - gk
I/l e T w2 & Do o
B &x ted item(s) asa ZIP file.
Dae| Title Emily Bronte. Erik Larson
ftem 5 shared Show detals

Erik Larson 14/122020 4003
Emily Broste

words & F'm 5o happy that you liked my ook
14/12/2020 135200

Maregver | raac thic asicle about The Splendic and the Uile'.. what do you thing sbout

14/12/2020 135135
- “The Sphendicd and the Vile" lry Exlk Larson

Both options are described in this section.

Download

The selected Teams chat archive item can be downloaded by clicking on this button.
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¥ contentWeB

A contentWEB | Teams chat archive Search (Emily Bronte) - maEgsh- 0

1= cB T - wemi SE——— (,_om S et

Date Tide Emily Bronte, Erik Larson

tew s shared.

Erik Larson 14/12/2020 140032
Emily Bronte

Erik Larson 14/12/2020 140027

" Erik Larson 14/12/2020 140004

1411272020 135135

L] “The Splendid and the Vile™ by Erik Larson

Refresh (item)
This option should be used if any changes were made to the selected item and the changes are not yet
displayed in the preview.
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